asec.ahnlab.com /ko/90326/

MS-SQL At ZF A0 A] &2l

i 9/28/2025

&| XiebroC2

ot

e 20254 098 29¢

AhnLab SEcurity intelligence Center(ASEC)H|AM =
= 24E8 2L EESID Y20 X2 XiebroC2E2 O|

7= C2 =&
X|stct [1]

12| 3 2 M CobaltStrike2} S ASHA &

MASHA 22|= 0 J= MS-SQL M E CA 2 2 5t
ot =4 A2 E 2F2ISIRALE. XiebroC2= A A ET}
2 SF, 42 %o}, Yof 8/met B ChYS 7|55

1/5


https://asec.ahnlab.com/ko/90326/
https://asec.ahnlab.com/ko/category/malware-ko/
https://github.com/INotGreen/XiebroC2

@ XiebroC2 Public @ Watch 22 ~ % Fork 207~ 77 Star 13k -

¥ main ~ P h S . Go to file Add file -~ <> Code ~

_ SflualB B, HEl
@ INotGreen make 4c72d0 . 7 months ago  £2) 117 Commits BE Y profile. BifEsRDI.

7R, #E.
B Image

B ImplantGo

[ README.md
[ README_EN.md
0Ot pology.drawio

[ github.bat

] README

€)stars 1.3k downloads 8.2k issues 46 RE Releases 9
XiebroC2-v3.1.8
FEThiEE -
o AL (Implant) #EAGolangiRE, ®EWindows, Linux, MacOS (BzIFESEEEEREEH)
FR%-8%8 (Teamserver) M .net 6.04RE, A .NET Corelf 17 Packages

HEl28 (Controller) SRR Mshell, B, HREE, FAREBRE, FENS, REAE. BEEE. #
BEAMTE |AV/EDRIHRR, ME:powershell&igs

Contributors 5
FHEFFEWindows / Linux EP7EFRMELPES 4 (inline-execute « inline-execute-bin)

\ ¥ &
FHAEPHIT.ned2FER (execute-assembly, inline-assembly) @ ¢ . & g

Figure 1. XiebroC22| Zl&{E H{| 0| X|

1. 34 Akl

S40| E2lE AAE2 2[F0f| /=0 A0 F et XA SH HEE ALESt= A2 =2 FHECL sl
AMAEI2 o|0f Cttet AT ESS| MR A|=7F =QIE|A20{ LEHA QI MS-SQL AMH CHet 34 Al =X
= =2 ZQl 0to|HI7F AL = ULt

S4Xt= 2210]| 38t 0| JuicyPotatoE MX|SIRACE FH I Z MS-SQL MH|A2] 22 0|8 HEYS= =
EMASO0| FUH™O|LE EXHSH MH0 2o SAXL WHE Mg &= ot stEEtE 7|2 dF-o| 2sH
S22 AerES 7HX| 0 Ml S0l et s Z2M AL Aol = A¥E|= Ad T E L6t FIHA QI obd el e
£ #3MSt= ol BHAI7F ZXStet. ofof| 2l S AXIS 2 Potato A ITESE F 2 ALSSH=H| S Al S2l
ZZMAAYL EEE T EF dotE US5t=s WAL R AT HSA|A F7| M Z0|Cf

JuicyPotato£ M X|5t 0| =0l = T}l al S 0| 235H XiebroC2E CIR2Z =5}ULCt

2/5



Target Type File Name File Size File Path @

Target B tee 558 MB  %ALLUSERSPROFILE%\tee.exe

Current @ powershell.exe 445 KB %SystemRoot%)\system32\windowspowershell\v1.0\powershell.exe

Parent @ cmd.exe 283 KB %SystemRoot%}\system32\cmd.exe

ParentOfParentOfCurrent [l sqlservr.exe 610.01 KB %ProgramFiles%\microsoft sql server\mssql15.sqlexpress\mssql\binn\sqlservr.exe
Process Module Target Behavior Data
B powershell.exe Downloads executable file http://183.196.14.213/tee.exe

B tec.exe

B sqlser Deletes executable file

B cmd.exe B update.exe Creates process

B powershell.exe Connects to network http://183.196.14.213:2780/tee.exe
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Listener pid User Precess 0s o Computer External IP Mate  Sleep  HWID

asd 15008 ADMIN2EDFadmin wshMain.exe Windows 11 [64kit) 4 ADMIN2E0F 10.211.5 5s 664D78...
asd 65924 ADMINSSBS\admin wisMain.exe Wi 5 G ) ) ADMINSSBS 0. 5s 664D78.
92.168.225.136 asd 5844 ADMIN mary wishain.exe Windows 7 (64bit) 40 Admin 10 _ 5s BA516S.

92.168.225.155 asd 10733 root* wsMain Ubuntu 16.04 && Kernel: ... ubuntu-virt ma... 10.21.55.2 23E1A19..
192,168.225.155 asd 10421 root* wslMain Ubuntu 16.04 && Kernel: ... ubuntu-virtual-ma.., 10.211.55.2 H 23E1A13..
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I} 22 MEE S35 C&C M2t 91 B AR HWYS S8 4 QUCk,

HostPort = “1.94.185[.]235:8433”
Protocol = “Session/Reverse_Ws”
ListenerName = “test2”

AesKey = “QWERt_CSDMAHUATW”

Pcinfo.go

Code Blame 228 1

nc Init() {
ProcessID = GetProcessID()
HWID = GetHWID()
WorkDir = Getpwd()
ClientComputer = GetClientComputer()
UserName = GetCurrentUser()

ClrVersion = "1.8"

Protocol = s
HostPort = s

» - " » . }
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MD5
4cfddOae14185e72a74e67717c23526¢
7d28a709a6cabeef5af40f48cf7e3d12
F7t1oC= ATIPHIM M| = ElL|CY.

URL
http[:1//183[.1196[.]14[.]213[:]2780/tee[.]exe
F7} loCE= ATIPO|AM A S E LIEL.

IP

1[.]94[.]185[.]235

F7t1oC= ATIPOIM M| = ElL|CY.
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