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Technical Analysis of Zloader Updates

ThreatLabz @ : 9/21/2025

Technical Analysis

In this section, we will explore the various changes that were introduced in the latest versions of Zloader
including new evasion techniques, additional functionality for lateral movement, and modifications to network
communication.

Anti-analysis

One notable change to Zloader’s functionality involves the required filename that was expected by the

malware. Previously, Zloader samples were expected to be run with a specific hardcoded filename. If the
actual filename did not match the expected value, that Zloader sample would not run. This design is likely
intended to evade automated malware sandbox environments. However, in the most recent versions, the
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malware Zloader author introduced two new generic flenames to allow the threat actors that deploy (or
update) Zloader with more flexibility. These two generic filenames are Updater.exe and Updater.dl1.

Another significant change that was made to hinder analysis is more obfuscation layers. This level of
obfuscation is achieved using different XOR-based integer decoding functions. To simplify the analysis,
ThreatLabz used an IDA script to remove these layers of obfuscation as shown in the example below.

import idautils

XOR_KEY = OxAE # CHANGE ACCORDINGLY
FUNCTION NAME = "Calculate Intl" # CHANGE ACCORDINGLY

# Iterate through all functions in the IDA database.
for func addr in Functions():

func name = get func name (func addr)

if func name.startswith (FUNCTION NAME) :

print (f"Processing function: {func name}")

# Search for cross-references (xrefs) to the function.
for xref in idautils.XrefsTo (func addr) :
print (f"\tFound xref at: {hex(xref.frm)}")

# Grab the DWORD passed and perform a XOR operation on it.
param = ida bytes.get byte(xref.frm-1) # CHANGE ACCORDINGLY
result = param © XOR KEY

mov_eax constant = b'\xB8' + result.to bytes (4, 'little')
ida bytes.patch bytes (xref.frm, mov eax constant)

set cmt (xref.frm, FUNCTION NAME, O0)

The figure below illustrates a function that checks Zloader’s process integrity level, before and after
deobfuscation.
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Integrity check function before deobfuscation Integrity check function after deobfuscation
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Figure 1: Example of Zloader’s new code obfuscation techniques and the same function after deobfuscation.

The process integrity level is important because Zloader will exit if it detects that the process is being
executed with high integrity. In modern versions of Windows, most standard processes run with medium
integrity. Thus, this new integrity level check is likely another detection mechanism for malware sandboxes,
which often run samples with administrator privileges (i.e., high integrity). If Zloader is executed with medium
integrity, the malware will be installed in the $APPDATA% directory. Otherwise, if Zloader has system integrity,

the malware will be installed in the $PROGRAMFILES% directory.

The typical integrity levels are shown in the table below:

Integrity Level Description
Low integrity (SID value: Restricted processes, usually sandboxed (e.g., web browsers like
0x1000) Chrome/Edge running untrusted content)

Medium integrity (SID
value: 0x2000)

High integrity (SID value:

Standard user processes

Administrator privileges

0x3000)
System integrity (SID Processes running as part of the OS kernel or critical system operations
value: 0x4000) (e.g., trusted installers, system services)

Table 1: Summary of Windows process integrity levels.

This behavior stands out because user-mode trojans like Zloader typically require elevated privileges to
perform various actions. By avoiding elevated permissions, Zloader sacrifices broader system access for the
added benefit of evading malware sandbox detection.

Static configuration
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The Zloader static configuration has also undergone minor changes. The TLS Server Name Indication (SNI)
and the DNS nameserver, which functions as the command-and-control (C2 server) for Zloader’s network
communication when using the DNS Tunneling protocol, have been relocated to the end of the C2 domain
section.

The DNS servers used for resolving the C2 nameserver were previously stored in network byte order. The

DNS servers are now represented using a mini JSON configuration. A description for each JSON key is
shown in the table below:

Configuration

key Description
broto Indicates the communication protocol used, such as UDP (DNS), HTTPS (DoH),
or TLS (DoT).
ip The resolver IP.
port The resolver port.
s (Queries Per Second) Indicates the maximum number of DNS queries the resolver

can process per second.
Table 2: Mini JSON configuration for the DNS servers used by Zloader’s DNS Tunneling protocol.
If a DNS entry equals 127.0.0.1, Zloader ignores the entry and treats it as a placeholder.

The figure below shows the modified static configuration, including the new location of the C2 domains, the
mini JSON format, and a placeholder entry for an additional DNS server.
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Figure 2: Zloader’s new static configuration format.
Shell commands

Zloader’s interactive shell commands allow a threat actor to execute commands, deploy second-stage
malware payloads, run shellcode, exfiltrate data, as well as identify and terminate specific processes. The

latest version of Zloader adds a new set of LDAP functions to improve network discovery and expand lateral
movement capabilities. The new functions are outlined in the table below.

Command Description
ldap_bind s Authenticates and binds to the LDAP server.
ldap_err2string Converts an LDAP error code into a human-readable string.

ldap_first_attribute Retrieves the first attribute of an LDAP entry.
ldap_first_entry Retrieves the first entry from an LDAP search result.

ldap_get values Retrieves the values associated with a specific attribute from an LDAP entry.
ldap init Initializes a connection to the LDAP server.

ldap_memfree Releases allocated memory used by LDAP functions.

ldap_next attribute Retrieves the next attribute from an LDAP entry.

ldap_next_entry Retrieves the next entry from an LDAP search result.

ldap_search s Performs a synchronous search on the LDAP server.

ldap_set option Sets various options for an LDAP session (e.g., timeout or protocol version).
ldap_value free Releases memory used for an array of attribute values.

ldap_search Performs an asynchronous search on the LDAP server.

Table 3: New LDAP functions added to Zloader’s interactive shell.
Network communication

The latest versions of Zloader have removed the Domain Generation Algorithm (DGA), which was rarely
used in previous versions. In addition to this change, several other important updates have been introduced
to Zloader’s DNS tunnel encryption, together with new support for the WebSockets protocol. These updates
are explored in the following sections.

DNS C2 traffic

The DNS C2 protocol, previously described in our Zloader 2.9.4.0 blog, has undergone significant changes
in the latest iterations. In older versions, Zloader relied on TLS encryption for payloads in DNS queries and

responses. However, the current implementation replaces this with Base32 encoding layered on top of a
custom encryption algorithm. The comparison figure below highlights the differences between the old and
new Zloader DNS C2 messages.
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Old Zloader DNS tunnel queries

135 Standard query response 8xB681 A cdn.776&7e0f01000000820000000008 00006101 .ns1. brownswer .com A B.8.8.8
119 Standard guery @x8862 A cdn.T7687e07e2000000030000080000. nsl. brownswer .con
126 Standard guery response 8xB882 A cdn. 77887007 02000000030000080000 .nel. brownswer .com A B.8.8.8

279 Standard query 9x8003 A cdn.7768fB8f6 . 16830368 38367 2d 1fc1943834Fcfd028791c315alech . Balaf42b54f deadlaccFadbiseA2ace 2cchZboB3ca2TBBST 009 CO24Ch23 .
271 Standard query Bx8684 A cdn.T77G8fe8f ~asee2f fT2640eT: ~1deaiTeal a1 14861204081050182018483050302830282 .
295 Standard query response @xB883 A cdn.7T6afafo 400083080080 . 16030, 303672db16382e1fc1943834FcfdB29791c315afecl . Balaf42bs4f deadface FaBh6000E2ace2ccO2beiltco2 foagfBE9e
287 Standard query response 8xBEB4 A cdn. 7768160 B460000E84ccBIEBEOE  ISAH7TEOONE 7264667 . 108817661 BHABHAGE2616868006814061 204010501620184830563
110 Standard query @x@005 A cdn.776Bfeaf .ns1.brownswer . con

126 Standard query response @xBe8s A cdn. 7768fe0fE5000000050000000060 .n51. brownswer .con A 11.8.8.8
110 Standard guery 8x@006 A cdn.7768700f06008080050000000000. ns 1. brownswer . com
126 Standard guery response @x@986 A cdn, 77687007 20000000050000000000 .nsl. brownswer .com A 11.8.8.8
118 Standard query Bx8807 A cdn.T7T88700fATHD0000B5G0000000000. nsl. br ownswer . com
126 Standard guery response 8x8987 A cdn.7768700707000000850000000068 .ns1 . brownswer .com A 11.8.8.8
118 Standard query Bx8808 A cdn, 77687 881ABAESASAB50000000808, nsl. brownswer , con
126 Standard query response @xB888 A cdn.7768f00f0E000000A50000000068 .ns1 . brownswer .com A 11.08.8.8
118 Standard query Bx8809 A cdn.7768fB61A5000000050000000000. ns1. brownswer . com
126 Standard query response @x0889 A cdn.7768f@0f800000008500000880008 .ns1 . brownswer .com A 11.8.8.8
118 Standard query Bx8@6a A cdn.?768feEfeabBeE00BGE000006868. n51. brownswer . con
126 Standard query response @x8eés8a A cdn.77eafeefoaseesoses500000800008 . N5l . brownswer .com A 11.8.8.8
110 Standard query @x@00b A cdn.7768700fobo0e000BSE000000800. nsl. brownswer .con
126 Standard query response @x898b A cdn, 77687007 8bOOOROEE5S0000000000 . nsl . brownswer .com A 11.8.8.8

New Zloader DNS tunnel queries

133 Standard gquery response @x@862 A cdn.2pbsvwi.dwdudhyafesgubzkhvvgiky.dtl, automotosport.net A 209.34,203.219

228 Standard query 8w8863 A cdn.cTspgsi.delz? jwfrhvfdgv2Shjmroy . sx33ubhgs2etSnoktes2ptédonabroie. Skedoyolwovt figTtmt pfgbgptr3dzyxuxjyamfi. whiympxdtget 3kgjrzpdFéedhwEStazadTyg. dt1. automoto
238 Standard guery Bx0884 A cdn.c7?spgsi.delz?jwexhvidqv2sbjmroy . udlid]jfoqpfgfSmkdznixvecefwnfglztIcjdmhrtZhenpgt te2kzna. vi lyo75) 3kpd jmdxtat lvkunh3cing j 3xheSis5i . uplzwnfizlovesvg. dt1. automn
244 Standard query response @x8003 A cdn.c?spgsi.3elz7jwfxhyfdgv2Shjeroy. sx33ubhgs2etSnoktet2ptGdooatroic. Skedoyolwovt Fig7tmip Fgbgptr 3dzyxux jyanfi whiympxdtgetdkgjrzpsféedhwiStazadTyg. dtl
246 Standard guery response @x@884 A cdn.c7spgsi.3elz7jwexhvfdgv2shisroy.udlid)foqpfofsmkdznixvecetwnfglzticidshrt 2henpgtte2kena . vtlyo75]3kpdjmaxtat lviunh3elng j3xhesisi . uplawnfizlovesvy.d
117 Standard query 8x@065 A cdn.efxfksi.S541tashrxfddpd52jdepnoy . dtl. automotosport .net

133 Standard query response @xB005 A cdn.efxfksi.S54ltashrxfddpdS2jdepnoy . dil. automotosport. net A 65.93.182.41

239 Standard query 8x@866 A cdn.nlahrxi.usfr7gvTevwgipzgnbxlwjy .usxjuggS6yqelaSt2w]jsrsowtdwkas15tlbdkdjyqjdje2tcSySs. vsaxzhzdrxse jojspn2memGo2izxuxis jSdrs . moynvic j kywigrexyla2 fTuglazne . d
233 Standard guery Bx@887 A cdn.mlahrxi.usfrigvievvgipzgnbxlwiy . aéfudnhicizzzéekenbfdcftToottz joxkgwnova . bevbndgeofy 4xyp3q ) fiwhsergeeubgl 3xvior Tantohc 7T6y655gpwkbte . jot2hfwutr2a. dtl. aut
23% Standard query 6x6008 A cdn.nlahrxi.usfrigvrevegipzgnbxlwjy . ta?lawfbond 17id 3jsbadntjg. rfluak Tzxsvivdiddde jtsdglbobliyaTkfogoitaklee. yqqgtwrdkdhaxSsfgd. dil.a
247 Standard guery 0x0809 A cdn.nlahrxi. usfrigvgevwgdpzgnbxel]y . stafértzvimzadd]xbs7z2mksgahfeleds Tmmnnbp]vptnz7 bk . 1shrez] lbitsdyramdd hmsbdsungtsp2zazgga7 T42yhawgt jwr 1601 . njurroya2g3jex
A
A

163 Standard query Gx@8oa
76 Standard query BxBd96
255 Standard gquery response @x@8886 A
249 Standard query response Bx@887 A
184 Standard query response @xB8d96 A tsel.mm.bing.net CHAME mm-mm.bing.met.trafficesanager.net CHAME ax-8001.ax-msedge.nct A 150.171.28.10 A 156.171.27.18
A
A

cdn.nlahrxi. usfrigvtevegdpzgnfulwjy . oSkufhoyGimck3f3lavuadczdabs]llc3. oskyd jpSThgg. dtl. automotospor t.net

tsel .-n.mng.ner

cdn.nlahrxi.usfrigvTevwg3pzgnbxlwjy . usx juggSGygelaSt 2wj jsrsowt dwkxs15t 1bdk3jyqjdje2 teSySs  vsaxzhzdrxse jojspn2memBo2 izouxis jS4rs . moynvac jkywsgrexylxZf 7.
cdn.nlahrxi.usfrigveevwgapzgnbxiw]y . aéfudnhicizz: acft7cortzjox -be y4xypagtvw]) fewhsergeeubgidxvior 7Taotohc76y655gpwkite . jot2hfwutre

251 Standard query response BxB888 A cdn.nlahrxi.usfr7gvrevwvgdpzgnbxlwiy.ta7ldwfbcndlnkkkcébkxebhTjivkxcodepupd] shddndjg. rfluakuasme Tzxsvivaiddde jtadglSeb3iyaTkfoqgeiTdklze. yoqorwrdkdhaxss.
263 Standard query response @x0009 A cdn.nlahrxi.usfr7gvgevvg3pzgnbxlwjy. stefértzvimzad3 jxbS7z2mksqahfe2edx FTamnnbpjvptnz 7jbkg. ishrezjlbitsdyramilhmsbdungtsp2zazgga? TaZyhdwqt jwr j6ti.mjurr
179 Standard query response @x888a A cdn.nlahrxi.usfr7gvtevvg3pzgnfxlw]y.oSkxfhoySimek3f3lauuadczdabslled. oskyd)p5Tkgq.dil. automotosport.net A 213.112.200.98

117 Standard gquery Gx888b A cdn.Swdnpba.epklSyslpterkr3szilee?q.dul.automotosport.net

133 Standard query response Bx888b A cdn.Swdnpba.epklSyslpterkr35Szilee7q.dtl.automotosport.net A 148.223.176.229
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Figure 3: Example DNS C2 message comparison between the old and new versions of Zloader.

The Zloader DNS C2 message format is now the following:

[prefix] . [session_key] . [header]. [payload]. [zloader nameserver domain]
@ozscaler | Threatlabz

Figure 4: Zloader DNS tunneling protocol message format.

A new session key field has been introduced that contains a random DWORD, which is used throughout the
communication exchange. The session key field is used to generate the final key, which is then used to
decode the query’s header and payload. The final key is computed by applying an XOR operation between
the Base32-encoded DWORD in the session key and a hardcoded DWORD embedded in the malware
binary, which may vary between samples and instances of Zloader. Once the final key is generated, the
following algorithm is used to decode the header and payload:
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def decode sections (bytes array, key):
result = bytearray/()
for byte in bytes array:
# XOR uses the last byte of the key, then rotates and increments.
last byte = key & OxFF
result.append(byte ~ last byte)
((key > 24) & OxFF)

(key & OxXFFFFFF00) | ((key + 1) & OxFF)
return result

key

key

The examples in the figure below show the final structure and decoded outputs of the DNS requests:
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Query

00000000 63 64 6e Ze 63 37 73 70 71
00000010 37 6a 77 66 78 68 76 66 64
00000020 72 6f 79 2e 73 78 33 33 75
00000030 35 6e 6f 6b 74 65 36 32 70
00000040 72 6£ 69 65 2e 35 6b 65 34
00000050 74 66 6a 67 37 74 6d 74 70
00000060 33 64 7a 79 78 75 78 6a 79
00000070 69 79 6d 70 78 34 74 67 65
00000080 70 34 66 36 65 64 68 77 36
00000090 79 71 2e 64 74 31 2e 61 75
00000020 70 6f 72 74 2e 6e 65 74

Query properties

Type: A

Class: IN

Address: 65.240.236.31
Computed XOR Key: 0xb7eB84fch

Decoded output

00000000 1c af 76 £6 03 00 00 00 05
00000010 4f 53 54 20 2f 63 6£ 72 70
00000020 54 54 50 2e 2f 31 2e 31 0d
00000030 3a 20 2a 2f 2a Od 0a 43 6f
00000040 6f 6e 3a 20 63 6c 6f 73 65
00000050 6e 74 2d 4c

Query

Q0000000 €3 64 6e 2e 6e 6o 61 6B 72
Q0000010 37 &7 76 37 &5 76 76 &7 33
00000020 77 6a 79 2e 75 73 78 6a 75
Q0000030 6c 61 35 74 32 77 6a 6a 73
Q0000040 6b 7B 73 6c 35 74 6c 62 64
Q0000050 6a 65 32 74 63 35 79 35 73
QO00000R0 T7a 34 72 78 73 65 6a 6f 6Ga
QO000070 36 6f 32 69 7a 78 75 7B 69
Q00000B0 &d 6f 79 6e 76 32 63 6a 6b
Q0000080 79 6c 78 32 66 37 75 Tl éc
000000a0 31 2e 61 75 74 6f 6d 6f T4
Q00000ED 6e 65 74

Query properties
¢ Computed XOR Key: 0x236B6bbS8

Decoded output

00000000 1le af 76 £6 06 00 00 00 05
00000010 B8a aa 74 64 d3 4a 28 39 10
00000020 4d 33 3b 51 ff 7f da d7 ee
00000030 2e 14 a5 15 £f3 85 a8 8e 29
00000040 bd Bf 52 11 62 £2 50 77 2e
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FiguPd 5! Showeasss e final Strtittit &fid détotied 8utputs of the DNS requests. * - - - -

The purpose of switching from TLS-based encryption to a custom algom%pe dyg,jodhe dpct that the
TLS messages can easily be identified in DNS traffic due to their well defined structure. Thus, this change

was likely made to better evade network-based signatures.

After decryption, the Zloader DNS tunnel header is identical to previous versions as shown below:

struct zloader dns tunnel header ({

unsigned int session id; // Randomly generated.
unsigned int sequence num; // Incremented per packet.
byte msg type; // 1-9

byte reserved; // Reserved

unsigned int generic var; // Varies by msg type

b

Once all components of the payload have been sent or received, the data format structure aligns with
Zloader’'s HTTPS communications. The payload is first encrypted using the Zeus VisualEncrypt
algorithm, followed by encryption with a randomly generated 32-byte (256-bit) RC4 key. Finally, the RC4 key
itself is encrypted with a hardcoded 1,024-bit RSA public key.

WebSocket support

In the latest versions, Zloader introduced WebSockets that can be used to upgrade the HTTP connection
with the following hardcoded header:

GET %s HTTP/1.1\

Host: %s\

Connection: Upgrade
Pragma: no-cache
Cache-Control: no-cache
User-Agent: %s

Upgrade: websocket
Origin: %s
Sec-WebSocket-Version: 13
Accept-Encoding: gzip, deflate, br, zstd
Accept-Language: %s

Sec-WebSocket-Key: %s

The introduction of WebSockets in Zloader may be designed to further blend in with legitimate web-based
traffic to bypass network-based detections.
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