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On 17 July 2025, Bloomberg (no stranger to interesting information security reporting) issued
a gated report on a non–public Recorded Future item related to Salt Typhoon activity. As
previously noted in this space, Salt Typhoon operations are both incredibly significant given
their targeting and scope, while also poorly understood and documented given the paucity of
detailed public information on their operations. The Recorded Future report (or at least
subsequent Bloomberg reporting on this report) would therefore appear to provide
opportunities to improve our understanding of this threat actor.

Unfortunately, this is not the case. Admitting that the source report from Recorded Future is
inaccessible therefore all following judgments are based on the Bloomberg exegesis, what
actually emerges in public reporting is disconcerting with respect to People’s Republic of
China (PRC) cyber operations at large. The core argument stems from the second
paragraph of the report:

Yet the following paragraph in the Bloomberg article immediately shows there is far more
going on here than compromise of telecommunication company (telco) backbone equipment:

https://pylos.co/2025/07/23/will-the-real-salt-typhoon-please-stand-up/
https://www.bloomberg.com/news/features/2018-10-04/the-big-hack-how-china-used-a-tiny-chip-to-infiltrate-america-s-top-companies
https://www.bloomberg.com/news/articles/2025-07-17/chinese-group-hacks-edge-devices-in-ongoing-telecom-targeting
https://x.com/RecordedFuture/status/1945976054855746022
https://attack.mitre.org/groups/G1045/
https://pylos.co/2025/06/11/attribution-with-a-pinch-of-salt-typhoon/
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The limitations of this are already obvious to readers, but despite the statement that the
equipment in question is not telco-operated, backbone gear, the following conclusion is
offered:

What is observed in this example is conflation between “victims in themselves” and “victims
as a means to an end.” Essentially, higher-end threat actors will compromise opportunistic,
seemingly random endpoints wherever they can be found to build out proxy networks of
hosts to channel and obfuscate subsequent operations. Compromising a telco end-user fits
perfectly into this construct, and aligns with operations ranging from the KV Botnet to Flax
Typhoon operations to Cyclops Blink.

This “means to an end” construct is demonstrated clearly in a following section, noting that
service provider clients, and not the service provider itself, were compromised through this
operation:

Salt Typhoon is a deeply concerning adversary that has demonstrated the willingness and
ability to breach core network assets in major telco organizations for information and
intelligence gathering. Yet this research appears to be linking Salt Typhoon to compromises
of telco “end users” – the sort of small office and home office (SOHO) equipment frequently
roped into botnets due to vulnerabilities and end-of-life circumstances. Previous, available
reporting on Salt Typhoon has not noted the group targeting such equipment, at least not
consistently nor at scale, leading to questions as to what is going on in the relevant analysis.

Notably, many other PRC entities very much engage in compromising SOHO devices. From
the various botnet entities used by Volt Typhoon (such as the KV Botnet) to Flax Typhoon,
PRC-linked threat actors (among other entities) have migrated much of their initial access
and command and control infrastructure to proxy networks of compromised devices
(sometimes referred to as “operational relay box” networks). These can include equipment

https://www.justice.gov/archives/opa/pr/us-government-disrupts-botnet-peoples-republic-china-used-conceal-hacking-critical
https://www.fbi.gov/news/stories/fbi-director-announces-chinese-botnet-disruption-exposes-flax-typhoon-hacker-group-s-true-identity-at-aspen-cyber-summit
https://www.trendmicro.com/en_us/research/22/c/cyclops-blink-sets-sights-on-asus-routers--.html
https://www.reuters.com/technology/cybersecurity/us-adds-9th-telcom-list-companies-hacked-by-chinese-backed-salt-typhoon-2024-12-27/
https://www.wired.com/story/chinas-salt-typhoon-spies-are-still-hacking-telecoms-now-by-exploiting-cisco-routers/
https://www.washingtonpost.com/national-security/2024/11/21/salt-typhoon-china-hack-telecom/
https://www.justice.gov/archives/opa/pr/us-government-disrupts-botnet-peoples-republic-china-used-conceal-hacking-critical
https://blog.lumen.com/routers-roasting-on-an-open-firewall-the-kv-botnet-investigation/
https://www.fbi.gov/news/stories/fbi-director-announces-chinese-botnet-disruption-exposes-flax-typhoon-hacker-group-s-true-identity-at-aspen-cyber-summit
https://www.team-cymru.com/post/an-introduction-to-operational-relay-box-orb-networks-unpatched-forgotten-and-obscured
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such as various internet of things (IoT) devices to SOHO networking appliances, but in
nearly all cases devices that reside within the networks of larger telco organizations. Thus, if
one were to research a Volt Typhoon firing node or a Flax Typhoon redirect box, autonomous
system number (ASN) or network owner information would reflect that the entity involved
was a Comcast, MTN, or similar organization.

The links to Salt Typhoon from this activity are thus—absent additional evidence—extremely
flimsy given the much broader use of intermediate appliance or device compromise among
many threat actors. Additionally, given Salt Typhoon’s noted direction in compromising
service provider backbone infrastructure to facilitate intelligence collection, it is extremely
unclear how compromising Bob & Jane’s Florist Netgear device would allow for any
facilitation of subsequent targeting of the hosting ISP.

Quite simply: PRC-linked cyber actors are very definitely and aggressively targeting internet-
connected equipment, SOHO, enterprise, or other, for exploitation. However, this specific
exploitation almost certainly pertains to the creation of proxy networks for exploitation and
subsequent command and control, and there remains no known instance of using such
exploitation to “swim upstream” into the hosting telco’s environment. The activity identified
may certainly be associated with eventual Salt Typhoon operations, where such nodes are
used to obfuscate network connections between operators and victims. But to think such
activity reflects on the immediate risk to the hosting entities reveals a substantial lack of
understanding of telco network segmentation and operations.

What has likely been identified in this case is not “Salt Typhoon targeting telcos” but rather
Salt Typhoon (or other entities) building (or rebuilding) proxy networks to facilitate follow-on
operations. This is NOT a trivial point in the slightest as identifying and, potentially, mitigating
such proxy networks is a future, necessary step in getting ahead of emerging cyber intrusion
activity. However, to draw a definitive line from “a potential Salt Typhoon operator
compromised a SOHO router within Verizon ISP space indicates targeting of Verizon” is
suboptimal, to say the least.

For the activity of specific interest then, what we are likely seeing is a PRC-linked entity (not
necessarily Salt Typhoon) rebuild or reconstitute a proxy network of devices to be used or
sold off for other operations. But to make a conclusion that such activity represents direct
targeting of the hosting network is both unsupported by available evidence and ignores the
actual architecture of ISP networks.

Nonetheless, the activity in question is concerning, but must be placed in the appropriate
context for it to matter. Instead of harping on telco insecurity and vulnerability, the proper
response to this activity is highlighting the very real risk entailed by the deployment and lack
of maintenance of consumer equipment for internet connectivity. Such devices have been
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marshalled into proxy networks to obfuscate adversary actions for many years, and
acknowledging this vulnerability is critical to ensuring the security of many organizations at
risk of state (or even criminal) exploitation.
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