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GLOBAL

Overview

In this post, I’'m going over my analysis of a recent Global ransomware sample, a group that | only

discovered when someone shared a promotional video they created with me. The video is oddly polished
and visually almost resembles an advertisement Apple would release during a new product launch. They
also boast about having support for ESXi systems and networked storage devices. There are some other
bold claims, such as, one-click propagation across networks, “mount mode” (encrypting remote disks
locally), “new attacks every single day”, 85% revenue share, Al-powered negotiation support, and access to
their platform on mobile devices. Affiliate groups are supposedly allowed to post on their leak site without
intervention. The video alone made me curious about the capabilities of their “product” so that is how we
arrived here.

Post Analysis Note: The Global ransomware group operates utilizing the leaked Mamona ransomware
builder (can be confirmed by the created mutex), which has ties to the Blacklock ransomware group also
referred to “El Dorado” (before they were shut down by the DragonForce group). The DragonForce group
utilizes the leaked Lockbit3.0 and ContiV3 variants (very original).

I0Cs

The sample analyzed in this post is a 32-bit Windows executable.

Group Site: hxxp://vg6xwkmfyirv3l6qtqus7jykcuvgx6imegb73hgny2avxccnmqtdm2id[.Jonion
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https://t0asts.com/2025/07/12/global-ransomware.html
https://xcancel.com/DarkWebInformer/status/1930273939025973744
https://any.run/cybersecurity-blog/mamona-ransomware-analysis/
https://www.virustotal.com/gui/domain/vg6xwkmfyirv3l6qtqus7jykcuvgx6imegb73hqny2avxccnmqt5m2id.onion

MD5: c5a8d4c07e1dca5e9cfbbaadfc402063
SHA-1: c95056¢c8682373d0512aea2ed72¢18f79c854308

SHA-256: 13b82f4ac62faf87a105be355c82bacfcbdd383050860dfa93dfbb7bb2e6¢c9ba

Initial Inspection

Before opening the sample in IDA, | dropped it into DIE (Detect It Easy) to get an idea if | was going to be
spending most of my time unpacking or deobfuscating the sample. This was NOT the case at all, as the
affiliates behind this sample shipped a clean release build out the door.

* PE3Z
Operation system: Windows(Vista][1386, 32-bit, Console]
Linker: Microsoft Linker(14.36.33207)
Compiler: Microsoft Visual CfC++(19.36.35207)[C++]
Language: C++
Tool: Visual Studio(2022, v17.68)

[ B I

Figure 1: Detect It Easy

There was no obvious obfuscation, and it was unpacked. Loading the file in IDA and heading straight to the
entry point, we see all the usual C runtime setup. We can skip past all of these to the actual main function.
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https://www.virustotal.com/gui/file/c5a8d4c07e1dca5e9cfbbaadfc402063
https://www.virustotal.com/gui/file/c95056c8682373d0512aea2ed72c18f79c854308
https://www.virustotal.com/gui/file/13b82f4ac62faf87a105be355c82bacfcbdd383050860dfa93dfbb7bb2e6c9ba
https://github.com/horsicq/Detect-It-Easy
https://hex-rays.com/

if (! scrt initialize crt(l) (LOBYTE(a2) ), vl@ = scrt acquire startup lock(), n2 == 1) )
1
__scrt_fastfail(a2, a3, actual start, 7u);

goto LABEL_19;

n2 )

_initterm_e(&First, &last) )
return 255;
_initterm(&First_, &last );
n2 =

¥
sub_ABFESC(v1A);
Wi sub AGFFEB();
*wid && SSE2FPExceptionFilter(wd) )
:"-"5}{:-c"-"5: E:J 2: E:}J.
sub 4BFFF1();

w7 = vb;
F ( *vb && SSE2FPExceptionFilter(ve) )
_register thread local exe atexit callback(*v7);
sub_A19C17();
vB = *unknown_sub_ 41AB87();
vd = sub_41A001();
actual start = Main(*v9, v8);
if ( !is_managed app () )
1
LABEL 19:
sub A419F95(actual start);
sub_A19F59( );
__debugbreak();

}
Figure 2: Entry Point

Here is where the actual important execution starts.




// [COLLAPSED LOCAL DECLARATIONS. PRESS NUMPAD “+" TO EXPAND]

vll4

sysUptime
hHandle_1

erilame =

( hHandle <

(LPCWSTR 2 + 4 * hHandle_1), L"-1lo

Cif ( Mst (LPCWSTR *)(22 + 4 * (_DWORD)1lpUserName)
Figure 3: Main Function

There are a handful of interesting flags that can be set on execution, - Log can be passed to view the
verbose event logging, - detached will forcibly detach the console window if the encryptor is run
interactively, - force will bypass the mutex check which prevents multiple instances of the encryptor from
running simultaneously to prevent double encryption of files.

Interestingly enough, if -detached is not passed as an argument, the encryptor will attempt to relaunch and
set the flag.
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if ( !alreadyDetached )

{

GetModuleFileNamelW (8, Filename, B@x184u);
memset @(CommandlLine, 8, sizeof(CommandlLine));
common_tcscpy s wchar t (CommandlLine, @x1888u, L"\"");
common_tcscat_s_wchar_t_(CommandlLine, 8x1808u, Filename);
common_tcscat_s_wchar_t_(CommandlLine, 8x1808u, L"\" -detached");
for ( j = 1; j < hHandle; ++j )
{

common_tcscat_s_wchar_t_(CommandLine, 8x1806u, L™ ");

if ( weschr(*(const wchar_t **)(a2 + 4 * j), 8x20u) )

{

common_tcscat s wchar_t (CommandLine, 8x1888u, L"\"");
common_tcscat_s_wchar_t_(CommandlLine, 8x1880u, *(const wchar_t *const *)(a2 + 4 * j));

¥

___ = *(const wchar_t **)(a2 + 4 * j);

common_tcscat_s wchar_t_(CommandlLine, ©x1800u, _ );
¥
memset (&StartupInfo.lpReserved, 0, 48);
memset (&ProcessInformation, 8, sizeof(ProcessInformation));
memset (&StartupInfo.wShowWindow, @, 20);
StartupInfo.cb = 68;
tartupInfo.dwFlags = STARTF_USE
if ( CreateP
seHandle(ProcessInformation.hProcess);
ndle(ProcessInformation.hThread);

Figure 4: Detach Console and Relaunch

After executing in detached mode, the handles for standard in, out, and error are set to NUL.

CreateFileW(L"NUL", GENERIC_WRITE | ©x80800006, FILE_READ DATA | FILE_WRITE_DATA, ©, OPEN_EXISTING, B, 8);
hHandlea = Filel;
if ( FileW != (HANDLE)-1 )
STD_INPUT_HAMDLE, FileW);
STD_OUTPUT_HANDLE, hHandlea);
STD_ERROR_HANDLE, hHandlea);

Figure 5: Set STDIN/STDOUT/STDERR to NUL

APl Resolution

The encryptor then will continue setup by dynamically resolving APIs with a custom hashing algorithm.




ResolvelPIs()

int shell32 1,; // ebx
int (_ stdcall *ResolveSHEmptyRecycleBinA)( DWORD, DWORD, DWORD); // eax

kernel32 = ResolveModule(2384378994);
advapi3d2 = ResolveModule(2231253254);
shell32 = ResolveModule(3233369289);
shell3d2 1 = shell3Z;
if ( !'kernel32 )

return 8;
if ( ladvapi32 )

return @;
if ( !shell32 )

return 8;
ResolvelreateMutexW = ResolveAPI(kernel32, 2373982568);
ResolvelreateFileW = ResolveAPI(kernel32, 2666285485);
ResolveWriteFile = ResolveAPI(kernel32, 21282082893);
ResolveCloseHandle = ResolveAPI(kernel32, 3955561764);
ResolveGetFileSize = ResolveAPI(kernel32, 736497725);
ResolveReadFile = ResolveAPI(kernel32, 4251152734);
ResolveSetFilePointerkx =
ResolveGetFileAttributesW = ResolveAPI(kernel32, 185884256);
ResolveSetFileAttributesW = ResolveAPI(kernel32, 793579244);
ResolveMoveFileExW = ResolveAPI(kernel32, 1824589165);
ResolveGetModuleFileNameW = ResolveAPI(kernel32, 1298115848);
ResolveGetlogicalDrives = ResolveAPI(kernel32, 1327316842);
ResolveGetDriveTypeW = ResolveAPI(kernel32, 1313799413);
ResolveGetlogicalDriveStringsW = ResolveAPI(kernel32, 2955439096);
ResolveCreateloCompletionPort = ResolvelAPI(kernel32, 35088433293);
ResolveCreateThread = ResolveAPI(kernel32, 2632368718);
ResolveWaitForSingleObject = ResolveAPI(kernel32, 1532344791);
ResolvePostQueuedCompletionStatus = ResolveAPI(kernel32, 676413871);
ResolveCryptAcquireContextW = ResolveAPI(advapi32, 3748794394);
ResolveCryptGenRandom = ResolveAPI(advapii2, 2786281423);
ResolvelryptReleaseContext = ResolveAPI(advapi32, 2136689434);
ResolveSHEmptyRecycleBinA = ResolveAPI(shell32 1, 3158414957);

Figure 6: Resolve APIs

The ResolveModule function calculates module hashes by first walking the PEB module list
(InLoadOrderModulelList), lowercasing the module name, stripping the path off the file name, hashing
the module name, and comparing it to the target hash.

If kernel32.d1l1, advapi32.dll, and shell32.dl1l successfully resolve, APIs will be resolved next.

The ResolveAPI function calculates API hashes by walking exported functions for the target module,
calculating the hash for each entry, comparing it to the target hash, and returning the function address when




a match is found.

This python snippet is a recreation of how the hash is generated from the API name.

#thanks hashdb
def hash(data):
hash value = 0x42
for b in data:
hash_value = ((hash_value * 33) + b) & OxFFFFFFFF
return hash value

print("CreateMutexW = " + str(hash(b'CreateMutexW')))

Mutex Creation

Once APIs have been resolved, the encryptor creates a mutex using the resolved CreateMutexW function.

Mutexl = ResolveCreateMutexl ba Fxol6jmdguijs437™);

if ( GetlastError() == ERROR_ALREADY_EXISTS && !forceMode )

igure 7: Create Mutex

Emptying Recycle Bin

Next, the recycle bin is cleared. This is the first of several steps to prevent recovery of encrypted files.

Figure 8: Clear Recycle Bin

Config Decryption

The embedded config in the . config section is now decrypted. This config data contains the ransom note,
victim unique ID, leak site URL, and the random value that will be used as the extension for encrypted files.
Other runtime configuration options if present would be stored in this data as well.
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&) File Edit Tools Window Help
LB @ e || Windows (ANSI) <] hex 7]
] outputbin Special editors
Offset(n) 2A 2B 2C 2D 2E 2F 30 31 32 33 34 36 37 38 39 3A 3B 3C 3D 3E 3F Decoded text Al ¥ Windows Po
00000000 20 ....GLOBAL. .Your network has been encrypted...211 of your import python .\configextract.py .\global.bin
00000040 66 ant files &€" documents, databases, backups, and configurations Found .config section: 4096 bytes
00000080 &C are now inaccessible. They have been locked using military-grade Decrypted configuration saved to: output.bin
000000C0 on encryption. Only GLOBAL holds the decryption keys...What happen >
00000100 €3 ed?.— —— We have gained full access to your
00000140 77 internal network. During this time, sensitive data was exfiltra
00000180 33 ted and your systems were encrypted...Your business operations,
000001C0 73 unications, and customer data are at risk...What co
00000200 73 ———— - .To restors access:.l. Downlo
00000240 56 ad the Tor Browser (https://www.torproject.org/).2. Visit our se
00000280 71 cure portal: gdbkvEe6g3whrzkdlbytksygk45zwgmnzh5i2xngyo3nrpipysy
000002C0 20 agqyd. onion/chat/3glngt7ujwdgOxkyez1pbTkkuxjho879.3. Enter your
00000300 &2 unique ID: DWlvgy@E3!.4. Follow the instructions to begin negoti
00000340 6E ations...You may submit one small file (<IMB, non-sensitive) for
00000380 €1 free dscryprion as proof we hold the kevs..We will also send vo
000003C0 20 u a file-listing to prove to you that we have stolen your data..
00000400 75 .Failure to engage within 3 days will result in:.- Public releas
00000440 79 e of your internal documents.- Irreversible loss of your encrypt
00000480 74 ed data.- Escalation of your case to a wider leak network..There
000004C0 20 is no other way. Do not waste time with third-party tools or la
00000500 73 w enforcement. You will only make things worse...This is not per
00000540 5 sonal. Just business...Data Leak 5ite - ATtp://vgexwimfyirvileqe
00000580 4F qusTjykcuvgxéimegh73hqny2avaccongtSm2id.onion/ . . **GLOBAL operate
000005C0 00 s globally.**
00000600 00 s
00000640 00
00000680 00
000006C0 00
00000700 00
00000740 00
00000780 00
000007C0 00
00000800 4B
00000840
3 5 | [OHexadecimal basis (for integral numbers)

Checksum  Search (0 hits)

~ Refresh

Algorithm Checksum Usage

Expected result: ‘

frset(h): 0 Overwrite

Figure 9: Decrypted Config

The following python script reimplements the decryption process, and can be used to extract the config
section.

#!/usr/bin/env python3

import sys
from pathlib import Path
from array import array

import pefile

class ConfigDecryptor:
def init (self, pe path: Path) -> None:
if not pe path.exists():
raise FileNotFoundError(f"File not found: {pe path}")
self.pe pefile.PE(str(pe path))

def extract config section(self) -> bytes:
for sec in self.pe.sections:
name = sec.Name.rstrip(b"\x00").decode(errors="ignore")
if name == ".config":
return sec.get data()
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raise RuntimeError(".config section not found")

def decrypt data(self, data: bytes) -> bytes:
data = data[:len(data) // 4 * 4]
words = array('I")
words. frombytes(data)

xor_current = xor _prev = xor_seed = 0x52D8FC7D

for idx in range(len(words)):
words[idx] ~= xor current
rot = ((xor seed << 13) | (xor prev >> 19)) & OxFFFFFFFF
new key = ((-1702134675 & OxFFFFFFFF) * rot) & OxFFFFFFFF
xor_current = xor _prev = xor _seed = new key ~ Ox5E4F3D2C

return words.tobytes()

def process(self) -> None:
raw = self.extract config section()
print(f"Found .config section: {len(raw)} bytes")
decrypted = self.decrypt data(raw)

output file = Path("output.bin")
with output file.open('wb') as f:
f.write(decrypted)
print(f"Decrypted configuration saved to: {output file}")

def main():
if len(sys.argv) < 2:
print(f"Usage: {sys.argv[0]} <pe file>")
sys.exit(1)

pe file = Path(sys.argv[1])
try:

ConfigDecryptor(pe file).process()
except Exception as e:

print(f"Error: {e}")

sys.exit(1)
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if name == " main_":
main()

Crypto Context Setup

To successfully encrypt files, cryptographic context is acquired and a handle to a cryptographic service
provider is returned. The CRYPT VERIFYCONTEXT flag is used during context setup, which is typically only
used by apps that leverage ephemeral keys, including apps that handle hashing, or encryption.

I
ResolveCryptAcquireContextW(&hCryptProv, 8, @, 1, CRY

if ( v119 )
.:'

Figure 10: Crypto Context Setup

Custom File Icon Setup

The embedded icon that will be applied as the file icon for encrypted files is base64 decoded, and dropped
into the temp directory for all accessible users.

char InitializeFileIcon()

‘ HeapFree wrp(TempFileFromBasebd);
return 1;

if ( sanityCheck )
ConsolePrint(L"Failed to

return @;

Figure 11: File Icon Setup
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aSenseceExe
=t aSensesampleupl
aSensendrExe
d et aSensecncproxyE ;
iconData d icdﬂDatﬁBa5e64

iconDataBasebd

cookie

dword

dword

dword_ 436254

dword_436

dwTlsIndex

FigL.lre .12:Base Icon Data

He

eat

AP

[10]

apFree_w

eTempFileFromBa
SED AL DECLARATIONS. PRESS NUMPA

Fill = AllocateMemoryWithZeroFi

A1 T nrateMamnmddi th7arnaFd 1

roFill 1++;
i11_1 + 1pFile
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WCHAR *CreateTempFileFromBa

COLLAPSED LOCA JECLARATIONS . PRESS NUMPAD "+ 0O EXFAND
f [COLLAPSED LOCAL DECLARATIONS. PRESS NUMPAD "+" TO EXPAND
oFill = AllocateMemoryWithZeroFi11(5
1 = AllocateMemoryWithZeroFill(5

Fil 1;

HeapFree wrp(lpFileMame_1);

return @;

;enmﬁyni:FEE”D:ill_i = MemoryWithZeroFill;

ZeroFill 14+;

roFill 1 + 1pFileName_1 - MemoryWithZeroFill - 2

Figure 13: File Icon Decode
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3
cFilelW(1pFileName_1, GENERIC_WR
1pFileName = FileW;
if ( FileW

HeapFree wrp(lpBuff

B;
ell, 1pBuffer, nNumberOfBytesTolWrite 1, &NumberOfBytesWritten, 8);

~itten == nNumberOfBytesTolWrite_1 )
return lpFileName 1;
\
I
| ABEL_24:
HeapFree wrp(lpFileName 1);

return @;

Figure 14: File Icon Written

| = | fileicon.co - Paint

E Home View

L £y £, =

-\'ﬁ'{ .I\:.{ ) [] Rulers e
_I; |

[] Gridlines
Zoom Zoom 100 Full Thumbnail

in out 9%, Status bar  geraen

Zoom Show or hide Display

(m) u]

Figure 15: File Icon Preview

Once the file icon is extracted and successfully dropped to disk, it is set as the associated file icon for
encrypted files with the appended custom file extension.
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void  cdecl SetDefaultFileIcon (W tomExt)

F ( lpData

; buildRegQuer

ATILE, lpData, 2 * wcslen(lpData) + 2);

Print Ransom Note

Next, the encryptor will start the process of printing the ransom note to all networked printers accessible by
the host, by creating a PDF version of the ransom note, which is never utilized during the print jobs (funny).

1pBuffer;
=sToWrite = ::nNumberOfBytesTolrite;
If
PrintRansomNoteToAllPrinters(ransomloteData, nNumber(OfBy

diLd,

Figure 17: Setup and Run Ransom Note Print Job

The PDF copy of the ransom note is named PrintMe22.pdf and is dropped in the current user’s temp
directory (still unused).

strcathW{pdfName, L"Pri 037

EreatePDﬁ
pcbh
Figure 18: Location of PDF Ransom Note

) 1 );
FromTextBuffer({lpBuffer, nNumber(fBytesToWrite, pdfName);

=k
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sub_4876D@(1pBuffera_1, "5 @ obj\n<< /Length %d »>>\nstream\n%s\nendstream\nendobj\n", v27, MemoryWithZeroFill 1);

hObject_1 = hObject;

v38 = WriteFile(hObject, "%PDF-1.4\n", 9u, &NumberOfBytesWritten, 8);

NumberOfBytesWritten_1 = NumberOfByteslritten;

v31l = WriteFile(
hQbject_1,
"1 @ obj\n«-
Bx31u,
ENumber{0fByteslritten,
a)

&& v38;

nlumber0fBytesTolrite_1 = Number{fBytesWritten + NumberOfBytesWritten_1;

v32 = WriteFile(
hQbject,
"2 @ obj\n<< [Type /P
Bx39u,
ENumber{0fByteslritten,
8)

&& v31;
Number{fBytesWritten + nNumberOfBytesToWrite 1;

riteFile(
hObject,

/Contents 5 "

NumberOfBytesWritten + wd8;
NumberOfBytesWritten + w48;
WriteFile(

hQbject,

4 @ obj\n<< /Type /[Font

Figure 19: Creation of PDF Ransom Note

Networked printers are now enumerated.

pcbleeded = 8;
pcReturned = 8;
EnumPrintersW(6u, @, 2u, @, 8, &pcbNeeded, &pcReturned);
if ( !pcbNeeded )
return 8;
MemoryWithZeroFill = AllocateMemoryWithZeroFill(pcbleeded);
MemoryWithZeroFill 1 = MemorylithZeroFill,
MemoryWithZeroFill 2 = MemoryWithZeroFill,;
if ( !'MemoryWithZeroFill )
return @;

MemCopyEx(MemoryWithZeroFill, @, pcbleeded);

if ( !EnumPrintersW(6u, 8, 2u, MemoryWithZeroFill 1, pcbNeeded, &pcbNeeded, &pcReturned) )

{
HeapFree wrp(MemoryWithZeroFill 1);
return @;

}

Figure 20: Networked Printer Discovery

For each printer identified, a handle is opened, a temporary file containing the content of the ransom note is
dropped in the current user temp directory, and a print job is created, sending the content of the ransom note
temp file to each printer.




phPrinter = 8;

if ( OpenPrinterd( &phPrinter, @)

sTolrite, &Number(

L"RAW";
( StartDocPrinterW(phPrinter, 1lu, pDocInfo) )

if ( StartPagePrinter(phPrint

hFile = Cr (FileNa
if (

( ReadFile(hFile, pBuf,

éndPagePPinter{kaﬁir:: );
1
éndDocPPinter{pPP“ir:
L
;ele:e:ileh{:ilewaﬂe};
1
élUSePFiﬂtEF{pPP“iP

Figure 21: Sending Note Print Job

Clear Windows Event Log

Immediately after sending the print jobs, the encryptor will attempt to clear the history of several Windows
event log sources. These being Application, Security, System, Setup, and ForwardedEvents
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int ClearWinEventlLogs()
:

// [COLLAPSED LOCAL DECLARATIONS. PRESS NUMPAD "+" TO EXPAND]

ModuleHandleW = GetModuleHandleW(L"ntdll.d
ModuleHandlel ! oduleHandlel,
if ( !ModuleHandleW )

a;

‘ModuleHandlel,
oduleHandleW 1,

Figure 22: Clearing Event Logs

Delete Shadow Copies

After wiping Windows event logs, vssadmin is executed by the encryptor in a crude attempt to delete all
shadow copies, to hinder recovery efforts.
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int DeleteShadowCopie

[COLLAPSED LOCAL DECLARATIONS. PRESS NUMPAD "+" TO EXPAND]

if ( sanityCheck )
ConsolePrint(

memset rtu

memset

gmemc

memset

sInformation) )

sssInformation.hProce
nformation.hThread);

Fiure 23: Deleting Shadow Copies

Token Elevation

The encryptor will then attempt to adjust the token privileges of its process.

entPro 5 &TokenHandle) )

Formation(TokenHandle, TokenElevation, &TokenInformation, 4u, &ReturnlLen ) ITokenInformation )

cenHandle);
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int _ cdecl EnableTokenPrivileges(HANDLE TokenHandle)

' [COLLAPSED LOCAL DECLARATIONS. PRESS NUMPAD "+" TO EXPAND]

(@, lpName[n8xB], &Luid) )

ges[@].Luid = Luid;
= J_;
Attributes = 2;

s(TokenHandle, @, &NewState, &

Figure 25: Set Token Privileges

Impersonate SYSTEM

With elevated token privileges set, the encryptor will attempt to elevate to NT AUTHORITY\SYSTEM
permissions by impersonating the token of the winlogon.exe process or the TrustedInstaller
service/process if the first attempt to impersonate winlogon fails.
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int _ cdecl ImpersonateToken(HANDLE hExistingToken)

1
// [COLLAPSED LOCAL DECLARATIONS. PRESS NUMPAD "+" TO EXPAND]

phNewToken = @;
TokenAttributes.nlength = 12;
TokenfAttributes.lpSecurityDescriptor = 8,
TokenfAttributes.bInheritHandle = @,
if ( !'DuplicateTokenEx(
hExistingToken,
@xF@1FFu,
&TokenAttributes,
SecurityImpersonation,
TokenImpersonation,
EphNewToken) )
return 8;
EnableTukenPPlvllegesapkﬂcu chr},
if | Impersona . er(phNewToken) )
{
{loseHandle(phNewToken);
return 8;
¥
CloseHandle(phNewToken);
return 1;

Figure 26: Token Impersonation

. , -
essByllame = FindProcessByName(L"
yllame 1 = ProcessByName;

C‘ul:"‘\E MName )

_"f)

cen(ProcessHandle, ©xF@1FFu, &hObject) && !OpenProcessToken(ProcessHandle, @xAu, &0Object) )

ImpersonateToken\k bject) )

Figure 27: Impersonate Winlogon




hSCManager = OpenSCMar
h5CO0bject
if ( !'hS5CManager )

goto LABEL_29;
lﬂscgbjec_h_i = Opendervicel "TrustedInsta :I_..J E\J_;]_J)’
if ( 'hSCObject_1 )

ServiceHandle(hSCObject);
andle(hObject);
andle(ProcessHandle);

usEx(hSCObject 1, SC STATUS PROCESS INFO, Buffer, @x24u, &pcbBytesNeeded)
: - -

C_
rviceW(hSCObject_1, @, ) && GetlastError() != ERROR_SERVICE ALREADY RUNNING )

seServiceHandle(h5CObject_1);
ServiceHandle(hSCObject);

7_-55-5“:15{F0bject);
seHandle(ProcessHandle);

Handle(h5CObject 1);
aServiceHandle(hSCObject);
dwProcessId = FindProcessByName(L"TrustedInstaller.exe™);
dwProcessId_1 = dwProcessId;
if ( !dwProcessId )
goto LABEL 25;
ProcessHandle 1 = OpenPr
if ( !ProcessHandle 1 )

{

if ( !ProcessHandle 1 )
goto LABEL 25;
i
hExistingToken
if ( enP ¢
&% !'OpenProcessTok
{

seHandle(ProcessHandle 1);
goto LABEL_25;

andle(hExistingToken);

andle(ProcessHandle_1);

andle(hObject);
ndle(ProcessHandle);

Figure 28: Impersonate TrustedInstaller

Impair Defenses

Now running as SYSTEM, the encryptor will attempt to stop and delete services related to Microsoft
Defender, event logging, network inspection, and system integrity.




WinDefend dd o t aWindefend 5 ElevateToSystem

1
_WinDefend_

t aWdfilter

t aWdboot

t aWdnisdrv_0©

t aWdfilter_ ©

t aWdboot @ 3 7 : 6 if ( » ) && sanityChe:

}
++_WinDefe

t rmagent
t aEventlog

Figure 29: Impairing Security Services

11l

With security services stopped and deleted, any processes associated with those services or category of
services are also terminated. The process token is then reverted to the original token.

_WinDefend_ @ d et aMsmpengExe

alis >

aSecurityhealth_@ ;

aSmartscreenkxe ;
ealthuiExe

aMssenseExe
aSenseirExe
aSenseceExe
aSensesampleupl ;
aSensendrExe
aSensecncproxyE ;
iconData iconDataBase6d

n
; uintptr_t _ ty_cookie
security_cook

sanityCheck )
1

dword_436248

Figure 30: Terminating Security Processes ]

Enumerate Domain Devices

If a domain username and password are provided, the encryptor will attempt to access neighboring devices
using LDAP, and execute a copy of itself as a service, or using a scheduled task.

First, the list of devices in the domain is collected.
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1t { Ust

™

common_tcscpy_s_wchar_t_(szPathName, 8x184u, L"LDA
Object = ADsGetObject(szPathName, &riid, &ppObject);
if ( Object < @ )
1

;
1

£ ( Dst )
BuildStr(szPathName, Bx164u, L"LDAP://%s/%s", &Dst, pvarg.lVal);
else
Build5tr(szPathName, @x184u, L"LDAP://%s", pvarg.lVal);

VariantClear(&pvarg);
(*(*ppObject + 8))(ppObject);
vB = ADsGetObject(szPathName, &riid , &ppObject );

(vB <8 )

sanitvCheck 1}
Object  + 8))(ppObject );
9;

(*(*ppObject_ + 16))(ppObject , L"(&

{ canitalhock 0
18))(v28, p_i 1, L"dNS
&& *&pvarg.vt )

_ ;.;{:-c&p-,‘.la""g.'l.-'t + 8};
v17 + 1;
( *v17++ )

size _in_elements = w17 - v18 + 1;

destination = AllocateMemorylWithZeroFill(2 * size in_elements);
*(MemoryWithZeroFill + v15) = destination;

if ( destination )

{

)", &name, 2, &v26);

common_tcscpy s wchar t (destination, size in elements, *(*&pvarg.vt + 8));

++vl5;

goto LABEL 59,
(*(*v28 + 18))(v28, p_i 1, L"name”, w32) >=8 )
3 && *&pvarg.vt )

Figure 31-34: Query Domain Computers

A DNS query is performed on each device identified, and each IP successfully resolved is sent an ICMP

echo request to identify hosts that are alive.




ppQuery

memset 8(

if ( weschr(sourc )
common_tcscpy_s_wchar_t_
1 L
BuildStr(ps

v3 = DnsQuery W(

eroFill; /
hZeroFill 1;

AllocateMemoryblithZeroFill(
M yiithZeroFill;

yWithZeroFill,

Figure 36: Ping Host

Remote Execution

The encryptor binary is uploaded to the target host’s Temp folder through the admin$ share, and a service is
created to execute it.
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e.lpProvider = @;
'.lpFemnTeHame = Name;

-f = HHetﬁddtnnne:tlnn7 =tResource 3 EhD“C;'lp“" ~Mame,

h
J

memset({&Pr | Information));
memset

3

tupInfo, &ProcessInformation) )

F:gure 37-41 Upload and Execute as Service

If service creation fails, a scheduled task is created to execute the uploaded encryptor binary.
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BuildStr(
CommandLine,
Bx208u,
L"schtasks
WideCharstr,
1pUserlame,
1pPassword_1,
_skip net_ log 1);

{f Fre B

if ( CreateProcessW(®, CommandlLine, 6, 6, @

1
{ -

dle(ProcessInformation.hProcess);
CloseHandle(ProcessInformation.hThread);
BuildStr(
CommandLine,
Bx288u,
L"schtasks
WideCharStr,
1pUseriame_1,
1pPassword_1);

rSingleObject(ProcessInformation. hProcess, Bx1388u);
dle(ProcessInformation.hProcess);

CloseHandle(ProcessInformation.hThread);
BuildStr(

CommandLine,

Bx208u,

L"schtasks /delete /s %s

WideCharStr,

lpUseriame_1,

1pPassword_1);
if ( CreateProcessW(®, CommandlLine, 8, @, ©

orSingleObject(ProcessInformation.hProcess, 8x1388u);

le(ProcessInformation.hProcess);
andle(ProcessInformation.hThread);

Figure 42: Execute as Scheduled Task

Local Encryption Setup

Drives to be targeted for encryption are now identified.

LogicalDrives = ResolveGetlogicalDrives();
ne5 = 65;

hHandlea = LogicalDrives;

HIDWORD(n32 1) = 26;

- 65)) & LogicalDrives) =8 )

printf(1pString2 1, L"%c ", nb5);
DriveTypel = ResolveGetDriveTypeW(1lpString2 1);

Figure 43: Identify Target Drives

Two thread pools are created, one for local drive encryption, and one for remote drive encryption.




gl 3 = CreateThreadPool(v74, dwNumber(OfProcessors);

Figure 44: Thread Pool Creation

Local Encryption Start

Encryption for local drives is started.

kip net_ log[16]) )

" HIDWORD(n32 1) = *v97;
d ]

if ( (FileAttribute & !
DropReadmeAndQueueFileTasks( tPathName, nl@8[@], nled[1], SBYTE4(n32_1), p_lpStringl 3);
else
EncryptFiles(1pRootPathMName, nl 1], nl@8[1], SBYTE4A(n32 1));
.
J
1
I

Fgure 45-46: Local Encryption Job Start

First, a list of every drive letter on the target host is collected (again), and for each drive, the type is
determined to prevent targeting of CD-ROM drives. Remaining applicable drives are checked once more to
determine if they are accessible based on file attributes, and drives that fail this check are skipped.

The files and folders on each valid drive are iterated through, queueing target files for encryption, while
skipping critical system files and directories, and dropping the ransom note in writable directories.
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Each valid target file is renamed to include the ransomware custom extension, and based on its size it is

either fully encrypted or partially encrypted using a Curve25519 derived one-time stream-cipher key; the

encrypted data overwrites the original data in-place and a trailer containing the ephemeral public key and
integrity metadata is appended to the end of the file.
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(1lpStringl);
ileAttributesW & Bx480) == @ )
_Windows_ allindows
FindCharacterInString(1lpStringl, @x5Cu);
"Windows™ i w8 )
aProgramFiles ; P m .
aProgramFilesX8
allppdata ; : directories = Windows_;
aProgramdata ; m while ( lstrcmpiW(1pStringl 2, *directories) )
alllUsers 3 U {
aNetlogon 3 = 0 if ( ++directories == &unk_436824 )
aSyswvol oL™
off_436020 aAdmin

unk_436024

I(1pStringl);
aPrintme220xps: M ryWithZeroFill = AllocateMemoryWithZeroFill(2 * w1l + 64);
r 2 cpyW(MemorylithZeroFill, 1pStringl);
I(MemoryWithZeroFill, L"\\README
lenk(Memoryl ZeroFill);
GLOBAL ;

>
*GLOBAL; *GLOBA

++GLOBAL ;
MemoryWithZeroFill[v15++]

I(&MemoryWithZeroFill[v15], L". &
re Filek(MemoryWithZeroFill, GEN

ilel
_‘J_)

(FileW, 1pBuffer, nNumberOfBytesToWrite, &NumberOfBytesWritten, 8);
P
e(FileW);

wrp(MemoryWithZeroFill);
ringl, lpStringl);
=Y
lumberOfBytesWritten = COERCE_FLOAT(FindF sW(Stringl, &FindFileData));
( *&NumberOfByteshritten )

cFilelama. 1" ")} R& lstr Wl Fi cFilelame. 1"

String
aPrintme220xps ; £ ( lstrcmph(FindFileData.cFileName, L”.") & lstrcmpli(FindFileData.cFileName, L*..") )
aPrintme22Pdf 0 ;
aExe 9 v enti(1pStringl 1);
i(FindFileData.cFileName);
AllocateMemoryWithZeroFill(2 * (vi9 + vi8) + 4);
aD11 d11 D ingl 3, 1pString2);
aMsi : L 5
aSys S "Lsys” p 3, FindFileData.cFileName);
aBin 5 ".bin" 00 indFi _dwFileAttributes & FIL
alni 5 ".ini”
alnk " 1nk” LOBYTE(v36) = args;
customExt 10 BYTE1(v36) - ad;
QueuekorkItem(

aWindefend
; "WinDefend"
aSecurityhealth ; "Securit:
akscsve
aSense
aWdnissve 5 "W vas,
aWdnisdry 3 r SLODWORD (v29) ,
aWdfilter 3 r v25);
akdboot 6
aWdnisdrv_@
aWdfilter @
aWdboot 0 5 "wdb 9 xtensi 8off_436128;
abpssvc " shile ili(FindFileData.cFileName, *extensions 1) )
aMpsdry
aBfe 2 if ( ++extensions 1 == exe_ )
aMsmpsvc
aSepmasterservi ; "Sep i 1pStringl 4 = FindCharacterInString(FindFileData.cFileName, 8x2Eu);
akscsve 59 if ( 11pStringl 4 )
aSgrmbroker Broker” {
aSgrmagent E
aEventlog E 8 arg8;
aMsmpengExe 29 BYTE1(v35) - ad;
QueueborkItem(

alissrvExe 1 exe :_Func_impl_no_alloc<_lambda_ab4956f72cbc872e6473c6ee3a5266cd_, void, >: " vFtable’,
aSecurityhealth 8 ; S 1 e ngl 3

aSmartscreenExe ;

aSechealthuiExe ;

aMpcmdrunExe

aMsascuiExe

aMpuxsrvExe

asgrabrokerExe ;

aMssenseExe

aSenseirExe

aSenseceExe

aSensesampleupl ;

aSensendrExe d xtensions = exe_;

aSensecncproxyE ; oxy.- exe ¥ ( pili(1pStringl 4, *extensions) )
iconDataBase64

EAICARAAEATACOE)

HeapFree_wrp(1pStringl_3);

Figure 47-48: Queue Target Files and Drop Note




eExW(1lpFilelame, 1lpStringl,

FileW = CreateFileW(1pStringl, GENERIC_WRITE | ©x80000000, ©, @, OPEN_EXISTING, FILE_FLAG SEQUENTIAL SCAN, ©);
result = HeapFree wrp(lpStringl);
if ( FileW I= -1 )
«(FileW, &FileSize);
lpBLFFe* ﬁllocateMemoPlecheroFill{ExiEGEGE);
if ( !lpBuffer )
return CloseHandle(FileW);
CryptGenR m(hCryptProv, 8x20u, src);
src[@] &= BxF8u;
v/7 = wi7 & 8x3F Bx48 ;
DerivePublicKeyFromPrivate(Buffer, src, &p n9);
DerivePublicKeyFromPrivate(Buffer 1, src, ::p n9);
SHAS512ComputeHash(Buffer 1, 8x20u, a3);
StreamCipherInitialize(a2, a3, ©x188u, 256);
StreamCipherExpandKey(a2, v79);
wB1l = CalculateCRC32(a3, 64);
FillMemoryWithByte(al, @, Bx48u);
FillMemoryWithByte(a3, @, Bx48u);
FillMemoryWithByte(Buffer 1, 8, 8x48u);
w7 = @;
liDis:erceTDN ove. LowPaPt = 8;
S Ex(FileW, OLL, ©, FILE_BEGIN);

if ( FileSize.HighPart »>= 8 )
{
if ( FileSize.QuadPart » 28971528 )

l
1

= (FileSize.QuadPart / 18485768) »>» 32;
—ileSize.QuadPart / 18485760,
= HighPart_3;
Hingc = HighPart;
if ( :1leSlbe.QuadPaPt % 18485768 )
{
HighPart_ HighPart + 1;
HighPart_ (__PAIRGA_ (HighPart_3, HighPart) + 1) »»
ngch“ HighPart_6;
++HighPar
}
liDistanceToMove.LowPart = @;
w78 = @;
if ( HighPart_6 »= @ &% (HighPart 6 > @ HighPart_1) )
{

liDistanceToMove_1.QuadPart = BLL;

(FileW, liDistanceToMove 1, 8, FILE BEGIN);
ndg9e = 4650,
if ( liDistanceToMove_1.QuadPart + 4896 > FileSize.QuadPart )
ndB96 = FileSize.lowPart - liDistanceToMove_1.lLowPart;
ReadFile(FileW, lpBuffer, nd896, &NumberOfBytesRead, B);
StPeamClpherEncryptData\E, a2, 1lpBuffer, lpBuffer, NumberOfBytesRead);
(FileW, llDlstarceTDF ove 1, 8, FILE BEGIN);
."i_&-llzx-llEd, lpBLFfe , NumberOfBytesRead, &NumberOfBytesWritten, 8);
AtomicAddInt6d(&gword 436EC8, Number(fBytesRead, 5);
v38 = liDistanceToMove.LowPart++;
v39 =  PATR64_ (v7@, v3B) + 1;

Figure 49: Local Encryption Job

Remote Encryption Start




With local drives finished, encryption for remote hosts is started. Remote encryption is done either by directly
accessing the target share, or mounting the share as a local drive.

Alive neighboring devices are identified by sending ICMP echo requests to each IP on network the target
device has access to. For devices that are alive, an connection attempt is made, and shares are
enumerated. Accessible shares that do not match a list of exclusions are queued for encryption.

Files on shares are encrypted in batches, and once the last batch finishes, share connections are killed, and
any shares mounted as local drives are unmounted.

b

if ( !forceMode && p_lpStringl )

I
Il.
InitializeConnectionContext(

F ( GetlLocalNetworkAndDomainInfo(networkHosts) )

L);
thZeroFill(

Address, @, @, 8, MemoryWith/ercFill 2, 8

Figure 51: Check if Target Alive
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sprintfW(Name, L" 4:
IpUserilame = 1pStringl + 286;
memset(&NetResource, 8, 28);

vl = 1pStringl[286] == 8;

MNetResource.lpComment = 8;

NetResource.lpProvider = 8;

NetResource.lpRemotelName = Name,

if ( wd (1pPassword = 1pStringl + 546, !1pStringl[546])
{

1pPassword 8;

IpUseriame = @,
¥

if ( WNetAddConnection2W(&NetResource, lpPassword, lpUseriame,

return @;
WNetCancelConnection2W(Name, @, 1);
return 1;

Figure 52: Add Connection

0

d
{

if ( lbufptr[vs + 4] )
{
targetDirectories = Windows_;

i

while ( lstrcmpiW(*&bufptr[v5], *targetDirectories) )
{
if ( ++targetDirectories »= &off_436020 )
1
lstrcpyW(Stringl, servername_1);
sprintfl(&5stringl[16], L” %s\\%s", servername 1,
vl5 = 8;
lpStringl 2 = 1pStringl 1;
src = lpStringl 1[428];
if ( src == lpStringl 1[429] )

sub 484228(1pStringl 1 + 427, src, Stringl);

gmemcpy(src, Stringl, @x228u);
src[276] = wl5;

lpStringl 2[428] += 554;
servername_1 = serwvername 2;

Figure 53: Enumerate Shares

Set Desktop Wallpaper

@) )

*Bbufptr[vs]);




The target host wallpaper is set, notifying the user of their demise, and the name of the ransom note.

user32 = ResolveModule(Ox86A4AFT0);
gdi32 = ResolveModule(@x3FBFC765);

ResolveGetDC = ResolveAPI(user32, 26708946081);
ResolveReleaseDC = ResolveAPI(user32, 42418385086);
ResolveSystemParametersInfoll = ResolveAPI(user32, 3811182526);
ResolveFillRect = ResolveAPI(user32, 947285815);
ResolveDrawTextW = ResolveAPI(user32, 20887539028);
ResolveCreateCompatibleDC = ResolveAPI(gdi32 1, 3657679789);
ResolvelreateCompatibleBitmap = ResolveAPI(gdi32 1, 4843764819);
ResolveGetDeviceCaps = ResolveAPI(gdi32 1, 1997237785);
ResolveDeleteDC = ResolveAPI(gdid2 1, 731768548);
ResolveSelectObject = ResolveAPI(gdi32 1, 2597497913);
ResolveDeleteObject = ResolveAPI(gdid2 1, 3930441516);
ResolveSetBkMode = ResolveAPI(gdi32 1, 2283759648);
ResolveSetTextColor = ResolveAPI(gdi32 1, 1681246674);
ResolveCreateFontlW = ResolveAPI(gdi32 1, 2666423788);
ResolveGetDIBits = ResolveAPI(gdi32 1, 344394913);
gdi32 = ResolveAPI(gdi32 1, 17871589);
p:pdild2 = gdi3i?;

( ResolveGetDC )

( ResolveCreateCompatibleDC
ResolveCreateCompatibleBitmap
ResolveGetDevicelaps
ResolveDeleteDC
ResolveReleaseDC
ResolveSelectObject
ResolveDeleteObject
ResolveSetBkMode
ResolveSetTextColor
ResolveCreateFonth
ResolveGetDIBits
ResolveSystemParametersInfoll
gdi3i2
ResolveFillRect
ResolveDrawTextW )

Figure 54: Resolve More APIs




v OFILE", &YOUR_FILES_HAVE_BEEN_ENCRYPTED [28], ©x184u);
lstrcathl(&YOUR_FILES_HAVE_BEEM_ENCRYPTED_[28], L" er.bmp™) ;

DC = ResolveGetDC(@, buf, al);

NumberOfByteshiritten = ResolveGetDeviceCaps(DC, 8);

1pBuffer = ResolveGetDeviceCaps(DC, 18);

CompatibleDC = ResolwveCreateCompatibleDC(DC);

CompatibleBitmap = ResolveCreateCompatibleBitmap(DC, NumberOfBytesWritten, lpBuffer);
ResolveSelectObject(CompatibleDC, CompatibleBitmap);

NumberOfBytesWritten 1 = NumberOfBytesWritten;

v7 = ::gdi32(8);

v2l = @;

v22 = 8;

NumberOfBytesWritten 2 = NumberOfBytesWritten;

1pBuffer_1 = 1pBuffer;

ResolveFillRect(CompatibleDC, &v21, v7);

ResolveDeleteObject(v7);

ResolveSetBkMode(CompatibleDC, 1);

ResolveSetTextColor(CompatibleDC, Ox

FontW = ResolveCreateFontW(lpBuffer / 15, ©, @, ©, 768, 8, 8, 8, 1, 8, 8, 8, 49, L"Terminal");
ResolveSelectObject(CompatibleDC, Fonth);

gmemcpy (

L"YOUR FILES HAVE BEEN E
sizeof(YOUR_FILES_HAVE_B

gmemcpy (CHECK_README., L"C README . E.));
memset B(bufa, 8, sizeof(bufa));
v8 = lstrlenW(CHECK README.);
= *GLOBAL;
( *GLOBAL )

vl® = GLOBAL - v&;

do

1

CHECK_README. [w8++] = v9;
vl = *(v1@ + vB);

¥

while ( v9 );
}
1strcpyl (&CHECK_README. [w8], L™.txt");
1pBuffer_2 = 1pBuffer;
v2e[@] = w21,
w26[1] = w22;
v26[2] = NumberOfByteskritten 2;
v26[3] = 1pBuffer / 2;
ResolveDrawTextW(CompatibleDC, YOUR_FILES HAVE_BEEN_ENCRYPTED_, -1, w26, 41);
v27[8] = v21;
v27[2] = NumberOfByteskritten 2;
v27[3] = lpBuffer 1;
v27[1] = lpBuffer [ 2;
ResolveDrawTextW(CompatibleDC, CHECK README., -1, w27, 33);
nllumberOfBytesTolrite 1 = lpBuffer * ((3 * NumberOfByteskWritten 1 + 3) & 0Ox
1pBuffer = AllocateMemoryWithZeroFill(nNumberOfBytesTolrite 1);
memset(&lpBuffer_4[4], 8, 28);
lpBuffer_4[8] = 48;
lpBuffer 4[1] = NumberOfBytesWritten;
1lpBuffer 4[2] = 1pBuffer 2;
lpBuffer_4[3] = 1572865;
ResolveGetDIBits(CompatibleDC, CompatibleBitmap, ©, lpBuffer_ 2, lpBuffer, lpBuffer_4, 8);
Filel = CreateFileW(FileName, GENERIC_WRITE, @, @, 2, FILE_READ ATTRIBUTES, 8);
if ( FileW -1)
{

lpBuffer_3 = lpBuffer;
¥

Figure 55: Set Wallpaper

Self Deletion




To cleanup, the encryptor will launch command prompt, have it ping 127.0.0.7, giving the encryptor
process just enough time to finish and close the handle to its mutex before the encryptor binary is deleted.

memse
memse

SetFile
ResolveC

MITRE ATT&CK Mapping

e Collection (TAO009)
o T1005: Data from Local System
e Defense Evasion (TA0005)
o T1070: Indicator Removal
= T1070.001: Clear Windows Event Logs
= T1070.004: File Deletion
T1107: File Deletion
T1134: Access Token Manipulation

o

[¢]

T1202: Indirect Command Execution

[e]

[e]

T1562: Impair Defenses
= T1562.001: Disable or Modify Tools
e Discovery (TA0007)
o T1007: System Service Discovery
o T1016: System Network Configuration Discovery
o T1057: Process Discovery
o T1063: Security Software Discovery
o T1082: System Information Discovery
o T1083: File and Directory Discovery
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o T1135: Network Share Discovery
o T1518: Software Discovery
= T1518.001: Security Software Discovery
Execution (TA0002)
o T1053: Scheduled Task/Job
= T1053.005: Scheduled Task
o T1059: Command and Scripting Interpreter
o T1106: Native API
o T1129: Shared Modules
Impact (TA0040)
o T1486: Data Encrypted for Impact
o T1489: Service Stop
o T1490: Inhibit System Recovery
Persistence (TA0O003)
o T1031: Modify Existing Service
o T1053: Scheduled Task/Job
= T1053.005: Scheduled Task
o T1543: Create or Modify System Process
= T1543.003: Windows Service
Privilege Escalation (TA0O004)
o T1053: Scheduled Task/Job
= T1053.005: Scheduled Task
o T1134: Access Token Manipulation
o T1543: Create or Modify System Process
= T1543.003: Windows Service

Related Samples

These are additional samples related to the Global Ransomware family:

SHA-256: 1f6640102f6472523830d69630def669dc3433bbb1c0e6183458bd792d420f8e
SHA-256: 232f86e26ced211630957baffcd36dd3bcd6a786f3d307127e1ea9a8b31c199f
SHA-256: 28f3de066878cb710fe5d447e11f65f25328beff953e00587ffebSac4b2faa8
SHA-256: a8c28bd6f0f1fe6a9b880400853fc86e46d87b69565ef15d8ab757979cd2¢cc73
SHA-256: c5f49c0f566a114b529138f8bd222865c9fa9fa95f96ec1ded50700764a1d4e7
SHA-256: c7b91de4b4b10c22f2e3bca1e2603160588fd8fd829fd46103cf536b6082e310

Acknowledgment

That’s all Folks!

If | made any mistakes please let me know!
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https://www.virustotal.com/gui/file/1f6640102f6472523830d69630def669dc3433bbb1c0e6183458bd792d420f8e
https://www.virustotal.com/gui/file/232f86e26ced211630957baffcd36dd3bcd6a786f3d307127e1ea9a8b31c199f
https://www.virustotal.com/gui/file/28f3de066878cb710fe5d44f7e11f65f25328beff953e00587ffeb5ac4b2faa8
https://www.virustotal.com/gui/file/a8c28bd6f0f1fe6a9b880400853fc86e46d87b69565ef15d8ab757979cd2cc73
https://www.virustotal.com/gui/file/c5f49c0f566a114b529138f8bd222865c9fa9fa95f96ec1ded50700764a1d4e7
https://www.virustotal.com/gui/file/c7b91de4b4b10c22f2e3bca1e2603160588fd8fd829fd46103cf536b6082e310

Thanks to REMOVED for sharing the Global promo video with me!
Thanks to OALabs for HashDB!
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