4k4r9- EAGERBEE (Thumtais) <JL™ = 7 DiEEN

iac lac.co.jp/lacwatch/report/20250514 _004379.html
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https://www.lac.co.jp/lacwatch/report/20250514_004379.html
https://x.com/share?url=https://www.lac.co.jp/lacwatch/report/20250514_004379.html&text=%E7%B6%99%E7%B6%9A%E3%81%99%E3%82%8BEAGERBEE%EF%BC%88Thumtais%EF%BC%89%E3%83%9E%E3%83%AB%E3%82%A6%E3%82%A7%E3%82%A2%E3%81%AE%E6%B4%BB%E5%8B%95%20%7C%20LAC%20WATCH
https://www.facebook.com/share.php?u=https://www.lac.co.jp/lacwatch/report/20250514_004379.html
https://b.hatena.ne.jp/add?mode=confirm&url=https://www.lac.co.jp/lacwatch/report/20250514_004379.html
https://note.com/intent/post?url=https://www.lac.co.jp/lacwatch/report/20250514_004379.html
https://note.com/intent/post?url=https://www.lac.co.jp/lacwatch/report/20250514_004379.html
https://cp.lac.co.jp/subscription/lacmag

202446 A (ZLAC WATCHT, FEEAH R TIHEESIL—TI2L 5. BEOABEAXNRIZLT:
EAGERBEE ({4 : Thumtais) <)L = 75 AW IZRERECDWTHELE LIz, Zovilox
T7HWindiverty Xy - — S A EBRT D RA. KREGEFHBO1DE L THEITFHSNTWET,

BEsCE
BA&n4iB#E49E S <)L £ 7 "Thumtais |

Zw oY A N—BtX—(%. EAGERBEEMFAE #4k4td 2 T. AT L ) BEREATFLET S
ZrHEMRLELT-.

o BRIRARLTR— bEFKL. C2H—/ DL DBEEAFHX(T BListenT— N TEMEY 241K
o XFIREEE. BET—RABSHT 2HBEA K L -1k

AE(F. ZMNSHEAGERBEEFEFFENMMEEIZ DWWTEEL T4 L 9.

EAGERBEE

EAGERBEE(Z. Microsoft Visual C/C++TR®R S N- X7 O— X)L 27 Th'l) . C2H—s\Hh
BRI O—RL-7 70ILAXEY) ETERITTHHEEAHBZ T ET . KasperskyttiZ L, &
¥YO— FENBILT 737571 ETEHEE (plugin orchestrator) A3 F D MEINTULET.

EAGERBEE (. iB{5#48E> L CTReverse®— K ¢ ListenE®— KD2fE EA HH— N L THY) . kY
(Z6DEEFXRIZEVADH ) 9. FIZIERIOBITIE. MAOKEES Y R—F L TWETAH, RTIE
HO0THB1-. ReverseE— N TEMEL 9.

%1 The EAGERBEE backdoor may be related to the CoughingDown actor | Securelist
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https://x.com/share?url=https://www.lac.co.jp/lacwatch/report/20250514_004379.html&text=%E7%B6%99%E7%B6%9A%E3%81%99%E3%82%8BEAGERBEE%EF%BC%88Thumtais%EF%BC%89%E3%83%9E%E3%83%AB%E3%82%A6%E3%82%A7%E3%82%A2%E3%81%AE%E6%B4%BB%E5%8B%95%20%7C%20LAC%20WATCH
https://www.facebook.com/share.php?u=https://www.lac.co.jp/lacwatch/report/20250514_004379.html
https://b.hatena.ne.jp/add?mode=confirm&url=https://www.lac.co.jp/lacwatch/report/20250514_004379.html
https://note.com/intent/post?url=https://www.lac.co.jp/lacwatch/report/20250514_004379.html
https://note.com/intent/post?url=https://www.lac.co.jp/lacwatch/report/20250514_004379.html
https://cp.lac.co.jp/subscription/lacmag
https://www.lac.co.jp/lacwatch/report/20240605_004019.html
https://securelist.com/eagerbee-backdoor/115175/

memmove({&y25, &unk_188020C80, ox172uLL);

if { atoi("@") == 1) ff A configuration flag
ff 8 = Reverse Mode, 1 = Listen Mode
return (_ inted *)wxx_setup_listing_mode();
= (__imted *)(*(__intea (_ fastcall **){_QWORD, inted, inte4d, inted) ) (gword_188266F78 + 88))(
aLL,
234LL,
489%&LL,
4LL);
o= -1LL;

X1 EAGERBEEM@{=H48E

Reverse®— K TClE. WILY T T7AFITEIND & I—IL/\y I BEAREXE. BIUERHSHC2H—
IN~FEGEL £9. —A. Listen®— F Tl BImERDR— b AFRL. C2H—/ A LnBIEAFH
Z(FEd (K2) . %< HDEAGERBEEM:{k(1ReverseE— F THMBIN T 3 A%, ListenE®— K TE)
B9 R bHERINTWET,

Callback (TCP/443)

(Reverse Mode)

Forward (TCP/8443)

o L
——

EAGERBEE (Listen Mode) C2 Server

X2 EAGERBEEReverse®— | ¢ Listen®— 4l

EAGERBEE%FIF L /- B+ v R—>

®3(%. 20224FHN HHERS N TV HEAGERBEE A iUV - KB + + o R — L O EARL TUWET.
IR TRIREI Nfz "Op Japan Campaign (. HIEIMOLAC WATCHT4AN X 7z HDTY . 20226
Hn o 2023FEHINT T RKBEICH 27 S THIBAOKEA RSN T T, 25

%2 Introducing the REF5961 intrusion set -- Elastic Security Labs

% 3 Operation Crimson Palace: Sophos threat hunting unveils multiple clusters of Chinese state-
sponsored activity targeting Southeast Asian government - Sophos News

Op Japan Campaign(CP) Op Middle East CP

[ 2022.12 - 2023.03 fim 2023.05 - 2023.09 il Unknown - 2024.09
’E’ Japanese consulting company \ff_"T South and Southeast Asian governments @;ﬁ Middle East government and ISPs
¢ EAGERBEE(Thumtais) y EAGERBEE(Thumtais) % EAGERBEE(Thumtais)
NKN-goRAT RUDEBIRD(Impersoni-Fake-Ator) CoughingDown(PhantomMet)
PhantomNet
Op Mongolian CP Cluster Alpha(STAC1248) Targeting Russia
fil 2022.09 - Unknown il 2023.03 - 2023.08 2024.02 -
(@ Mongolian government (@ southeast Asian government (@ Russian organizations
£} EAGERBEE(Thumtais) 4% EAGERBEE(Thumtais) £ EAGERBEE(Thumtais)
DataExtractor RUDEBIRD{Impersoni-Fake-Ator) NKMN-goRAT
PhantormMet, PowHeartBeat QuickMute
SEP 2022 JAN 2023 MAR 2023 SEP 2023 FEB 2024

| Attack Period (@ Target % Malware

3 EAGERBEE A FIff L 1=K % > " —>
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https://www.elastic.co/security-labs/introducing-the-ref5961-intrusion-set
https://news.sophos.com/en-us/2024/06/05/operation-crimson-palace-sophos-threat-hunting-unveils-multiple-clusters-of-chinese-state-sponsored-activity-targeting-southeast-asia/

20244 AFE. EAGERBEE(Z 7 U 7HIEZ (T T < . FRIBTHHENSBRIND L HIZH) FL
f-. F7-. VirusTotallZ 77y 70— R &N F-EAGERBEED Y 7ILA S . O FHUIBAMER & 74 > T
WBI e bHEREINTWE T, WEDSHHIIFE LKL TEY . YILT T T7OEEIZH WL DHDE
EARLNET.

AT T, #ir- IR A -EAGERBEETE OB A LN DAMBN L 9.

Listen®— FOFIA

—EBonListenE— N TEMET 5 & ) (ZHERKE 1 -EAGERBEE(Z(F. K4(Z7R&ENTULWBPDBY 71 )L
INZAAEENTWE L. EXEEREDLLERD 7 71 LA (- ENiERL THY . EXEZ 71 ILIZ
(3 "revexe.pdb, AY, DLL7Z 7 JLIZ(Z Trevdll.pdb) A& FN T T,

c:\tools\newhdman\revexe\x64\Release\revexe.pdb
c:\tools\newhdman\ revexe\x64\Release\revdl1l.pdb
X4 EAGERBEE(Z& £ 115PDB7 71 JUIEHR

ZOEXEEARNEAGERBEEAEITT &, R5ICRT LHLGUIZ T )= 3> (T4 RIRA

hJL :revexe) ARENL . HFEDR— b B L THEGAFLR(TET. ZOMIKT(Z. TCP/8443T

R—rHBIREINTWET. K6lg, 25923 — FO—MARLET.

-

File Heip

5% TCPView - Sysinternals: www.sysinternals.com
File Edit View Process Connection Options Help

# Search

@ OR % 4TCPva ATCPve 4 UDPv4 & UDPvE [

-~

Process Ma.. Proces.. Prot.. State Local Addr. |oca... Remote Ad.. Remo.. Create Time Module Ma...
Bevchost.e... 912 TCP List.. 0.0.0.0
" System 4 TCP List..

135 0.0.00
139 0.0.00

0 2024/09/0... RpeSs

192.168.1... 0 2024/09/0... System

8443 0.0.0.0

0 2025/05/0...

revexe.exe

Fwininit.exe 660 TCP List.. 0.0.0.0 49664 0.0.0.0 0 2024/09/0... wininit.exe
Ueychost.e... 960 TCP List.. 0.0.00 49665 0.0.0.0 0 2024/09/0... EventlLog
Ysychoste.. 852 TCP List.. 0.0.0.0 49666 0.0.0.0 0 2024/09/0... Schedule
=spoolsv.... 1600 TCP List.. 0.0.0.0 49667 0.0.0.0 0 2024/09/0... Spooler
Yservices... 788 TCP List.. 0.0.00 49668 0.0.00 0 2024/09/0... services.exe

X5 EAGERBEE(Z £ 5 TCP/8443;R— b Bflik
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v8 = 16;
xxx_port = atoi("8443");

\:"J=2;
vll = 8;
vie = (*(__intea (_ fastcall **)(_QWORD))(qword_18@@4B2E8 + @xD®@))((unsigned __ intlé)xxx_port);// ntohs
ve = (*(__inted (__fastcall **)(__inte4, __inted, _QWORD))(qword_18804B2E8 + &xD8))(
2LL,
iLL,
eLL); // socket (AF_INET, Sock_stream, INADDR_ANY)

if ((ve == -1)
return BLL;
v2 = xux_port;

v3 = 8;
while ( (*(unsigned int (__ fastcall **){__inted4, _ intls *, _ inte4))(qword_18804B2E8 + @xF8))(
ve,
&va,
ex18LL) ) // bind
{
++V2;
+v3;

vie = (*(__inted4 (_ fastcall **)(_QWORD))(qword_18@@4B2E8 + @xD@))(v2);// ntohs
if ( v3 »= 588 )
goto LABEL_6;

}
if ( (*(unsigned int (_ fastcall **)(__inte4, _ inte4))(qword_18@e4B2ES + 9x168))(ve, 1eLL)// listen
|| (va = (*(__intea (_ fastcall **)(__ints4, char *, int *))(qword_18004B2E8 + 8x168))(
va,
viz,
&va),
vd == =1) ) [/ accept

X6 EAGERBEE® Listen®— F NENMEIE A

SR nERk

K7(%. EAGERBEE(ZFERK AN/ SUIEMEEARL T ET . ZOMBEIL. HRIENIZE TN 2458
K XFIe/N— Fa— Fah-BfE%k. BET—X45ES5T5-0OIFHa3NnE9 . Appendix "E
ST M2, ZNHAEESTB-ODPythonz 2 ) 7 FflaRLTWET . H. ks
A FDEAGERBEEMEHFE(L. F (2O FPHIBANKE THHAINTWS Z ¥ A MRINTWET,

[ =
loc_1800040F0:
B8 1F 85 EB 51 mov eax, S51EB851Fh
49 FF C@ inc r8é
F7 E7 mul edi
B@ 64 mov al, 64h ; 'd’
C1l EA @5 shr edx, 5
F6 EA imul dl
@F Be C8 movzx ecx, al
41 @F B6 48 FF movzx  eax, byte ptr [r8-1]
34 B2 xor al, @B2h
82 C8 add cl, al
40 2A CF sub cl, dil
FF C7 inc edi
41 88 48 FF mov [r8-1], cl
41 3B F9 cmp edi, rod
72 D5 jb short loc_1B80@0040F0@

7 EAGERBEE|Z53 & 1 - 24U
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X512, ZooEETlFReverseE— N 127 T (| Listen®— F CEMEY AR HERINTUWET.

RIBIZRENTWLWBHIA— FO—E TS, FTRDESUEAFIAL TR— N ESE2ESL. BRaRET

TCP/M10%BEM L £ .

v3 = (*(__inte4 (_ fastcall **)(__inte4,  int64))(*( QWORD *)(al + 8) + BLL))(2LL, 1LL);// socket
*(_QWORD *)(al + 112) = v3;
if ( v3 == -1)
return @;
*{_QWORD *)Destination = @LL;
strcpy_s(Destination, @xBullL, &port_num); // 83 80 8@
vd = strlen(Destination) + 1;
vs = @;
if ( (_DWORD)v4 != 1)
{
ve = Destination;
do
{
VT = RuGe+;
vd = (v7 ™~ @xB2) + 180 * (v5 / ex64) - v5;// decoded port_num = 11@

++V5;
*(ve - 1) = v8;

while ( v5 < (int)v4 - 1 });

vO = *{ _QWORD *)(al + 8);

vii[e] = 2;

vle = ateoi(Destination);

v13[1] = (*(_inte4 (_ fastcall **)(_QWORD))(v9 + 8x38))(vie);// ntohs

vll = {*(__inte4 (__fastcall **)(const char *))}{(*({_QWORD *)(al + 8) + exl1eLL))("e.0.8.8");// inet_addr
vl2 = *(_QWORD *)(al + 112);

vl4 = vil;

return !(*(unsigned int (__fastcall **)(__inte4, intle *, inted)}(*(_QWORD *)(al + 8) + Bx68LL))(
v12,
v13,
16LL) // bind

&8 (*(unsigned int (__fastcall **)(_QWORD
*(_QWORD *)(al + 112),
1LL) == 8; // listen
I8 B SHUIRMEEA'S £ 1 HEAGERBEE(ListenE— K DEMEHEAL

int64))(*(_QWORD *)(al + 8) + 112LL))(

o

F1-. ZooFFE(Z(Z. O— FAVMProtect TH#Gth I N TUL D H D%, KIZIREND LI IC
DZPROLVX.TMP A Gt AIAH. ¢t DNBHEELRE L TERETDLHIZTEINTWBHILREZ(T5N
F L1, HERNZ { OFEKT(ZL. iconcache.muipFEAA £, CDOREHBELE L TRRESNTWL
FL7-.
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GetTempPathA(Bx184u, Buffer);

strepy(String2, "DZIPROLVX.TMP");

lstrcatA{Buffer, String2);

*al = @LL;

a1[1] = eLL;

*a3 = 8;

FileA = CreateFileA(Buffer, ©x80008880, 1u, 8LL, 3u, ©&xBBu, 6LL);
ve = FileA;

if ( FileA == (HANDLE)-1LL )

{
LODWORD{v7) = CloseHandle({{HANDLE )@xFFFFFFFFFFFFFFFFLL);
}
else
{
FileSize = GetFileSize(FileA, BLL);

v& = (char *)malloc{FileSize);
memset(v9, @, FileSize);
NumberOfBytesRead = 8;
= .'|;
do
{

ReadFile(v6, v10, FileSize, &NumberOfBytesRead, OLL);

K9 DZPROLVX.TMP 7 7 A LIt A H

EAGERBEEAFI§ 2 HBE I I —T

202446 5 7HLAC WATCH (3. EAGERBEEA TA428 % 7-(fLuckyMouse ¥ I (F1 2 EE 7 )L— 7
SHOTHRHEINTUWBIEEMICOWTERL L. (EOREICLY . FPEEAH A 758K
DHEE I —TI2LEDFAIERIN. ZOVILITPHILL EBINTWBIEEMASE L TL
9.

K10(x. EAGERBEEME{EIEHRA b & ICBAEERA YV EL L. HBEIIN—TETILIZTD
BREM AR L -45R AR T F . Tonto Teamyd & V'REF5961(Z & 5 EAGERBEEM I A (37E:R
EINB—AT. OHBEIIN—TOBEGRLEXTONET. HBEIIL—THTI 770V —
IWDOEBHEA TSI, BRICOWDAIDHBEOREIZFTEIITRHE > TWDBEEZET.
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2 2 2 2 2

Luckyhouse (APT27) TA428 Tonto Team (Sanya) REF5961 BackdoorDiplomacy (APT15)

QuickMute EAGERBEE (Thumtais) RUDEBIRD (impersoni-fake-ator)

associate feedfoodconcerning.in--- associate freeonlinelearmningtec---

45.80.58.103 172105217.31 195123.245.78 185185237123

o = =i

LIQ@WHESR % TV &LMAI |~k 185.167.116.30 loginfeedfoodconcerning.org login feedfoodconcerning.com

feedfoodconcerning

X]10 EAGERBEE ¢ ¥ )L — 7 ORE M

Tonto Team(Z & ZICITDRIREME

EAGERBEEAY THZA, X 'OL 7 W oz ##AXNR Y L-BEBICFIBEINTUL S m(d. Tonto
TeamDERIZHR E —H L THV) . HBIRERA 2 M TY. F1-. 2023F28 (ZHERSI N -BAE~D
WL v L R—%020245F (20 2 THRIBADBE(ZH UL T, TickXeTonto TeampMERI 3% OAED
Loader™*pFIFia N T E L1-. D= &(F. Tonto TeamBI55 BT B2EEDI D THD %A
LbNEd.

4 EEMAWENEIE - NET 7 0—F BALIA ) A /N=—T A F— OENE2020F 5
Macnica Networks TeamT5

Z ZT. EAGERBEEDEEN L LEN A ®IZIZ. ZOAED Loadery ¢4 O—F & L
TEENTLBH LWL 7 "NKN-goRAT | (ZDOWTHEBIZZHBAL £

HENHE

OAED Loader(f, DLLEXDVILT =7 ThHVY) . 1O—FH#RBELTVWET. 8Fhd10—F
(3 FXFT. ARINDT—ZTiE "NKN-goRAT | Y IFINBRATAE EFNTULE L=, BXIZ(E.
ShadowPadX>ABK downloader¥ W\ >1-ZIL I T PAEEFNTW-Z & HHY) £9.

OAED Loader(3, RIMIZRENTWAEHIZ. EROT 74— 3> a#MALTDLLY« FO—F
1L >TEITENET., O—FXNITIEOHRA F -1 O— N (FESE1-1%. svchost.exely &
DERTOCRZA P zoraradn, LIz T7e LTEBABIAL £9. SRS —ZTIE.
NVIDIARIDIEIR 7 7)) r— a v BAI N TWE T,
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https://www.lac.co.jp/lacwatch/img/20250514_004379_10.png
https://www.macnica.co.jp/business/security/manufacturers/files/mpressioncss_ta_report_2020_5.pdf

Legitimate File . OAED Loader s NKN-goRAT Legitimate File
(Signed by NVIDIA) (Signed by Microsoft)

> - 'o Side-Loading @} h E pecrypt Payload @@ [El Process Injection > - o
(XOR)

MvContainer.exe wersion.dll (dlly svchost.exe

X111 NKN-goRATNHFE4T 7 O —

R4 O—F (NKN-goRAT)

NKN-goRAT(3. GoFiE TN X N/-DLLERD~VILY 7T, Ky>rO0—FK, 7vy7O—F, av>
REITIR EDORATHEEAEZ T ET ., OV N, RERODLDLEAHTISEEGFEL FTH. 1%
KIZE > TUISIEED AN MR INDIZEDH ) £9. T FOFFMIZDOWLT(L. Appendix
"NKN-goRAT C2a7 > [, #ZMB{f2aw, ZnvILyx7(F. C2BEICESAH). 7Oy oF
= BIERLIP2PRy =2 #4770 f 3L THBNKN (New Kind of Network) *°%-FIfid %
EHH ) 9 (K12)

%5 NKN | Network Infrastructure for Decentralized Internet

;O > O, O

-

Tl——*o/ N /O\o-:,;::o——ﬂ-m
O e -0

‘l' .."" “'#-
ik,

S O

12 NKNF—% 3y b —2 4l

NKNBEEDTER (214, A —T >/ — R TaBENTUL Bnkn-sdk-go* A FIHENTWET . F/-. O
NAVERIRIZIE Tnkn-gos E WA XFIIAFENTUDBZEAL. ZDOTILIT T TDERH NI
XL gL TunEd (K13) .

%6 GitHub - nknorg/nkn-sdk-go: Go implementation of NKN client and wallet

C:/Users/Administrator/go/ pkg/mod/ github.com/nknorg/nkn=-sdk-go@v1.3.6 /error.go
C:/Users/Administrator/go/pkg/mod/ github.com/nknorg/nkn-sdk-go@v1.3.6/message.go
C:/Users/Administrator/go/pkg/mod/github.com/nknorg/nkn-sdk-go@v1.3.6/multiclient.go
C:/Users/Administrator/go/ pkg/mod/ github.com/nknorg/nkn-sdk-go@v1.3.6/wallet.go
C:/Users/Administrator/Projects/nkn—go/user/windows/version/systeminfo_windows.go
C:/Users/Administrator/Projects/nkn-go/user/windows/version/osversion_windows.go
C:/Users/Administrator/Projects/nkn—go/user/windows/version/system_metrics_windows.go
C:/Users/Administrator/Projects/nkn=go/user/windows/version/under 8.1osversion windows.go

X113 NKN-goRAT (2% F N B 3CFF

rdata:00--- 0000004F
rdata:00:-- 00000051
rdata:00--- 00000055
rdata:00--- 00000050
rdata:00--- 00000052
rdata:00--- 00000051
rdata:00--- 00000056
rdata:00--- 0000005A

ooooOOO0O0

NKNZ'O b JEEAT IV 7IFBRICEMEZINTE ). Palo Alto Networksit AR L 7=
NGLite™ x> KasperskyitH$R4s L 1-NKAbuse A2 4 L 9. ZD~ILY = 7(F. NGLite& (L <
DHDIEADH ) £ 3 AN, CrossC27 L —LT— 27 OFFANDEERC2O7 Y FOKENR D1
&, IWRTIEEL D D E[FITTWET,

%7 KdcSponge, NGLite, Godzilla Webshell Used in Targeted Attack Campaign
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https://nkn.org/
https://github.com/nknorg/nkn-sdk-go
https://unit42.paloaltonetworks.com/manageengine-godzilla-nglite-kdcsponge/

%8 Unveiling NKAbuse: a new multiplatform threat abusing the NKN protocol | Securelist

K14(Z. NKN-goRATIZ L BANKNS S 4 7> FDEREI— RDO—8BARL TW E 3. NKNO S 1 7>
PAMERRE N D &, C2EB{EABIAS N E Y. K153, ¥IHIBENOFIARLTHI) ., POST) 2 TR b
AFFA L T. seed.nkn.org (30003/TCP) (ZJSONT #—<v N TS 7 > MEBRAERXEL 9. *
DEF. LARCAT=RIIEC T THEMEL 7.

call 5_REAIFI1E el /75 77 = MDMIR T (seed) S E
nop dward ptr [rax+28h] N3 ".conf* 7 F 1 NADE AR
test rax, rax

jz short loc_7EAABS

mov rsi, cs:nkn_go_user_Config

lea rdi, off_9715E@

call google_polang_org_protobuf_proto_Unmarzhal

loc 7EAABS: ; CODE XREF: nkn_go_user_ Run_funcl+B3tj
mov rax, cs:nkn_go_user_Config ; _ptr_protos_Config
nop
call nkn_go_protos_ ptr_Config CorrectInterval
mov rex, cs:nkn_go_user_Config
mov rax, [rcx+28h]
mov rbx, [rcx+32h]
mov rcx, [rcx+38h])
call github_com_nknorg_nkn_sdk_go_NewAccount
nop dword ptr [rax] i o
test rbx, rbx “_cnnf"'ﬁ'}j-—'s‘{nj'{j{{._ﬁ_:!
inz loc_TEADBD - FZ OfERE. .conf"hiF
maw [rsp+BABh+var_58], rax ELAVES(E, ed255197

lea rax, RTYPE nkn ClientConfig /b YUXLEFRUTIENE
i, B miCseedFTHalL.

call ~untime newobiject S

moy dword ptr [rax+1ah], 2716h WTLWISAF 2 MELFRE

xor ebx, ebx

xor ecx, ecx

- e WHDISA P b EF—

mav 8 ’rax SOERETIRD. T
Fl - -

mov rax, [rsp+8adh+var_58] FOSAT MR

call github_com_nknorg_nkn_sdk_go NewMultiClient
K14 NKNZ Z 1 7> | DERAE

POST / HTTP/1.1

Host: seed.nkn.org:38003
User-Agent: Go-http-client/1.1
Content-Length: 134
Accept-Encoding: gzip

{"id":"nkn-sdk-go", "method" : "getwsaddr", "params"” : {"address":"__3

63bb3ac I  f 4Ca f f 22b5d 236 17F5b" }}
15 NKN-goRAT(Z & % ¥ #AiE =451

BRI OMER & Rt

ASELEN L=V T 7E. BITRICEED 7 7AIIVAER F - (35tRAT -8, Zhosn7 711
DBEEXX, RFELTOTZ LIZL HTCP/UDPR— | MBIRRIR., NELEENREIT M) OEFEELRE
MY A THBIRIMAAE T 9. F1-. NKN-goRATIZBIL Tid. NKNZ'O +r a/LAaFIFL-E
EHIThNTUDIHQE )N ERET S T, BEDRBAHSHIZTE LT,

PATIZ. DR AERT DAED—BI BN L 7.
EDNT 71 IIVOHER
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https://securelist.com/unveiling-nkabuse/111512/

EAGERBEE(Z. "%TEMP%¥DZPROLVX.TMP, X> C:¥Users¥Public¥iconcache.mui, A{Ea % 7-
[FFARALT=D. ZNoDT7 71IVDOFEAMRL £9. 2. NKN-goRAT(E, 'C:
¥ProgramData¥Service s it N2, 754 7> MdflF & 705 T.confs % Tclient.dll.old) A{ERLT %
=, YZT FAIVDBEAHERL T
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MIZEABNET,
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FESHR., S 5(2(FRy PT—o#a352 AW -BEIES JUBRAY. BB IChiz2txal) T

(XEDBRWAEREL 29, F-b(341% HEAGERBEEDENAIREE WA HEE ZIL— T 12D>WT
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Appendix

I0C (Indicator Of Compromised)

Indicator Type Context

226810aa9797625bf4b7c958344b2a279a419d19e58076d15¢c81461f70bbd430 SHA- EAGERBEE
256

ad9a298f9f2468d85f60b58f06b3acaa2dfa610e4b5bdfba6810e0f11be6a233 SHA- EAGERBEE
256

d529acbe8c4d8f7fffd957440f135de860a0f256c67a9d39e2ca4258ac9fd1b7 SHA- EAGERBEE
256
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Indicator Type Context

61f44330233917f8d8f05e3c133ee85c813e64fadc3c875¢c4a04923766541825  SHA- EAGERBEE

256
1ff1a073bc7a13599¢cd111eb19a7d0359286¢c678c6da8a80797ef7a573a4b63b  SHA- EAGERBEE
256
39f2a9c¢cb17ac989d3f979060f118b2c08d13d958923346be4fb1af86f8574ad5 SHA- EAGERBEE
256
06b97730ef9d29a56d3cc7434ffh29afbdfce86f369f5a2bad47c0bc2852e9fb SHA- EAGERBEE
256
96f6c7d9ace2585c1th3dea722946¢cd27782a76b7e40f7a29a734a7ac8388f95  SHA- EAGERBEE
256
96323e18a7b9db1554d185198e3b1772f2e56377c09984c8bb53697399bf97ee  SHA- EAGERBEE
256
1beeadc39be7bd87125753b4df305171737565afa5f8d08fa21879367ab65f55 SHA- EAGERBEE
256
€88b697a2292df01fcf8b002e8a014f8b7ea76a6d2bf927232caaa02df2453b3 SHA- EAGERBEE
256
fd7afa62fdbb443120f8e842c91a69bf573b892¢c2fe9656bf9506f094bd 1bde7 SHA- EAGERBEE
256
fedc1b4f1b789982e9e6e869adc9e9771869cb2a80ac1e0c30f8d4859fe405d2  SHA- EAGERBEE
256
¢11d359ed350fd1f0e 1c956fbe72cc154f3a54450ff3dbec6ce078005d7a3e9f SHA- EAGERBEE
256
f1c8aadfcb7d27a2d7f5645de0713803¢c181408c082a67c6ac24f7c3b76d3117 SHA- EAGERBEE
256
33a7e9eff16020454cfec2e0fb324acd98c1f86e0904d0539f3b3592aef31158 SHA- EAGERBEE
256
a48b2454cd16ded43ec0cc043b7cd8646d6bd68b45bd47cbe22514d2f65a8251 SHA- OAED
256 Loader
(NKN-
goRAT)
apps[.Jsampguide[.]Jcom Domain C2
egek[.Jnakuban[.Jcom Domain C2
dom[.]Jpkfso[.Jcom Domain C2
yandexcloud[.]dkclassic[.Jcom Domain C2
netos|.]piterconsult[.Jcom Domain C2

192[.153[.]118[.]162 P c2
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w/mS2o )7}

input_data = [some input]

processed_data = []

for index, i in enumerate(input_data):
dec_data = (i N~ OxB2) + 100 * (index // 100) - index
processed_data.append(dec_data)

NKN-goRAT C2O<7 > F

ID Description

0x1  RZER

0x2  KEEK

0x3  KEEK

0x4 o RTLIEROEIG

0x5  KZER

0x6  X—3IFILDOAE R
0X7  FARYT RZATET7 74> RT LDOER ARG
0x8 7 71 LEHEBEIE

0x9  KZER

OxA  KFEEK

0xB  REEK

0xC 7 71 LHERIE

0xD 77w 70— FRgE

OxE  KFEEK

OxF k=%

0x10 %> FEIT

Ox11  KFER

0x12  Windows& X 7 —& A E{8
0x13  IP7 FL ZDHUF

0x14 :RE7 71U (.conf) DVERF 1-(3EH
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ID Description

0x15  FERELI-7AER&ET

0x16 FEEL-7OLRLTEXH., a7 FFEIT

0x17 &y n— FRIE

0x18 k%

0x19 XK=

Ox1A 77w 70— NBIE

0x1B k%

0x1C *kZFI%i

0x1D k=FEIH

OX1E  IRIERMDEIF

OX1F FEEL-70OLRLTEXH, a7 FFET

0x20 #5EL7-7/OLR&T

0x21 —ERERY) =71, 7077 LE#ET

0x22  H—E2E$%

0x23 7 71 ILHIK

ZiEEVITYDS
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https://x.com/share?url=https://www.lac.co.jp/lacwatch/report/20250514_004379.html&text=%E7%B6%99%E7%B6%9A%E3%81%99%E3%82%8BEAGERBEE%EF%BC%88Thumtais%EF%BC%89%E3%83%9E%E3%83%AB%E3%82%A6%E3%82%A7%E3%82%A2%E3%81%AE%E6%B4%BB%E5%8B%95%20%7C%20LAC%20WATCH
https://www.facebook.com/share.php?u=https://www.lac.co.jp/lacwatch/report/20250514_004379.html
https://b.hatena.ne.jp/add?mode=confirm&url=https://www.lac.co.jp/lacwatch/report/20250514_004379.html
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https://note.com/intent/post?url=https://www.lac.co.jp/lacwatch/report/20250514_004379.html
https://note.com/intent/post?url=https://www.lac.co.jp/lacwatch/report/20250514_004379.html
https://cp.lac.co.jp/subscription/lacmag

