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According to the Federal Trade Commission (FTC), consumers lost more money to
investment scams than any other kind in 2024. This equates to a 24 percent increase from
2023 to 2024 in the amount of money lost—a total of US$5.7 billion®. These threats take a
variety of forms, including the so-called pig butchering scams, which generally start with
generic text messages to ones advertised through social media. Sometimes human
interaction is involved and sometimes it is not. We track several investment scam actors and
we’ve previously published research on two of them, Savvy Seahorse and Horrid Hawk, who
have distinctive DNS fingerprints.

This report expands on our previous publications to consider common techniques, tactics,
and procedures (TTPs) of several investment scam actors who lure victims with fake
platforms, including crypto exchanges. Fake websites referred to as “profit platforms” are
designed to convince users they are dealing with a legitimate business. We've found that the
actors often:

e Register large numbers of domains algorithmically over time, a technique we refer to as

registered domain generation algorithms (RDGAs)

e Embed similar web forms to collect user data

o Hide their activity through traffic distribution systems (TDS)

o Leverage fake news often featuring spoofed government endorsements, a celebrity, or
fake first-hand accounts of the investment program

e Share website structure indicative of the use of a kit

We are often able to discover and track investment scams through DNS fingerprints. Two of
the actors detailed in this paper, who we call Reckless Rabbit and Ruthless Rabbit, for

example, are tracked through their use of RDGAs.
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RECKLESS RABBIT

RUTHLESS RABBIT

Embedded Web Forms

While the actors we investigated may use different means to distribute their campaigns, we
found that all of them include, at some stage, an embedded web form, which we identified as
the first and most notable TTP pattern. For example, Reckless Rabbit creates ads on
Facebook that lead to fake news articles featuring a celebrity endorsement for the
investment platform. The article includes a link to the scam platform which contains an
embedded web form persuading the user to enter their personal information to “register” for
the investment opportunity.

The form typically requires the user’s first and last name, email address, and phone number,
which automatically formats the country code to match the user’s IP geolocation. Some
forms also require the user to create a password and offer the option to auto-generate one
for them. Figure 1 below shows an example from a February 2025 scam where we accessed
the landing page using a U.S.-based IP address; Figure 2 shows the auto-generated
password. The actor uses this information to progress to the next step in the scam—
information validation checks.
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Create an account

First name

Last name

Email

mw+1 v Telephone, e.g. (201) 555-0123

* By submitting you confirm that you've read and accepted the and

** By submitting this form, | agree to receive all marketing material by email, SMS and
telephone.
*** All Trading carries risk.

Figure 1. Example of embedded web form in a February 2025 investment scam?
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EXPERIMENTA UNA SEGURIDAD
MEJORADA CON XBITCOIN
CLUB

‘ Apellido

Correo electronico

Spain (Espania)

Al registrarse y crear una cuenta, usted certifica que ha leido y
aceptado nuestros Términos y condiciones y Politica de privacidad y
Politica de cookies. Leer mas

Figure 2. Embedded web form with an auto-generated password field®

Validation Checks




Once the user enters their personal details, most of the campaigns conduct validation checks
on the user’s information and their IP address. The checks each actor performs can vary, but
common ones include:

Validity of the user’s email and/or phone number

Duplication of emails and/or phone numbers

Multiple attempts to register using the same IP address within a specific timeframe
Missing information (name, phone number, etc.)

The scam actors often perform HTTP GET requests to legitimate IP validation tools, such as
ipinfo[.]io, ipgeolocation[.]io, or ipapi[.]Jco. They use these validation checks to filter out traffic
from specific countries, security researchers, and/or bots.

In many campaigns, if a user passes the validation, a TDS routes them either directly to the
investment scam platform where they are encouraged to transfer money, or to a page that
thanks them for registering and says a representative will contact them with additional
information. Some campaigns use call centers to provide the victims with instructions on how
to set up an account and transfer money into the fake investment platform. For users who do
not pass the validation step, many campaigns will simply display a “thank you” landing page,
as shown in Figure 3.

Your order is accepted! Thank you!

We will contact you soon to clarify the details

Figure 3. Ruthless Rabbit’s “thank you” page*

Traffic Distribution Systems

Some of the scam actors we’ve researched leverage their own TDSs to collect information
about the victim and conditionally make decisions on which web content the user will be
redirected to. This is the case for an active crypto scam actor we have been tracking that
utilizes a TDS to route users from different countries to different fake investment platforms.
Table 1 below shows this actor’s TDS redirections based on the geolocation of the user
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accessing the crypto scam page bitcoin-profit[.Jorg. This threat actor routes users from the
United States to the legitimate platform eToro, possibly to evade detection from security
researchers.

IP Investment Platform

Geolocation TDS Domain(s) Domain

Switzerland® mykryplogin[.Jcom -> trading[.Jnexperts[.]pro
murzasanny[.Jcom

Canada® powapil.Jnet primeassets|.Juk

Australia’ powapi[.Jnet —> camersyf[.]Jcom trading[.]xptraders[.]Jcom

United States® | cryptoveteran[.Jcare etoro[.Jcom (legitimate)

Table 1. TDS and redirection domains for a crypto scam campaign. Users accessing
bitcoin-profit[.Jorg from Switzerland and Australia redirect to a secondary TDS domain.

RDGAs and Dynamic Website Logos

In a previous blog we published in 2023, we introduced the concept of RDGAs:

Registered domain generation algorithms (RDGAS) are a programmatic mechanism that
allows actors to create many domain names at once or over time to register for use in their
infrastructure. These differ from traditional domain generation algorithms (DGAs) that have
long been associated with malware in significant ways. In an RDGA, the algorithm is a secret
kept by the actor, and they register all the domain names. In a traditional DGA, the malware
contains an algorithm that can be discovered, and most of the domain names will not be
registered. While DGAs are used exclusively for connection to a malware controller,
malicious RDGAs are used for a wide range of malicious activity.’

Since then, we’ve observed over 3 million RDGA domains on the internet. These domains
are commonly used in advertising, so seeing these investment scams intermingled with other
product ads makes sense. In the actor-specific sections of this paper below, we will show the
distinct RDGA patterns that Reckless and Ruthless Rabbits use to create large sets of
domains for their campaigns.

Some actors use dictionary-based RDGAs to generate domain names that match dynamic
website names and logos in their scam pages. Each website contains an embedded web
form for the user to provide their information. As an example, Figure 4 below shows that the
top left corners of the scam websites display the supposed logo of the investment
platform/application, matching the domain name. The different pages displayed in Figure 4
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have the same or very similar content, but the logo varies depending on the domain name.
Scammers leverage the RDGAs to create large sets of domains, which they in turn use to
automatically update the logo accordingly, to scale their campaigns.

vasezonix- ) VENSOTIX APP erblelbende Pistze 38
app|.Jtrade

vensotixapp- j
platform[.]store Verdienen Sie liber

Jetzt registrieren

vasezonixapp[.Jguru €950 TAGLICH

vensotixappl[.]click durch den Handel
venzotexapp|.]cloud mit Vensotix App. & ®®

ie Registrierung steht fiir deutsche

aportunex- ) APORTUNEX APP

app[.]Jshop

aportunex- . L ')
app[.]trade Verdlenen Sie Uber Jetzt registrieren

aportunex-appl[.Jwiki €950 TAGLICH
aportunexapp|.]Jbond durch denHandel @ o o
aportunexapp[.]help mit Aportunex App.
aportunexapp|.Jtrade Die Registrierung steht irdeutsche
aportunexapp[_]wiki Staatsl| ur Verfiigung.

6)@9 4,7 Sterne von iiber 2.780 Nutzern
- L2 2 8 8

bitcoin-apex[.]guru ) BITCOIN APEX Verblibende Pitze 38
bitcoin-apex[.]help
bitcoin- j
apex[.]website Verdienen Sie tliber

bitCOi napex_ €9 50 TAG LI c H Jetzt registrieren

latform[.]click urch den Hande
Eitcoinagéx- :'init Bl;t‘:oinHAp:x.l .‘.
platform[.]Jguru
bitcoinapex-
platform[.]Jtop
bitcoinapex|[.]Jwebsite

ie Registrierung steht fiir deutsche

Figure 4: Unnamed investment scam actor using the same logo design, where the name
on the logo matches the domain name. In this example, the actor creates domains in bulk
withothe same second-level domain (SLD) label but on several top-level domains (TLDs)'®

Other patterns we have seen threat actors use in most of the investment scam campaigns
include:
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Investment Threat Actors

Distributing scam domains through malicious Facebook ads

Promising high returns if a user inputs a small amount of money during registration
Predominantly targeting users in Eastern European countries, such as Russia,
Romania, Poland, etc.

Excluding traffic from certain countries

As we mentioned at the beginning of the paper, two of the more notable investment scam
actors that we are tracking are Reckless and Ruthless Rabbits. They follow many of the
common TTPs we’ve described above, but they also have their own distinguishing

characteristics.

Reckless Rabbit

Reckless Rabbit lures victims into fake investment scams through malicious Facebook

advertisements. They intersperse them among other content, most commonly items for sale

on popular marketplace stores such as Amazon (see Figure 5). This technique of burying

their investment scam ads among other, seemingly innocuous ads may be a trick they use to

avoid policy enforcement from Facebook.

Summary Data

29 ad versions

29 ads Any filters you applied to the search results are also applied to this group of ads. To adjust the filters, go back to the search results

@ Inactive

Library ID: 3862991323949390

Jan 29, 2025 - Jan 29, 2025 - Total active time 1 hr
Platforms ©

This ad has multiple versions @

EU transparency @

See ad details

> Christopher J. Herndon

Sponsored

her z6vqe uygun idman ayaqqabilan

Q!
-0

utm{}gcmm_xcm Learn More

@ Inactive
Library ID: 597423176322334
Jan 29, 2025 - Jan 29, 2025 - Total active time 1 hr
Platforms ©
This ad has multiple versions @

EU transparency @

See ad details

= Christopher J. Herndon

Sponsored

her 26vge uygun idman ayaqqabilan

Q-
0>

ldman ayaqgabdanm seqin

Learn More

@ Inactive
Library ID: 3055691481252968
Jan 29, 2025 - Jan 29, 2025 - Total active time 1 hr

Platforms ©

This ad has multiple versions @

EU transparency @

See ad details

= Christopher J. Herndon

Sponsored

her zovge uydun idman ayaqqabilan

aQ
<O

Idman ayaqqabdann: segin Learn More

Figure 5: Reckless Rabbit’'s Facebook ads for products on Amazon

The main scam advertisements take the user to either:
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e pages such as a full fake news story, which includes a link to the investment landing
page (Figure 6), or
» the investment platform itself (Figure 7).
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POLITYKA SWIAT WOJNA W UKRAINIE SPOLECZENSTWO POGODA

EDUKACJA LOKALNE

POLSKA

Narodowy Bank Polski postawit zarzuty

przeciwko [IIGEGEGEGEGEGE Skandal
zakonczyt sie tragedia.

Matalia Pachelezyk

o
o

LA NPT .
e
AHODOWY

'BANK POLSKI

Podczas transmisji na zywo, Grazyna Torbicka niechcacy otworzyla na swoim telefonie link
do platformy Swapitor. W ciggu kilku minut Narodewy Bank Polski zadzwonit do studia, aby

wstrzymac emisje i zwolni¢ prezenterke.

Zarabianie na Swapitor w kilku prostych krokach:

(T) Skorzystaj z linka udostepnionego przez Grazyne Torbicka.

~

S’

1050 zt.
(z?) Kontroluj swoje zyski z osobistym asystentem.

(?) Wyptac swoj dochoéd na dowolng karte bankowa.

(fe\> Do dnia 06.02.2025 rejestracja kont bedzie bezptatna.

p—

jiuj
Jo
fs)
*

POPULARNE NAJNOWSZE

('2\> Twoj osobisty menedzer skontaktuje sie z Tobg wkrétce po rejestracji.

O Dotaduj swoje konto. Depozyt minimalny do rozpoczecia programu wynosi

Dochod pasywny dzicki
gieldzie: jak akeje
dywidendowe pomagajg
zarabiac bez wychedzenia z
demu

Inwestycje zabezpicczg
przed inflacjg, chroniac
Twoje wkilady i pieniadze

Bezrobocie nicoczekiwanie

+ spadio do 7,2%, stworzeno

14 000 micjsc pracy w
Internecic

Jak obliczyé kurs akeji:
Kompletny przewodnik po
wycenie i rentownoesci
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OFICJALNA STRONA

#Swapitor

Komentarze (13)

Figure 6: Website with fake news about a Polish celebrity and the investment scam lure at
the end of the article. These are both translated from the original page in Polish. The
celebrity’s image and name have been redacted for the purpose of this paper.
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ALGORITHM, BUT IT IS ALSO THE LEADING

OVOTELMET TO canlTOL =

'Figure 7: Reckless Rabbit’s investment scam platform in Norwegian and the franslation to
English. The site contains a web form similar to other investment scam actors'® and a fake
endorsement from a Norwegian billionaire businessman.

Reckless Rabbit has been creating domains since as early as April 2024, with new domains
created on a near-daily basis. Table 2 shows examples of the two RDGA patterns they use to
create these domains. The first involves random characters, a three-letter month
abbreviation, an English word, and is in the .info TLD. The second pattern combines two or
three English words, which may or may not be separated by a dash. The domains in this
group are in the .com and .info TLDs.

Domain Pattern Examples

<1-2 random characters><3 letter month><short English word>  kcfebdrill[.]Jinfo

[.Jinfo almarsilk[.]info
iaprwall[.]info
wmayecurr|.]info
fjunmedi[.]info
fjulswapl.]info
faugswapl.]info
ssepcoin|.]info
kocticel.]info
Inovchalk[.]info
gpdecbid].]info

<2-3 random English words separated by dashes or not>[.] well-

<com, info> groomedcanvas|.Jcom
upkeep-vocal[.Jcom
extra-

largewrinkles].]info
port-rusty-time[.Jcom
library-novel-axe[.Jcom
acoustic-fund-rate][.]info
temple-well-known[.]Jinfo
roomyspeedboat[.]info
longmarblel.]info
sixcrowd[.]Jcom
mercifulknife[.Jcom

Table 2: Reckless Rabbit's RDGA domain patterns and examples

When the victim accesses the fake news website, the actor collects information about the
user, such as IP address and geolocation, to determine the language that will be displayed
on the page. They use the metadata as input to make a call to an API endpoint they maintain
(/apilv1/trigger/field/) to fetch and display the site content appropriately. Figure 8 shows a
code snippet of one of the scripts called in the HTTP request chain and includes the API call.
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<Scr1pt>
let 1_settings_fullname = {{settlngs full_name_en}}';
let 1_placeholder_fullname = ' ' ;
// console.log(1_settings_ fullname)
// console.log(1_placeholder_fullname);

let 1_geo = '{{settings.geo}}';

let 1_language = '{{settings.language}}"';

const isPlaceholder = (value) => value.includes('{{') && value.includes('}}');
function sleep(milliseconds) {

const date = Date.now();

let currentDate = null;

do {

currentDate = Date.now();
} while (currentDate - date < milliseconds);

const logAndFetch = (url) => {
// console.log('Fetching GET:', url);
fetch(url, { method: 'GET' });

if (!isPlaceholder(1_geo) && !isPlaceholder(1_language)) {
logAndFetch('/api/vl/trigger/field/' + aio.visit.uuid + '/?landing_geo=' + 1_geo);
logAndFetch('/api/vl/trigger/field/' + aio.visit.uuid + '/?landing_language=' + 1_language);

}

if (!isPlaceholder(1_placeholder_fullname) && 1_placeholder_fullname !== 1_settings_fullname && 1_placeholder_fullname !== "' ') {
const encodedPlaceholderFullname = encodeURIComponent(1_placeholder_fullname);
logAndFetch('/api/vl/trigger/field/' + aio.visit.uuid + '/?celebrity_1=' + encodedPlaceholderFullname);

sleep(2000);

if (!isPlaceholder(1_settings_fullname) && 1_settings_fullname !== "' ') {
const encodedSettingsFullname = encodeURIComponent(1_settings_fullname);
logAndFetch('/api/vl/trigger/field/' + aio.visit.uuid + '/?celebrity_1=' + encodedSettingsFullname);

</script>

Figure 8. Code snippet of scripts that make an API call to get the language and the page to
which the user will get redirected’* 1°

We’ve observed instances where Reckless Rabbit uses validation checks to filter out traffic
from specific countries, including Afghanistan, Somalia, Liberia, Madagascar, and others.
The code snippet in Figure 9 shows the full list of excluded countries.

var iti = window.int1TelInput(formEl.phone, {
autoHideDialCode: true,
separateDialCode: true,
initialCountry: country,
preferredCountries: [...new Set([country, ...possbile_countries, country_default])],
excludeCountries: [uafu, "SO", u-Lru' ||mg||, umzu' "ml", utju, uuzu' ||by||’ ukzu, ||cgl|, "Cd", "er", ||kg||' ||‘Ly||’ "na", ||Sy||’ "am"],
utilsScript: '../regv2/files/js/int1TelInput-utils.js',
1}

Figure 9: Code snippet that shows a variable for countries to be excluded'®: 7

Reckless Rabbit configures wildcard DNS responses to their domains, which means that a
query to any subdomain (e.g., wildcardbdidbanpdla[.]brilliantwallaby[.]info) of their domains
will return a response, as shown in Figure 10. Wildcarding generates noise in DNS because
it means anyone can make a query to any subdomains for that SLD, and the subdomains will
return responses. This makes it difficult to determine which subdomains are actively being
used by an actor, and which subdomains are random queries triggered by, for example,
security researchers. In this case, security tools may not add the SLD to their feeds and
instead only add the subdomains that were confirmed to contain malicious content, thereby
helping the actor to use their domains longer.
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; <<>> DiG diggui.com <<>> @8.8.8.8 wildcardbdidbanpdla.brilliantwallaby.info A
; (1 server found)

;3 global options: +cmd

;3 Got answer:

;3 —>>HEADER<<- opcode: QUERY, status: NOERROR, id: 14684

;7 flags: qr rd ra; QUERY: 1, ANSWER: 2, AUTHORITY: @, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:

; EDNS: version: @, flags:; udp: 512

;3 QUESTION SECTION:
;wildcardbdidbanpdla.brilliantwallaby.info. IN A

;7 ANSWER SECTION:
wildcardbdidbanpdla.brilliantwallaby.info. 300 IN A 104.21.93.207
wildcardbdidbanpdla.brilliantwallaby.info. 300 IN A 172.67.214.119

;3 Query time: 16 msec

;; SERVER: 8.8.8.8#53(8.8.8.8)

33 WHEN: Tue Mar 11 19:59:37 UTC 2025
;3 MSG SIZE rcvd: 102

Figure 10. Wildcard response behavior to a random subdomain of an existent Reckless
Rabbit domain

Reckless Rabbit uses several additional techniques to avoid detection, including:

« Interspersing ads that redirect to the investment scam between ads for items
supposedly being sold on popular marketplaces, such as Amazon (Figure 11)

o Adding unrelated images to avoid detection based on image recognition (Figure 12)

o Displaying (in the ad) a decoy domain that is different from the domain that the user will
be redirected to once they click on the link (Figure 13)

e Using a decoy page with non-suspicious content—such as a website for a restaurant—
on the SLD, shielding the actual investment scam page hosted on the full URL (Figure
14)

Ad Details X

Eurzom 10 710770 7IXKA 000X D' NIAIT
‘77 0272 D'TIAN D272 D"VNOXN NINID M
NI 0'W1A7 NDIN1 N1 7p7wn
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AMAZON.COM
Eurzom 10 o1 nir Learn More

272 710070 NINA 0*V0Y...

This ad has multiple versions €

R e

Figure 11. Investment scam lure mixed with items being sold in marketplaces

Close

|dentvfikator biblioteki: 487617960348329
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Figure 12. Technique to prevent detection by image recognition-based security technology
|

Link to ad

This ad is fram a LIRI link
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Figure 13. Example of Facebook ad caption with decoy domain, amazon[.]Jpl. The ad
redirects to a URL under tyxarai[.Jorg and is associated to wjulbucks][.]Jinfo'® 1°

THE SEAFOOD BAR Reservations  Groups  Menu  Cockteilbar  Gifteard  Jobs v EE v

Figure 14. Decoy page with non-suspicious content on the SLD?°

Ruthless Rabbit

Ruthless Rabbit has been running investment scam campaigns since at least November
2022. These campaigns follow similar themes to those we have seen from Horrid Hawk and
other Russian-hosted scam campaigns that primarily target users in Russia, Poland,
Romania, and Kazakhstan, among other countries. Most current active campaigns are
hosted on two dedicated IPs, but the actor has previously used at least eight different IPs
hosted with Aeza, as well as a dedicated IP hosted with IROKO. Combined, these IPs host
over 2,600 actor-owned domains. They use Namecheap for domain registration, name
servers and mail servers.

In May 2024, Ruthless Rabbit began using a single RDGA pattern to create the large number
of domains necessary to operate their scams (see Table 3).

Domain Pattern Examples
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Domain Pattern Examples

<random English word or 3-7 random characters><bik, job, mot, lin, tyt, topsmot|[.]Jpro
byk, bot, fat, pit, kot, etc.>[.]pro sitemot[.]pro
viserbik[.]pro
goaljobl[.]pro

somajobl[.]pro
wasakot[.]pro

Table 3. Ruthless Rabbit RDGA pattern and examples

Campaign Themes

In February 2023, Ruthless Rabbit started hosting Baltic Pipe financial scam pages, a
common theme used in investment scams targeting Eastern European users. Over time,
they diversified the themes of their landing pages, to include scams spoofing WhatsApp,
Google Finance, and Meta. The most prevalent campaign theme since May 2024 is a news
article spoofing the Russian-language news website “Channel One” that claims users who
sign up for the “Gazlnvest” platform will earn up to 300,000 Russian rubles. This page (see
Figure 15), shares the common TTP patterns we mentioned above, including lures of high
returns, an embedded web form, and IP geolocation tools for conducting validation checks.

20/28



Figure 15. Landing page for the Russian GazInvest scam?’

The actor hosts their scam landing pages on specific URL paths that change per campaign
theme. They use a concealment technique of giving users who attempt to access the SLD
alone rather than a URL—a typical move for security researchers—an HTTP 404 Not Found
error. Table 4 shows examples of the URL paths for some of the most prevalent campaigns.
We’ve broken out the SLDs and the URL paths because the latter are what the actor

changes every couple of months.

Campaign Theme SLD URL Path

January 2025 — Gazinvest Platform?? brudamot[.Jpro  /4YJ3LH?
MPC_3=16k3ua14tff7k
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Campaign Theme SLD URL Path

September 2024 — GazInvest Platform?3  dropbik[.]pro /lander/gazinvestgaz_4301/

Marct;42025 — Spoofed Google Finance easyjob[.Joro  /google finance_ 79/
Page

December 2024 — Fake Russian News kinabik[.]Jpro [JFSVNK?
Site?® MPC_3=2pgkm0e57koso

Table 4. Examples of URL paths for different SLDs and campaigns

What's interesting about Ruthless Rabbit is that they operate their own cloaking service to
perform validation checks; the cloaking service domain (mcraftdb[.Jtech) hosts publicly

available documentation for their AP titled “Mcraft MediaCraft Tech APl.” The documentation

(Figure 16) provides insight into some of the actor’s validation checks on “leads,” or users,

who enter personal information into the forms embedded in the investment scam pages. The

cloaking service looks for users entering duplicate information or attempting to access the
investment platform multiple times within the previous 20 minutes using the same IP

address. Users who do not pass the checks will be redirected to either a 404 Not Found error

page or to another page on the SLD titled thanks.html, which states someone will contact

them for additional information. Figure 17 shows the form script the actor uses for this API
call.
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Micraft MediaCraft Tech AP MHC_¥ steing free pasameter, optional
Lead v
Dispale

Uprates

Response examples

A successful response contain the auto-login URL and look like:

ccont/signin . phpfenail-tesstudgmail. combpasswerd-2iHKIPymEaF "

‘status’: “suscessful’, “data’: {accountMame": null, “accountPassword”: null,

A sueeessful response contain hold's status and time until it works:

‘bala

Tablke of contents

Dascription
FOST requesi
Hearders
Body
Hesponse examples
Fythan Example

Figure 16. API documentation for the actor’s validation API%6
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$('form').submit(function (event){
$(this).submit(false);
event.preventDefault();
event.stopPropagation();
event.stopImmediatePropagation();
if($('.1iti_ selected-dial-code').length){

var prefix = $('.iti_ selected-dial-code').html().slice(1)
$(this).append( <input type="hidden" name="prefix" value="${prefix}" /> )

}

var host = “&host=${$(location).attr('hostname')}"
var url="&url=${$(location).attr('href')}"

var so="&so=Google Finance’

var args = host + url + so

var search = location.search.substring(1);
$.ajax({

type: "POST",
url: 'https://mcraftdb[.]tech/api/v1l/submit/a6l11lace-7304-4d9b-8dfe-

9aafb7e9638e/' + "?" + search,

data: $(this).serialize() + args,
headers: $(this).headers,
dataType: 'json',

crossDomain: true,

success: function (response) {

if (response.status === true) {
document.location.replace(response.data);
} else {

document.location.href = location.protocol + '//' +

location.host + location.pathname.substring(®, location.pathname.lastIndexOf('/"') +
1) + '"thanks.html';

var

btn.

}
3
})
btn = $(this).find(':submit")

prop('disabled', true)

setTimeout (function () {

btn.prop('disabled', false)

},30000)

1)

Figure 17. API call used by Ruthless Rabbit to perform validation checks on the user?’

Interestingly, none of the forms in these campaigns have a field to enter an email address,
but the response examples in Figure 16 indicate an email is required. We discovered that
embedded into the HTML code is a script with a function generateRandomEmail(), (see
Figure 18), that generates a new email address in the hidden form field every time the page
is refreshed. This indicates that the actor may not actually use the phone number and email
address to contact the user but instead uses them only to perform the validation checks.
Most of the campaigns do, however, perform checks on the user’s IP geolocation via
ipgeolocation[.]Jio and ipinfo[.]io, two legitimate geolocation lookup tools.
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Figure 18. HTML code showing the generateRandomEmail() function

Users who pass the validation checks will be routed to some sort of investment platform
where they will be prompted to enter their financial information to complete the registration
for the investment program. After numerous tests, however, we were unable to successfully
reach that final step. Despite passing the validation checks for all personal details, including
the IP geolocation and phone number, we still received a failed response stating, “Cant
register lead, no more fallbacks available;”. Oddly enough, there was no information on this
type of response in the actor’s API documentation.

The Importance of DNS

Threat actors operating these large-scale and increasingly sophisticated scams exploit DNS
to help build and maintain their infrastructure. Over the years, actor abuse of DNS
mechanisms, such as RDGAs and TDSs, has been underreported in the security community,
despite being crucial to malicious campaigns.

Some investment scam actors capitalize on malicious TDSs to operate their campaigns. A
TDS enables threat actors to strengthen their infrastructure, making it more resilient by
providing the ability to hide malicious content from security researchers and bots. For
example, one actor we’ve been tracking uses an HTTP-based TDS to shield their malicious
scam landing pages. We show an instance of a redirection chain in their campaign in Figure
19. Only by tracking these TDSs through DNS are we able to detect and block the
infrastructure at scale, before the redirections even occur.

Figure 19. Redirection chain for an investment scam actor’s TDS%®

Actors also take advantage of RDGAs to create large numbers of domains to use in their
campaigns, which enables them to hide in plain sight and change out domains often. As we
wrote last summer:

“Scammers use RDGASs for the same reasons that other threat actors use them: their
domains are frequently blocked or taken down by service providers. Consequently, it’s
advantageous for them to have a steady stream of new domains with which to execute their
scams.”

Conclusion
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There are so many RDGA domains created every day that it is impossible for human
researchers to find and assess them all. Through the lens of DNS, we are able to leverage
automated detection and correlate these investment scam domains at scale. Threat actors
like Reckless and Ruthless Rabbits will be relentless in their attempts to trick as many users
as possible. Because these types of scams have proven to be highly profitable for them,
they will continue to grow rapidly—both in number and sophistication.

Indicators of Activity

Indicator Note
middle.sturdypants[.Jcom Indicators used by Reckless Rabbit in investment scam
brilliantwallaby[.]info campaigns

encouragingtax].]Jinfo
tyxarai[.]Jorg
upkeep-vocal[.Jcom
extra-largewrinkles].]info
port-rusty-time[.Jcom
library-novel-axe[.]Jcom
acoustic-fund-rate[.]info
temple-well-known[.]info
roomyspeedboat][.]info
longmarble[.]info
sixcrowd[.Jcom
mercifulknife[.Jcom
wjulbucks[.]info
kcfebdrill[.]info
almarsilk[.]Jinfo
iaprwall[.]info
wmaycurr|.]info
bmaypost][.]info
fjlunmedi[.]info
fijulswap].]info
faugswapl.]info
ssepcoin|.]info
kocticel.]info
Inovchalk].]Jinfo
gpdecbid|.]info
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Indicator

Note

bortjob[.]pro
topsmot[.]pro
sitemot[.]pro
viserbik[.]pro
goaljobl[.]pro
somajobl.]pro
wasakot[.]pro
brudamot[.]pro
dropbik[.]pro
easyjobl[.]pro
kinabik][.]pro

Domains used by Ruthless Rabbit in investment scam
campaigns

bitcoineverestai[.]app
bitcoin-eprex[.Jcom
echelonyieldail.]app
eco-terra[.]app
everix-edge[.]Jorg
gptifexai[.Jcom
immediatebitwave[.]app
immediateluminary[.Jcom
immediatemomentum][.]site
quantumflash[.]org
solidreturn[.Japp

Sample of domains used by an unnamed actor for
investment scams

vensotixapp-
platform[.]Jstore
vasezonixappl[.Jguru
vensotixappl[.]click
venzotexappl.]cloud
aportunex[.]app
aportunex-app|.]Jshop
aportunex-appl[.]trade
aportunex-appl[.Jwiki
aportunexappl.Jtop
aportunexappl.]Jbond
aportunexapp[.]help
aportunexapp|.Jtrade
aportunexappl.]wiki
bitcoin-apex[.]guru
bitcoin-apex[.]help
bitcoin-apex[.]website
bitcoinapex-platform[.]click
bitcoinapex-platform[.Jguru
bitcoinapex-platform[.]Jtop
bitcoinapex|[.]Jwebsite

Footnotes

Sample of RDGA and registered DDGA domains used by an
unnamed actor for investment scams
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