Russian organizations targeted by backdoor
masquerading as secure networking software updates
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As we were looking into a cyberincident in April 2025, we uncovered a rather sophisticated
backdoor. It targeted various large organizations in Russia, spanning the government,
finance, and industrial sectors. While our investigation into the attack associated with the
backdoor is still ongoing, we believe it is crucial to share our preliminary findings with the
community. This will enable organizations that may be at risk of infection from the backdoor
to take swift action to protect themselves from this threat.

Impersonating a ViPNet update

Our investigation revealed that the backdoor targets computers connected to ViPNet
networks. ViPNet is a software suite for creating secure networks. We determined that the
backdoor was distributed inside LZH archives with a structure typical of updates for the
software product in question. These archives contained the following files:

action.inf: a text file

lumpdiag.exe: a legitimate executable

msinfo32.exe: a small malicious executable

an encrypted file containing the payload (the name varies between archives)
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The ViPNet developer confirmed targeted attacks against some of their users and issued
security updates and recommendations for customers (page in Russian).

Malware execution

After analyzing the contents of the archive, we found that the action.inf text file contained an
action to be executed by the ViPNet update service component (itcsrvup64.exe) when
processing the archive:

1 [ACTION]
2 action=extra_command

3 extra_command=lumpdiag.exe --msconfig

As evident from the file content above, when processing extra_command, the update service
launches lumpdiag.exe with an --msconfig argument. We mentioned earlier that this is a
legitimate file. However, it is susceptible to the path substitution technique. This allows
attackers to execute the malicious file msinfo32.exe while lumpdiag.exe is running.

Downloadable payload

The msinfo32.exe file is a loader that reads the encrypted payload file. The loader processes
the contents of the file to load the backdoor into memory. This backdoor is versatile: it can
connect to a C2 server via TCP, allowing the attacker to steal files from infected computers

and launch additional malicious components, among other things. Kaspersky solutions
detect this threat as HEUR:Trojan.Win32.Loader.gen.

Multi-layered security is key to preventing sophisticated
cyberattacks

The complexity of cyberattacks carried out by APT groups has significantly increased over
the years. Attackers can target organizations in highly unusual and unexpected ways. To
prevent sophisticated targeted attacks, it is essential to employ multi-layered, defense-in-
depth security against cyberthreats. This is the type of security architecture implemented in
our Kaspersky NEXT product line, capable of protecting businesses from attacks similar to
the one described in this article.

Indicators of compromise

The full list of indicators of compromise is available to subscribers of our Kaspersky Threat
Intelligence service.
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Hashes of msinfo32.exe

018AD336474B9ES4E1BDOE9528CA4DB5S
28AC759E6662A4B4BE3ESBA7CFB62204
77DA0829858178CCFC2CO0AS5313E327CA1
A5B31B22E41100EB9DOB9A27BI9B2D8EF
E6DB606FA2B7E9DS8340DF14F65664B8

Paths to malicious files

1 %TEMP%\update tmp*\update\msinfo32.exe

2
3 %PROGRAMFILES%\common files\infotecs\update_tmp\driv_*\*\msinfo32.exe
4

5 %PROGRAMFILESx86%\InfoTeCS\ViPNet
Coordinator\ccc\update_tmp\DRIV_FSA\*\msinfo32.exe

o Targeted attacks
o Malware
 Trojan

o Backdoor

Authors

e lgor Kuznetsov
o Georgy Kucherin

« Expert _Alexander Demidov

Russian organizations targeted by backdoor masquerading as secure networking software
updates

Your email address will not be published. Required fields are marked *

This site uses Akismet to reduce spam. Learn how your comment data is processed.

GReAT webinars

4/13


https://opentip.kaspersky.com/018ad336474b9e54e1bd0e9528ca4db5/?icid=kl-ru_OpenTIP_acq_ona_smm__onl_b2b_securelist_lnk_sm-team_______378645d56636cf31&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/28ac759e6662a4b4be3e5ba7cfb62204/?icid=kl-ru_OpenTIP_acq_ona_smm__onl_b2b_securelist_lnk_sm-team_______7370802f49323428&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/77da0829858178ccfc2c0a5313e327c1/?icid=kl-ru_OpenTIP_acq_ona_smm__onl_b2b_securelist_lnk_sm-team_______6d77b317d5a6a625&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/a5b31b22e41100eb9d0b9a27b9b2d8ef/?icid=kl-ru_OpenTIP_acq_ona_smm__onl_b2b_securelist_lnk_sm-team_______d60f4e0457278326&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/e6db606fa2b7e9d58340df14f65664b8/?icid=kl-ru_OpenTIP_acq_ona_smm__onl_b2b_securelist_lnk_sm-team_______348761f37f618971&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://securelist.com/tag/targeted-attacks/
https://securelist.com/tag/malware/
https://securelist.com/tag/trojan/
https://securelist.com/tag/backdoor/
https://securelist.com/author/igorsoumenkov/
https://securelist.com/author/georgykucherin/
https://securelist.com/author/alexanderdemidov/
https://akismet.com/privacy/

13 May 2021, 1:00pm

GReAT Ideas. Balalaika Edition

26 Feb 2021, 12:00pm
17 Jun 2020, 1:00pm

GReAT Ideas. Powered by SAS: malware attribution and next-gen loT
honeypots

26 Aug 2020, 2:00pm

GReAT Ideas. Powered by SAS: threat actors advance on new fronts

22 Jul 2020, 2:00pm

GReAT Ideas. Powered by SAS: threat hunting_ and new techniques

From the same authors

Code highlighting with Cursor Al for $500,000

5/13


https://securelist.com/webinars/great-ideas-balalaika-edition/
https://securelist.com/webinars/great-ideas-powered-by-sas-malware-attribution-and-next-gen-iot-honeypots/
https://securelist.com/webinars/great-ideas-powered-by-sas-threat-actors-advance-on-new-fronts/
https://securelist.com/webinars/great-ideas-powered-by-sas-threat-hunting-and-new-techniques/
https://securelist.com/open-source-package-for-cursor-ai-turned-into-a-crypto-heist/116908/
https://securelist.com/open-source-package-for-cursor-ai-turned-into-a-crypto-heist/116908/

chain

The GitVenom campaign: cryptocurrency theft using GitHub



https://securelist.com/operation-forumtroll/115989/
https://securelist.com/operation-forumtroll/115989/
https://securelist.com/gitvenom-campaign/115694/
https://securelist.com/gitvenom-campaign/115694/

: 218
L

T

#

..-ﬂ - ",.I.=h;
f.c i l"'r-' ".'.1"":"Il

Our secret ingredient for reverse engineering

Subscribe to our weekly e-mails

The hottest research right in your inbox

(Required)



https://securelist.com/careto-is-back/114942/
https://securelist.com/careto-is-back/114942/
https://securelist.com/hrtng-ida-pro-plugin/114780/
https://securelist.com/hrtng-ida-pro-plugin/114780/

In the same category

How ToddyCat tried to hide behind AV software



https://securelist.com/apt41-in-africa/116986/
https://securelist.com/apt41-in-africa/116986/
https://securelist.com/toddycat-apt-exploits-vulnerability-in-eset-software-for-dll-proxying/116086/
https://securelist.com/toddycat-apt-exploits-vulnerability-in-eset-software-for-dll-proxying/116086/

XZ backdoor: Hook analysis

010" H#00
0oy B

Assessing_ the Y, and How, of the XZ Utils incident



https://securelist.com/xz-backdoor-part-3-hooking-ssh/113007/
https://securelist.com/xz-backdoor-part-3-hooking-ssh/113007/
https://securelist.com/xz-backdoor-story-part-2-social-engineering/112476/
https://securelist.com/xz-backdoor-story-part-2-social-engineering/112476/

: _ﬂaﬂn —._.

P h.n..‘..._.ﬁ\.‘}. /
"

i

)

XZ backdoor story — Initial analysis

10/13


https://securelist.com/xz-backdoor-story-part-1/112354/
https://securelist.com/xz-backdoor-story-part-1/112354/

New product

Let’s go Next:
redefine your
business's
cybersecurity

Kaspersky
Next

Reports

Sleep with one eye open: how Librarian Ghouls steal data by night

According to Kaspersky, Librarian Ghouls APT continues its series of attacks on Russian
entities. A detailed analysis of a malicious campaign utilizing RAR archives and BAT scripts.

Operation SyncHole: Lazarus APT goes back to the well

Kaspersky GReAT experts uncovered a new campaign by Lazarus APT that exploits
vulnerabilities in South Korean software products and uses a watering hole approach.

IronHusky updates the forgotten MysterySnail RAT to target Russia and
Mongolia

MysterySnail RAT attributed to IronHusky APT group hasn’t been reported since 2021.
Recently, Kaspersky GReAT detected new versions of this implant in government
organizations in Mongolia and Russia.
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GOFFEE continues to attack organizations in Russia

Kaspersky researchers analyze GOFFEE’s campaign in H2 2024: the updated infection
scheme, new PowerModul implant, switch to a binary Mythic agent.
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