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Black Basta is a ransomware group that has spent the past couple of years attacking global
networks. Their activities are well known in the cybersecurity space. Some might even say
prolific at this point.

On Feb 11, 2025 internal communication amongst the group was publicly leaked'. The
leaked data consisted of matrix server chat logs with information pertaining to the day to day
operations of the group. But in order to better understand the communication of the group,
you first need to inspect and parse the leaked file. While the dataset has been analyzed
publicly, including a BlackBastaGPT? release for public use, this post delves into the
utilization of Al to parse and further enable the investigation of the dataset.

After acquiring the leaked data from a public repository® a cursory check of the file was
conducted. The file is over 47MB in size, which makes it less than ideal for text editors.

MD5: 2f95cf2c7a2dc364b8530b7cc03d13ecSHAL:
e23008b0Occ8bb8916bilc7hbfaad777f253fe2bch7SHA256:
5d8d88dal1086475546d551a5735¢c1d46dfOef659b5cd549f84d944641a050fhbb

The file output appears below with a few characteristics. It appears to be Unicode, UTF-8
text and has very long lines. Oddly enough, it does not detect the file as JSON text data.

file blackbasta_chats.jsonblackbasta_chats.json: Unicode text, UTF-8 text, with very
long lines (469)

Let’s check the file using python. The output from python’s json tool is unable to properly
parse the file, which is a second indication that the file is going to need some work.

python3 -m json.tool blackbasta_chats.jsonExpecting property name enclosed in double
quotes: line 2 column 5 (char 6)

Using the head command, we can extract the first few lines of the file and verify the
structure.

head -n20 blackbasta_chats.json{timestamp: 2023-09-18 13:35:07,chat_id:
I'VdVDXHFZWWDpIAtpCj:matrix.bestflowers247.online, sender_alias:
@usernamenn:matrix.bestflowers247.online, message: BAZA}{timestamp: 2023-09-18
13:50:31,chat_id: !'uJZKZVgGmmSiNvobZH:matrix.bestflowers247.online, sender_alias:
@usernamess:matrix.bestflowers247.online, message: !!!}
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We have a few options here. We can take the file and write a parser ourselves. We could

attempt to properly enclose the key pairs in quotes. But let's see what GPT has to offer that

might make this all a bit faster.

You are an expert python coder. Write a python3 script to parse a
file with data that is missing parenthesis around the key value
pairs

Sure! Here's a Python script that parses a file containing key-value pairs where parentheses are

missing, assuming the format is something like key:value on each line. The script will automatically

wrap the key-value pairs with parentheses and store them in a structured dictionary.

<> Parse Key Value

This script:
1. Reads the file line by line.
. Uses regular expressions to extract key:value pairs.
. Strips whitespace from both key and value.
. Stores the pairs in a dictionary.

. Wraps the pairs with parentheses in the format (key: value) .

Let me know if you'd like to customize this further!

Image1. Initial Prompt

Next we suggest modifications to write the output to file along with fixing issues with the
initial output.
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now modify the script to write the output to a file

Edited

Now the script writes the formatted key-value pairs to an output file. The output file name can be

specified when calling parse_file . Let me know if you need any further modifications!

@O P MY

the script needs to parse stuctures listed below and fix each
key:value pair {
timestamp: 2023-09-18 13:35:07,
chat_id: WdvDXHFZwWDplAtpCj:matrix.bestflowers247.online,
sender_alias: @usernamenn:matrix.bestflowers247.online,
message: BAZA

Edited
The script now correctly parses structures enclosed in curly braces {} and processes key-value

pairs while handling trailing commas. Let me know if you need any further refinements!
Image 2: Modifications

After inspecting the code, GPT utilized a regex for matching data inside the brackets, which
was not efficient at all.

match = re.match(r’ (\w+):\s*(.*)’, line)

We can prompt GPT to remove the regex and utilize the comma delimiter instead.

The key value pairs inside the bracket are separate by a,
delimiter. Remove the regex match and use the , delimiter.

Edited

The script now splits key-value pairs using the comma delimiter instead of regex, ensuring correct

parsing of the structured data. Let me know if you need further refinements!

Image 3: Modify parsing.

After training the model for sorting through syntax related irregularities in the dataset, it was
time to output the dataset into a Sqlite database.
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now maodify the script to input the data to an sglite database
instead of writing to an output file

Parse Key Value

import re
import sqlite3

parse_file(file_path, db_path):
data_list = []
try:
with open(file_path, 'r', encoding='utf-8') as file:
content = file.read().strip()

re.findall(r'\{([~}]*)\}', content, re.DOTALL)

blocks =

block blocks:

Edited
The script now stores parsed data in an SQLite database instead of writing to a file. Let me know if
you need further modifications!

Image 4: Script to output Sqlite database

The sqlite database from the generated python script is shown below.

chat_id sender_alias message

1 2023-89- o IWdvDXHFZWWDpIALRC] imatrix.bestflowers247.online, @usernamenn:matriz.bestflowers247.online, BAZA

2 2023-09- « NIZKZVgGenSiNvobZH: matrix bestflowers247 . onl . Busernaness natrix bestflowers247 online, 1L

3 2023-89- . IFteGkSqUPLG GHMKOL :matrix best flowers247.online, @usernaneyy:matrix, bestflowars247, online, cpu Zcore 2.4 ghz, 4 gb rim, 100 gb _

4 2023-89- » FtoGkSqUPiGjeimkol i matrix.bestflowers247.online, @usernameyy:matrix.bestflowers247.online,

2023-89- . 'KIVeUcyUsOhwBCuIPD: satrix. bestflowers247.online, @usernameyy:matrix.bestflowers247.online,

6 2023-09.
7 2823-89-
2022-89-
2023-09-

o TRIVEUEyUsQhwBCUTPD: BATL
» NeIWVclcyUsOhwBCuTPD: mat

« RIVelcylUsOhwBCuIPD: mat

rix.bestfLowers247 . onl
rix.bostflowors247.onli
rix.bestflowers247.onli

rix.bestflowers247.onl

. Busernaneyy:
. Busernaneyy:

. Busernameyy:

natrix. bestflowers2a7,
natrix.bestflowersz47,

matrix.bestflowers247.

online,
online,

enline,

matrix.bestflowers247 . online

cpu Zcore 2.4 ghz, 4 gb ram, 166 gb -

BRI

. !RMAGGUCKLBreGIPwlH: mat ., Busernamess:matrix.bestflewers247.online,

18 2023-089- « 'RMAGGUCKLEreGIPwiH: matrix.bestf Lowers247. onl . @usernamess:matrix.bestflowers2d¥.online, https://torguard.nets

11 2023-89- « RIVelcyUsOhwBCuIPD:matrix. bestflowers247.online, @usernamegg:matrix.bestflowers247.online, Ky

12 2023-89- o RIWVclcylsGhwBCuIPD: matrix.bestflowers247.online, @usernamegg:matrix.bestflowers247.online, npueer

13 2023-09- . !PRAOGUCKLBreGIPwiH:matrix. bestflowers247.online, @usernamegp:matrix.bestflewers247.enline, npueer

14 2023-09 . 'BOpgkyiMnBATCPXwod:matrix bestflowers247 . onl . Busernamegg:matrix bestflowers247 online, npuper

15 2023-99- . [RMdCGUCKLBreGlPwii; matrix. bestflowers247.onli usernaness;natrix.bestflowers247.online, Npuper!

@
16 2823-89- . IRMAGGUCKLBreGIPwlH:matrix.bestflowers247.online, @usernamess:matrix.bestflewersza7.enline, bclg@eefwirvjeudvanckgdupdkoyBeoyxTd.

17 2023-89- . 'kIVeUeyUsOhwBCuIPD: satrix . best f Lowers247. anl

Image 5: Parsed messages in stored in sqlite database

. Busernanegyinatrix.bestflowers247.online, 3anpocd HA MAATHUR B3INO0M Xemei

The prompts below were used to further refine the structure of the database.

PROMPT :
separate the chat_id into two separate columns in the database using the
delimiter. Name the first column room and the second column room_server.




Separate the sender_alias into two columns using the : delimiter. Name the
first column sender_user and the second column sender_server.

PROMPT :

now create a second message column named translated_message. Using google
translate, the script needs to translate any Russian language messages to us
english and insert them into the translated message column.

sender_user sender_server

z, 4 gb ram, 188 gb -

For one final task, the script was modified to adjust the table and include a column for
translated messages along with converting the messages to English prior to storing them.

PROMPT :

now create a second message column named translated_message. Using google
translate, the script needs to translate any Russian language messages to
English and insert them into the translated message column. The python script
should ignore any messages with ip addresses or emails.

Results may vary and the prompts here can definitely be improved. Overall, Al was highly
effective in cutting down the time necessary to properly format and store the data for
analysis. Incorporating Al into your workflow can save a substantial amount of time and
improve your overall ability to leverage larger datasets.

[1]: https://x.com/PRODAFT/status/1892636346885235092

[2]: https://chatgpt.com/g/g-67b80f8b69f08191923d8e6c3fb929b6-blackbastagpt

[3]: https://github.com/D4RK-R4BB1T/BlackBasta-Chats/
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