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1d52¢c927094cc5862349a1b81ddafi10c

Background

NanoCore is a modular remote access tool developed in .NET that can be used to spy on
victims and steal information. It has been used for a while by numerous criminal actors, as
well as by nation-state threat actors such as the Iranian group APT33.

Static Analysis - Stage 1

Database Entry

Intelligence @) 10Cs €D YARA €D File information Comments
SHA256 hash: da551ab6e000732499227a67f2be68d1256b58d85963a903cc316e2730db%d1e
SHA3-384 hash: e1f701be838e81b19efb33828fd0a99fd4d2238004a245bd5chalbfaaas7905bcded7ef20568790142e0f54385829¢d0
SHA1 hash: 4f1038de14e08807f65ca8f240c034469c2479a0
MDS5 hash: 1d52c927094cc5862349%a1b81ddaf10c
humanhash: mountain-georgia-hotel-tennis
File name: 1d52c927094cc586234%a1b81ddaf10c.exe
Download: B download sample
Signature @
File size: 1'011'712 bytes
First seen: 2025-02-23 18:50:17 UTC
Last seen: Never
File type: [ exe
MIME type: application/x-dosexec
imphash @ f34d5f2d4577ed6d9ceec516c1f5a744 (47°338 x AgentTesla, 17°542 x Formbook, 10922 x SnakeKeylogger)

Figure 1. Malware Bazaar Entry

This sample is detected by 20 vendors and contains multiple stages, with the analysis
revealing key details, including the extraction of the malware’s configuration.
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Detect It Easy v3.0% [Windows 10 Version 2009] (x86_64)

File name

= | |CiWsers\0u\Desktop\Mew folder\dass1abee0073249922 7an 7f2betdd 12560 58d95963a9030c3 16 2730db9d 18, exe

File type File size
PE32 - 988,00 KiB
File info Mermory map Disazm
MIME Visualization Search
PE Export Import
Sections Time date stamp
0003 = 2025-02-19 17:26:03
Scan Endianness
Automatic = LE
* PE32

Operation system: Windows(93][1386, 32-bit, GUI]

Linker: Microsoft Linker
Language: C#
Library: MET{w4.0,30319)

Signatures v | Recursive scan | v Deep scan

Directory Log all types

Figure 2: Using Detect It Easy

Base address Entry point
00400000 004f8126 =
Hex Strings Signatures VirusTotal
Hash Entropy Extractor Y ARA
Resources NET TLS COwerlay
Size of image Resources
000fe0DD Manifest Version
Mode Architecture Type
32-hit 1386 GUI
5 ?
g 7
g ?
G 7
Heuristic scan | v Verbose
Scan
= 369 msec

¥ | Advanced

Demangle

Shortcuts
Options
About

Exit

At first, | will use DIE on the sample to gather more information about it, including the
programming language in which it was written, as shown in Figure 2.
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MBC Objective MBC Beh

runtime
runtim

Based on the CAPA output, | speculate that this is likely only the first stage, with additional
stages potentially following. Furthermore, the output suggests the presence of anti-analysis
techniques.

=57 cusers\Gi desktop\new folden\da551ab6e00073 | indicator (28 detail Jevel

groups > AP| file | network | execution | diagnostic | security | memory | resource P

09 footprints (count > 11) file >

1

> dos-header (size » 64 bytes)
[ dos-stub (size » 64 bytes)

>

extensior unt 16 s

System.Security Permissions | System.Security P
16.0.00 -
httpi//tempuri.org/dsssTxsd o

» file-header (exccutable > 32-bit) http:/fwwww3,0rg/2001/XMLSchema o+

> optional-header (subsystem > GUI) & ++
=] directories (count > 6) b_2780| | gel00 ++
> sections (count > 3) 27 ++
..&7 libraries (type > pfinvoke file > entropy 7.497
Tmports (flag » 233 file > type xecutable
S file > cpu 32-bit
o file > signature Microsoft NET
-5 NET (namespace » flag) DA351ABGE00T3240922TAGTF2BERSD 1256858095963 A903CC316E2730D...
1011712 bytes
The server name or address could not be resolved

Thu Feb 20 01:26:03 2025
lih.exe

3

RSDS

lih.pdb

REPRO

embedded portable PDB

Gul

nfa

F34DSF2D4577EDEDOCEECS16C 1F5ATAS
lih.exe

TI497 | T1055

< >
56: DASSWA&F_EDS?@E%?AHFEEES@ ZSiBSEDQEuQS}AQD}CCN5E2?3DDBQD1 E cou: 32-bit  file-tvoe: executable subsvstem: GUI entrv-point: 0x000F8126
igure'4: udio Outpu
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As shown in Figure 4, multiple strings and indicators are flagged by PeStudio, providing a
better understanding of the malware’s functionality. It is most likely packed and contains
Stage 2.

This malware includes anti-debugging techniques, making it more challenging to statically
extract the unpacked malware. As a result, | decided to take a different approach. The
second stage was dynamically extracted from memory after the malware was executed.

Dynamic Analysis - Stage 1
The behavior of the malware was as follows:

A process for the first executed program was created. After a few seconds, the process was
terminated, and a new process was created under the same name as the first process.

[ da551ab6e000732499227a672..| < 0.01 25076 K 29424 K 9556 ' T e
Figure 5: New Process Creation

From this process, a tool was executed to extract any suspicious artifacts, such as
implemented PE, as shown in Figure 6.

SUMMARY :

Total scanned:
Skipped:

Hooked:

Replaced:

Hdrs Modified:

IAT Hooks:
Implanted:
Implanted PE:
Implanted shc:
Unreachable files:
Other:

1
1
e
e
1
1
0
e
1

=

Total suspicious:

Static Analysis - Stage 2

The newly outputted PE was further analyzed using various tools.
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Detect It Easy v3.09 [Windows 10 Version 2009] (x86_64) — O -

File name

= | lers\0x'\DesktopiMew folder\400000.da55 1labse000 732499227267 2bet8d 12560 58d9 596 3290 3cc3 162 2730dbSd 12, exe

File type File size
PE32 - 203.00 Kig
File info Memory map Disasm
MIME Visualization Search
PE Export Import
Sections Time date stamp
0003 = 2015-02-21 16:49:37
Scan Endianness
Automatic = LE
= PE32

Linker: Microsoft Linker(6.0)
Compiler: VB.INET
Language: BASIC
Library: NET(w2.0.50727)
Protector: Eazfuscator

Signatures v | Recursive scan | W Deep scan

Directory Log All types

Base address Entry paint V| Advancad
00400000 0041792 =
Demangle
Hex Strings Signatures VirusTotal
Hash Entropy Extractor YARA
Resources JMET TLS Overlay
Size of image Resources
00038000 Manifest Version
Mode Architecture Type
32-bit 1386 GUIL
5 ?
5 7
5 7
5 ?
> Shortcuts
Options
Heuristic scan | v| Verbose About
Scan )
= 171 msec Euit

Figure 77 Detect It Easy Un Znd Stage

From the output of DIE, it was observed that the malware was written in .NET and protected
with Eazfuscator, a tool designed to obfuscate .NET code to prevent reverse engineering and

tampering.
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&CH Technique

Tlll2
Tl620

T1887
Tle83
Tle12
Tie82
T1833

::Receive Data [BE836.002]
::Send Data [BO830.001]

::Resolve [C0011.001]
::Create TCP Socket [C@861.811]
::Create UDP Socket [Ceeel1.018]
eceive Data [CPPO1.006]
:Send Data [Ce@0l.087]

::MD5 [CP829.801]

::Use API [C08821.003]

::Inspect Section Memory Permissions [BO8U6.8682]
[E1083]
[Ele82]

[ceeus]
[ceeus]
[ceeus]

[ceeuT]

[cees1]

[cee52]

[cea33]

::Delete Registry Value [C00836.007]
::Query Registry Key [CP036.005]
::Query Registry Value [CPO36.006]
::Set Registry Key [C00836.001]

[caeu2]
[cea17]
[cees5]

[cea18]

From the CAPA output, we can observe significantly more details than in the previous
analysis, as this is the unpacked version, revealing many more techniques and behaviors.

57 Cusers\0n\desktop!

\n

00000 d3551ab [ indicator (24) detail

e > embeaded signatures unknown, Incation: 5, ofset OKOODICCSS, s 85575 byt
90 footprints count > ez cmbedded 9 v

T a execution | reconnaissance | resource | consale | file | security | registry | network| crypto | obfuscation | obfuscation | diagnostic | compression | memory | data-exchange
libraries > flog Process Status Library (psapi.dl
> dos-header (size > 64 bytes) Iuanes > Fag "y (psapidi)
B dos-stub (sze > 61 byted) libraries > flag DNS Client APl library (dnsapi.dl)
N NET > namespace > flag System.|O.Compression | System.Net | System.Net Sockets | Syst ity ontrol | Syst ty.Cryptography | Syst P
> file-header (executable » 32-bit) mitre > technique TIOON | TI497| THO6| TIOSS | TIOST | TH3A| TION2 | Tides
> optional-header (subsystem > GU)) 8000
& directories (count > 5) 1220

»_sections (file > unknour)

47 ibraries (group > execution) kernel32.dll | psapi.dil | ackvapi32.dil | ntdlldll| dnsapi.dil
nports (flag > 1575) imports > p/invoke 1
file > entrop, 7450

y executeble

ET (namespace > flag)
ces (signature > unknown!

2-bit
Microsoft NET
ZE) 7C8BOE26CTFESCABT
207872 bytes
The server name or address could not be resolved
Sun Feb 22 00:49:37 2015
Gul
000TETR2
cerificate > inf /e

5 F34D5FID45TTEDGDICEECS 16CTFATA4

[NanoCore Client.exe.

strings (count > 8501)
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This second stage was analyzed in dnSpy, a popular tool for decompiling and inspecting
.NET assemblies, allowing for a deeper examination of the code and its behavior. As shown
in Figure 10, this is the entry point of the malware.

+ X ClientLoaderform X

g a ncizstrl 235152CwL LUE) E5UPEPEqPX5y_255GoPgIP3GNEbTE= () )|

#=q$6NDEGOHBANEXIXPEEEHIA==, FornC Eventargs #=qKKh2VAWS1UBGXRO9]_pug==)

igure 10: dnSpy Entry Poin

After some time spent debugging, | was able to locate and extract the malware’s
configuration, as shown in Figure 11.

#=qQloc1bBZns8hPde7SPciURfAairbt_H... X
#=qQloctbBz

- = 9rjmsFISqHUYXUQ==;

1J0253BIB37PXA4ZRINOIHyx

[
[
[
1§
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
1§
[
[
[
[
[
[
[
[
[
[

Details such as the C2 domain, port, run-on startup, and mutex were observed. A mutex
(short for mutual exclusion) is a synchronization object used to prevent multiple processes
from accessing shared resources simultaneously, often used by malware to ensure a single
instance of itself runs on the system.
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Decoded Malware Configuration:

+ [0] ["KeyboardLogging", true]

+ [1] ["BuildTime", {1/9/2025 10:54:57 AM}]
+ [2] ["Version", {1.2.2.0}]

+ [3] ["Mutex", {3740d544-7efc-40b2-8c32-f31974309f7d}]
+ [4] ["DefaultGroup", "JAMJAMO1"]

+ [5] ["PrimaryConnectionHost", "lxtihmjohnson163[.]Jairdns[.]org"]
+ [6] ["BackupConnectionHost", ""]

+ [7] ["ConnectionPort", 43366]

+ [8] ["RunOnStartup", true]

+ [9] ["RequestElevation", false]

+ [10] ["BypassUserAccountControl", true]

+ [11] ["BypassUserAccountControlData", {byte[OXx000004FE]}]
+ [12] ["ClearzZoneIdentifier", true]

+ [13] ["ClearAccessControl", false]

+ [14] ["SetCriticalProcess", false]

+ [15] ["PreventSystemSleep", true]

+ [16] ["ActivateAwayMode", false]

+ [17] ["EnableDebugMode", false]

+ [18] ["RunDelay", 0]

+ [19] ["ConnectDelay", 4000]

+ [20] ["RestartDelay", 5000]

+ [21] ["TimeoutInterval", 5000]

+ [22] ["KeepAliveTimeout", 30000]

+ [23] ["MutexTimeout", 5000]

+ [24] ["LanTimeout", 2500]

+ [25] ["wanTimeout", 8000]

+ [26] ["BufferSize", 65535]

+ [27] ["MaxPacketSize", 10485760]

+ [28] ["GCThreshold", 10485760]

+ [29] ["UseCustomDnsServer", true]

+ [30] ["PrimaryDnsServer", "8.8.8.8"]

+ [31] ["BackupDnsServer", "8.8.4.4"]

Dynamic Analysis - Stage 2

After running the malware, more information was revealed, such as registry manipulation,
changes to file locations, access to the camera, and keylogging techniques.

1 TCPView - Sysinternals: www.sysinternals.com - o b

File Edit View Process Connection Options Help

@|O‘EH%| A v A eevs /] uopa 6UDPVE‘ P [es |

Process Name Process ID Protocol State Local Address Local Port  Remote Address Remote Port, Create Time  Medule Name Sent Packets
0 —

Figure 12: TCPView Trying To Establish Connection

After a restart, the malware starts from a new location under the name “ddpss”, attempting to
impersonate a legitimate process.
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1 Process Explorer - Sysinternals: www.sysinternals.com [DESKTOP-2VPEVQG0x] (Administrator) - O *

Eile Options Xiew Process Find Users Help

Hicom:|ex| 2@ [[] | | [ [ace
Process CPU| Private Bytes  Warking Set | PID | Description Company Mame
[nz| ddpss exe <0.01 19224 K 32020K 3576 Melvin Fengels

Figure 13: Process Starts Under a New Name

In Autoruns, it was observed that a new entry was added under ‘Logon,’ indicating that this
process will start after the computer boots up.

B Autoruns - Sysintemals: www.sysintemnals.com - m] X
File Search Entry Options Category Help
- [T] -
2EOD LR A B [2 o |
[ Known DLLs Fp Winlogen B Winsock Providers 1 Print Menitors & LSA Providers & Network Providers =™ WM ] Office
B Evenything B Logen = Explorer & Intemet Explorer S Scheduled Tasks . Services D Drivers 3 Codecs ©° Boot Execute [ Image Hijacks (© Applnit
Autoruns Entry Description Publisher Image Path Timestamp v
[, Logon
B HKCU\SOFTWARE\Microsoft\Windows\CurrentVersion\Run ed Feb 26 03:21:44 2025
[%]_1 0DP Subsystem (Not Verified) Melvin Fengels >\ \AppData\Roaming\D4937056-9622-4C27-8941-30B56ECO77...  Mon Feb 24 08:22:16 2025
Am & Eilee’ AnemUDAR hint Anemmarii ove This M, 32 15.02:08 2021

Figuré™4:"Autoruns Entry "Logon"

Network Analysis

Using Wireshark, a C2 domain was discovered, which matched the domain found in the
malware’s configuration, confirming that this is the real configuration for the malware.

89 17.538569198 10.0.0.4 BEeRes
90 17.546943941 10.0.0.3 10.0.0.4 DNS

Figure 15: Wireshark C2 Domain

DNS 89|Standard query 0x5f74 A lxtihmjehnsoni63.airdns.org
1e5|standard query response 0x5f74 A lxtihmjohnsoni163.airdns.org|A 10.0.0.3

Summary

NanoCore is a remote access Trojan (RAT) linked to Iranian threat actor APT33. It features
multiple stages, anti-analysis techniques, and obfuscation. During analysis, | extracted its
configuration, which revealed C2 domains, mutexes, bypass UAC, and other key details. The
malware ensures persistence across reboots by impersonating legitimate processes and
manipulating the registry.

I0Cs

e Hash:

1d52¢927094cc5862349a1b81ddafi10c
6a6a79c0c2208774bfb564576eelc25¢c

e Domain:

1xtihmjohnson163[.]airdns[.]org
tunhost[.]duckdns[.]Jorg
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o |P:

213[.]152[.]161[.]114
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