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e Cisco Talos discovered multiple cyber espionage campaigns that target government,
manufacturing, telecommunications and media, delivering Sagerunex and other hacking tools for
post-compromise activities.

e Talos attributes these attacks to the threat actor known as Lotus Blossom. Lotus Blossom has
actively conducted cyber espionage operations since at least 2012 and continues to operate today.

e Based on our examination of the tactics, techniques, and procedures (TTPs) utilized in these
campaigns, alongside the deployment of Sagerunex, a backdoor family used exclusively by Lotus
Blossom, we attribute these campaigns to the Lotus Blossom group with high confidence.

¢ We also observed Lotus Blossom gain persistence using specific commands to install their
Sagerunex backdoor within the system registry and configuring it to run as a service on infected
endpoints.

¢ Lotus Blossom has also developed new variants of Sagerunex that not only use traditional
command and control (C2) servers but also use legitimate, third-party cloud services such as
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Dropbox, Twitter, and the Zimbra open-source webmail as C2 tunnels.
A multi-campaign, multi-variant backdoor operation

Talos assesses with high confidence that Lotus Blossom (also referred to as Spring Dragon, Billbug,
Thrip) threat actors are responsible for these campaigns. The group was previously publicly disclosed as
an active espionage group operating since 2012. Our assessment is based on the TTPs, backdoors, and
victim profiles associated with each activity. Our observations indicate that Lotus Blossom has been using
the Sagerunex backdoor since at least 2016 and is increasingly employing long-term persistence
command shells and developing new variants of the Sagerunex malware suite. The operation appears to
have achieved significant success, targeting organizations in sectors such as government,
manufacturing, telecommunications and media in areas including the Philippines, Vietham, Hong Kong
and Taiwan.

Targeted countries

Philippines

Our investigation uncovered two new variants of the Sagerunex backdoor, which were detected during
attacks on telecommunications and media companies, as well as many Sagerunex variants persistent in
the government and manufacturing industries. These new variants no longer rely on the original Virtual
Private Server (VPS) for their C2 servers. Instead, they use third-party cloud services such as Dropbox,
Twitter, and the Zimbra open-source webmail service as C2 tunnels to evade detection. In our malware
analysis section, we will delve into the technical specifics of each Sagerunex backdoor variant and
illustrate their configurations. Some configurations reveal the possible original file paths of the malware,
providing insights into the threat actor’s host paths.
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We also compiled a timeline for the evolution of Sagerunex by analyzing data from the campaigns we

observed, third-party reports, malware compilation timestamps, and the timestamps of victim uploads on
the C2 service:

Timeline of Sagerunex

Beat version and original Sagerunex

Dropbox and Twitter version

Zimbra version

2015 2016 2017 2018 2019 2020 2021 2022 2023 2024 2025

Attributing the attacks to Lotus Blossom

Talos has identified strong evidence to attribute these campaigns to the Lotus Blossom group, primarily
due to the presence of the Sagerunex backdoor within these operations. Sagerunex is a remote access
tool (RAT) assessed to be an evolution of an older Billbug tool known as Evora. Sagerunex is designed to
be dynamic link library (DLL) injected into an infected endpoint and executed directly in memory.

We also observed the Sagerunex backdoor employ various network connection strategies to ensure it
remains under the actor's control. Despite the development of three distinct variants, the foundational
structures and core functionalities of the backdoor remain consistent. These consistent elements enable
us to confidently categorize all identified variant backdoors as part of the Sagerunex family.

Moreover, the consistent patterns in victimology and the TTPs identified across these campaigns strongly
support our attribution to the Lotus Blossom espionage group. This consistency, seen in the selection of
targets and the methods employed, aligns with the known operational characteristics of Lotus Blossom,
providing compelling evidence that these campaigns are orchestrated by this specific threat actor.

Lotus Blossom’s latest attack chain
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We conducted research into the main elements of the attack including the specific functions of each
malware strain and how Lotus Blossom managed to evade detection for several months. We also
observed the threat actor leverage a number of hacking and open-source tools to achieve their
objectives.

e Cookie stealer tool: Pyinstaller bundle of a Chrome cookie stealer which is an open-source tool
from github. Lotus Blossom used it to harvest Chrome browser credentials.

(d
CT host_key,name, ;encrypted_value,is_secure,is_persistent,is_httponly FROM cookies
conn = sqlite3. ("c
conn. text_factory = : . ™M, "i e}
cursor = conn.
cursor. (sql)
cookie =
f = (" tmi 3. tmp", "a
for hostkey, name, path, encrypted_value, is_secure, is_httponly, is_persistent in cursor
try:
if is_secure == 1:
is_secure = "true

is_secure =
if is_httponly ==
is_httponly = "true

is_httponly =
if is_persistent ==
is_persistent = "1

is_persistent = "@
value = (encrypted_value)
it value is :

cookiel = hostkey \t is_secure \t At is_httponly
cookie += hostkey \t is_secure \t At is_httponly
f. (cookiel)

as e:

f.close
return cookie

if __name__ =
domain =
cookie =

e \enom proxy tool: A proxy tool developed for penetration testers using Go language. The threat

actor customized this Venom tool and hardcoded the destination |IP address in each activity.
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g|1i'|ul:| Com Dlw3 Fenum _agent_ dlspather _CopyStdoutPipeZ..
github_com_Dliv3_Venom_agent_dispather_CopyMode 25tdinFi...
github_com_Dliv3_Venom_agent_dispather_AgentClient
github_com_Dliv3_Venom_agent_dispather_AgentServer
github_com_Dliv3_Venom_agent_dispather_InitAgentHandler
github_com_Dliv3_Venom_agent_dispather_handleSyncCrmd
github_com_Dliv3_Wenom_agent_dispather_handleListenCmd
github_com_Dliv3_Venom_agent_dispather_handleConnectCmd
github_com_Dliv3_Venom_agent_dispather_handleDownloadC...
github_com_Dliv3_Venom_agent_dispather_handleUploadCmd
github_com_Dliv3_venom_agent_dispather_handleShellCmd
github_com_Dliv3_Wenom_agent_dispather _handleSocks5Cmd
github_com_Dliv3_Venom_agent_dispather_handlel ForwardCmd
github_com_Dliv3_Venom_agent_dispather_locall ForwardServer
github_com_Dliv3_Venom_agent_dispather_handleRForwardC...
github_com_Dliv3_Venom_agent_dispather_AgentHandShake
github_com_Dliv3_Venom_agent_dispather_AgentParseTarget
github_com_Dliv3_Venom_agent_dispather_PipeWhenClose
github_com_Dliv3_Venom_agent_dispather_handleSshConnect...
github_com_Dliv3_Venom_agent_dispather_handleSocks5Cmd. ..
github_com_Dliv3_Venom_agent_dispather_handleSocks5Cmd. ..
github_com_Dliv3_Venom_agent_dispather_locallForwardSery ...
github_com_Dliv3_Venom_agent_dispather_handleRForwardC...
github_com_Dliv3_Venom_agent_dispather_handleRForwardC...
github_com_Dliv3_Venom_agent_dispather_handleSshConnect...
github_com_Dliv3_Venom_agent_dispather_init
github_com_Dliv3_venom_agent_init_InitNode

Adjust privilege tool: Enabled the threat actor to retrieve another process token and adjust privilege

for the launch process.

1
4= 1e24;
w5 = vla;
while { *v5 )
1
+ 53
(1--ve )
thD LABEL_9;
b
sub_4elees(fv1c[1824 - v4], wvd);
LABEL_9:
vao= 1le24;

.
WL

while ( =7 )
1

+Hw7
if { !--vE )
goto LABEL_14;
¥
sub_4e1000(&10[1824 - vE], vE);
LABEL 14:
sub_48l18se("debug - argv[®d] Fshrin", 1i};
¥

if ( argc == 1)
1
printf{"usage:¥s pid image parameters ‘r\nirin", *argv);
¥
else
1
sub_481ese("debug - argv[1l] ¥s\r\n", (char)argv[1]};
sub_481e5e("debug - argv[2] %s\r\n", (char)argv[2]};
memset(._ 2, @, sizeof(vie));
for ( 1 = 3; 1 « argc; ++1 )
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¢ Archiving tool: A customized compressed and encrypted tool which enabled the attacker to steal
each file or entire folder to the specific file path with protection. For example, the tool archived
Chrome and Firefox browser cookies folders.

I (_DaCRD)ELe“i1téi:i I= va4 )

sub_14806183@((int)L"[!] Read data errorin™);
goto LABEL_134;

if ( wfopen_s(&Stream, (const wchar_t *)vz, L"wb+") )
1
vad5 = GetlLastError();
sub_l4@eale3e((int)L"[!] Create file ¥s error: ¥d\n", v2, v45);
fclose(Stream);
goto LABEL_134;
fwrite{va4e, (unsigned int)ElementSize, lui64, Stream);

46 = Stream;

3

¥
fclose(vas);

}
LABEL_131:
j_j_free(vda);
vE = 13
goto LABEL_135;
} - —
if ( v07 8& (V38 = *(_QWORD *)(v97 + 8)) != @ 8& (*(_DWORD *)(*(_QWORD *)(v38 + 72) + 32164) & 0x300) != @ )
1
sub_148081150("[!] Compressed file not supported yet\n™);
¥
else
{ - —
if ( /27 88 {v39 = *{_QWORD *){vO7 + 8)) != @ && (*(_DWORD *)(*(_QWORD *)(v32 + 72) + 32i64) & @x4088) != @ )

sub_148001158("[!] Encrypted file not supported yetin™);
else
sub_148001158("[!] Cannot parse file attributes\n");

LABEL_134:

e Port relay tool: The threat actor named this tool “mtrain V1.01” which is a modified proxy relay tool
from HTran. The tool allowed the threat actor to relay the connection from the victim machine to the

internet.

» <option> [-log logfi [-debug]

nsmissionPorts>

¢ RAR tool: An archive manager that the threat actor used to archive or zip files.

Extended persistence

Lotus Blossom frequently utilizes the Impacket tool to execute remote processes and commands within
the victim's environment, consistent with known Lotus Blossom TTPs. Once they gain access to a target,
their operations typically unfold over multiple stages. Each stage is carefully executed, indicating a well-
planned strategy aimed at achieving long-term objectives. This multi-stage approach enables them to
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maintain a presence in the network for extended periods, often going undetected for several months.

Below is an example of overall attack chain visualization.

In the compromised environment, the threat actor executes various commands such as “net,

“quser,

ipconfig,” “netstat,” and “dir.” These commands are used to gather detailed information about
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user accounts, directory structures, process activities, and network configurations. Following the initial
reconnaissance, the actor assesses whether the compromised machine can connect to the internet. If
internet access is restricted, then the actor has two strategies: using the target's proxy settings to
establish a connection or using the Venom proxy tool to link the isolated machines to internet-accessible
systems. Additionally, we have noticed that the actor frequently deposits backdoor and hacking tools in
the "public\pictures" subfolder. This location is publicly accessible to all users and, unlike system folders,

is not hidden or protected, making it a strategic choice for evasion and continued access.

Besides running commands for discovery and lateral movement, we also observed Lotus Blossom use
specific commands to install their notorious Sagerunex backdoor within the system registry, configuring it
to run as a service. Presented below are the command lines the actor used to install the backdoor as a

service.

reg add HKLM\SYSTEM\CurrentControlSet\Services\tapisrv\Parameters /v ServiceDII /t
REG_EXPAND_SZ /d c:\windows\tapisrv.dll /f

reg add HKLM\SYSTEM\CurrentControlSet\Services\tapisrv /v Start /t REG_DWORD /d 2 /f

|reg add HKLM\SY STEM\CurrentControlSet\Services\swprv\Parameters /v ServiceDII /t
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REG_EXPAND_SZ /d c:\windows\swprv.dll /f

reg add HKLM\SYSTEM\CurrentControlSet\Services\swprv\Parameters /v ServiceDII /t
REG_EXPAND_SZ /d c:\windows\system32\swprv.dll /f

reg add HKLM\SYSTEM\CurrentControlSet\Services\appmgmt\Parameters /v ServiceDII /t
REG_EXPAND_SZ /d c:\windows\swprv.dll /f

reg add HKLM\SYSTEM\CurrentControlSet\Services\appmgmt /v Start /t REG_DWORD /d 2 /f

reg add HKLM\SYSTEM\CurrentControlSet\Services\appmgmt\Parameters /v ServiceDII /t
REG_EXPAND_SZ /d c:\windows\system32\appmgmts.dll /f

The actor used the following commands to verify that the backdoor can successfully run as a service.
reg query HKLM\SYSTEM\CurrentControlSet\Services\swprv\Parameters
reg query HKLM\SYSTEM\CurrentControlSet\Services\tapisrv\Parameters

reg query HKLM\SYSTEM\CurrentControlSet\Services\appmgmt\Parameters
Sagerunex malware analysis

In this section, we provide in-depth technical analysis of the multiple variants of the Sagerunex backdoor.
Our exploration will begin with a detailed examination of a particular Sagerunex backdoor variant that
exhibits a high degree of code similarity and workflow resemblance to those described in other vendors'
blog posts. This analysis will help establish connections and highlight the shared characteristics observed
across different Sagerunex variants.

Next, we will shift our focus to another intriguing variant of the Sagerunex backdoor, which utilizes
Dropbox as its C2 server. This unconventional choice of a third-party cloud service illustrates the threat
actor's adaptability and efforts to evade detection. Additionally, we have identified another variant of the
Sagerunex backdoor that leverages the Zimbra open-source webmail service for its C2 operations. This
finding further underscores the diverse strategies Lotus Blossom employs to maintain control and persist
within compromised environments.

We examined the loader code similarity to identify numerous variants of the Sagerunex backdoor. By
analyzing the loader and the behavior of the Sagerunex backdoor, we can classify the malware into the
Sagerunex family. Despite the loader's compact size and primary function of injecting the Sagerunex
backdoor into memory, we have identified two distinct loader patterns. The first pattern involves the
decryption algorithm: the loader embeds and encrypts the Sagerunex backdoor, utilizing a customized
decryption process to extract it. The second pattern is the "servicemain" function, where the loader
verifies its environment, ensuring it can only be executed as a service.

Furthermore, we also observed the actor employ VMProtect, a software protection tool, to obfuscate
Sagerunex code and evade detection by antivirus products. These sophisticated techniques are used to
maintain the persistence of Sagerunex backdoor variants.

Sagerunex malware similarity
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During its initial execution, Sagerunex conducts several checks before sending a beacon to its C2 server.
These verification functions are present across all Sagerunex variants. The initial check involves
searching for a debug log file in the temp folder. Regardless of whether this debug log file is present, all
Sagerunex variants will proceed with execution. If the debug log is found, the backdoors will encrypt the
debug strings along with a timestamp and store them in the log file. Below is a screenshot displaying the
debug file names for all Sagerunex variants. From left to right, the versions include: the "Beta" version,
featuring clear debug strings within its code flow; the original version, previously discussed in another
blog post and the code flow is same as Beta version; the Dropbox and Twitter versions, which utilize
these third-party cloud services as C2 channels; and finally, the Zimbra version, which employs the
Zimbra webmail service for C2 purposes.

_int128 vis; // T B
int128 v20; 4/

hHandle, dwilliseconds

The second check involves verifying the existence of the backdoor configuration file within a specific
directory and under a designated filename. Below, we provide examples of different versions of the
Sagerunex configuration file paths and filenames uncovered during our research. We suspect there may
be additional directories that remain undiscovered. These are likewise ordered in the same manner as
the preceeding paragraph.

>
while ( 7 );
+t(Destination, @, @x184uibd);

Subsequently, the Sagerunex backdoor examines the system time to decide whether to execute its main
function immediately or delay its execution. Each Sagerunex variant possesses its own time-check logic.
For example, one variant checks if it operates during working hours (e.g. 10:00 am to 7:00 pm), while
another ensures that the system hours do not exceed the system minutes. Despite these slight variations
in check strategies among the Sagerunex backdoors, they all utilize the same pause API,
"WaitForSingleObiject," and uniformly wait for 300,000 milliseconds before proceeding again with time-
check logic.

A final shared feature among all Sagerunex variants is their approach to proxy configuration, which
enables the backdoor to successfully connect to the C2 server. While the malware includes several
proxy-related functions, not all variants utilize every available option. Some rely solely on web proxy
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“autodiscovery” for accessing proxy services. Additionally, we identified hardcoded proxy servers, along

with proxy usernames and passwords, within the Sagerunex configuration files. This discovery strongly
supports our assessment that Lotus Blossom's activities are intended for espionage purposes.

BBAG11ED
BBABL1FR
BOAG1208
BBAE1l210
BOAG1228
BBAE1230
BBAE1248
BBAE1250
BBAE1268
BeAB1278
BBAE1288
@eAE1298
BBAB12AB
@eAc12Ba
B8A612CH
eeAB12Da
BOAB12ED
BOAEL2FD
BOAE1308
BBAE1310
BOAE1328
BBAE1330
BBAE1348
BBAE1350
BBAE1368
BAAB13TR
BeAE1388
BBAE1398
BBAE13AD
@eAG13E0
BOABL13Ca
@eAB13Da
@OAG13ED
BBAE13FD
BOAE1408
BBAE1410
BBAE1428
BBAE1430
BBAE1448
BAAE1450
BBAE1468
BAAE14TR
BBAE1488
@BAE1498
BOAB14A8
BOAE14B0
BOAB14C8
BBAE14D0
BOAG14ED
BRAEL4F
BBAE1508
PBAE1510

Beta version of Sagerunex

W51x321814

103.234,97.19... Campaign code

C&C server

HTTP=HTTP://192.
168.240.18:8080.

Victim proxy server
& username/password

=HTTP://192.168.
249.18:8088.....

The Beta version of Sagerunex closely resembles the Sagerunex backdoor discussed previously in this
post. However, this Beta version includes additional debug strings featuring more complete sentences,

which is why we have called it the Beta version of Sagerunex. For example, as shown in the screenshot
below, while typical Sagerunex debug strings often use "0x00" as a prefix followed by error or behavior

shortcut strings, the Beta version offers more detailed information, such as "Online Fail! Wait for %d

mins\r\n." Furthermore, this Beta version also provides us with a clearer understanding of Sagerunex

workflow.
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A rL:H ;I srand(v24}; ;I
while ( *(_BYTE *)(vis + v2@ + 788) ); w25 = rand();
if ( w28 < @x7D ) #(_QWORD *)(al + 51264) = 1i64;
26 = v25 % 5;
if ( (unsigned int)Connect_C2(int BUF, ) ) w37 = v25 ¥ 5 + 53
for (i = !|_OFSUB_ (w26, w26 + 5); i3 i = v26 € v37 )
v15 = @; {
vi4 = j; 28 = 5@i64 * (v26 ¥ 5);
goto LABEL_38; if ( strlen((const char *}(v28 + al + 51288)) && strlen((
h
write_log(“"Online fail - %d", (unsigned int)(j + 1}); dword_18@@414EC = 1;
*(_DWORD *)(int BUF + 38@8) = @; dword_18@@414E8 = @;
sub_18@@02143("6xee, %d.", (unsigned int)(v2e % 5));
else if ( (unsigned int)sub_18@@8339C(al) )
1 1
LABEL_3@: TickCount = GetTickCount();

if ( 19) srand(TickCount);
30 = 6@ * *(_DWORD *)(al + 52292);
write_log(“"Missing server config.™); rand(};
return @i6d; v32 = rand() * v3l ¥ (v3e J/ 3) + vie;
} sub_120002148("6x86, DT Xd.", (unsigned int)v32);
} WaitForSingleObject(a3, 1688 * v32);
} 21 += v32 % 60;
21 = vl3 - 13 goto LABEL_25;
v22 = 18; }
v23 = 28; sub_186802148("6x88, LG failed.");
if (w2l =@ ) }
w23 = 53 +Hv2E;
if (w2l >@ ) }
w22 = v21; s33 = 38;
V13 = v22; if (--v2e > @)
write_log(“Online Fail!Wait for ¥d mins\ri\n", v23); v3i3 = 53
v24 = GBBBR * v23; if ( lvae
} v28 = 18;
else sub_180082148("6x@8, OL failed, s %d.", v33);
1 WaitForSingleObject(a3, 60088 * v33);
if ( !(unsigned int)Connect_C2(int BUF, w14} ) w21l += v33;
{ LABEL_25:
vls = 1; H
goto LABEL 4@; }
} while ( v2Zl < 728 );
LABEL_38: return 1ig4;
write_log("Sleep - #%d mins\r\n", *(unsigned int *)}(int_BUF ¥
24 = RBABR * *( MUORND *A(int BIF + SARY- )

Fig. The left side is the Beta version of Sagerunex and the right side is typical Sagerunex.

Once all the checks are bypassed, the Beta version of Sagerunex gathers information from the target
host, including the hostname, MAC address, and IP address. It also queries the public IP address using
"api.ipaddress[.Jcom." This collected information is then encrypted and sent back to the C2 server. Upon
receiving the encrypted data, Sagerunex decrypts it, successfully bringing the backdoor online and
enabling the threat actor to control the target. Below are the debug strings indicating successful online

status and the backdoor command functions.
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intEd fastcall sub 1BB@1CAAB(_ intb4 21, intB4 a2,  intEd al)

if { *(_DWORD *)(al + 3238) )
i
if ( *(_DwORD “){al + 464} )

if ( (unsigned int)sub_188@1899@(a1, a2, a7, S15i64) )

write_leg(“Heart.");
return 1i64;
}
elas
{
write log({“Heart Failed!™});
return BLG64;

} A8 = ®yge : -

1 . .0
else if ( {unsigned int)eub_188818008(s1, =2, a3, S14i64) ) switch { *va )
*(_DwWoRD *){al + 464) = 1; case Bx2eeu:
write_log(“Online."}); goto LABEL_25;
return 1i64; case Bx284u:
}1 A1 = host_Status{al, a2, a3, Bx204);
P goto LABEL 24;
write_log("online Failed!"); case Bx285u: )
return BiG4; ] = update_config((_DWORD *)al, =22, a3, (__inte4)va);
} goto LABEL_24;
R . . case Bx286u:
x{rlsc if { (unsigned int)sub_1B@@1B938(al, aZ, =3, 513i64) ) . = cmd_shell(al, 22, a3, (__int6a)va);
={ DWORD *){al + 464) = 1; gote LABEL 24;
={_DWORD *}(al + 3238} = 1; case Bx287u: .
update_config file(al); ; = Execute_Script(al, =22, 23, (__inted)va);
write leg{*First Online."}); goto LABEL_24;
return 1i64; case Bx289%u:
ihe 11 = Read_file(sl, 82, a3, (__inted)va);
goto LABEL_24;
write_log{“First oOnline Failed|™); case Bx28Cu:
return Bi64; 11 = create_file(al, a2, a3, (__int64)va);
} LABEL_24:
} 6w vil;

Fig. The left side is the online debug strings, and the right side is backdoor command functions.

The Beta version of Sagerunex backdoor overall infection chain is visualized below.
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Beta version of Sagerunex
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Dropbox & Twitter version of Sagerunex

Talos also discovered another variant of Sagerunex backdoor that uses Dropbox and Twitter APl as C2
services. After bypassing the initial checking steps, this backdoor variant retrieves the necessary
Dropbox or Twitter tokens to successfully bring the backdoor online. Once the backdoor sends a beacon
message and receives a response ID, it evaluates the ID number to determine subsequent actions. If the
ID is less than 16, the function will return, prompting the backdoor to send another beacon message and
wait for a new ID. If the ID is between 16 and 32, the backdoor proceeds to collect host information and
execute paired backdoor command functions. After gathering the information and executing the
commands, the backdoor encrypts and archives all collected data, then transmits it back to Dropbox or
Twitter. When the ID received equals 39, the backdoor retrieves data from Dropbox files or Twitter status




updates to confirm the status of the backdoor service. Below are the screenshots of Dropbox and Twitter

connection testing function and this variant's command functions.

= *( 64) - 1
if ( )
I
{
if ( ==1
write_log_into_file_("@x@1, Twit Td 1: % )
if (

2 )
5 &unk_18803D345;
get_twiiter_info( + 632, s | H
}
R

}
else

memset( , @, 260);

sprintf_s( L, @x184ui64, "/%s”, a2);

if ( !Dropbox_get_cursor(al + 272, ) && !dropbox_get_last_path(al + 272, B
& = Dropbox_error_code(al + 272);
write_log_into_file_("@x@1, Dropbox get list failed %d.", v&);
if ( 49 )

I
if ( Dropbox create folder(al, a2) )
write_log_into_file_("@x®@l, Dropbox create feolder %s success.”™, al);

H
else if ( ( 81) <=2 )
T

write_log_into_file_("ex8l, Dropbox Token error.”);

return @is64;
if ( *az != lpBuffer[576] )
write_log_into_file_("ex@l, Client mac not match!™);
8 = *(az + 10) + 18i64;
f (v5 !=vB )

write log into file ("@x@1, Recv length not match:¥d-¥d.", w5, v8);
return @i64;

}
if ( *(a2 + 14) == encryption(®, (a2 + 18), v5 - 18) )
{

write_log_into file ("8x81, recv ¥d.", z4);

switch ( a4 )

case @xl1lu:
#ile = uploadFile (lpBuffer, 33);
goto LABEL_16;
case Bx12u:
#ile = Set_config_info(lpBuffer, (a2 + 18));
goto LABEL_16;
case Bx13u:
“ile = test_token{lpBuffer);
goto LABEL_16;
case @xldu:
file = emd(lpBuffer, (a2 + 18), *(a22 + 10));
goto LABEL_16;
case @xl5u:
file = read_file(lpBuffer, (a2 + 18));
goto LABEL_16;
case @x16u:
file = create_file_@(lpBuffer, (az + 18), *(az + 10));
LABEL_16:
11 = "@x®l, exec ¥d success.";
if ( IFile )
goto LABEL 17;
goto LABEL_18;

default:
LABEL_17:
11 = "@x01, exec %d failed.”;
LABEL_18:
write log into file (vi1, a4);

Fig. The left side is the online debug strings, and the right side is backdoor command functions.

Additionally, our reverse engineering of this version of the Sagerunex backdoor revealed one intriguing

finding. We discovered that the configuration file for this version not only includes Dropbox tokens and

Twitter tokens but also reveals its original file path, which we believe may originate from the actor's
machine. Below, we provide a list of all the file paths we identified, along with a screenshot of the

configuration file.

C:\Users\aa\Desktop\dpst.dll
C:\Users\3\Desktop\DT-1-64-G\msiscsii.dll
C:\Users\balabala\Desktop\swprve64.dl|
C:\Users\test04\Desktop\a\dtsvc32.dll
C:\Users\USER\Documents\dtj32\dj32.dl|
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20190394
2019D3A4
@019D3B4
2019D3C4
8019D3D4
@019D3E4
8019D3F4
20190404
00190414
20190424
20190434
20190444
90190454
20190464
20190474
20190484
20190494
2019D4A4
2019D4B4
2019D4C4
2019D04D4
@019D4E4
@019D4F4
80190504
20190514
80190524
20190534
90190544
20190554
20190564
20190574
@e19D584
00190594
2019D5A4
2019D5B4
2019D5C4
2019D05D4
@019D5E4
@019D5F4
20190604
80190614
20190624
80190634

—— i[5 T

fKSCcBWm
auanas s NXewbaZN

BEKTATDY:scsusas

C:\Users
\USER\Documents\
dtj32\dj32.d11..

[ConsumerkKey]pzs

Md2pzE [ConsumerS
ecret]elLyAalL28ot

DYzF53ful[AccessT
oken] 91283883886

NnYBK71[AccessTo
kenSecret] FKefrT

inuBQeB [ScreenNa
me] d - b s

Dropbox Tokens

Possible attacker file path

Twitter Tokens

Moreover, our observations of the timestamps on Dropbox files and Twitter content indicate that this
version of the backdoor was predominantly active between 2018 and 2022, and we assess this version of

backdoor might still be active now. This timeframe suggests a consistent pattern of use over several
years, highlighting the longevity and persistence of this threat in the wild. Below is an example where we

extract the file details from one of the Dropbox accounts.
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"L ta

Ltxt",
txt",
L,

2021-81-18T09:44:362",
"2021-01-18709:44:372",

"client_ mndlfled
"server modified"

"slze 1 176,

"is_downloadable": true,

"has_explicit_shared members : false,

“content_hash": * d

Jtxtt,
=.txt",
id: quEZVpZJEAAAAAAAAAALw“,
"client_modified": "2021-11-11T13:01:292",
2021-11-11T13:81:292",
"ig dnwnlnadable : true,
"has_explicit_shared_members": false,
"content_hash": ' "
txt,
xt",
Sttt
"client_| modlfled" "2022-81-27T19:59:592",
“server_modified": "2022-91-27T19:59:592",
z 144,
“is_downloadable": true,
"has_explicit_: shared members": false,
"content_hash" "
".tagh: "file",
"'name’ LExe!
“path_ lower“ txt",
,,,,,,,,,,,,,, =, ",

1 Mids
"client_modified":
"'se rver.f modified"

"2022-06-10T13:12:012",
"2022-06-10T13:12:022",

: 128,
"is_downloadable": true,

“has_explicit_: shared members":
"content_hash"

false,

txt",
“path_lower": "

“path_ dlsnLay

"id
"c'LleM mnd].fled
"server_modified

'2018-07-27T08
"2018-07-27T08

160,
_downloadable": true,

“has_explicit_shared_members": false,
“content_hash': *

txt",
“path_lower’
“path_display": :
i g "

"client_modified":
server modified
"rev"
"size":

is_q dnwnLnadable“ true,
"has_explicit_shared members'":
“content_hash": *

"2018-08-07T12:35: 477",
"2018-08-07T12:35:472",

false,

o Lt
"path_lower": "
“path_display":
wigh: nig "
"client_modified '2018-88-21T11 1412",
"server_modified": "2018-08-21T11:57:412",
“rev "
ize ,
is_downloadable": true
"has_explicit_: shared |_members":
"content_hash":

: false,

i “file",

Lxtt,

“path_lower
"path_display": :
wighs nids .
"client_modified '2019-12-09T07 0z",
"server_modified": "2019-12- 09T67 14:402",

'is_downloadable": true,

“has_explicit_shared_members": false,
“content_hash™: *
SExtt
“path_lower": "
"Dath,dlspLay: ______________ -
"id': "id:

txt",
=.txt",

txt",
=.txt",

xt",
LStxtt,

ot
..txt”

xt",
=.txt",

The Dropbox & Twitter version of Sagerunex backdoor infection chain is visualized below.

Dropbox & Twitter version of Sagerunex

16/22



Dropbox download Twitter get Command: upload file
file content message data

v Y

Command: set config info
> Archive & send
data to Dropbox
Check client Command: test token
MAC address,
receive length

B biae iloat Archive & send

Cammand: cmd shell | Ml data to Twitter \ 4
Command: read file

Command: create file

Zimbra webmail version of Sagerunex

The final variant of the Sagerunex backdoor Talos discovered employs the Zimbra API to connect to a
legitimate Zimbra mail service, using it as a C2 channel to exfiltrate victim information. Like other
versions, this Sagerunex variant performs all the necessary checks before establishing its initial beacon
connection. It uses the Zimbra webmail URL, along with a username and password, to login and obtain
an authentication token. Upon successfully acquiring this token, the backdoor synchronizes the account's
folders and documents and utilizes the search function API to verify the connection's functionality. Once
the connection and synchronization processes are complete, the backdoor gathers host information,
encrypts the information, and saves the data as "mail_report.rar". The rar file is being attached to a draft
email the user's email account draft folder. With these steps finalized, the beacon connection is
successfully established.
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winhttp_cbnnection(a; + 32, Buffer

+ully
while ( szHeader

s[vil] );

WinHttpAddRequestHeaders(*(al
WinHttpAddRequestHeaders(
*(al + 72),
L"X-Zimbra-Csrf-Token:
Bx3Fu,
BxARREEREA) 3
WinHttpAddRequestHeaders(*(al
memset(v24, @, sizeof(v24));

sub_4DB3B@(v24, Src);
j_j_j_ free_base(ve);
memset (Optional, @, sizeof(Optional});
sub 408889(

Pt
'thrl>abcd,>xd1« style

o

12pt; \\\"><div>¥s<br data-mce- bcgu;—
do
+HdwOpticnallength;
while ( onal[dwoptionalLength] };

memset (szHeaders, @, sizeof(s SN

sub_4DB82@(szHeaders, L"Cockie: ZM_TEST=true;ZM_
11 = -1i64;

do

WinHttpAddRequestHeaders(*(al + 72), szHeaders,
WinHttpAddRequestHeaders(*(al + 72), L"Accept:
+ 72), L"Content-

+ 72), L"Accept-Language:

if (we )
sub_4DB88@(v24, ",\"attach\":{\"aid\":\"¥s\""
else

\*urn:zimbr a
" ccn+en+

fex**plaln
cclc:"

AUTH_TOKEN=R¥s; JSESSIONID=1727bzlemzSkftxyudlaisgh?");

v1l, BxADDBBEEE);
=" @xBu, @xAPPRROER);
Type: application/soap+xml; charset=utf-8",

Ox31u, BxAGERBERR);

@_911baaedeSatbbe860ded@b5c34f8c158cdbB82db™,

en-Us", Bxl6u, BxARBDROREE);

)i

u;e Fgenf AN
1196? "id\" 111867

nane imbraWebClient - IEll (Wi
nc*lfyh”:{ﬁ';eq 24

- \wersio”
" _content”

ccn*en*
'%52"11

a';u {H"
\"_content
rgbh(@, @, @); font- faw1ly
\Wr</dive</dive</body></html>\" -}]} ;s

The Zimbra webmail version of Sagerunex is not only designed to collect victim information and send it to
the Zimbra mailbox but also to allow the actor to use Zimbra mail content to give orders and control the

victim machine. If there is a legitimate command order content in the mailbox, the backdoor will download
the content and extract the command, otherwise the backdoor will delete the content and wait for a
legitimate command. Once finished executing the command, the backdoor will package the command
result and also save the data as "mail_report.rar". The rar file is being attached to a draft email the user's

email account trash folder.

pAddr = *(vB + 6);

if (w25 I= paddr + 14 )

write_log("ex@1, Recv length not match:¥%d-¥d.", v2s, pa
3_3_3__free_base(va);

ddr + 14, vi2);
return @i64;
2+ 14,

I
If ( *(vE + 10) != sub_4D3380(pAddr, pAddr)
i

WCHAR szHeaders[8@@]; // [rsp+378h] [rbp-678h] BYREF write_log("exel, CC failed”, - - )i
o 335 free base(vd);
memset (G ; ) ; . return @i64;
sub_4DB828( /r/ ?auth=co&loc=en_US&id=%d&part=28disp=a", al + 2648, a2)
write_log("@xBl, recv %d.”, a4, N )
switch ( a4 )
sub 4DBEQB( rue;ZM_AUTH_TOKEN=%s;JSESSIONID=15nksfitcbynzldzzyu1l9651e™, al + 4548); { case @xlou:
= -li64; 15 = send_back_log(a1)
. break;
o case @x1lu:
i szHeaders[v4] ); 8 = C Fil 2+ 14);
Wi equestHeaders (*(a1 + 72), szHeaders, vi, BxAGBG8686); sy = et )
Wi equestHeaders(*(al + 72), L"Jakarts Commons-HetpClient/3.1", OxlEu, 0xAGGG0000); case 8x12u
0 - -i’.+ 72)5 v13 = CmdShell(al, vi + 14)
Ve = 0if4; o . . break;
if ( v5 && winHttpSendRequest(vs, eies4, @, @i64, @, @, @icd) ) case @xl3u:
i 15 = Read_Files(sl, vi + 14);
break;
i case @xldu:
=9 18 = Create_Files(al, v& + 14, *(u8 + 6))
e i break;
J_i_J__free base(va); default:
7 pisa:
ko reci d_function(al + 32, (a1 + 5344) ) -
n_recieved_function(al , (a1 , Size)s . -
A 3.9 free base(vs)
al 3 return 1i64;
]
if ( vis )
write_log("@xel, exec %d success.”, a4, v13, v22)

goto LABEL_21;
}
write_log @(L"exe4, DPD failed.”, ' . N . B s )
if (8 )

3.9.9_ free_base(va);

Fig. The left side is the Zimbra status path, and the right side are the backdoor command functions.

Talos observed that this version of the Sagerunex backdoor has been active since 2019, and there are
still several Zimbra mailboxes receiving the compromised machine beacon information.
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<o rsvigator”
mail

Inbox 73
Drafts 245 ]
Sent
Spam
Trash

v Folders

v Tags

»
<o Eivigator
mail

Inbox 73
Drafts 2
Sent
Spam
Trash

v Folders

v Tags

o

o

4 Datev
1, Draft R
Daily mail report
qMd/XZXDRZVMWZhRWNMD! pF 101 Znlh TR/ LT84 bmoikAT "
1, Draft @ sepd

Daily mail report
qMd/XZXDRZVMWZhRWNMDCIfNcRpFZXKhonGaeyYV101ZnIhTjK/mkL78+rbmoikA// el+WVrZgrg PhKWNK6i3hXGpozzBNfCUdc.

1,Draft ® g2
Daily mail report
qMG/XZXDRZVMWZhRWIMDCINCRpFZXKNSN GaeyYV101ZnihTIK/mikLT8+bmaika/ el WVIZgrgPhKWNK6 3hXGpozzBN(CUdC

1, Draft ® mgis
Daily mail report
GMd/XZXDRZVMWZhRWMDCIfNCRpFZXKhOn Ga ey YV101ZnlhTK/mkL 78+bm3ikA//el+WViZgrg PhKWINKGi3hXGpozzBNIC Ude

1, Draft @ Mayd
Daily mail report
mMOAWxXQ7sHRoJNp8 1 MWr7SCLVA4QCNJJgmolErAcT

fhBUGAIDZVRKUKF 1N DEA7PSRUBWEXASVHAQW.IGxF eFe 1X 1 sir

1, Draft ® Aprio
Daily mail report
9€3/9JyOFDKIXIUCTAKUIVhIW

V328VarrZUNIBI3VIsndsbUET gxShUYkD imVKXxOTKZMJ/IZF QILGKAqrBmwzSSHOMQRWGNHa,

1, Draft Apr e
Daily mail report
9xc3/9JyOFDKtxIUCTAkulVhi

V328VarrZUNIBF3VIsndSbUET gxShUkD imVKxOTKZMJ/IzF QILGK4qrBmwzSSHOftQnJwGnHa,

1, Draft @ Mar2s
Daily mail report
MOAWXQ75HRO]NB MW 7SCLVE4QCNJJGMOIErACT /TOXGSNThBUOAIOZVRKUKFfINDEATPsRUBWeXABYHAQWJGKFeFe 1X 1 slr

1, Draft & Mar2s
Daily mail report
QMd/XZXDRZVMWZHRWIMDCIfNCRpF2XKhOn Ga ey Y101 ZnlhTIK/mkL78+rbm0ikA/el+ WV Zgrg PhKWNK613hXGpozz8NiCUdc.

1, Draft © Mar2s
Daily mail report
mOAWXQ75HRoNPB 1MW 7SCLVd4QCNJJgmolErAc

nfhBuAIDZVRKUKFIh DEA7PSRUBWeXABYHIOWJGxFeFe1X1slr

1, Draft ® Mar22
Daily mail report
QGrzo1IweVEGHDSEpYYaCul 3WSEd MWS gpy2IEFMYZH2ISHIo+LNGbcVA7wySTEMAX 510700 WEUXAHW2A6 E2ZZ) YA 8442/ ..

1, Draft ® M1
Daily mail repart
MOAWXQ7sHROJNpB1MWI7SCLVA4QCNJgmolErAcT /

nfhBuAIOZVRKUKF{Ih DEA7PSRUBWeXABYHAQW GxFeFe1X 1 sir

1, Draft © Mua
Daily mail repert

+ Datew
1, Draft = 216am
Daily mail report
Y2ZAag+X0B745CHAGHTIF LeTPry2nQ Y¥g55RQgly4HNBAYBISP1+aPoigLEKNDYYIK/5lozSMBIQEEQK?.
1, Draft = 215
Daily mail repart
ZBDPOI2A17FACIpBICXyMObuZtUBXVIBIZXBOQggU+w3 mXes iBex iSRSGZWUJANYRHG.
1, Draft 215 A
Daily mail repert
ZBDPOI2417JFACpBgCXyMObuzt UBXvIBI2XBOOggL m¥eS i IScXHajSRsgZwUjANYRHG
1, Draft = 215
Daily mail repart
ZBDPOI2417JFACIpBACXyMOb: 12XB00GgU+w3mBuA/5ICrXeS. iBexl Haj5RsgZWUANYRHG.
1, Draft =
Daily mail report
ZBDPOI2417JFACJpBICXyMOb: 2XB0QggUHWS /5ICmXes UIANYRHG.
1, Draft ® Do

Daily mail report
qYNNjgrNPdIfF

13/ UCBKVSIEHGS/ + 0PZ2JLrOMASNakX2QQq7nYsYXI VWAOMII1 30901 EtyJX6P2e.

1,Draft © vects
Daily mail repart
9xC3/9JyOFDKUAUC PAkulYhIWSY328VarrZUNIBI3VIsndSbUG1 gxShUykDImVKXOTKZM./1zF QILGKAQrBmwzSSHOMQRWGnHa,

Q Search your mailbox v

o Daily mail report

From  DEFAULT < s @netvigator.com>
To 2,

Daily mail report

qMd/XZXDRZVMwZhRwnMDCI pi YV 101ZnIhTjK/mkL

0~

cermee

Saved3azAM

Gpozz8NCUdcv3Y4/DYUIYh7dN1gSkCWkazOnOWr8

1 Attachment | Remove

mall_reportrar

Q, search your mailbox v

Daily mail report

From  DEFAULT «

S @nenvigator.com>
To
Daily mail report

yZAag+XoBT4scHdGHTIF TLeTPry2nQcXqmCYYg5sRAgjy4HnBg!

cerBee

Sndz16aM

2SMBgqB6EQK7Pdrvvhau+COBUSETVCXRY7agPbvu

1Attachment | Remove

mail_report rar
534 Bytes

The Zimbra version of Sagerunex backdoor infection chain is visualized below.

1+aPoigLBKpDYYIK/5lo
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Cisco Secure Endpoint . . Cisco Secure Firewall/Secure IPS
(AMP for Endpoints) Cloudlock Cisco Secure Email (Network Security)

v N/A v v

Cisco Secure Malware Analytics
(Threat Grid)

Cisco Secure Web Appliance
(Web Security Appliance)

Cisco Umbrella DNS Security Cisco Umbrella SIG

v v v v

Cisco Secure Endpoint (formerly AMP for Endpoints) is ideally suited to prevent the execution of the
malware detailed in this post. Try Secure Endpoint for free here.

Cisco Secure Web Appliance web scanning prevents access to malicious websites and detects malware

used in these attacks.

Cisco Secure Email (formerly Cisco Email Security) can block malicious emails sent by threat actors as
part of their campaign. You can try Secure Email for free here.

Cisco Secure Firewall (formerly Next-Generation Firewall and Firepower NGFW) appliances such as
Threat Defense Virtual, Adaptive Security Appliance and Meraki MX can detect malicious activity
associated with this threat.

Cisco Secure Malware Analytics (Threat Grid) identifies malicious binaries and builds protection into all
Cisco Secure products.

Umbrella, Cisco's secure internet gateway (SIG), blocks users from connecting to malicious domains, IPs
and URLs, whether users are on or off the corporate network. Sign up for a free trial of Umbrella here.

Cisco Secure Web Appliance (formerly Web Security Appliance) automatically blocks potentially
dangerous sites and tests suspicious sites before users access them.

Additional protection with context to your specific environment and threat data are available from the
Firewall Management Center.

Cisco Duo provides multi-factor authentication for users to ensure only those authorized are accessing
your network.

Open-source Snort Subscriber Rule Set customers can stay up to date by downloading the latest rule
pack available for purchase on Snort.org. Snort SIDs for this threat are 64511, 64510, 64509.

ClamAV detections are also available for this threat:
Win.Backdoor.Sagerunex-10041845-0
Win.Tool.Mtrain-10041846-0
Win.Tool.Ntfsdump-10041854-0

Win.Backdoor.Sagerunex-10041857-0

Indicators of compromise (IOCs)
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https://www.cisco.com/c/en/us/products/security/amp-for-endpoints/index.html
https://www.cisco.com/c/en/us/products/security/amp-for-endpoints/free-trial.html?utm_medium=web-referral?utm_source=cisco&utm_campaign=amp-free-trial&utm_term=pgm-talos-trial&utm_content=amp-free-trial
https://www.cisco.com/c/en/us/products/security/web-security-appliance/index.html
https://www.cisco.com/c/en/us/products/security/email-security/index.html
https://www.cisco.com/c/en/us/products/security/cloud-mailbox-defense?utm_medium=web-referral&utm_source=cisco&utm_campaign=cmd-free-trial-request&utm_term=pgm-talos-trial
https://www.cisco.com/c/en/us/products/security/firewalls/index.html
https://www.cisco.com/c/en/us/products/collateral/security/firepower-ngfw-virtual/datasheet-c78-742858.html
https://www.cisco.com/c/en/us/products/security/adaptive-security-appliance-asa-software/index.html
https://meraki.cisco.com/products/appliances
https://www.cisco.com/c/en/us/products/security/threat-grid/index.html
https://umbrella.cisco.com/
https://signup.umbrella.com/?utm_medium=web-referral?utm_source=cisco&utm_campaign=umbrella-free-trial&utm_term=pgm-talos-trial&utm_content=automated-free-trial
https://www.cisco.com/c/en/us/products/security/web-security-appliance/index.html
https://www.cisco.com/c/en/us/products/security/firepower-management-center/index.html
https://signup.duo.com/?utm_source=talos&utm_medium=referral&utm_campaign=duo-free-trial
https://www.snort.org/products

Campaign code

st

qaz
test

cmhk
dtemp

0305
4007
4007_new
Jf_b64_t1
Ber 64
0817-svc64
NSX32-0710
Nsx32-0419
NJX32-0710
WS1x321014
pccw-svc32
CTMsx32-0712

IOCs for this research can also be found at our GitHub repository here.
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https://github.com/Cisco-Talos/IOCs/blob/main/2025/02/lotus-blossom-espionage-group.txt

