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Recently, the Polish cyber threat landscape has seen a growing number of malicious mobile
applications. In addition to identifying the apps impersonating shopping platforms such as
OLX and Allegro, as well as the Polish bank PKO, which were described in the previous
article, a new mobile malware campaign involving the Antidot malware has been detected.

Antidot was first described by researchers from Cyble in May 2024. At that time, it was found
masquerading as Google Play updates in detected campaigns. The malware features
overlay and keylogging capabilities and includes a VNC module, allowing attackers to
remotely control infected devices.

In recent campaigns in Poland, cybercriminals have employed an intriguing scenario
involving a supposed update for the Google Chrome application. On compromised Polish
websites, they placed scripts that, when visited by an unsuspecting victim, displayed a
message urging them to update their software. If accessed from a computer using Safari,
Google Chrome, or Edge, a . dmg file belonging to the SocGholish malware family was
downloaded, ultimately leading to an infection with the Lumma Stealer.

Meanwhile, if accessed from a mobile device, a message appeared stating that the site was
using a new Chromium engine, prompting the download of an . apk file named

Update 130.1.6723.108.apk. The file’s name, resembling a legitimate update, was intended
to make the victim’s less suspicious. The victim was then instructed to grant permission for
installing apps from third-party sources.
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After installation on the device, an icon impersonating Google Chrome appeared on the
home screen.
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*) Chrome

App installed.

Done

The icon of the fake application (on the right) slightly differs from the original application (on
the left).
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The application also requested permission to send notifications.

Allow Update to send you notifications?

Allow

Don't allow

Additionally, it asked for permissions to install extra applications — the downloaded app was
a dropper, meaning it contained another malicious application.
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Update status: Important

Install the latest software update to keep
your phone protected. To continue, you need
to allow installation of updates from external

sources.

After approving the installation, differences in the app icons could be noticed — the original
one on top and the fake one below.
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< Install unknown apps -a

Installing apps from this source may put your
phone and data at risk.

'* Bluetooth

Do you want to install this app?

Cancel Install

The hidden secondary application also requested Accessibility access to take control of the
device.
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For the app to work correctly,
Accessibility needs to be enabled.

1 - Tap the Settings button
2 - Go to "Installed apps"

3 - Enable "Update Service"
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Allow Update Service to have full control
of your phone?

Full control is appropriate for apps that
help you with accessibility needs, but
not for most apps. It includes these
permissions:

@ View and control screen
. i

¥ View and perform actions
. P o T I.Il_.. P B p—— Y

Uninstall Deny Allow

Once permissions were granted, a loading screen appeared for the victim, serving as a cover
for malicious activities running in the background.

The victim’s screen becomes locked and it is very difficult to get out of it.
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Loading...

So far, two compromised websites following this attack scenario have been identified in
Poland. Both distributed applications were connecting to the same C2, but their checksums
differed.

The malware is obfuscated using a custom encryption code and packed with JSONPacker.

Code connected with accessibility services (obfuscated names with long numbers)
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public final void onfccessibilityEventiandroid.view.accessibility.fccessibilityEvent ri2) {

L49:

ril = this;

rg =8
rl =|-1421971645448f oxfffff31135dal7ae, double:nNaN)
java. Tang.otring = defpackage.mm.g(rl)

defpackage.Qe.alrl, r12)
java.lang.String rl = defpackage.ve.b
long rl = java.lang.System.currentTimeMillis(]
defpackage.Ye.a = rl

int rl = rlz.getEventTypel)

r2 =1

if (rl == r2) goto L755

if (rl1 == r@) goto L751

r3 = 16

rd4 =0

if (rl == r3) qoto LSef

ra3 = 32

if (r1 == ra) goto LSea

r3 = 64

if (r1 == r3) goto LScf

r3 = 2048{0x800, float:2.87E-42)

if (rl == r3) goto L31

return

rs = Q-x‘ffffEb'thbSdal?aE, double:MaN)

defpackage . Fim.qlr
rs = -233409077438546( O ffffZbb736dal7ae, double:nNan)

defpackage.Mm.qlrs)

android.view.accessibility. AccessibilityNedeInfa rl = rll.getRootInActiveWindew() /f Cateh: java.lang.Threwable -= L10e
if (rl != 0) goto L49

goto L7S8

java.lang.charsSequence rl = rl2.getPackageName() A/ Catch: java.lang.Throwable -> Lige
java,lang, = g rl = rl.toStri.ng[} // Catch: java. lang_Thrnwabie -x L10e

java.lang.C quence r3 = rl2.getClassMamel] Ji Catch: java.lang.Throwable -> L10e
java.lang.String.valuedd (r3) /# Catch: java.lang.Throwable -> L10e

rS = -233434847242322(0xffff2bb135dal7ae, double:nanM)

java.lang.string r3 = defpackage.Mn.g(rs) JF Catch: java.lang.Threwable -= Lie
java_lang.st.—zn-g r3 = de‘fpackage;L}Q.c[rBJ /7 Catch: java.lang.Throwable -> L10e

rS = -233473501947986( Oxtfff2baf35dal7ae, double:NaN)

java.lang.String r5 = defpackage.Mm.q(rs) /f Catch: java.lang.Throwable -= L10e
boolean r3 = r3.equals(rs) // Catch: java.lang.Throwable -> Lioe

And encryption code:

public static String gllong j2) {

N

public abstract chss-h ¢

stringl] straArr = d;
long j3 = 4204967295L & j2;
long j4 = (33 ~ (33 === 33)) * 7109453100751455733L;

long M = AbstractC0S63s8.M(((j4 ~ (j4 =>> 28)) * (-3808689974395783757L)) s==> 32);

long j5 = (M >>> 32) & 65535;
long M2 = AbstractCoS63s8.M(M);
int 12 = (int) (((j2 === 32) ~ j5) ~ ((M2 === 18) & (-65536)));
long M3 = AbstractC0563s8.M(M2) ~ (strarr[12 / B191].charat(i2 % 8191) =< 32);
int 13 = (int) ((M3 >>> 32) & 65535);
char[] cArr = new char[i3];
for (int 14 = 0; 14 = 13; 14++) {
int 15 = 12 + 14 + 1;
M3 = AbstractCos63s8.M(M3) =~ (strArr[15 / 8191].charAt(15 % 8191) << 32);
cArr[14] = (char) ((M3 >>> 32) & 65535);
1

return new String(cArr];

public static Km a;
public static Long b
public static fimal s:iringll d;

public static

public static final CO7S5zn e = mew CO7SSeznl* COMPLETING SLREADY*, 1);

public static final CO795zn f = new COTESZn (" COMPLETING WAITING CHILDREN", 1);
public static fimal CO795zn g = mew CO795znl* COMPLETING RETRY®, 11}

public static final CO7SSzn h = mew CO7SSzn(*TOO_LATE TO CAMCEL®, 1);

public static fimal CO795zn 1 = mew COP@Sznl*SEALED", 1);

public static final 00SS8va ] = mew COSS8valfalsel;

public static final CO8S8va k = nmew COSSEvaltrue);

public static fimal Wa 1 = new Uall4, falsel;

public statie fimal int[] = = {2130903315};

public static fimal int[] n = (2130803322},

statie {
d

i

fimal byte[) ¢ = {65, 65, 67, €8, 69, 70, 71, 72, 73, 74, 75, 76, 77, 78, 7o, &0, 1, 62, B3, &4, 85, 65, 87, B8, 89, 00, 57, 08, %9, 100, 101, 102, 1O

J[1 strarr = T8 GEEER o 70 ofT (0 ER TN (O (IR (002205 TR e O AR O+ ESCI SN O (ISR O e OSSR 2 RS 0 D P T W iR L7 7
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In the dex file, we find the application’s C2:

public static final le b;
public static Qn c;
public static boolean 4;

static {
Yt.a = new Yt(); // inicjalizator: Ljava/langfobject;-»<init>(pv . ... e
le lee = new le()}; // inicjalizator: Ltq;-><initx()v —pe https://gofromstr.store:ssel’
Yt.b = leg; ST o

leg.n = true;

led.k = new String[]{Mm.q{@xFFFF182536DA1TAEL)};
gn qne = me.a(zq.t(), lee);
Mm.q{@xFFFF181B36DA1TAEL);

Yt.c = qne;

Pa.a(new Ln(gne, @));

I0OCs

Chrome (dropper) com.hilabilu.device 36b70e1789115dc4edfef8b7379f018f
Antidot com.rocanoji.platform f6961a4bbd916f1e85f6a954f1155fbh4

Chrome (dropper) com.zabogutajo.associative 83cc7472eb4efc947f3d7clebd410e85
Update (Antidot) com.fagulave.data 0772b1116df1586b419acfbff9f8d96c

C2 https://gofromstr.store:8501
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