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Overview of the Attack

Intezer Labs research team has identified a series of attacks targeting organizations in Chinese-speaking regions like
Hong Kong, Taiwan, and China itself. These attacks utilize a multi-stage loader, which we named PNGPlug, to deliver
the ValleyRAT payload.

A similar attack chain is documented in this report, which sheds light on the infection vector and the method of
delivering the malicious files. 

According to the report, the attack begins with a phishing webpage designed to encourage victims to download a
malicious MSI (Microsoft Installer) package disguised as legitimate software. 

Upon execution, the installer performs two critical tasks:

1. Deploying a benign application to maintain the illusion of legitimacy.
2. Extracting an encrypted archive containing the malware payload.

The MSI package uses the Windows Installer’s CustomAction feature, enabling it to execute malicious code,
including running an embedded malicious DLL that decrypts the archive (all.zip) using a hardcoded password
hello202411 to extract the core malware components:

libcef.dll: The loader, designed with padding to inflate its size to 220MB, helps it evade detection as many
security tools skip analyzing large files. (For more information about how this technique is used in loaders,
check out our recent blog post.)
down.exe: A legitimate application used to mask malicious activities.
aut.png and view.png: Files masquerading as PNG images containing encoded malicious payloads.

Role of the PNGPlug  Loader

The primary function of the loader (libcef.dll) is to set up the environment for malware execution via the following
steps:

1. Patching ntdll.dll: Enables memory injection.
2. Command-line Argument Parsing:

If the /aut argument is present, the loader decrypts the registry path Software\\DICKEXEPATH using
XOR encryption and writes the down.exe path to the registry
(HKEY_CURRENT_USER\Software\DICKEXEPATH). The loader then uses the pe_to_shellcode injection
method to inject the contents of aut.png into memory. (For more information about this injected payload,
refer to this report.)
If /aut is absent, the loader runs down.exe with the argument and continues its checks.

https://intezer.com/blog/malware-analysis/weaponized-software-targets-chinese/
https://bbs.kanxue.com/thread-284691.htm
https://intezer.com/blog/research/how-hackers-use-binary-padding-to-outsmart-sandboxes/
https://github.com/hasherezade/pe_to_shellcode/tree/a2458c96619b721677af0f9b906cd6a229364b4c
https://bbs.kanxue.com/thread-284691.htm
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3. Anti-Virus Detection: The loader searches for the presence of 360 Total Security by checking the path
C:\Program Files (x86)\360\360Safe\uninst.exe. If absent, the loader maps view.png into
memory and creates a new process (colorcpl.exe), injecting the contents of view.png. During
investigations, the process was executing ValleyRAT malware.

The use of .png file extensions for malicious payloads is a key stealth tactic and inspired the name PNGPlug. As
shown in the screenshots below, these PNG files contain additional data, specifically PE executables, embedded at
specific offsets. This data is loaded and injected into the process as described earlier, further enhancing the
malware’s ability to evade detection while executing its payload.

Binwalk output for one of the PNG files used by the loader, demonstrating that it has a Windows executable (PE) at offset 0x2AB9E.

A function in the loader that handles the mapping of the PNG file into the memory. Specifically, it looks for the data that begins at offset

ValleyRAT Details

ValleyRAT is a sophisticated, multi-stage malware attributed to the Silver Fox APT. It employs advanced techniques
such as:

Shellcode Execution: Running components directly in memory to reduce its file footprint and evade detection.
Obfuscation and Privilege Escalation: Hiding malicious activities and gaining elevated access.
Persistence Mechanisms: Leveraging scheduled tasks and registry modifications to maintain control over
infected systems.

The malware’s stages include initial execution, deployment of obfuscated shellcode, and a loader module that fetches
additional malicious components from its command-and-control (C2) server.

Attribution
Evidence links this campaign to the Silver Fox APT, a group known for espionage and cybercrime campaigns
targeting Chinese-speaking individuals and organizations. Their tactics include:

Phishing Techniques: Using trojanized files and SEO-optimized phishing sites.
Espionage Tools: Deploying malware like ValleyRAT and Gh0st RAT to monitor user activities, deliver plugins,
and potentially install additional payloads.

Based on victimology, infection vectors, and observed payloads, we attribute this campaign to Silver Fox with high
confidence. Their operations underscore the need for robust cybersecurity measures to counter evolving threats from

https://www.fortinet.com/blog/threat-research/valleyrat-campaign-targeting-chinese-speakers#:~:text=This%20relatively%20new%20RAT%20is%20attributed%20to%20the%20suspected%20APT%20group%20%E2%80%9CSilver%20Fox%E2%80%9D.
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sophisticated actors.

What’s Interesting?

This campaign stands out due to its unique focus on Chinese-speaking victims and organizations across China, Hong
Kong, and Taiwan. It demonstrates an attack that broadly targets one specific demographic—the Chinese-speaking.
Interestingly, despite their well-documented disputes and distinct political landscapes, the attackers are treating these
regions as a unified target. This differs from the conventional perspective within the security community, which often
considers them separately when analyzing threats.

Another notable aspect of these attacks is the potential operational gaps within these organizations, particularly the
lack of investment in employee tools among some larger companies. This oversight frequently forces employees to
rely on free software, inadvertently increasing their vulnerability to malicious campaigns.

Equally striking is the attackers’ sophisticated use of legitimate software as a delivery mechanism for malware,
seamlessly blending malicious activities with seemingly benign applications. The adaptability of the PNGPlug loader
further elevates the threat, as its modular design allows it to be tailored for multiple campaigns. This flexibility
underscores the evolving nature of the threat landscape, emphasizing the urgent need for advanced detection and
prevention mechanisms to counter these stealthy and persistent attacks.

IOCs

156.247.33[.]53
45.195.148[.]107

46af73560cafff5c8bbc16980d01641af0de3b689bc248dfb52afcf3a8a76a55
7bff2404c2816c4e1576d449820f01e3f46e7c972beb1843e3b8da2e065f8dc3
94ff4679dd5aec7874354c14132701ecdfbbb558c6011e4952d13bf843255529
Ae6d88ea99e530f778ee6088862b50dfb6e8bb45857211e9105428c57c2a7b4a
9aea0fdfead2e956bc0b4574c2b4cb2855dd9df6a5fd61d350f3285d249adfca

First stage of the loader:
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