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. DDoS MEEA
<O Network Packet
et Attack Trend
LRIBIELE{E: 3.11Tbps (270.52Mpps) 200
MLFEFID: 660
EAATIE): 2025-01-13 20:20:04 UTC
250
BFRRER:
& B 30.01% 200 2025-01-14 04:08:35
= BB 24.51% ® Network 3.1Tbps
* i 22.79% Packet 270.25Mpps
= ENERHIL 22.7% 150
BEFBASN: 100
BSNL-NIB Nationa... (9829) 27%
VIETEL-AS-AP Vie... (7552) 23.58% ~
VNPT-AS-VN VNPT ... (45899) 18.58% -
TTBP-AS-AP Tripl... (45758) 18.17%
HINET Data Commu... (3462) 12.66% 0% > : ? : >
2025-01-14 04:05:13 2025-01-14 04:05:59 2025-01-14 04:06:45 2025-01-14 04:07:31 2025-01-14 04:08:17 2025-01-14 04:09:03 20
oG ct ul
P Attack Source Country: Attack Source ASN: Attack Source Port:
Country Network ASN Network Port Network
WHRE:
UDP 100% E& Brazil 30.01% BSNL-NIB National Internet 27% 53 51.44%
Backbone (9829)
B TCPITE: == Russian Federation 24.51% 0 48.56%
EMPTY 100% VIETEL-AS-AP Viettel Group ~ 23.58%
EX Viet Nam 22.79% (7552)
WEHIER AN ** Indonesia 22.7% VNPT-AS-VN VNPT Corp 18.58%
1500 51.58% 45899)
1437 48.42%
TTBP-AS-AP Triple T 18.17%
B ENE: b -4c09- Broadband Public Gompany
a77cc29b 1 Limited (45758)
A AAAAAAAAAAAAAAAAAAAL
AA HINET Data Gommunication 12.66%
Business Group (3462)
DDoS B
Yy Y VY Y Y Y Y Y VY Y Y YYYYYYYVYYYYYYY
'(;Fﬁ - Attack Type: Attack TCP Flag: Attack Packet Size:
EFAE): 2025-01-13 20:20:04 UTC Type Network TCP Flag Network Packet Size Network
TCP ®iE:
$E—4: 7592816020 (1.06Thps - 2025-01-13 08:24:04) uDP 100% EMPTY 100% 1500 51.58%
$5_+: 7603888363 (885.09Gbps - 2025-01-13 11:41:04)

$=: 64515764 (588.21Gbps - 2025-01-13 11:12:04) 1437 48.42%

8%
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https://blog.xlab.qianxin.com/large-scale-botnet-airashi/
https://blog.xlab.qianxin.com/more_ddos_details_on_steam_en/
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AS63949
AS206728
AS207279
AS212441
AS202422
AS44477
AS41745
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egion (19) Resolution Result

A 77.232.37.89

9114278 145
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FEE I TR 7 DDoSI A
EHEEHIPRIRERAESR | BB ETRIPEIL60T , HHZ N ERRIMEZR RS .
AJREE AN T AT E L HBOTunAE N HESRE P W EMFEE . TERZAIRASHI CNC
xlabsecurity.ru Passive DNSigsg, BJPAFEZE|xlabsecurity. ruiX/CNC B ATE|
1440 IP |, XEIPAFRTE197EZK , 101NASS (Autonomous System Number,

FirstSeen =

2024-11-18 07:55:18

2024-11-16 20:55:30

2024-11-15 20:36:30

2024-11-18 07:55:18

2024-11-16 20:55:30

2024-11-15 16:40:54

2024-11-15 16:40:54

2024-11-18 07:55:18

2024-11-16 18:40:55

2024-11-16 14:49:43

2024-10-23 05:00:37

2024-10-22 11:53:50

2024-10-15 19:01:04

2024-10-11 18:02:03

2024-10-1519:01:04

2024-10-17 00:10:52

LastSeen =

2025-01-11 23:59:4%

2025-01-11 23:59:49

2025-01-11 23:59:49

2025-01-11 23:59:49

2025-01-11 23:59:4%9

2025-01-11 23:59:.49

2025-01-11 23:59:49

2025-01-11 23:59:4%

2025-01-11 23:59:49

2025-01-11 23:59:49

2025-01-11 23:59:49

2025-01-11 23:59:4%

2025-01-11 23:59:49

2025-01-11 23:59:49

2025-01-11 23:59:49

2025-01-11 23:59:4%9
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49.3k
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494k

49.4k

49.4k

494k

49.8k

509k

56.3k
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574k
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A5212441 | Cloud asser

A5212441 | Cloud asse

AS5212441 | Cloud asse

A5212441 | Cloud asse

A5212441 | Cloud asse

AS5212441 | Cloud assef

A5212441 | Cloud asset

A5212441 | Cloud asser

A5212441 | Cloud asse

AS5212441 | Cloud asse

A5212441 | Cloud asse

A5212441 | Cloud asse

AS5212441 | Cloud assef

AS5212441 | Cloud asse

A5212441 | Cloud asse

A5212441 | Cloud asse
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HAFHFERFEARCAME , CNCIESTMXED FIE T HMAC-SHA2561%%: |, (£

CNCig & {EBxlabresearch, xlabsecurity , foxthreatnointelZEXE=F | JA{iLXLAB

@

RAGRRRERRRARAY

E
=]

IKIET XLab K W BRI RGRIBES] , FRATMEREIATRASHIFEA T Z BT NDAY iR Al

TELNETSSA4%#% , T A &R0DAYIRIRAKFIBRESN. IR EIATRASHIE X6 8 FFiaE
FAZ£[E Cambium Networks/A &) flicnPiloti& a2 ODAY JRIRA{EIRHEA , =T IZ0DAY RiFAE4ES
B@9MEBARART] K, BRIZEFI EMEBIN., AfhIERRISR , AXMALSBERIER

=B

H/Bao

AIRASHI 1§ FImIEZD T :

VULNERABILITY

AMTK Camera cmd.cgi Remote Code Execution
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https://blog.xlab.qianxin.com/content/images/2025/01/pdns.xlabsecurity.ru.png
http://a-mtk.com/wp-content/uploads/2015/06/Common-CGI-command-EN-20150331.pdf?ref=blog.xlab.qianxin.com

VULNERABILITY

Google Android ADB Debug Server - Remote Payload Execution

AVTECH IP Camera / NVR / DVR Devices

cve_2013_3307

cve 201620016

cve_2017_5259

cve 2018 14558

cve 2020 25499

cve_2020 8515

cve 2022 40005

cve_2022 44149

cve 2023 28771

Gargoyle Route run_commands.sh Remote Code Execution

LILIN Digital Video Recorder Multiple Remote Code Execution

CVE-2022-3573

cnPilot ODAY

OptiLink ONT1GEW GPON 2.1.11_X101

Shenzhen TVT Digital Technology Co. Ltd & OEM {DVR/NVR/IPC} APl RCE

BHREN S TES

HhREN

BFMKIZEZEE BIHITER (40 Telegram, Discord 8083z) BRHKTAES , BHE
R EER PSRBT SN F. ATIERAEFMENEEEES , —EEFNEIZEELERS
= HIRWEHEFMNE R G NNERS LR, B 19KshE P WK R R anX LN E R % 71 it
MRS , WERFASLOTXLEEIMNENHTRER/ N, BER , RV EEE.
ASN , i AAFER. BFNKZEERSXLELGHER BRI EEERMENbA KA HE
TRRAERA i T BE T .

AIRASHI{E LS IE 218 X Fh A R 1M B EE8E 1. T EZ MK — X B EaE b
BH :
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https://www.exploit-db.com/exploits/39328?ref=blog.xlab.qianxin.com
https://www.exploit-db.com/exploits/40500?ref=blog.xlab.qianxin.com
https://packetstormsecurity.com/files/132149/Gargoyle-1.5.x-Command-Execution.htm?ref=blog.xlab.qianxin.com
https://blog.netlab.360.com/multiple-botnets-are-spreading-using-lilin-dvr-0-day/?ref=blog.xlab.qianxin.com
https://packetstormsecurity.com/files/162993/OptiLink-ONT1GEW-GPON-2.1.11_X101-Remote-Code-Execution.htm?ref=blog.xlab.qianxin.com
https://github.com/mcw0/PoC/blob/master/TVT-PoC.py?ref=blog.xlab.qianxin.com
https://dvs.ops2.net/incident/5d1a34d8-3a1d-4c09-a77c-c29b20597c81?ref=blog.xlab.qianxin.com

. DDoS MRl
=~ Network Packet
] Attack Trend
UBIBLEI§{E: 3.11Tbps (270.52Mpps)
FHFEFID: 66
SEFTRIE): 2025-01-13 20:20:04 UTC

300

250
BRRER:

& B 30.01% 200 2025-01-14 04:06:35
= ET I 24.51% @ Network 3.1Tbps
* g 22.79% Packet 270.25Mpps
- ENEBTIE 22.7% 150

BFRIFASN: 100
BSNL-NIB Nationa... (9829) 27%

VIETEL-AS-AP Vie... (7552) 23.58% )
VNPT-AS-VN VNPT ... (45899) 18.58% 50
TTBP-AS-AP Tripl... (45758) 18.17%

HINET Data Commu... (3462) 12.66% 0 i i i i ?
2025-01-14 04:05:13 2025-01-14 04:05:59 2025-01-14 04:06:45 2025-01-14 04:07:31 2025-01-14 04:08:17 2025-01-14 04:09:03 20
BRR0:
o
334:15-::" Attack Source Country: Attack Source ASN: Attack Source Port:
.56%
Country Network ASN Network Port Network
WERE:
UDP 100% E# Brazil 30.01% BSNL-NIB National Internet 27% 53 51.44%
Backbone (9829)
BETCPHTR: == Russian Federation 24.51% 0 48.56%
EMPTY 100% VIETEL-AS-AP Viettel Group ~ 23.58%
EX Viet Nam 22.79% (7552)
BEREE R == Indonesia 227% VNPT-AS-VN VNPT Corp 18.58%
1500 51.58% (45829)
1437 48.42%
TTBP-AS-AP Triple T 18.17%
W b S. e Broadband Public Company
- Limited (45758)
AAAAAAAAAAAAMAAMAAAAAAMAAMAAAAAAAAAN
AA HINET Data Communication 12.66%
Business Group (3462)
DDoS M EEA
AAAAAAAAAAAAAAALAAALAAAALAALALAALAALS
vy f
i Attack Type: Attack TCP Flag: Attack Packet Size:
3k E): 2025-01-13 20:20.04 UTC Type Network TCP Flag Network Packet Size Network
TCP ®iF:
$E—: 7592816020 (1.06Tbps - 2025-01-13 08:24:04) uDP 100% EMPTY 100% 1500 51.58%
® 7603888363 (885.09Gbps - 2025-01-13 11:41:04)
64515764 (588.21Gbps - 2025-01-13 11:12:04) 1437 48.42%

AT LB RIE gt

o YHTHEIE{E: 3.11Tbps (270.52Mpps)

o MR FID: 66XXXXXXXX (LLIDIERAIRASHI{E P ML Telegramiz E5MIE EIE R ID)
o TEHT(A]: 2025-01-13 20:20:04 UTC

o WiKiR

Country MNetwork
EE Brazil 30.01%
== Russian Federation 24.51%
EA Viet Nam 22.79%

== Indonesia 22 7%

AIRASHIHNZEEH —H1E TelegramA& 45 B O FRIDDoSEENIMNALESR , N SR BEe] LEER
AIRASHI{E P MLE K TRE NFRELE1-3Tbps A A,
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https://blog.xlab.qianxin.com/content/images/2025/01/aisuru_powerproof.2025-01-15-11.08.01.png

Attack
Attack
Attack
Attack
Attack
Attack
Attack
Attack
Attack
Attack
Attack
Attack
Attack
Attack
Attack
Attack
Attack
Attack
Attack
Attack
Attack
Attack
Attack
Attack
Attack
Attack

LG ET

AIRASHIB ST B AR BEAEEK , A HES M , FERHERIHEFTE. EE.
B=. P EEHIX, FIOAERE M. SRRERRILaNES.

.11Tbps (270@.52Mpps) User ID:: : 2025-01-13 20:20:04 UTC UDP 100%
.82Thps (158.@4Mpps) User ID:: 1 2025-01-13 19:39:04 UTC UDP 100%
.16Tbps (726.42Mpps) User ID:: 1 2025-01-13 19:14:@4 UTC UDP 100%
.3Tbps (198.61Mpps) User ID:: ‘ - 2025-01-13 19:00:04 UTC UDP 100%
.93Thps (168.96Mpps) User ID:: 1 2025-01-13 @2:25:04 UTC UDP 100%
.12Tbps (185.42Mpps) User ID:: 1 2025-01-12 @6:22:@4 UTC UDP 99.99%
.07Tbps (751.08Mpps) User ID:: 1 2025-01-11 04:22:04 UTC UDP 100%
.@2Tbps (175.94Mpps) User ID:: 1 2025-01-11 @4:16:@4 UTC UDP 10@%
.12Tbps (184.15Mpps) User ID:: 1 2025-01-11 @4:10:04 UTC UDP 100%
.76Tbps (238.92Mpps) User ID:: 1 2025-01-04 16:50:@4 UTC UDP 99.99%
.43Tbps (21@.23Mpps) User ID:: 1 2025-01-04 12:34:04 UTC UDP 99.99%
.27Tbps (118.7Mpps) User ID:: ¢ ! 2025-01-02 12:46:04 UTC UDP 1@@%
.39Tbps (121.5Mpps) User ID:: ‘ - 2024-12-21 18:35:03 UTC UDP 100@%
.25Thps (1@9.47Mpps) User ID:: 1 2024-12-@9 @7:59:@3 UTC UDP 100%
.25Tbps (116.64Mpps) User ID:: 1 2024-12-07 @4:34:03 UTC UDP 10@%
.69Tbps (149.37Mpps) User ID:: ‘ ! 1 2024-12-03 05:56:22 UTC UDP 100%
.69Tbps (157.84Mpps) User ID:: 1 2024-11-26 11:23:41 UTC UDP 10@%
.73Tbps (161.67Mpps) User ID:: 1 2024-11-26 11:23:28 UTC UDP 10@%
.91Tbps (178.13Mpps) User ID:: 1 2024-11-11 @9:28:17 UTC UDP 100%
.89Thps (165.85Mpps) User ID:: : - 1 2024-11-10 14:20:16 UTC UDP 100%
.73Tbps (161.52Mpps) User ID:: 1 2024-11-04 14:58:50 UTC UDP 100%
.65Tbps (155.42Mpps) User ID:: 1 2024-11-02 18:23:17 UTC UDP 100%
.39Tbps (130.84Mpps) User ID:: 1 2024-10-23 ©3:@9:14 UTC UDP 10@%
.66Tbps (144.41Mpps) User ID:: 1 2024-10-14 11:28:14 UTC UDP 1@@%
.75Tbps (152.24Mpps) User ID:: : 1 2024-10-12 10:36:14 UTC UDP 100%
.17Tbps (108.99Mpps) User ID:: e i) 1 2024-10-11 17:29:14 UTC UDP 100%

PRPRPRPRPRPRPPRPRPRPRPPEPNNNNRPNRERNERW

| Attack Instruction Trends

rold By Day © By Hour

x0T

AIRASHHE PR EHINE , MBZNRAE , BRORRAR T S5 E R KDDoSThREFIRIE
ARG @ SPUTINESTIFRIZMS , T LAkitty #1 AIRASHEAE BT R , NFEMRE , C2
AL , BEURN , ABSHFHHESSAEAT | BIATE S M2 REARET .

Part1: kitty-socks5 931

Kitty7£20244F10 B §]FF4a%##% , FAisuruz BIRKIFFARELL , FEMLE RIS TR ; TMAE10
A EfE fsocks5AIE 5C2I@ 15 , EF R sk &GS 7 250 RIEFN554C2,
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Ox1: FERFE

FREBBOTEENAK , FBEFIEERxor_bytes , (MEBL T key A

DEADBEEFCAFEBABE1234567890ABCDEF

, TR B RIUBAERAT .

int table init()

{
add_entry(1, &unk 1FES8C,
add entry(2, &unk 1FFD3,
add entry(3, &unk 205B3,
add entry(4, &unk 205C4,
add_entry(5, &unk 205D4,
add entry(6, &unk 205D3,
return add entry(7, &unk

}
0x2: C23KHR

330);
1500);

8);

12);

3);

5);

205E0, 17);

C2HRERTTTE , 10 A ¥R T JRSEIBIT hitpARERC2ipiI 777k , REME R | HBIC2FRH |, FZ A

—HEMREEF20Z NPT,

eg:dvrhelpers.su|ipcamlover.ru|xlabresearch.ru|xlabsecurity.ru

{BFE10 A IKiRsocksbfa , FARF&RFRIFMAIEM , 7 B C2AARIFMAEBE AL AP - PORTHF

TS 4RES,

eg:\x7f\x00\x00\x01\x00\x50{tF&K12

0x3: PILEHMY

7.0.0.1:80
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RIL& BN T {3 I Fodchaf@ P RZ& 25 i switch-casedH T &Y B A AL I
switch ( connect stage )
{
case @:
main _make connection();
break;
case 1:
if ( lva )
{
sleep(2);
if ( authenticate(a21) )
vad = 1;
¥
break;
case 2:
main check connection();
break;
case 3:
main read connection();
break;
case 4:
main_disconnect connection();
v = 83
break;
default:
break;

}
BEBEAEHTEN , BEEFAEMsocks5RIE (EMHMHKIE) iRC2 ;

username: jjktkegl
password: 2bd463maabw5

BUBRARKBANAEERE  BERENAENE , EEBEHR A AKitty-Kitty-Kitty , FE2
PhE C2& 4Pk cat , C2iR [Elmeow ! {EANER.,
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nooooooo. 05 01 02
Qooooono 03 02 oo
QOooOoaos 01 OB &a Ga 6b T4 &b 65 &7 6c Oc 32 62 64 54 36 .. jjktke gzl. Zbd4s
noooools 33 6d &1 61 62 77 35 Smaabwi —» Sockss
Qooooooz 01 00 .-
00000014 05 01 00 01 ac e® V¢ 2b OB 3 L. |+ .9
00000004 05 00 00 01 8b Th 0a be =6 d3 [1
ooonnozd4  4b 69 T4 T4 79 2d 4b &2 T4 T4 79 Zd 4b 69 T4 T4 EittyKi tty-Kitt
oooooos4 79 4
DOODO%%’EED 00 06 6d 65 a6f 7T .- TEOW

F54 A RIBIUDDOSHE |, RN T KA shelliKThEE |, 160N ARBE , ARABT
cndtype+payloadfIZEH , R 2cmdtypefI{E#H1TE T , MDDoSHHXTES FIE T AttckI D=
E&.

cmdtype desc

0x13 reverse shell
Ox2c stop attack
Ox4b start attack
Oxaf exit

Part2: AIRASHI 7347

BETAIN T AIRASHIE 32K REA -

1. AIRASHI-DDoS : &R AT T10A K , ThEEPADDoSAE |, ha]HITEEFES. TR
A shell,

2. Go-Proxisdk: &xE AT 11 AE , HGo4RE H¥E T muxadof{KIE T H.,

3. AIRASHI-Proxy : sxB &I T12H Y] , BEXAIRASHI-DDoSH[E—FE B , R ETH
PEILAIETNRE,

AIRASHIFIAISURUZZIE—LEAB{ILZ 4L |, anRisekitty 2 AISURURI¥STERR , AIRASHIE & EF
TR, B108FFEFFEEHRN , AT @8 KGo-Proxisdkfg , XFFAT BE XX HARIET
B AIRASHI-Proxy , INFAEZE LRI TR,

0x1: RCAREF T EIRE

AIRASHIFAISURUEF /R A A — Lttt | Besd BKE N16F D ikey |, fEBE X
{FFRCS ; it F & snow slide ; {FH | DEUFHT IR, PrxoyhRAFDDoShRA iR 71
7EAEE , {BPrxoyi R AN FITEER D,
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BBHRE LR35 AT RN ER N ER]Z #TAblog : —E B & KIcongafEih i
youtubefEHEFNEE RS | LIMEZ EBxlabFfoxnointeldy & 1% A Fh K AIRASHI

0 'snow slide'

1 'telnetd]|upnpc-
static|udhcpc|/usr/bin/inetd|ntpclient|boa|lighttpd|httpd|goahead|mini_http|miniupnpd
|dnsmasq|sshd|dhcpd|upnpd|watchdog|syslogd|klogd|uhttpd|uchttpd|pppd|dhclient'
'/dvrEncoder | /dvrRecorder|/dvrDecoder|/rtspd|/ptzcontrol|/dvrUpdater’

3 'cve-2021-36260.ru'

4 'honeybooterz.cve-2021-36260.ru'
5 'stun.l.google.com:19302'

6 '/proc/'
7
8
9

N

'/proc/self/exe'
'"/proc/net/tcp'
'"/proc/mounts’
10 '/cmdline'
11 '/exe'
12 '/status'
13 '/fd/!'
14 'PPid:'
15 '/bin/|/sbin/|/usr/|/snap/"'
16 'wget|curl|tftp|ftpget|reboot|chmod'
17 '/bin/login'
18 '/usr/bin/cat'
19 'processor'
20 '/proc/cpuinfo’
21 '/bin/busybox echo AIRASHI > /proc/sys/kernel/hostname’
22 '/bin/busybox AIRASHI'
23 'AIRASHI: applet not found'
24 'abcdefghijklmnopgrstuvw012345678'
25 'come on, shake your body xlab, do the conga'
26 'i know you can't control yourself any longer'
27 'https://www.youtube.com/watch?v=0DKTITUPusM'
28 'dear researcher (xlab, foxnointel, ...), please refer to this malware as AIRASHI.
thank you!'

0x2: C2%kHL

AIRASHIAE R T 3FH AR C2HREN T i

1. AIRASHI-DDoS , ZEFFA¥IH (10AK) , FAFEBRAE , BIIDNSRE 2:i#HTC2
HIAILR.

2. AIRASHI-Proxy , J8IIDNSAR 25 3RERC2ITXTIER |, fi#ATBAS IPAIERA .

3. AIRASHI-DDoS , 11 Ak , BIIDNSHRE 25 KENC2M TXTIER , base64fR%2
chacha20f#Z4F T HKIP |, vn O R YRbSErEAF,
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https://blog.xlab.qianxin.com/more_ddos_details_on_steam_cn/#aisuru%E5%83%B5%E5%B0%B8%E7%BD%91%E7%BB%9C%E6%8A%80%E6%9C%AF%E7%BB%86%E8%8A%82

o A(T) o . . TXT(4) . .

TR BT - RiRfFiTRE - BRI <
"etfi2FQ==" 2024-11-26 00:14:02 2024-11-26 02:04:14 4
"atfiOkw==" 2024-11-26 00:14:02 2024-11-26 02:04:14 4
“etfiHA==" 2024-11-26 00:14:02 2024-11-26 02:04:14 -
“etflew==" 2024-11-26 00:14:02 2024-11-26 02:04:14 -

DNS_TXT_CHACHA20_KEY:
8E12DF8893A638354D851BCB46B5B7DC451C6F52066305AC641DE6OC80D11850
DND_TXT_CHACHA20 NONCE: 941A247DDD53819F755FD59B

ERFEERNR , F£12H3HAIRASHI-DDoSHIC2HFMTAICR A TXTICR AN 4 , BffE/a7F4
SV KAR , ATRERAT RBZBIHRA , EXiLMERSEHERZSTE L.

0x3: PILEHMY

AIRASHIER T £ ML NN , AEIRMEIEAHFHMAC-SHA256F1CHACHA20 , {# AHMAC
R TE B AT SACHACHA20_KEYIAREEIHE.. ProxyhRAE WS & 3 F
HMACTIBERAE , FH BB FIDDoSIRARIF—K.
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. BfEER
FHRIBEWN N2ES : 2FHEHMACKRAS, HE

MTEE LK EHeaderFBNEE  MIABEXBIBEKE  ZHEKEARH 0, B
A% PayloadiB4y

poeeeoe
goeeele
ooeeo2e
poeee3e
ooeeo4e
goeense
slefelelelsc]
poeeeTe 00 00 00 0O GO0 00 00 OO 00 B0 00 0

BET TR Z BT —HHE RS RL ) switch-case£EAQ1EH) , 430445

1. AR
A2 IKICHACHA20 KEYZFINonce , 7 JaiiH,2 18 FAchacha20/n &3t
1 FICHACHA20 KEY{ERHMAC-SHA256# 2248 .
2. ARHA
{§ Fichacha20 B AXIHELXIU1HIEE |, BIEIR[E)EEZEAE B A1
3. Rix E&A
AIHEERELFSkER archBY | _F4k Agkskan T

struct login{
uint8 uk1;
uint8 uk2;
uint8 uk3;
uint32 stunIP;
uint32 botid_len;
char botid[botid_len];
uint16 cpu_core_num;
uintl6 arch_type;

}

4. EZHHA
FIC2IR [al7H AL A2H)HE.
SKERT=ARRE T FTR
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AIRASHI -DDoS—HTFFPA T 13FEE ST | 1R{REE

OOO0000 aa 76 55 =1 3% 30 A4 76 1o G da o T 5 05 05 v T
h000D0LD 40 o9 26 4b 7a 80 30 20 31 Ge 55 37 52 97 bd af  @4Kz.0) 1°UTR...
0000020 00 00 00 00
00000000 bb b7 6a cd 1b a2 70 cc 2a 19 27 o8 54 Za Tc da .. d...p. *.°.T#|]
00000010 78 a 23 99 bE O3 af 75 6o £6 42 a5 21 2b 62 0a  xA....u L.B. 14D
00000020 00 00 00 30 Oc e3 da 17 lc 4 63 o8 12 fe e 2a  ...0.... .oc....>—>{ Get CHACHA20 NET KEY
00000030 5b £0 8f 2a 83 05 93 01 2c eb 79 1b o8 b7 04 07 [..%.o0 ooyoo..
00000040 BT 79 02 Ze 00 20 fa d2 ca 22 02 aa 32 &3 Ze al ;3. .. . ta. 2.
00000050 8d 12 e b9 £2 24 £6 95 43 4f 01 bd le 71 61 ec  ..... §.. C0...qa
00000060 2Zc dd be dd 70 83 00 Oc 09 03 07 Za Ba If 0T al  .oooqens ... .
E) AE &7 ab T3 '3 B0 ......4P @..... V)
h000D034 02 £3 90 00 £2 5d 1 co a7 40 2d ac 84 d5 8b 76 .....1.. .@5...w
0000044 51 b6 al 79 Q.y
00000074 a2 98 ae 10 08 £0 34 50 40 d6 98 o7 ab £3 79 68  ...... 4P A ...yl > Confirm NET KET ‘
00000084 9a £3 80 00 £2 5d If cc a7 40 24 ac 94 d5 Bb 76 .....1.. .@f....
00000094 51 b6 al 79 .y
Juouuulds 14 Ab d4e Ve Yd 10 U3 1b 1o ed eb Ze cof Bb B UG Mo . ko,
D00D05E 2 =d 72 o2 o6 bd bb of b5 86 be ed 61 05 af 8o ..re.... ... Bo.
0000062 52 b6 al Ge cl B¢ a0 1b 68 37 53 a2 5a 56 d0 24 E..n.... h7S.IV.$
0000078 7d 60 ec Th 36 ab db a8 33 84 30 ec ob 83 d8 15 1. {6... Z.0.....
O00D0BE 2 13 85 =8 51 b al 5d ca bd 20 07 8F d7 ed €0 ....0..] -.0oon.. 4% Send Login and Confirm ‘
0000098 B9 41 bd 02 21 ol 2a a2 ab 2a 56 Aok T
00000098 of 38 o5 d9 37 38 cb 46 3 B9 d2 04 Ob 07 d 54  .8..78.F .......-
DOOD00AE 6b 71 36 20 £4 40 6 ol ac 3f 62 38 bb 00 91 Da  ked).T.. .7be.
DOODOOEE 52 b6 al 79 R..v
O00D00AZ 4b 82 £d 1b £3 00 4o 1o 35 45 30 a6 as bo a3 78 K.....L. BEG....x
O00DODBZ 6= 75 18 d5 02 11 6e bd 38 30 2f 86 =2 Ob 83 6f  mu...n. BOf.....
000000CE 53 b6 al 79 Sy

p=SE i

AIRASHI-DDoSH X F13FHHESRE |

i, —LIH R IR RN T | FTREEETF R 4.

:0805B148
108058140 msg_handler

: 08056144
10805B148
1 @805B14C
1 @805B150
108056154
1@805B158
1 @805B15C
1 @805B160
108056164
10805B168
1 @805B16C

MSG_Type Desc

dd @
dd @
dd ©
dd
dd
dd
dd ©
dd @
dd
dd
dd
dd

0 Get Net Key

1 Confirm Net Key
2 Confirm Login

3 Heartbeat

int msg handler[12]

offset
offset
offset

offset
offset
offset
offset

sub 80511F@
sub 8@51410
sub 86513E@

sub 8651299
sub 8851370
sub 80512F0@
sub 8051200

Xof B A 40 35 R A bot AR AL R AR I A AE

AT IR
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MSG_Type Desc

4 Start Attack

5 Exit

6 Killer Report

7 unknown

8 unknown

9 Disable Killer
10 Enable killer

11 Exec Command
12 Reverse Shell

TIATRASHI -ProxyIRSCHSFHHEIA | ALEHETRI4FARURS —3.

MSG_Type Desc

0 Get Net Key

1 Confirm Net Key
2 Confirm Login

3 Heartbeat

4 Unknown

5 Prxoy

i
LT enPilotix FAZRIRIFEEGARBRAR , N AMERAESMT. KR AESnort ALRISRF B
[ IR BIEIAR A KR TR 2= A0 AT REAG R

alert tcp any any -> any any (msg:'"cnPilot ODAY exploit #1 attempt";
content:"execute_script"; content:"sys_list"; content:"ASPSSIONID"; sid:1000007;)

Contact Us

Readers are always welcomed to reach us on twitter.
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https://twitter.com/Xlab_qax?ref=blog.xlab.qianxin.com

I0C

C2

xlabresearch.ru
xlabsecurity.ru
foxthreatnointel.africa

SHA1

3c33aa8d1b962ec6a107897d80d34a5d0b99899e
0339415f8f3e2bleb6b24ed08c3a311210893a6e
95¢c8073cc4d8b80ceddb8384977ddc7bbcb30d8c
12fda6d480166d8e98294745delcfdcf52dbfa4l
08b30f5ffa490e15fb3735d69545¢c67392ea24e9
c8b8hd5384effOfe3a3afaf82c378f620b7dc625

Downloader

190.123.46.21 Panama|Panama|Panama AS52284 | Panamaserver.com

190.123.46.55 Panama | Panama|Panama AS52284 | Panamaserver.com

95.214.52.167 Poland|Mazowieckie|Warsaw AS201814 | MEVSPACE sp. z o0.0.
162.220.163.14 United States|New Jersey|Secaucus AS19318|Interserver, Inc

TE{E XERHE © 2025
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https://blog.xlab.qianxin.com/

