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Analysis of Kimsuky Threat Actor's Email Phishing Campaign
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TRIPLE THREAT: NORTH KOREA-ALIGNED TA406 STEALS, SCAMS, AND SPIES \ REPORT

TA406 has used Star since at least 2019, while TA427 has used the tool since at least 2018. Although the “star 3.0” HTTP title
in TA427's version of the tool (Figure 14) suggests there may be earlier versions, Proofpoint analysts have not observed them.

|

<« Cc @ 9 & [+ 4 nNDe® & =
from: | | Password: |
to: | toname: |
ce:| | maitname: |
Subject: rl path: |http://star/mail/u/0/
Bee: Attachment: | Browse... | No file selected.
time zone sendtime: |
replyto: |
£ HTML

Figure 14. TA427 Star tool with “star 3.0” HTTP title
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