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/> Conclusion: UAC-0099 is a sophisticated and stealthy threat actor, likely tied to nation-
state interests and focused on long-term cyber espionage campaigns. The group’s agenda
is driven by geopolitical objectives, including espionage, economic advantage, and potential
sabotage. Whether stealing intellectual property, exfiltrating government secrets, or
attacking critical infrastructure, their ultimate goal is to gather intelligence and disrupt their
adversaries without raising immediate alarm.
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# Interesting Usages: 1. Copy Ps|.Jexe from the System32 directory to the Public folder. 2.
Generates dynamic URLs using random digits (between 5 and 15 characters) to form unique
strings. 3. Exfiltrates data: hxxps://newyorktlimes|.]life/api/values/refresh[.] 4. Transmits
information such as the system's IP, username, and other details. 5. The using of “whoami”
command
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¢ ) TTPS: Exploitation of Public-Facing Applications (T1190): Spearphishing Link ->
(T1566.002) Defacement (T1071) Exfiltration Over C2 Channel (T1041) Command-Line
Interface (T1059) PowerShell (T1059.001) Visual Basic (T1059.005) Registry Run Keys /
Startup Folder (T1547.00)
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sha256: 0f05990ef107e49b59bc8d736cdd9535e514efb18e5246fb2b7dc2b7d3305784 [vbs]
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