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Introduction

In June 2024, Zscaler ThreatLabz detected fresh activity from BlindEagle, an advanced persistent threat (APT) actor also identified as
AguilaCiega, APT-C-36, and APT-Q-98. BlindEagle predominantly focuses on organizations and individuals from the government and finance
sector in South America, particularly in Colombia and Ecuador. BlindEagle’s primary method to gain initial access to the targets’ systems is
through phishing emails. Once accessed, the threat actor usually employs commodity .NET Remote Access Trojans (RATs), like AsyncRAT,
RemcosRAT, and more, to steal credentials from various banking service providers. BlindEagle is also known for operating repurposed or
customized variants of commodity RATs like BlotchyQuasar, a variant of QuasarRAT.

In this blog, we focus on BlindEagle’s use of the BlotchyQuasar RAT to target the Colombian insurance sector to steal payment-related data.

Key Takeaways

* Beginning in June 2024, BlindEagle was observed targeting the Colombian insurance sector.

» Attacks have originated with phishing emails impersonating the Colombian tax authority.

» BlindEagle has leveraged a version of BlotchyQuasar for attacks, which is heavily protected by several nested obfuscation layers.
e Zscaler ThreatLabz uncovered additional malicious domains that are likely used by this threat actor.

Technical Analysis

Overview

A BlindEagle attack chain typically originates with a phishing email that contains a PDF attachment and a URL that points to a ZIP archive file.
The PDF attachment contains the same URL as the one provided in the email body. In other words, the ZIP file can be either downloaded from
the PDF or directly from the email.

Upon clicking the URL (in either the email body or PDF), the victim downloads a ZIP archive from a Google Drive folder. This specific folder is
under the ownership of a compromised account belonging to a regional government organization in Colombia. The ZIP archive contains a
.NET BlotchyQuasar executable.

The figure below provides for a high-level overview of the attack chain.
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Figure 1: A high-level overview of a BlindEagle attack chain, where the initial phishing email includes a download URL for a password-
protected compressed archive and the final payload is a packed BlotchyQuasar sample.

Phishing email as initial vector

In the phishing email, the threat actor impersonated the Direccién de Impuestos y Aduanas Nacionales (DIAN), which is the Colombian
National Tax and Customs Authority. The lure used by BlindEagle involved sending a notification to the victim, claiming to be a seizure order
due to outstanding tax payments. This is intended to create a sense of urgency and pressure the victim into taking immediate action. Our
observations indicate that a substantial number of the targeted individuals are employees within the Colombian insurance industry.

The figure below shows the phishing email, which includes the PDF and download URL, spoofing the Colombian tax authority.

DIAN ato U
[EXTERNAL] [*Validar-Origen Desconocido*] ULTIMO AVISO -PROCESO DE EMBARGO

6‘r'ou forwarded this message on 6/4/2024 8:24 AM.,
This message was sent with High importance,
Some of the content in this message couldn't be downloaded because you're working offline or aren't connected to a network,

ESTADO DE CUENTA.pdf
*¢ | .pdf File

Este Mensaje es de un Remitente Externo
Este mensaje proviene de sfuera de su organizacion.

: COLOMBIA oy .
OIAN (@ VibA ) Haciends
Bogota 04 de Junio del 2024
Estimado contribuyente

Asunto: Cobro coactivo

Para lo dé su conocimiento, nos permitimos informarle que nuestro sistema de informacion inteligente ha detectado que el estado de su declaracion de renta con la
direccién de impuestos y aduanas nacionales DIAN se encuentran en mora por este motivo se ha determinado proceder conforme lo estipula la ley Art.823 hasta
843-2.

Procederemos una orden de embargo a sus propiedades y bienes asi como también las cuentas bancarias encontradas a su nombre.
Adjuntamos la informacién y el consecutivo correspondiente en la DIAN.

DESCARGAR M| ESTADO DE CUENTA

IMPORTANTE: (pm : ‘ ThreatLabz

PARA ABRIR 5U DOCUMENTO EL SISTEMA LE PEDIRA UNA CLAVEES: &

Figure 2: Example BlindEagle phishing email spoofing DIAN with a PDF attachment and malicious link in the email body.
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The download URL directs the victim to a password-protected ZIP archive. The password necessary to open the archive is provided within the
email body.

This ZIP archive is hosted on a Google Drive folder, which is associated with a compromised Gmail account owned by a government
organization with a ".gov.co" top-level domain.

Based on analysis of the phishing email's metadata, the threat actor likely sent the emails from their own infrastructure. Specifically, the first
header received in the email indicates that the message originated from the IP address 69.167.8.118, which is associated with Powerhouse
Management VPN. Powerhouse Management is a VPN service known to be utilized by BlindEagle to obfuscate the true source of their
malicious activities and acquire IP addresses that are geographically close to their intended targets.

BlotchyQuasar

BlotchyQuasar is a powerful RAT that possesses a wide range of capabilities. It can log keystrokes, execute shell commands, and perform
various other functions. Since BlotchyQuasar is a variant of QuasarRAT, we will not delve into a detailed analysis of its functionalities. Instead,
in the following sections, we will concentrate on specific aspects that have not been extensively covered in previous publications.

Loader

As shown in the figure below, BlotchyQuasar is concealed within multiple layers of protection. Each layer consists of a .NET executable that
has been safeguarded using either commercial or open-source obfuscators like DeepSea or ConfuserEx. These obfuscators are employed to
make the code more complex and challenging to analyze, hindering reverse engineering attempts.

Layer1
mpAm.exe

« Loads Layer 2 from resource "vh"
* Decrypts it with custom XOR-based algorithm
* Executes Layer 2

Layer 2 Gamma.dll
SimpleLogin.dll

* Loads Gamma.dll from resource "Key0" Layer 3
* Uncompresses it with GZip Tyrone.dll
* Executes Gamma.dll export to decode

resource name "HSOm" * Loads Layer 4 from resource Layer 4
» Loads resource "HSOm" from the Layer 1 "Sixfcl" Client.exe
* Extracts Layer 3 by converting the * Decrypts it with custom XOR-

resource (a bitmap) to a byte array based algorithm BlotchyQuasar
» Executes Layer 3 * Executes Layer 4

@S> zscaler | ThreatLabz
Figure 3: Nested structure of the BlotchyQuasar sample.

Layer 1 is the outer executable file that is contained within the ZIP archive. It decrypts the Layer 2 data that is contained in a resource
named vh by utilizing a custom XOR-based algorithm. Layer 2 consists of a DLL with the name SimpleLogin.d11. When

executed, SimpleLogin.dll loads and extracts the contents of a GZip-compressed resource named key0o. Within this resource lies another
DLL, camma.d11, which provides a utility for converting integers to Unicode characters. This utility is used to compose the name of a resource
within Layer 1, which is subsequently loaded by simpleLogin.d11. This resource is named Hsom and is stored as a bitmap image that
undergoes a transformation process. This transformation involves discarding the last 150 rows and the last 150 columns of the image.
Additionally, the row and column pixel coordinates are inverted. The figure below shows the bitmap when rendered.
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Figure 4: The resource Hsom rendered as a bitmap containing the Layer 3 data.

By extracting the ARGB coordinates from each pixel, another DLL named Tyrone.d11 is obtained. This DLL represents Layer 3, which
decrypts the final payload by loading a resource named sixfci and applying a custom XOR-based algorithm. This produces an executable file
named Client.exe, which is a BlotchyQuasar malware sample.

Obtaining the C2

The installation steps completed by BlotchyQuasar are discussed in a previous publication. In the sample we analyzed, we observed a similar
process. However, the procedure employed to obtain the command-and-control (C2) domain has not been previously analyzed.

When BlotchyQuasar is executed, the C2 server location is retrieved from Pastebin. The specific URL used to fetch the paste
is hxxps://pastebin[.]com/raw/XAfmb6xp. The content of the paste is an encrypted string, as shown in the example below. (The relevant
part is highlighted in bold and separated by the two “;” symbols.)

GNNwsubynrt5oCZ+pAP97K9Sizq1eRn8XQQ8yxktdrbYQL263pZf+aQwkap8YEa09tg1w69qsZYEWGWF482CW3WBNKOJESQBz8IXYNzbbf+jrH

This encrypted string is divided into three parts, with the symbol "j" serving as a separator. Of particular interest is the middle part, enclosed by
the separators (i.e., C1110SeGR/pSE10qzWOtN52zIKVp5TOLPI1rBUGNg5fA=).This string is Base64 decoded and decrypted using standard 3DES
encryption in ECB mode with PKCS7 padding. The 3DES key used is derived from the MD5 hash of the string qualityinfosolutions. In the
provided example, the resulting C2 domain is edificiobaldeares.linkpc[.]net. The C2 communication for this sample leveraged the
hardcoded port 9057.

Monitoring the consumption of banking & payment services

BlotchyQuasar implements a multitude of features, including the ability to monitor a victim's interactions with specific banking and payment
services. In order to identify such events, the malware examines the title of each newly opened window. If the window title contains certain
predefined strings associated with the targeted services, BlotchyQuasar logs a reference to indicate the occurrence of the interaction.

The figure below shows an example log collected with references to several banking and payment services. In the example provided, websites
for Banco Coomeva, Banco of Machala, and PayPal services were accessed. The log, in this case, is a simple XML document that contains all
the references within elements labeled as NameCliente. This log file, named settings.xml, is stored on the disk within the startup folder of the
compromised system.
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1 Eﬂ<3ettings>

<NameCliente>2024-06-05 02:10:24 AM</NameCliente>
<NameCliente>BANCOOMEVAEMPRE +</NameCliente>
<NameCliente>MACHALA EMPRE +</NameCliente>
<NameCliente>PAYPAL +</NameCliente>

-</settings>
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Figure 5: Example BlotchyQuasar log containing references to the victim’s interaction with specific banking and payment service providers.

The table below lists the organizations that BlotchyQuasar targets. Since the list mainly includes Colombian and Ecuadorian banks, the
malware was most likely designed to target individuals in those countries.

Organization Location
BBVA Global
Banco AV Villas Colombia
Banco Bolivariano Ecuador
Banco Caja Social Colombia
Banco Coomeva Colombia
Banco Davivenda Colombia
Banco Guayaquil Ecuador
Banco Internacional Ecuador
Banco Pichincha Ecuador
Banco Popular Colombia Colombia
Banco de Bogota Colombia
Banco de Machala Ecuador
Banco de la Producciéon  Ecuador
Banco del Austro Ecuador
Banco del Pacifico Ecuador
Bancolombia Colombia
PayPal Global
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Organization Location

Scotiabank Colpatria Colombia

TransUnion Global

Table 1: List of banking and payment service providers targeted by BlotchyQuasar.

Keylogging

BlotchyQuasar provides keylogging functionality, with the keylogging module set to flush logs every 15 seconds. These logs are stored in
the %APPDATA%\GPrets directory with the filename format vM-dd-yyyy (e.g., 06-18-2024). The log file is structured according to the figure
below, which details the captured keylogging data.

& 06-18-2024 HMAC SHA256

Offsec(h) 00 01 02 03 04105 Op O7 08 09 OA 0B 0OC 0D OE OF Decoded text
Q0000000 |AS 55 5C 6C BC €4 CF DO 57 11 2B 3A 83 50 E7T Cs @U\lhdiﬂw.+:ngé
00000010 |DO E4 49 03 86 24 D2 FO 93 02 6D 94 78 #a 98 oF| Dal Apsiv oY
Q0000020 |E1 01 DD S4 54 43 85 5B 3F 88 58 CO E4 AS F9 83 a.ly 4 uf
Q0000030 |A4 D49 E4 496 6D Ae 59 CF B2 CS 47 77 D4 1D EF OE néaFm:Yi=EGw6.i.
00000040 |92 A6 CF OF 3E 2F A4 46 67 CC F5 3A 40 50 SA 21| ’:!%.>/uFgid:@PZ!
Q0000050 |BA 34 1A E£ D9 3E D8 SE 3E 01 EO 94 07 D4 FO E4 0. ATIG S A3 OASE
Q0000060 |SF 13 9D E7 B8E FE 27 76 7B 40 4C 3D 7€ €2 Cl C3 - E
00000070 |E3 6E 44 A3 29 40 A6 78 51 €F BO BC F8 4A 25 D1| & §
00000080 |17 ES DD SF OD E4 BC 02 80 OA 11 98 86 1B B3 1F| .AY .&W.€..-t.°.
00000090 |4A 94 AB Al 1A 52 B9 C4 77 23 23 SB 06 AS 91 88| J”«; .RAws#[. "
000000A0D B4 70 8B 49 €9 00 CD €6 EE BA S5F 94 4E B7 AS 0OA 'p(Ii.ifi“_”N'¥.

@ zscaler ‘ ThreatLabz
Figure 6: Structure of a BlotchyQuasar key log.

The initial 32 bytes of the encrypted log file comprise an HMAC SHA256 hash of the remaining content that is used as an integrity check. The
subsequent 16 bytes store an AES initialization vector (IV) that is randomly generated per file. The AES key is hardcoded within the malware's
configuration class. In the sample analyzed by ThreatLabz, the AES key was represented by the Base64-encoded string
1WvgEMP]dwfqIMeM9MclyQ==. BlotchyQuasar uses AES in CBC mode (Cipher Block Chaining) with PKCS7 padding. The remaining portion of
the file following the IV encompasses the encrypted log data itself.

A Python implementation of the BlotchyQuasar keylogging decryption routine is shown in the code sample below.

from Crypto.Cipher import AES
from Crypto.Util.Padding import unpad

def decrypt(log: bytes, key: bytes) -> bytes:
encrypted_payload = log[48:]
iv = 1o0g[32:48]
cypher = AES.new(
key,
AES .MODE_CBC,
iv
)
decrypted_payload = cypher.decrypt(encrypted_payload)
block_size = cypher.block_size
decrypted_payload = unpad(decrypted_payload, block_size, "pkcs7")
return decrypted_payload

As illustrated in the figure below, the decrypted logs are stored in HTML format.
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@ decrypted_loghtml X 4
C @ File | CyUsers/ {decrypted_log.htm

Log created on 18.06.2024 00:43

[Search - 00:43]
npe[Back]ro

[Save Module - 00:47]
_modded[Enter]
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Figure 7: Example decrypted key log data created by BlotchyQuasar.

Stealing capabilities

BlotchyQuasar targets the browser and FTP client applications shown in the table below.

Application Type Targeted Data

Chrome Browser « Saved passwords
+ Cookies

Chromium Browser « Saved passwords
o Cookies

Internet Explorer Browser URL history

Firefox Browser « Saved passwords
o Cookies

Opera Browser e Saved passwords
« Cookies

Yandex Browser « Saved passwords
« Cookies

FileZilla FTP client Saved passwords

WinSCP FTP client Saved passwords

Table 2: Applications targeted by BlotchyQuasar for information-stealing purposes.

Infrastructure

BlotchyQuasar accesses Pastebin to retrieve the current C2 domain. The structure of the Pastebin content and the decryption procedure is
unique, which enabled us to identify additional pastes consumed by BlotchyQuasar samples. By successfully decrypting these pastes, we
uncovered three more C2 domains:

e equipo.linkpc[.]net
o perfect5.publicvm[.Jcom
o perfect8.publicvm[.Jcom

All those domains share a few characteristics:

o First, these domains are extensions of second-level domains (SLDs) associated with Dynamic DNS service providers. Second, they
exhibit a consistent pattern in their resolution history. Specifically, they predominantly resolve to IP addresses that belong to two primary
sets. The first set comprises nodes associated with specific VPN services, namely Powerhouse Management, PrivateVPN, and
ParadiseNetworks.

* The second set comprises IP addresses associated with specific Colombian internet service providers (ISPs), namely Colombia Movil,
Telmex Colombia, and Tigo. These IP addresses are likely indicative of compromised routers. This information aligns with publicly
disclosed findings about the infrastructure under the control of the BlindEagle threat actor.
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By shifting our focus towards resolving IP addresses, we gained further insights into the infrastructure underpinning operations similar to the
one described in this blog. We discovered additional domains that exhibited similar characteristics. While we lack sufficient information to
definitively establish that these domains are controlled by the same threat actor, they continue to pose threats to individuals and organizations.
Notably, these domains have been utilized, and may still be in use, as C2 servers for various commodity malware families, including njRAT,
QuasarRAT, RevengeRAT, and others. It is crucial to remain vigilant as these domains could potentially be employed for malicious activities in

the future.

As an example, the table below displays the date of first submission on VirusTotal of various QuasarRAT samples communicating with the
domain edificiobaldeares.linkpc[.]Jnet. This domain has been utilized as a C2 server since July 2022 and active until March 2024. Since a

similar pattern repeats in other domains, we strongly recommend blocking them.

First Submission Date MD5

Malware Family

18-07-2022 a73057824a65a5ac982e298a80febf61  QuasarRAT
21-07-2022 bd4505316254f00329431fb8b2888643  QuasarRAT
22-07-2022 d2fc372302180fbabe18c425aa4a0a72  QuasarRAT
22-07-2022 €944cb638364c74431bf1dbe7dd329ff  QuasarRAT
24-07-2022 64eb6ad512eff12e971efdd8979086c5¢  QuasarRAT
26-07-2022 a1f5091ad4e12f922a8e760e0980ab66  QuasarRAT
29-07-2022 ad578125b337168c976ff5e7e1b190b8  QuasarRAT
01-08-2022 e€21b4c9d9da81deea2381f9b988b0f99  QuasarRAT
04-08-2022 07f661aeeb0774f0cb84b0a5e970c2a5 QuasarRAT
09-08-2022 c4a946903cc9e9a84763ac1731cdd7dd  QuasarRAT
11-08-2022 75a40cc019¢c39e3c2800fb2fe5aba1d3  QuasarRAT
12-08-2022 0fa40788b75896a452398b6a49cc62b6  QuasarRAT
15-08-2022 59a4f7aed1e3a0718592fb536e987a1d  QuasarRAT
16-08-2022 456211df625002df378cf0f4afod1a6f QuasarRAT
17-08-2022 0f35306ad4fede9a9ba0276a5e788138  QuasarRAT
19-08-2022 6044b126afb86682b4a3440e2924c079 QuasarRAT
19-08-2022 b432e8ff5797fbaf5808d95d46524647 QuasarRAT
20-08-2022 a31ff54f33ced7b4180f87afb18185a7 QuasarRAT
20-08-2022 €3239ac16c6fe9c99d6fac0867121a88  QuasarRAT
07-07-2023 2784a9fc64d244b14e7d8e4d03f41265 QuasarRAT
06-03-2024 3125ae6b1462b0b48dc06bc47d8ddbc7  QuasarRAT

Table 3: The most recent recorded interactions between various QuasarRAT malware samples and the

domain edificiobaldeares.linkpc[.]net.

8/12



Attribution

We attribute this attack to the threat actor known as BlindEagle with medium to high confidence. Our attribution claim is supported by the
following:

« Spoofing DIAN in the phishing email and using a tax-related lure are both documented characteristics of BlindEagle.

« BlindEagle is recognized for employing customized or repurposed variants of commodity or open-source malware as their final payload,
as mentioned here and here. In this particular case, they utilized BlotchyQuasar, which is a variant of QuasarRAT, an RAT.

« The extensive usage of Dynamic DNS (DDNS) services to host the C2 domain is another common strategy employed by BlindEagle
throughout their operations, as indicated in past documented cases. In this attack, the threat actor utilized linkpc as a DDNS provider,
which aligns with their previous choices.

« BlindEagle typically shields its infrastructure behind a combination of VPN nodes and compromised routers, primarily located in
Colombia. This attack demonstrates the continued use of this strategy, with the C2 domains resolving to IP addresses associated
with known providers frequently adopted by the threat actor, such as the Powerhouse Management VPN service, which is also used to
acquire IP addresses geographically close to the targets. Additionally, the C2 domains sometimes resolve to IP addresses belonging to
Colombian ISPs (e.g., Colombia Movil, Telmex, or Trigo), suggesting the involvement of compromised routers.

The victims targeted in this attack align with the victimology profile previously established for BlindEagle. The known targets were Colombian
individuals employed in organizations operating within the Colombian insurance industry. This nationality and vertical are consistently targeted
by the threat actor.

Conclusion

As part of our monitoring and research efforts, ThreatLabz discovered a BlindEagle campaign targeting the Colombian insurance sector. The
threat actor employed phishing emails that impersonated DIAN (a Colombian tax collection agency) to gain initial access to the victims'
systems. These emails contained links and passwords to download and open compressed archive files hosted on compromised Google Drive
folders. The contents of these archives were instances of the BlotchyQuasar RAT, which grants the threat actor a wide range of capabilities,
including keylogging, monitoring of bank services, and stealing information from various applications.

Zscaler ThreatLabz anticipates that BlindEagle will continue launching malware campaigns in the future. We remain vigilant in monitoring the
activity of this threat actor to ensure our customers are well-protected against this threat.

Zscaler Coverage

@5>zscaler Cloud Sandbox »

SANDBOX DETAIL REPORT ®hgn ik ® Moderate sk Low Fisk a8
Report ID (MD5): BB3FGC57AA04DABISSFADCEFGEIF4139 Analysis Performed: 04/07/2024 11:15:49 File Type: exe
CLASSIFICATION MITRE ATTACK u VIRUS AND MALWARE

Class Type Threat Score This report contains 26 ATTACK techniques mapped to B tactic
Malicious ,.IOO
Category

No known Malware found
Malware & Botnet | i

SECURITY BYPASS 4 NETWORKING . STEALTH

ThreatLabz

Figure 8: Zscaler sandbox report for the BlotchyQuasar sample.

In addition to sandbox detections, Zscaler’s multilayered cloud security platform detects indicators related to BlindEagle at various levels with
the following threat names:

« Win32.Trojan.BlindEagle

¢ HTML.Malurl.Gen.LZ

o HTML.Malurl.Gen.NC

o HTML.Malurl.Gen.TT

e HTML.Phish.Gen.LZ

« Win32.Backdoor.Asyncrat.BS
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Win32.Backdoor.Bladabindi.LZ
Win32.Backdoor.Dcrat.BS
Win32.Backdoor.Nanocore.BS
Win32.Backdoor.Njrat.BS
Win32.Backdoor.Quasarrat.LZ

Win32.Backdoor.Remcosrat.BS

* Win32.Backdoor.Smokeloader.BS
* Win32.Trojan.Agent

Indicators Of Compromise (IOCs)

Indicator

b83f6c57aa04dab955fadcef6e1f4139

Description

MD5 hash of the BlotchyQuasar sample.

a68cac786b47575a0d747282ace9a4c75e73504d

SHA1 hash of the BlotchyQuasar sample.

ec2dd6753e42f0e0b173a98f074aa41d2640390c163ae77999eb6c10ff7e2ebd

SHA256 hash of the BlotchyQuasar sample.

hXXps://pastebin[.Jcom/raw/XAfmb6xp

Paste containing the encrypted C2 domain of
BlotchyQuasar.

edificiobaldeares.linkpc|.]net

BlotchyQuasar C2 domain for the analyzed sample.

equipo.linkpcl[.]Jnet

Additional BlotchyQuasar C2 domain.

perfect5.publicvm[.Jcom

Additional BlotchyQuasar C2 domain.

perfect8.publicvm[.Jcom

Additional BlotchyQuasar C2 domain.

In addition to those indicators, we added malicious domains likely belonging to the threat actor to our GitHub repository.

MITRE ATT&CK Profile

ID Technique Annotation
T1583.001 Acquire Infrastructure: Domains  BlindEagle uses DDNS services to create third level domains. Those domains serve as C2.
T1586.002 Compromise Accounts: Email BlindEagle controlled a Google Drive folder owned by a Colombian, regional, administration
Accounts organization.
T1587.001 Develop Capabilities: Malware BlindEagle is operating BlotchyQuasar, which may be considered a customized variant of
QuasarRAT.
T1608.001 Stage Capabilities: Upload BlindEagle staged a BlotchyQuasar sample on a compromised and publicly available
Malware Google Drive folder.
T1566.002 Phishing: Spearphishing Link BlindEagle attempted to gain initial access to the victim’s system by using a phishing email
including a link to download BlotchyQuasar malware.
T1204.002 User Execution: Malicious File BlindEagle renamed the BlotchyQuasar sample to be consistent with the phishing email lure
and push the victim to manually execute the malware.
T1204.001 User Execution: Malicious Link BlindEagle’s attack chain starts with the victim clicking on a link included in the email body

and in the attached PDF file.
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ID

Technique

Annotation

T1547.001

Boot or Logon Autostart
Execution: Registry Run Keys /
Startup Folder

BlotchyQuasar achieves persistence by setting a RunKey.

T1053.005

Scheduled Task/Job: Scheduled
Task

BlotchyQuasar creates a scheduled task that launches itself every 3 minutes.

T1562.001

Impair Defenses: Disable or
Modify Tools

If executed with elevated privileges, BlotchyQuasar attempts to disable several Defender
features.

T1564.001

Hide Artifacts: Hidden Files and
Directories

BlotchyQuasar creates hidden directories to store keylogger files.

T1027.003

Obfuscated Files or Information:
Steganography

One of the protection layers included in the BlotchyQuasar loader is decrypted starting from
a Bitmap image included as a .NET-managed resource.

T1027.009

Obfuscated Files or Information:
Embedded Payloads

BlotchyQuasar malware is buried under three layers of encrypted code. Those nested code
layers are embedded as .NET-managed resources and decrypted with custom XOR-based
algorithms.

T1027.013

Obfuscated Files or Information:
Encrypted/Encoded File

BlotchyQuasar stores the keylogger logs after encrypting them with AES.

T1553.005

Subvert Trust Controls: Mark-of-
the-Web Bypass

BlotchyQuasar deletes the Zone.ldentifier ADS (mark-of-the-web) from the original
executable to bypass the MOTW.

T1027.002

Obfuscated Files or Information:
Software Packing

Some of the protection layers of the BlotchyQuasar loader are obfuscated with .NET
obfuscators, such as DeepSea or ConfuserEx.

T1140 Deobfuscate/Decode Files or The BlotchyQuasar C2 domain is decrypted with AES.
Information

T1056.001 Input Capture: Keylogging BlotchyQuasar is capable of logging keystrokes.

T1539 Steal Web Session Cookie BlotchyQuasar is capable of stealing cookies and passwords from popular browsers and
FTP clients.

T1056.002 Video Capture BlotchyQuasar is capable of controlling the webcams of the infected system.

T1095 Non-Application Layer Protocol ~ BlotchyQuasar establishes a socket-based C2 channel.

T1041 Exfiltration Over C2 Channel BlotchyQuasar is capable of exfiltrating stolen information (keylogs, video recordings, and
more) over the C2 channel.

T1490 Inhibit System Recovery If executed with high privileges, BlotchyQuasar deletes the shadow copies with

Grazie per aver letto

Questo post é stato utile?

the vssadmin utility.

Si,_molto utile!Non proprio
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Ricevi gli ultimi aggiornamenti dal blog di Zscaler nella tua casella di posta

E,

"

Inviando il modulo, si accetta la nostra Informativa sulla privacy.
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https://www.zscaler.com/it/privacy/company-privacy-policy

