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Dissecting the Cicada

A new ransomware group calling themselves Cicada3301 was first observed in June 2024,
when they posted four victims on a victim blog. Since then, Cicada3301 has added more
victims to this list. The name Cicada3301 appears to be taken from an Internet cryptography
game a few years ago, but there is nothing to tie this ransomware group to that
phenomenon.

Truesec has now investigated an incident with this new ransomware group and can publish
what we have found.

89001

Cicada3301 — A New Ransomware-as-a-Service

The Cicada3301 appears to be a traditional ransomware-as-a-service group that offers a
platform for double extortion, with both a ransomware and a data leak site, to its affiliates.
The first published leak on the group’s data leak site is dated June 25, 2024. Four days later,
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on June 29, the group published an invitation to potential affiliates to join their ransomware-
as-a-service platform on the cybercrime forum Ramp.

da 3301

Welcome to Cicada3301!

Ha6upaem napTHepos AnA paboTsl B HaleR NapTHePCKOA NporpaMme:
- MeHTecTepbl.
- ApBepTbl BOCTYNoB.,

O6wan uHdopmaumn:

- PabBora no ctpasam CHI ctporo sanpeuyena.

- Komuncenn napTHepckoi nporpamMmel coctaenseT 20% oT o6iei CyMMbl Bbinnarsl.

- [inA y4acTvA B NapTHePCKON NporpamMme Heobxoaumo NpoiiT MUHKW-cobecepoBaHWe.

- Kowenek ans Buinnar npepocTasnseTcs B yare. [ina cymm cebiwe 1,5 mnn USD npepocTaBnsioTes ABa KolwenbKa: Ball W Halu.
- CTporo sanpelieHo nepefasaTs AOCTYN K NaHenu TPeTbUM NMLAM, 32 UCKITIOHeHWeM CITy|aeB, COrIacoBaHHbIX G MOAAepXXKO.

LOCKER:
- INokep HanucaH Ha aabike Rust ¢ Hyna.
- Ons wmdposanua daitnos ucnonsayerca ChaCha20 + RSA, koTopblit NoafepkuBaeT nonHoe wWudposaHWe hanna, a Take WhpoBaHUe TONbKO
HEKOTOPbIX ero YacTei.
Pexumbi:
Full: nonHoe wudposaHne dainos.
Fast: 6uicTpoe wudposatue daiinos 15 6nokos no 1 MB.
Auto: asTomaTuyeckuii nonbop napameTpos WwnudpoBaHKA, ONTUMANBHLIA Ans dainos.
MNapameTpe! WWhPOBAHWUA MOXHO HACTRPOWTE MHAWBUAYaNBLHO NPW cGopke nokepa.
- Paborta nokepa Bbino/iHAETCA B pexxme ogdnaiit, He Tpebya NOAKIIOYeHUA K MHTepHeTY.

Cicada3301 announces its affiliate program on Ramp.

As advertised above, The Cicada3301 group uses a ransomware written in Rust for both
Windows and Linux/ESXi hosts. This report will focus on the ESXi ransomware, but there are
artifacts in the code that suggest that the Windows ransomware is the same ransomware,
just with a different compilation.

While more and more ransomware groups are adding ESXi ransomware to their arsenal,
only a few groups are known to have used ESXi ransomware written in Rust. One of them is
the now-defunct Black Cat/ALPHV ransomware-as-a-service group. Analysis of the code has
also shown several similarities in the code with the ALPHV ransomware.

The Cicada3301 ransomware has several interesting similarities to the ALPHV ransomware.

e Both are written in Rust

e Both use ChaChaZ20 for encryption

o Both use almost identical commands to shutdown VM and remove snapshots[1]
e Both use —ui command parameters to provide a graphic output on encryption
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e Both use the same convention for naming files, but changing “RECOVER-“ransomware
extension”-FILES.txt” to “RECOVER-‘ransomware extension”-DATA.txt"[2]
+ How the key parameter is used to decrypt the ransomware note

Below is an example of code from Cicada3301 that is almost identical to ALPHV.

XREF (6] main:0011725d(c), 00204950,
linux_enc::esxi::stop vm_removeall snapshot
PUSH
PUSH
PUSH
PUSH
PUSH
PUSH
SUB , Ox188

try { // try from O0lleacd to OODlleael has its CatchHandler § 0011fScl
LAB_OO1lleacd XREP (1] : 00211524 (*)
LEA v I nohup esxcli forma 1£4 +261)

=>local 178, [ + 0x40)

&k

Example of code shared between ALPHV and Cicada3301.

Analysis of the Threat Actor

The initial attack vector was the threat actor using valid credentials, either stolen or brute-
forced, to log in using ScreenConnect. The IP address 91.92.249.203, used by the threat
actor, has been tied to a botnet known as “Brutus” that, in turn, has been linked to a broad
campaign of password guessing various VPN solutions, including ScreenConnect. This
botnet has been active since at least March 2024, when the first article about it was
published, but possibly longer.[3]

The IP address used in this initial login was used a few hours before the threat actor started
to conduct actions on the systems, so it is highly unlikely that an access broker could
compromise the system and pass on the access to a buyer in the span of a few hours unless
there was an established connection between them.

This could mean that either (A) the threat actor behind the Brutus botnet is directly
connected to the Cicida3301 ransomware group or (B) the use of the IP address by two
separate threat actors, both using them to compromise victims using ScreenConnect, is
purely coincidental. As far as we could observe, this IP address was still part of the “Brutus”
botnet at the time of the ransomware attack.

The timeline is also interesting as the Brutus botnet activity began on March 18, two weeks
after it was reported that the BlackCat/ALPHV ransomware group conducted an apparent
exit scam and ceased their operations.[4]
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It is possible that all these events are related and that part of the BlackCat group has now
rebranded themselves as Cicada3301 and teamed up with the Brutus botnet, or even started
it themselves, as a means to gain access to potential victims, while they modified their
ransomware into the new Cicada3301. Having easy access to a reliable initial access broker
can be a way to offer a more “complete” service for the group’s affiliates.

The group could also have teamed up with the malware developer behind ALPHV. This
individual appears to have worked for several different ransomware groups in the past.[5]

It is also possible that another group of cybercriminals obtained the code to ALPHV and
modified it to suit their needs. When BlackCat shut down their operations, they stated that
the source code to their ransomware was for sale for $5 million. It is also important to note
that, as far as we can tell, the Cicada3301 is not quite as sophisticated as the ALPHV
ransomware. The creators may decide to add additional features, such as better obfuscation,
later.

Regardless of whether Cicada3301 is a rebrand of ALPHV, they have a ransomware written
by the same developer as ALPHYV, or they have just copied parts of ALPHV to make their
own ransomware, the timeline suggests the demise of BlackCat and the emergence of first
the Brutus botnet and then the Cicada3301 ransomware operation may possibly be all
connected. More investigation is needed before we can say anything for certain, however.

Technical Details

Initial Observations

The ransomware is an ELF binary, and as shown by Detect It Easy, it is compiled and written
in Rust.
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B8 Detect It Easy v3.09 [Windows 10 Version 2009) (x86_64) -

File name

> | |C:\Malware\sh-malware\sh

File type File size
ELF64 v 1.47 MiB
Scan Endianness Mode Architecture Type
Detect It Easy(DiE) v LE 64-bit AMD&4 DYN
* ELF&4
Compiler: Rust[DYN AMD64-64] 5 ?

Compiler: gcc((GNU) 9.4.0)[DYN AMDG4-64] ] ?

Language: rust

Initial triage of the ransomware

That the ransomware is written in Rust was further strengthened by investigating the

.comment section of the binary. There, it was revealed that version 1.79.0 of Rust has been
used.

comment [X)

GCC: (GNU) 9.4.00Mrustc

.comment section of the ransomware

Finally, it was further validated that the binary was written in Rust by just looking for strings in
the ransomware. With string references to “Rust”, and strings referencing to “Cargo” that is

Rust’s build system and package manager, it is concluded that the ransomware is written in
Rust.
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KEeioaa < =

Info Filter

i |rust]

Disasm \

Hash

Strings

Signatures 4188

Memory map 3060

Entropy

Heuristic scan 6372

Elf_Ehdr 6678
v Sections 6620

Notes[.note.gnu.build-id]

Symbol table[.dynsym] 6676
String table[.dynstr] 6710
RELA[.rela.dyn]
~ Dynamic tags[.dynamic] 6570
String table 6888
RELA
Symbel table L1
Symbol table[.symtab] 6655
String table[.strtab] 6694
String table[.shstrtab)
* Programs TV
* Dynamic tags 6387
String table 6442
RELA
Symbol table 557171
Notes 5138
7223
7085
4607
6660
7254
5599
4166
5598
7219
5608
5610
5596

rrar

Ransomware Functionality

Offset

000ff921
000b31d1
0016434f
00169dc6
00168da2
00169d6f
0016a714
00167€25
0016deb2
0016c954
00169700
0016a21d
0016b3599
00164689
001658db
0015817e
00150242
0017453d
00171cea
001351¢5
00169867
00174fe3
00158821
000fe733
001587e5
00174432
00158a81
00158b02
00158766

Ansrnane

Size

“ Type
0100 A
09 A
Oa
Oc
Oe
Oe
1
1
12
13
14
18
1a

>

1a

20

3d

o
o
2> P> P> P> PP PP PD>D> PP PP PP D>P P PPRDP P D> D

Strings related to Rust~in the ransomware

() on an ‘Err’ valueErrorEmptylnvalidDigitPosOverflowNegQOverflow__ZN)

RUST_BACH

rust_panic

__rust_alloc

__rust_realloc

_rust_dealloc

__rust_drop_panic

rust_begin_unwind

__rust_start_panic

_rust_alloc_zeroed

__rust_panic_cleanup

__rust_foreign_exception

DW.ref.rust_eh_personality

_ rust_alloc_error_handler
_rust_no_alloc_shim_is_unstable
rustc_demangle.13f5e18efe15fc2c-cgu.0
_rust_extern_with_linkage__dso_handle
__rust_alloc_error_handler_should_panic
_ZN3std5alloc@rust_oom17h546840db1c3980fdE

rustc version 1,79.0 (129f3b996 2024-06-10)
_ZN14rustc_demangle8demangle17h1642bee657ae2839E
_ZN14rustc_demangle12try_demanglel17hf417886f0f56d2fcE
_ZN14rustc_demangle2v06ParserSident17h8c0Obdb57872b8a54E

fatal runtime error: Rust cannot catch foreign exceptions

_ZN14rustc_demangle2v06ParserSnamespace17h08974d8b0e01db70E
_ZN3std9panicking20rust_panic_with_hook17h33e85abbf3f92159E

_ZN14rustc_demangle2v07PrinterSin_binder17hb0be3ef2cd9432b1E

_ZN14rustc_demangle2v07Printerdin_binder17hbd465c40024f3d0fE
_ZN14rustc_demangle2v06Parser1integer_6217hdc4e98a2a2af9380E

Thia s A AR . 4a - 14T Feacea iacl £

e

At the start of the ransomware main function, there are several references to parameters that

should be passed as an argument to binary, using clap::args, that hold different
functionalities that can be used in combination as well.
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top the vm and delete snapshots (ESXI)hPrints help informationsleepsINTSleep is ind
icated in seconds***is ok***RKey is invalid\n( --bg) &> /dev/null &/bin/nohup/bin/s
etsidsetsid --bg &nohup --bg &> fdev/null &/bin/shCString::new failedsrc/main.rs-
cStopping vm and deleting snapshots..\n/vmfs/volumes [ ]\n\nAdditional Information
:\n --key Sets the keys for activation (Regquired parameter)\n-p, --path
Sets the path to the file or directory to be encrypted\n --ui
Set graphical user interface\n --no_vm_ss Do not stop the vm and delete sna
pshots (ESXI)\n-s, --sleep Sleep is indicated in seconds\n\n\n\n TB GB MB KB
B -> Encrypted data size: -> Encrypted files:Error sleep: Specify the correct slee

p parameter\n"

245 4)

246 clap::args::arg: :Arg: :short

247 (&local_ 558,local 800,

248 "pSets the path to the file or directory to be encrypteduiUISet graphical user inte
rfacebgBGSystem argsDo not stop the vm and delete snapshots (ESXI)hPrints help info
rmationsleepsINTSleep is indicated in seconds***is_ok***Réy is invalid\n( --bg) &>

/dev/null &/bin/nohup/bin/setsidsetsid --bg &nohup --bg &> /dev/null &/bin/shCSt
ring: :new failedsrc/main.rs-cStopping vm and deleting snapshots..\n/vmfs/volumes [

J\n\nAdditional Information:\n --key Sets the keys for activation (Req
unired parameter)\n-p, --path Sets the path to the file or directory to be e
nerypted\n --ui Set graphical user interface\n --no_vm_ss Do no
t stop the vm and delete snapshots (ESXI)\n-s, —--sleep Sleep is indicated in

seconds\n\n\n\n TB GB MB KB B -> Encrypted data size: -> Encrypted files:Error sle
ep: Specify the correct sleep parameter\n"

249 1)

250 clap::args::arg: :Arg::long

251 (local 800, &local 558,

252 "pathFILEhelp\n\n\n\n/keyKEYSets the keys for activationpSets the path to the file

The binary has a built-in help function, giving an explanation of the different parameters and

or directory to be encrypteduiUISet graphical user interfacebgBGSystem argsDo not s
top the vim and delete snapshots (ESXI)hPrints help informationsleepsINTSleep is ind
icated in seconds***is ok***Key is invalid\n( --bg) &> /dev/null &/bin/nohup/bin/s
etsidsetsid --bg &nchup --bg &> fdev/null &/bin/shCString::new failedsrc/main.rs-
cStopping vm and deleting snapshots..\n/vmfs/volumes [ ]\n\nAdditional Information
:\n —--key Sets the keys for activation (Reqgquired parameter)\n-p, --path
Sets the path to the file or directory to be encrypted\n --ui
Set graphical user interface\n --no_vm_ss Do not stop the vm and delete sna

mohats (BEVTAlnm_o ——olaan Claan o indinaastad in sanandsinininls TR M WR TR

Arguments passed to the ransomware

how they should be used.

jal

|USAGE:

- -key
-p, --path
--ul
--Nno_vm Ss
-s, --sleep

The main function of the binary, which is done by the malware developer, is called linux_enc.

remnux@remnux: ~/malware

remnux@remnux:~/malware$ ./sh --help

sh [FLAGS] [OPTIONS]

Additional Information:

Sets the keys for activation (Required parameter)

Sets the path to the file or directory to be encrypted
Set graphical user interface

Do not stop the vm and delete snapshots (ESXI)

Sleep is indicated in seconds

Help function of the ransomware

By searching for linux_enc function a general program flow of the binary could be found.
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@, Search Text

- "ddw linux_enc” [Listing Display Match] - (sh) (13 entries)

Location [ | Label Name... |Preview

00217b6c ddw linux_enc::format_bytes

00217fa4 ddw linux_enc::main

00218444 ddw linux enc::collect_files_except

00218564 ddw linux_enc::check_£file

002185a0 ddw linux_enc::get_args

0021895¢ ddw linux_enc::encryption::is_extension_f£full
002189ac ddw linux_enc::encryption::create_£file_recovery
00218a18 ddw linux_enc::encryption::encrypt_£file

00218cd0 ddw linux enc::encryption::ecnrypted_files_full
00218d24 ddw linux enc::encryption::ecnrypted_files_block
00218478 ddw linux enc::encryption::check_key and_get_rec_text
00218f50 ddw linux_enc::esxi::get_path_exe

00218fa4 ddw linux_enc::esxi::stop vm removeall snapshot

The function calls of main

The Ransomware Parameters

It is possible to add a sleep parameter of the binary, adding a delay in seconds when the
ransomware should be executed. For the sleep function, the ransomware uses the built-in
sleep function std::thread::sleep

00117044
001170de
001170df
001170e2
001170e8
001170f0
001170f6
001170fe
00117100

LAB 00117044
LEA RDI=>local_b80, [RSP + 0x100]
MOV RSI, R14
MOV RDX, RBX
CALL gword ptr [->u64>::from str]
CMP byte ptr [RSP + local b80[0]], Ox0
JNZ LAB 00118bé6e
MOV RDI, gword ptr [RSP + local bBO[8]]
XOR ESI, BSI
CALL gword ptr [->std::thread::sleep]

VI mmA bemes Fmmem ART1TARA +a ANT1ITIOAE

The sleep parameter of the ransomware

The ui parameter prints the result of the encryption to the screen, showing what files have
been encrypted and a statistic of the total amount of files and data that has been
successfully encrypted.

D117cif
D117c25
D117c2f
0117c32
D117c38
D117c44
0117c4c
D117c58
D117c62
0117cé6a

0117c72
0117c7a
0117c82

LAB 001189bf

RCX, "etpyrcnE"

gword ptr [RAX], RCX

word ptr [RAX + 0x8], ":4"

gword ptr [RSP + local b80[0]], Oxa
gword ptr [RSP + local b80[8]], RAX
gword ptr [RSP + local b70], Oxa
RAX, 0x1100000004

gword ptr [RSP + local b68[0]], RAX
byte ptr [RSP + local bé8[8]], 0x0

§8888888¢8+

try { // try from 00117c72 to 00117c87 has its CatchHandler @ 001191fe
LAB 00117c72
RDI=>local 2f8, [RSP + 0x988]
RSI=>local b80, [RSP + 0x100]
L gword ptr [-><colored::ColoredString as_colored::Colorize>: :bo

44 c3 he Eee ANRAA4Tm_TIA L. AAsam_An

2K

The ui parameter of the ransomware
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The ui parameter was confirmed by running the ransomware and using the ui flag, showing
the progress and statistics on the command prompt.

nfs/volumes/filel.bin
mnfs/volumes/file3.bin
nfs/volumes/file2.bin

remnux@remnux: ~/malware
o "n‘alwa re$ SUdo ) /Sh o key _ i -uj
nfs/volumes/file4.bin [ Encrypted: 3.81

[ Encrypted: 100.27 KB ]
[ Encrypted: 1.91 GB ]
[ Encrypted: 195.31 MB ]

[ 5.91 GB ]

[4]

If the parameter no

The ui parameter output

vm_ss is chosen, the ransomware will encrypt files without shutting

down the virtual machines that are running on ESXi. This is done by using the built-in esxicli
terminal that will also delete snapshots.

ZN9l1linux enc4esxi2éstop vm removeall snapshotl17hc8070f20cé66a58a

) PUSH
PUSH
§ PUSH
PUSH
PUSH
) PUSH
L SUB

linux_enc::esxi::stop_vm removeall snapshot

dE XREF[6] : main:0011725d(c), 00204950,

, 0x188

try { // try from OOlleac4 to OOlleael has its CatchHandler @ 0011f8cl

LAB OOlleac4

XREF[1] : 00211524 (%)
RCX, [s_|_--no_vm ssnohup esxcli_--forma 001£4880+261]

RDI=>local_178, [RSP + 0x40]
ESI, 0x8

Built-in esxicli commands of the ransomware

The full commands that the ransomware is utilizing are the following.

esxcli —formatter=csv —format-param=fields==\"WorldID, DisplayName\” vm process list | grep
-ViE \”,(),\” | awk -F \"\\"*\\"*\" \'{system(\"esxcli vm process Kill —type=force —world-id=\"$1)}\’

> /dev/null 2>&1;

for i in “vim-cmd vmsvc/getallvms| awk \'"{print$1}\"";do vim-cmd vmsvc/snapshot.removeall $i
& done > /dev/null 2>&1

The most important parameter is the one named key. This needs to be provided, otherwise
the binary will fail and show on the screen “Key is invalid”.
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o}

remnux@remnux:~/malware$ ./sh --key wrong key
Key is invalid
Output if wrong key is passed to the ransomware
The binary has a function called check_key and_get_rec_text. It will make a check to see if

the provided key is of length 0x2C to enter the function, but the size is also provided as an
argument to the function. If the length is less than 0x2C the binary will terminate directly.

w gword ptr [RSP + local c58], RBX
ST RAX, RAX
LAB 00115480
14 RDX, Ox2c ; Check lenght of key, needs to be 45 cha
1z LAB 00115d80

try { // try from 00115cdd to 00115cfl has its CatchHandler @ 00118fc3

LAB 00115cdd XREF[1]: 0021
A RDI=>local 558, [RSP + 0x728]
w EDX, Ox2c : Size of key (0x2c)
w RSI, RAX
\LL linux_enc::encryption::check key and get rec_text

Checking correct key length

If the size of the key is correct, the ransomware will enter the function

check_key and_get _rec_text. One of the first things that happen in the function is to load an
encrypted base64 encoded data blob that is stored in the data section. The decoded data is
then stored and will be used later in the function.

4, -0x8000000000000000

, [s__001£3528+1296]
RBX=>local 173, [RSP + 0x135]
EDX, 0x143

gword ptr [->memcpy]
H0¥, [s_5NCoPBAagDl1K6gtODLDuJLoPNweGPSdr 001f3b7b]

RDI=>local 150, [RSP + 0x118]
ECX, 0xd00

base64::engine: :Engine: :decode: :inner
REX, gword ptr [RSP + local 190]

Encoded and encrypted ransomware note inside the ransomware

The provided parameter key is then taken as a key to decrypt, using ChaChaZ20, the
encoded data blob. If the provided key is correct the message that is shown in the
ransomware note will be decrypted.
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LAB 0011dbfl

Data Dump

00007 fff:f7ee5057|48 8d
00007 fff:f7ee565c|48 8b
00007 Fff: f7ee5061|4c 89
00007 fff:f7ee5064|ff 15
00007 fff:f7ee506al4c 8b
00007 fff:f7ee5067 |48 8b
00007 fff: f7ee5074 |48 8d
00007 fff:f7ee507c|48 8d
00007 fff:f7ee5084 |[4c 89
00007 fff:f7ee5087|e8 c4

00007 Fff

f7ee508c 4c 8b

00007Fff:T7ee5094 [4d 39
00007 fff:f7ee5097|75 5a
00007 fff:f7ee5099 |48 8d
00007fff: f7ee50a0[0f b6
00007 fff:f7ee50a3|41 bd
00807Fff:f7ee50a9|bf 81
00007 fff:f7ee50ae |be 61
00007 fff:f7ee50b3|ff 15
00007Fff: f7ee50b9 |48 85
00007 fff: f7ee56bc|of 84
00007 Fff: f7ee50c2|c6 00
00007fff: f7ee50c5[49 c7
00007 fff:f7ee50cc|49 89
00007 fff:f7ee560d0 |49 c7
00007 fff: f7ec50d8 |48 8b
00007 fff:f7ee50dd|48 8d
00807 Fff: f7ee50e5 |48 85
00007 fff:f7ee50e8|0f 84
00007 fff: f7ee50ee|ed 8d
000077ff: f7ee5073[48 8D
00007 fff: f7ee58fbldc 8b

qword ptr [rsp + oxlee] = [exeeee7fffffffdl50] = ©x0000000000000750
rl3 = 0x0000000000000000

base64::engine: :Engine: :decode: :inner
RBX, gword ptr [RSP + local 190]

RBX, R14

LAB 0011dbfl

RAX, [_ rust no_alloc_shim is_unstable]
EAX=> rust no_alloc_shim_is unstable, byte ptr [RAX]
EDI, Ox1

ESI, Ox1

gword ptr [->_ rust_alloc]

RAX, RAX

LAB 001le29c

byte ptr [RAX], 0x2d

gword ptr [R15], Ox1

qword ptr [R15 + 0x8], RAX

gword ptr [R15 + 0x10], Ox1

LAB 00llelbe

XREF[1]:
RAX, qword ptr [RSP + local 188]
qword ptr [RSP + local 2a0], RAX
R12, 0x2c
LAB 001ldc9a
R12, gword ptr [RSP + local 180]
X0, xmmword ptr [CRYPT ChaChaInitStates expanded32k]
xmmword btr [RSP + local 2787011. XMO

Decryption of the ransomware note

7c 24 10 lea rdi, [rsp+0x10]
74 24 08 mov rsi, [rsp+8]
€2 mov rdx, rl2
56 75 11 0@ call gword [rel ex7ffff7ffc5cO]
64 24 18 mov rl2, [rsp+8x18]
4c 24 20 mov rcx, [rsp+8x20]
bc 24 00 01 66 00| lea rdi, [rsp+0x100]
b4 24 35 01 00 00 lea rsi, [rsp+0x135]
e2 mov rdx, rl2
8b 66 06 call sh!base64::engine::Engine::decode: :inner::h6932158b09F277...
ac 24 00 01 06 80 mov rl3, [rsp+0x100
5 cmp rl3, rl4
jne Ox7ffff7ee50f3
85 82 81 11 08 lea rax, [rel Ox7ffff7ffd222]
00 movzx eax, byte [rax]
01 60 00 08 mov rl3d, 1
00 80 00 mov edi, 1
66 66 06 mov esi, 1
8f 76 11 00 call gword [rel @x7ffff7ffc748
] test rax, rax
11 62 06 06 je Bx7ffff7ee52d3
2d mov byte [rax], @x2d
07 01 00 00 09 mov gword [rl5]), 1
47 68 mov [r15+8], rax
47 16 01 60 60 68| mov gword [r15+8x10], 1
74 24 10 mov rsi, [rsp+8x18]
04 75 00 00 00 90 lea rax, [rsi*2]
co test rax, rax
b8 66 06 06 je ex7ffff7ee51ab
el oo 00 imp Ox7ffffiee5280
ac 24 08 01 00 00| mov rbp, [rsp+@x108]
b4 24 16 01 60 €61 mov rl4. [rsp+0x1101

0x00007ffff7eba000-0x00007ffff7ebd000

:f7ebcB60 |22
:f7ebc870|0a
:f7ebcBB0O |20
:f7ebcB890 |20
:f7ebc8ab |2a
:T7ebcBbo |22
:f7ebcBc0 |20
:f7ebc8d0b |2a
:f7ebcBel |2d
:f7ebc8f0|2d
:f7ebc900 |2d
:f7ebc910 (20
:f7ebc920 |26
:T7ebc930 |20
:f7ebc940 |65
:f7ebc950 |6F
:17ebc960 |6c
:f7ebc970|75
:f7ebc980 |74

00007 fFff
00007 fff
00007 fff
00807 fff
00007 fFf
00007 fff
00807 fff
00007 fFf
00007 fff
00007 fff
00007 fff
00807 Fff
00007 fff
00007 fff
00007 fff
00007 fFf
00007 fff
00007 fff
00007 fff
00807 Fff
00007 fff

:¥7ebc990

64

:f7ebc9ab |63

2a
2a
6f
20
2a
2a
68
Ba
2d
2d
59
Be
(13
61
65
67
6f
77
28
74
76

2a
2a
20
2a
2a
2a
61
2d
2d
2d
6f
64
63
63
64
20
72
(33
64
61
(13

2a
20
43
2a
2a
2a
74
2d
2d
2d
75
20
72
6b
2e
65
69
Ge
65
2e
72

2a 2a 2a 2a 2a 2a 2a 2a 2a 2a 2a[vvrerebeciiia
20 20 20 20 57 65 6¢c 63 6f 6d 65| *** vielcome
69 63 61 64 61 33 33 30 31 20 20| to Cicada330l
2a Ba 2a 2a 2a 2a 2a 2a 2a 2a 2a AR wamaasaas
2a 2a 2a 2a 2a 2a 2a 2a 2a 2a 2a|** EEsbksssssias
2a 2a 2a 2a 2a 2a 2a Da 0a 2a 2a|rrrrrrrreeer oax
20 48 61 70 70 65 6e 65 64 3f 20| What Happened?
2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d[** -

2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d|-
2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d|- -
72 20 63 6f 6d 70 75 74 €5 72 73|- Your computers
73 65 72 76 65 72 73 20 61 72 65| and servers are
79 76 74 65 64 2c 20 79 6f 75 72| encrypted, your
75 70 73 20 61 72 65 20 64 65 6¢c| backups are del
0a 57 65 20 75 73 65 20 73 74 72|eted. We use str
6e 63 72 79 70 74 69 6f 6e 20 61l|ong encryption a
74 68 6d 73 2c 20 73 6 20 79 6f|lgorithms, so yo
27 74 20 €2 65 20 61 62 6c B5 20|u won't be able
63 72 79 70 74 20 79 6f 75 72 20|to decrypt your
0a 59 6f 75 20 63 61 6e 20 72 65|data. You can re
20 65 76 65 72 79 74 68 69 6e 67|cover everything

0011

Decrypted ransomware note

To verify that the provided key was correct after exiting the check_key and_get rec_text

function, there is a check that the ransomware note has been decrypted properly.
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365
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368
369
370

encryption::check _key and get rec text(&local 558,SUB168(auVar49,0),0x2c):;
ppppuVar30 = local 548;
PppppuvVar26 = pcStackl360;
if (local 558 != 0x8000000000000000) {
local_pgﬂ = Ox8000000000000000;
pppppuVar33 = local_ 558:
if (local_548 < &DAT 00000poc) {

LAB 00115e9d:

if ((lccal_548 1= &DAT_DCODDCOb) 11
((*(pcStackl1l360 + 3) * L'\x6£5f£7369' | #*pcStackl3e60 ~ L'\x692a2a2a') !'= 0)) {
local b80 = &PTR s Key is_ invalid (_--bg)_ &> /dev/n 00224520;

pcStack2936 = 0Ox1;
chal_pTD = &DAT 00000008
_local b68 = 0x0;
J/* try { // try from 00115edl to 00115ede has its CatchHandler @ 00118f39 #*/

std::io::stdio::_print(0,&local b80) :
if (pppppuVar33 !'= 0x0) {

__rust_dealloc(pppppuVar26,pppppuVar33,1) ;
}
goto LAB 00115dc2;

Validation that the ransomware note has been decrypted

File Encryption

The functions start by using OsRng to generate entropy for the symmetric key. OsRng is a
random number generator that retrieves randomness from the operating system.

111af37
Jl1laf3a
J1laf42
)11af47
lllafda
)J11af50
)11af58
)1l1af5d
)J1lafé60

)11af66
Jl1laf6f
111a£77

555 EEEEEEIEE

try { // try from 0011af37 to 0011laf65 has its CatchHandler @ 00llc9af
LAB 0011af37 XREF([1]:
R12, RAX
RDI=>local 308, [RSP + 0x130]
EDX, 0x20
RSI, R15
gword ptr [-><rand core::os::0sRng as_rand core::RngCore>::fill bytes]
RDI=>local 308, [RSP + 0x130]
EDX, Oxc
RSI, R12
gword ptr [-><rand core::os::0sRng as_rand core::RngCore>::fill bytes]
} // end try from 0011af37 to 0011afé65
gword ptr [RSP + local 3c0], 0x20
gword ptr [RSP + local 3b8], RIS
qgword ptr [RSP + local 3b0], 0x20

Function used to generate keys to ChaCha20

The binary contains a function called encrypt_file that handles the encryption of the files. The
first function is to extract another public pgp key that is stored in the data section. This key is
used for encryption to encrypt the symmetric key that is generated for file encryption.
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try { // try from 0011af83 to 001laf9b has its CatchHandler @ 0011c992

LAB 0011af83 XREF([1]:
£83 LEA RSI, [s_-----1 BEGIN_PUBLIC_ REY----- -_MIIBI_001£379a]
f8a LEA RDI=>local 308, [RSP + 0x130]
£92 MOV EDX, Oxlc3
£97 CALL spki::traits::DecodePublicKey: :from_pumic_xekr_pem

} // end try from 0011af83 to 0011af9
£9c MoV RAX, gword ptr [RSP + local 308[0]]
fad MOVUPS 3940, xmmword ptr [RSP + local 308([81]
fac MOVAPS xmmword ptr [RSP + local c8[0]], X0
£ba MOVUPS XMM0, xmmword ptr [RSP + local 2£0[0]]
fbe MOVAPS xmmword ptr [RSP + local b8[0]], XMMO
fec4 MOVUPS XMM0, xmmword ptr [RSP + local 2e0[0]]
fee MOVAPS xmmword ptr [RSP + local a8[0]], XMMO
fd4 MoV RCX, qword ptr [RSP + local 2d0]
£An Mov enrd nEy (RSP 4 lanal QA1 ROV

RSA key used for key encryption

00211150 (*)

It then creates the file that will store the ransomware message in the folder of the encrypted
files. It will be named “RECOVER-"ending of encrypted file’-DATA.txt”

0011bl3e
0011b144
0011blde
0011b151
0011b154
0011b165

0011b171
0011b179%
0011b17e
0011b183

0011b188
0011b150
0011b198
0011blal
0011b1a7
0011blab
0011b1b0
0011biba
0011blbd
0011ble2
0011blcd
0011blcE
0011bleoe

0011blce
0011b1d3
0011b1de

0011bldd
0011ble2

0011ble?
00llblec
0011b1£6
0011blfa
0011b200

JE LAB_D011e572

MOV RCX, " -REVOCER"

MOV qword ptr [RAX], RCX

MOV qword ptr [ + local 308([0]), Ox8

MOV qword ptr [ + local 308[8]], RAX

MoV qword ptr [RSF + local 308[16]], Ox8
try { // try from 0011b171 to 0011b187 has its CatchHandlsr @ 00110968
LAB_0011b171 XREF([1] :

LEA =»local_ 308, [RSF + Ox130]

MOV ESI, Ox8

oV EDX, Ox7

CALL alloo: :raw_veo: :RawVeo<T,A>: ireserve: :do_reserve and handle
bV /f end try from 0011b171 to 0011b187

MOV , qword ptr [RSP + local 308[8]]

MOV . gword ptr [ + local 308[16]]

MOV dword ptr [ + RSI%Ox1 + Ox3]), "m300"

MOV dword ptr [RAX + RSI#0x1], "Okhb"

ADD RSI, O0x7

MOV gword ptr [RSF + local 3fA[0]], RSI

MOVUES XMMO, xmmword ptr [ESP + local 308[0])

MOVAES xmmword ptr [RSF + local 408([0]], X044

MoV . qword ptr [ESF + local 408[0]])

MOV , RBX

suB , RSI

oMP , Dx8

JA LAB 0011ble?
try { // try from 00llblce to O0llbldc has its CatchHandler @ 0011c938
un__nn.u.blm‘ XREF[1]:

LEA RDI=>local_ 408, [RSP + Ox30]

Hov

CALL alloc: :raw_vec: :RawVec<T,A>: :reserve: :do_reserve_and_handle
} // end try frem 00llblee to 0011blde

MOV RBX, gword ptr [RSP + local 408[0]]

MoV I, qword ptr [RSF + local 3f8[0])
LAB_0011ble? XREF[1]:

MOV 14, gword ptr [RSF + local 408[8]]

MOV , "Xt.ATAD-"

oV gword ptr [ + RSI#0x1], RAX

MOV byte ptr [H14 + RSI%Oxl + Ox8], Ox74

ADD RSI, "\t'

Creating the ransomware note

002111be (%)

00211102 (%)

0011bloc(l)

Inside the encryption function there is a list of file extensions where most of them are related
to either documents or pictures. This indicates that the ransomware has been used to
encrypt Windows systems before being ported to ransomware ESXi hosts.
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poVard = local 308;

196
%7
198
1959
500
501
502
303
504
308
506
507
508
309
210
511
512
513
514
5lé6
517
518
519
320
321
5232
323

324
26

328

540
341
542
543
544
545
346
547

348

The full list of extensions:

jpeg, webp, tiff, docx, docm, dotx, dotm, xIsx, xIsm, xltx, xltm, xIsb, xlam, pptx, pptm, ptox,
potm, ppsx, ppsm, sql, doc, rtf, xIs, jpg, png, gif, psd, raw, bmp, pdf, odt, ods, odp, mdf, txt

local 3a8
local 308
nStackT&8
nStackT60
laeal_?ru
nStackT44
local 2el
nstack728
local 2d0
lncal_ﬂca
nsStackT04
local 2b8
nsStack&B8
local 2Za®
lncnl_ﬂaﬂ
local 298
local_ 250
local 288
local 280
local 278
local 270
local_ 268
lucal_?ﬁﬂ
local 258
local 250
local 248
local 240
local 238
local 230
local 228
local 220
local 218
local 210
local 208
local 200
local 1f8
local 1£0
local le8
local led
local 1d8
local 1d0
local 1o8
local _1le0
local 1b8
local_1b0
local la8
local lal
local 198
local 150
local 188
lueal_iﬂu
local 178

nsStack768 ;
Ox1£3995;
Ox3;
"agl®:

a;

"doa" ;

3;:

“rtf=;
0x3;
"xls";

3;

“ipgt:

3;

" Ipegt ;

"pog"
"gif=;

"“bp L i ]
4:
i = § = ]

"pad®

AT

LH
"dotx"™ ;
4:
"dotm" ;
a:
"odt"®
3;
"xlasx"™
LH
"xlam" ;
4:
"E1tx":
4;:
"xltm™;
d;
"xlsb" !
4;
"xlam® ;

File extensions for- em;ryption (not used)
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Then it checks the size of the file. If it is greater than 0x6400000, then it will encrypt the file in

parts, and if it is smaller, the whole file will be encrypted.

575
576
577
578
579
580
581
582
583
584
585
586
587
588
589
590
591
592
593
594
595
596
597
598
599
600
601
602
603
604
605
606
607
608
609
610
611
612
613

The files will then be encrypted with a symmetric key generated by OsRng using ChaChaZ20.

LAB 001lbdaa:

if (local 418 < 0x6400000) {
puVarl3 = puVar7:;
}
if (evVarl !'= '\D') {
puvaré = local 3a8;
puVarl3 = puVarl0:
}
if (puVarl3 == 0x1) {
bVar2 = *puVaré;
bvVarll = bVar2 + Oxbf:
if (((bVarll < Oxla) << 5 | bVar2) == 0x30) {
auVarl5 = ecnrypted files full
(&local 380,local_ 328,local_3b8,local 3b0,1Var4,0xc);
if (SUB168(auVarl5,0) == 0) {
bVar2 = *puVar6;
bVarll = bVar2 + Oxbf;
goto LAB_OOllbdaa;
}
}

else {

if (((bVarll < Oxla) << 5 | bVar2) == 0x31) {
auVarl5 = ecnrypted files_block
(&local_BSO . 10ca1_328 . local_BbB . local_SbU ,1Vard,Oxc,
local 418,local 418 / 0xf,0x100000,1);
if (SUB168(auVarl5,0) !'= 0) goto LAB 0011bf05;
bVar2 = *puVaré6;
bVarll = bVar2 + Oxbf;
}
if (((bVarll < Oxla) << 5 | bVar2) == 0x32) {
auVarl5 = ecnrypted files block
(&local_ 380,local 328,local_ 3b8,local_ 3b0,1lVar4,Oxc,
local_418,local_418 / Oxle,0x100000,1);
if (SUB168(auVarl5,0) != 0) goto LAB 0011bf05;
bVar2 = *puVaré;
bVarll = bVar2 + Oxbf;
}
if ((((bVarll < Oxla) << 5 | bVar2) != 0x33) ||
(auVarl5 = ecnrypted_files_block

Checking file size for enCIypt}on
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0011ccOd
0011lcecl2
0011lccls
DOllcclft
0011lcc24
001lcec2c
0011ce30
0011ce35
0011lcc3a
0011lce3f
0011lcc43
001l1lcc4b
0011lccde
0011ce53
0011ce56
001llcecS5a
0011lce6l
0011lcc6E4
001lcc6E6

LAB 0011ccOd
CMP byte ptr [RSP + local 161], Ox0
JNZ LAB 0011d084
MOVUPS ¥MM0, xmmword ptr [CRYPT ChaChalnitStates_expanded32k]
xmmword ptr [RSP + local 128[0]], XMMO
RAX, gword ptr [RSP + local e8]
XMM0, xmmword ptr [RAX]
X¥M1, xmmword ptr [RAX + 0x10]
RAX=>local 118, [RSP + D0x50]
xmmword ptr [RAX + local 108[0]], XMM1
xmmword ptr [RAX]=>local 118, XMMOD
RCX, gword ptr [RSF + local_ e0]
RAX, gword ptr [RCX]
gword ptr [RSP + local 138], RAX
EAX, dword ptr [RCX + 0xB8]
dword ptr [RSP + local 130], EAX
RAX, [chacha20::avx2 cpuid: :STORAGE]
EAX=>chacha20: :avx2_cpuid: : STORAGE, byte ptr [RAX]
AL, Oxff
LAB 001lcecd5

Use of ChaChaZ20 for file encryption

E%Eﬁ%%ﬁééEéé@%

After the encryption is done, the ransomware encrypts the ChaCha20 key with the provided
RSA key and finally writes the extension to the encrypted file.

J* try { // try from 0011c0a0 to 0011cOdb has its CatchHandler @ 0011c757 */

rsa::padding::PaddingScheme: :new_oaep(&local_ 408):

<rsa::key: :RsaPublicKey as rsa::key::PublicKey>::encrypt
(&local 308, &local 90, &local 308, &local 408,local 3b8,
local_3b0) :

uVarl2 = local 2f0;

puVarl0 = uStack768;

puVar7 = local_ 308;

file_size chunking = uStack760;

if (local_ 308 == &DAT_00000012) {

J/* try { // try from 0011cl0d to 0011cl2b has its CatchHandler @ 0011c717 */

<alloc::vec::Vec(Z)as“zeroize::Zeroize)::zeroize{&local_ScU):

puvar? = <std::io::buffered::bufwriter::BufWriter<W>as_std::io::Write>
::write_all(&local_QSU,file_size_phunking,ﬁVar12):

if (puVar7 == 0x0) {

J/* try { // try from 0011clc7 to 0011lclidb has its CatchHandler @ 0011c717 */

puVar? = <std::io::buffered: :bufwriter: :BufWriter<W>as std::io::Writ
e>

iiwrite_all(&local 350,1Var4,0xc);
if (puVar7 == 0x0) {

J* try { // try from 0011clfb to 0011c20d has its CatchHandler @ 0011c717 */

puVar7 = <std::io::buffered::bufwriter: :BufWriter<W>as_std::io::Wr
ite>

::write_all(&local 350,puVaré,puVarl3):
if (puVar7 == 0x0) {

/* try { // try from 0011c22a to 0011c242 has its CatchHandler @ 0011c717 */

puVar7 = <std::io::buffered: :bufwriter: :BufWriter<W>as std::io::
Write>
::write_all(&local_ 350, "bhk003m",7) ;

s - - -~ -

:4dding the 'encryption file extension
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The file extension is also added to the end of the encrypted file, together with the RSA-
encrypted ChaCha20 key.

e

wn

Yy

== WO
nh =

Vi N U

w w
o0

0

duAtIE.
003n|

File extension at the end of the file

YARA Rule for Cicada3301 Threat Hunting

rule elf_cicada3301{

meta:
author = "Nicklas Keijser"
description = "Detect ESXi ransomware by the group Cicada3301"
date = "2024-08-31"
strings:
$x1 = "no_vm_ss" nocase wide ascii
$x2 = "linux_enc" nocase wide ascii
$x3 = "nohup" nocase wide ascii
$x4 = "snapshot.removeall" nocase wide ascii

$x5 = {65 78 70 61 6E 64 20 33 32 2D 62 79 74 65 20 6B} //Use of
ChaCha20 constant expand 32-byte k

condition:
uint16(0) == Ox457F
and filesize < 10000KB
and (all of ($x*))

[1] https://www.forescout.com/resources/analysis-of-an-alphv-incident
[2] https://blogs.vmware.com/security/2022/09/esxi-targeting-ransomware-the-threats-that-
are-after-your-virtual-machines-part-1.htmi
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[3] https://annoyed.engineer/2024/03/23/the-brutus-botnet/
[4] https://www.bleepingcomputer.com/news/security/cisco-warns-of-large-scale-brute-force-

attacks-against-vpn-services/
[5] https://krebsonsecurity.com/2022/01/who-wrote-the-alphv-blackcat-ransomware-strain/

Cybersecurity

18/18


https://www.truesec.com/hub/blog/category/cybersecurity

