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Redosdru is malware primarily functioning as a downloader, commonly associated with
APT27/Iron Tiger.

Trojan:Win32/Redosdru.l threat description

09 — Microsoft Defender Antivirus detects and removes this threat. This threat can

perform a number of actions of a malicious hacker's choice on ...

Reported by Microsoft as early as July 2009

Surprisingly, for its age, | couldn’t find much information about it, which made dissecting it even
more appealing. | wanted to share the decryption process of the C2 URL, which | found quite
interesting.
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Date (UTC)

3024-06-12 19:20
2024-06-12 19:15
2024-06-12 18:08
2023-12-21 05.08
2023-06-06 04:52
2023-06-06 0408
2023-01-19 08:30
2022-11-06 00:34
2022-07-10 07'58
2022-04-03 01:45
2022-01-31 07:32
2022-01-01 04:20
2021-11-26 18:00
2021-10-03 03:20
2021-09-08 21:11
2021-08-13 02:28
2021-08-07 19:42
2021-08-01 16:37
2021-07-29 15:06
2021-07-02 06:27
2021-03-17 0007
2021-03-07 22:26
2021-02-22 19:19
2021-02-12 08:56
2021-02-11 08:39
2020-12-19 08:34
2020-12-18 09:18

2020-08-01 09:27

SHA256 hash

506c946ecc0877b13de. ..

0644974273574001cdG3. ..
04e5c9467245dfThlbeb. .

T9c06ledSTeaetfebele. ..

523461bGelbThebleas...
41fes67d55eh7B1S5d1SE...

Sav43l12dcaehE2lazed...

1575cB4f1a5579e58584. .

161cd412d6102172d9a9...

Adef25bfde1457ef315eb...

Tdfdesibledb9d739c080...
ae5feasonTc02c48i4bh, .,

Sehbed756b14dd3e689. .,

69f2373b506710775bbd. ..

a1619735fbasca312f45...
323ea92408fadfb0598c...

T99866f1237d48415e55. ..

TetbTadafctTeSe 76904, ..
06c562 74fc1dbSddifS96. ..
Tezd7zboaledidchif3z2y ...
81d6978ai7320d1e0631...
cee26a7cf2cd48baclb3e. .

b19f2c2eec099ceb1163....

bE57T6ee765163d7668. ..

420c4a968b1842110b%. ..

1305139a7ad70ad2c9af. ..

abGcli4ae9dT9e5dcadn. .,

97896c9917071080e38. ..

Type

Tlexe
Cexe
Tlexe
Tlexe
Tlexe
Cexe
Cexe
Bzip

O exe
Texe
Cexe
Clexe
Tlexe
Cexe
—Jexe
—lexe
Tl exe
lexe
Clexe
Clexe
Tlexe
Tlexe
Cexe
& di

C exe
—lexe
Cexe

Tlexe

Signature
 Redosdru
CEEID
| Redosdru
| Redosdru
 Redosdru

Redosdru
| Redosdru
| Redosdru |

=

Redosdru

Tags

 exe | Redosdru
[32] =xc | Redosdru
ED D CEEID
32] oxe ] Redosdru
Redosdru [}
 2xe | Redosdru
 exe | Redosdru

i Y Redosdra]
e Redosas
(oxc ] Redosaru]
(32] «xc ] Redosdru
(2] «xe J Recosdru
[B2] «+= ] Redosdru]
£ G EEDD

(occ ] Redosara]

(o1 Jredosa
(Dounioader ] cxe | Redosar)
(Redosdu]

[exe ] Redosaru

Reporter

Bl sentotayam

B sentotayam

. sentotayarn

I admin_usa32
. zbetcheckin
[ zoetcheckin
[l zoetcheckin
i Desdinovaosint
B zbetcheckin

- abuse_ch

i
]

abuse_ch

abuse_ch
== abuse_ch
‘& r3dbuTz
[ zbetcheckin
[l zbstcheckin
[l zoetcheckin
.zhetclleckin
- abuse_ch
[l zbetcheckin
& radburz
‘& r3dbU7z
= abuse_ch
‘g radbUTz
‘g radbU7z

- SecuriteinfoCom
—- abuse_ch

[E JAMESWT_MHT

Low amount of submissions on Malware Bazaar considering age

Finding the C2 URL

D

CoocbcococOoOoO0BcOocobooopoGcGEcEoEBEBBEROBA T

The majority of strings in this binary are either encrypted or refer to APls/libraries.
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Size Type String

05

=
on

(=

=

E 550 e o o

2

vESQP

t-MuT
t35WSS
t#55UP

runtirme error
ArQGur/DpSwGrqd/
J7

jmPhT

imagehlp.dll

v+9sKnDqg+7qq7F6+ Tfmayrt7ms/8

abnormal program termination

“rdata

I T_HEAP_SELECT
__GLOBAL_HEAP_SELECTED

Encrypted strings

After loading the binary into IDA, | came across an intriguing string in Main that was passed to

another function.
text:884828D07 WinMain@le proc near ; CODE XREF: start+CS9ip
Ltext:eedp2807
Ltext:884828D07 hInstance = dword ptr 8
text:88482807 hPrevInstance = dword ptr @cCh
Ltext:88482807 lpCmdLine = dword ptr 18h
text: 88482807 nShowCmd = dword ptr 14h
Ltext:eed4e2sD7
text:Be482807 push ebp
text:B8462808 mov ebp, esp
.text:ae4a280 push offset Str 3 "t70zr+n8/LCzvrHOsK/uBefos7XpIPTz8/zn/fT". .
text:8846230F call sub_48287F
Ltext:Be4828E4 add esp, 4
text:eed4828E7 test eax, eax
.text:B84828E9 jnz short loc_4B2BEF
Jtext:804028EB xor eax, eax
Ltext:884628ED jmp short loc_4828F6

Within sub_40287F, the encrypted string is passed to strlen and then to sub_401CBC, which
serves as the main decryption function.
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.text:88482387F sub 48287F proc near 3 CODE XREF: WinMain(x,x,x,x)+3ip
Ldext:8048287F
LAext:00840287F Src
LAext:0040287F var 4
Lext:eed8287F Str
LText:eeda287F

F text:88d48287F
Lext:eed482588
Tdextieede2ss2
LTdextieeda2s85
LSdext:eede25888
Ldext: 88482889
text:8e48288E
Tdext: 88482891

Ldext: 084082894

LText 8482398
LTexteeda2s39a
LText:eeda2s39C
Ldext:8848289E ; ---
LText:eed48289E
text:88482389E loc_48289E: ; CODE XREF: sub_48287F+191j
dexteede2s89E
LTdext:eede28A1
LSdext: 08482882

dword ptr -8
dword ptr -4
dword ptr 8

push ebp

mov ebp, esp

sub esp, B

mov eax, [ebpt+str]
push eax ; Str
call _strlen

add esp, 4

mov [ebp+var_4], eax
cmp [ebp+var_4], 1@h
jnb short loc_48289E
xor eax, eax

jmp short loc_482803

mov ecx, [ebpt+s5tr] ; encrypted_string
push ecx
call sub_481CBC 3 main decryption function

Delving into sub_401CBC, I've labeled some variables for easier understanding. We have an
XOR key of 0x59 and another subtraction key set to 0x86.

A couple of other points worth mentioning:

Firstly, there’s function sub_401917, which I've identified as a kind of preamble
decryption function. It takes the encrypted string through the initial stage of decryption,

returning it in a

ready-to-XOR state for subsequent processing in the decryption loop.

Jext
-text
Jext

Jdext
Stext
Lhext

Jdext
JText
hext
Sdext

.text
text
Sdext

Jtext:@@401C8C sub_401CBC
Jtext:@@481C8C

188481CEC XOR_key
1@R491CBC subtract_key

proc near ; CODE XREF: sub_48237F+234p

= byte ptr -14h
= byte ptr -18h

180481CBC length_of _string= dword ptr -a@Ch

Lext:@R2481C8C var_3
Jtext:@@401CBC buffer_for_decrypt= dword ptr -4

= dword ptr -8

188481CEC encrypted string= dword ptr 2

1eeagllec
1 @e481CEC

text:@e481CBD
Jtext:@@481CRF

188481CC2
18e4g1Cco
1 @e4e1CCD
;@e4e100l

Jtext:@@401004
Jtext: 8481005

28498108
188481002
;@e491CDE

Jtext@@481C0EL
Jtext:@e481CE4
Ltext:8es8l1CER

push ebp

moV ebp, esp

sub esp, 1dh

mov [ebpsbuffer_fer_decrypt], & ; zere cut the buffer

mOY [ebp+subtract_key], 86h

mov [ebp#XOR_key], 5%h ; "Y' ; set the xor key

lea eax, [ebp+buffer for decrypt]

push eax ; buffer

mov ecx, [ebptencrypted_string]

push [

call kub_ge1917 ; take the encrypted string, process it through stage 1 decryption, then assign te buffer
add esp, B

mov [ebp#length_of string], eax ; length of the stage 1 decrypted string
mov [ebpsvar_g], &

jmp short decryption_loop

sub_401CBC (main decryption function) part 1

Since sub_401917 is quite complex, explaining it fully would require a dedicated blog post.
Therefore, I'll simplify it as much as possible.

In the main decryption loop of sub_401917, the function handles the encrypted_string in 4-byte
parts. It uses another function, sub_401B13, to decode each byte, using bitwise operations to
rebuild the original data.
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Here’s a link to the two main functions that make up sub_401917.

Address | Hex ASCIT

O040A050 |74 37 4F FA|F2 2B 6E 38(2F 4C 43 FA|F6 72 48 39| t7FOZr+n38/LCZVIrH
00404060 |73 4B 2F 75(39 65 66 39|73 37 58 70(39 50 54 7A|sk/u9efas7xparTz
00404070 (38 2F 7A GE|2F 66 54 30|2F &3 4F 37|75 39 33 3D 8,/zn/fT0/CcO7uU98=

MAOAAAANADA D Meme M O e D meme e B e e e e e Ta B e T et g

Encrypted string before preamble decryption functlon (sub 401917)

Address | Hex ASCIT

ooeC1B0OO | BF B3 B3 AF|E2 FC FC BO|B3 BE Bl FD|BDO AF EE F5 | -™™ Euu“’ﬂiy
O0GC1BL0|EF FD B3 BS |E9 F4 F4 F3|F3 FC E7 FD|F4 F4 FD C3|Cy" ueuuuuucyuuyA
006C1B20 | BB BB DF 00| 00 DD o0 00| 00 DD oD OO0 |00 00 DD DD B e e

Anrcranaal i oAan oA oAanlan Aan an s man anlaa e

Encrypted string after preamble decrypt|on functlon (sub 401917)

Secondly, I've identified a loop as the main decryption loop, which decrypts the string
byte by byte. To summarize this decryption process, it takes the first byte from the string
returned by sub_401917, subtracts it by the subtraction key (0x86), and then performs an
XOR operation using the XOR key (0x59).

Ltext:@e481CED loc 4@1CED: ; CODE XREF: sub_ 4@1CBC+7@4j
— Lhext:es401CED mow edx, [ebp+var_8]
text :@a401CFa add edx, 1
LEexti@a4e1CF3 Moy [ebp+var_B], edx
Ltext:ieadelCre
-text:@B401CF6 decryption_loop: ; CODE XREF: sub_4@1CBC+2F1j
Ltext:ea40lCre mow eax, [ebp+var_8]
Ltext:@B481CF9 cmp eax, [ebp+length_of string] ; counter which checks the length of decrypted string
Ltext:ea4e1CrC jge short loc_4€1D2E ; if buffer equals expected length of decrypted string, end lecp
.text:@e4@1CFE mow ecx, [ebp+buffer for_ decrypt]
Ltext:eadalnel add ecx, [ebp+var_8]
.text:easelDes movsx  edx, byte ptr [ecx]
Ctext:@a401087 movsx  eax, [ebptsubtract_key]
.text:@8481086 sub edx, eax ; subtract the encrypted byte with ex8c
Ltext:@a4810en mow ecx, [ebptbuffer_for_decrypt]
Ltext:2a401018 add ecx, [ebp+var_8]
LEextien4e1nis mow [eex], dl
.text:@a4@1015 mow edx, [ebp+buffer_for_decrypt]
Lhexti@a401015 add edx, [ebp+var_3]
Ltext:ead49lD1B movsx  eax, byte ptr [edx]
Ltext:@640101E movsx  ecx, [ebp+XOR_key]
Jtext:eadelD2 xor eax, ecx ; XOR the encrypted byte with @x59
Lhext:2a401024 mov edx, [ebp+buffer_for_decrypt]
Lhext:es481027 add edx, [ebptvar_8]
Ltext:@e421024 mov [edx], al 3 move decrypted byte to buffer
e Lextead4elb2c jmp short loc_481CED

sub_401CBC (main decryption function) part 2

We can observe the subtraction instruction in our debugger.
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https://pastebin.com/HwX561fq

TSI L

w

EIP

00401000
00401010
00401013
00401015
00401018
00401D1B
00401D1E
oo401D22
00401024
00401D27
00401024

004010 2E
00401031
00401033
00401034
00401035
00401D36
00401038
004010 3A
004010 3F
00401045
00401046
004010 4D
004010 4E
00401054
00401055
00401D56
00401D57
00401D5A
00401061
<

1

1

i
II-II-III-III-IIIC:.I-III-IIII-I..I

IS0 T o
OFBEL11l
OFBE45 FO
ZBDO

BB4D FC
034D F&8
8811

8B55 FC
0355 F8
OFBEOQZ2
OFBE4D EC
33C1

8B5S FC
0355 F&
8802

EB BF
BB45 FC
BEBES

5D

Cc3

EE&

BEEC

6A FF

65 30814000
64:A1 C0OO0O00000
50

64: 8925 00000000

51

B1EC 40040000
53

5e

57

89865 FO

C745 EC 00000000
C785 BCFBFFFF 000000

[ L L e L e ey | =2

movsx edx,byte ptr ds:[ecx]
movsx eax,byte ptr ss5:|febp-10]
sub edx,eax

mov ecx,dword ptr ss:|febp-4]
add ecx,dword ptr ss:[febp-5]
mov byte ptr ds:[ecx],dl

mov edx,dword ptr ss:[ehp—4%
add edx,dword ptr ss:|lebp-38
movsx eax,byte ptr ds:[edx]
movsx ecx,byte ptr ss:[febp-14]
XOF eax,ecx

mov edx,dword ptr ss:|[febp-4]
add edx,dword ptr ss:[febp-5]
mov byte ptr ds:[edx],al

jmp sus.401CED

mov eax,dword ptr ss:[febp-4]
mov esp,ebp

pop ebp
ret
push ebp

mov ebp,esp

push FFFFFFFF

push sus.408130

mov eax,dword ptr J:[0]
push eax

mov dword ptr Jl:[0],esp
push ecx

sub esp, 440

push ebx

push esi

push edi

mov dword ptr ss:|lebp-10§,esp
mov dword ptr ss:|flebp-14],0
mov dword otr ss:lBebo-4440.0

edx=FFFFFFET
eax=FFFFFF36

.Text:00401D0B sus.exe:$1D0B #1DOB

B4 Dump 1

B Dump2 B Dump3 B Dump4 B4 Dump 5

B Watch 1 [*x=llocals ¥ Struct

Address

Hex

ASCII

00931B00
00931B10
00931B20

BY B3 B3 AF
E7 FD B3 BS
BB BE DF 0O

E3 FC FC BO
E9 F4 F4 F3
00 00 00 OO

B3 BE B1 FD
F3 FC EF FD
o0 00 OO 00

BO AF EE F5S
F4 F4 FD C3
00 00 00 OO

SRSl My
CY¥ " uEBBoGNCYaDY

eal. .

10
A

Subtracting 0x86 (subtracting_key) from 0xB7 (first byte) = 0x31

Here, for instance, 0x31 XOR’d with 0x59 decrypted the first byte to ‘h’ (as shown in the
hex/ASCIl dump below).
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.Text:00401D22 sus.exe:$1D22 #1D22

1 ®| 00401CFE EB4D FC mov ecx,dword ptr ss:|[febp-4]
! ®| 00401001 034D F5 add ecx,dword ptr ss:[lebp-3]}
] - OFBE11l movsx edx,byte ptr ds:[ecx]
: . OFBE45 FO movsx eax,byte ptr ss:|[febp-10]
! ®| 00401D0B 2BDO sub edx,eax
i & | 00401000 SB4D FC mov ecx,dword ptr ss:[ebp—4}
] ®| 00401010 034D FS8 add ecx,dword ptr ss:|flebp-5
! ®| 00401013 8511 mov byte ptr ds:[ecx],dl
] ®| 00401D15 BBSS FC mov edx,dword ptr ss:Lebp—4}
! ®| 00401015 0355 F5 add edx,dword ptr ss:[lebp-&
! ®| 00401D1E OFBED2 movsx eax,byte ptr ds:Eedx]
i ®| 00401D1E OFBE4D EC movsx ecx,byte ptr ss:[febp-14]
] ® (| 0O401D22 33C1 XOr 2ax,ecx
] | 00401024 8B5S FC mov edx,dword ptr ss:febp-4
! ®| o0401D27 0355 F3 add edx,dword ptr ss:|flebp-5
i | 004010 2A 8502 mov byte ptr ds:[edx],al
> - EE EF jmp sus.401CED
L--ove| D04010ZE 8B45 FC mov eax,dword ptr ss:[febp-4]
®| 00401031 SBES mov esp,ebp
®| 00401033 tD pop ebp
e 00401034 Cc3 FEE
®| 00401035 55 push ebp
®| 00401036 8BEC mov ebp,esp
®| 00401D38 &4 FF push FFFFFFFF
& | 00401034 &8 30814000 push sus.408130
®| 004010 3F 641 Al 00000000 mov eax,dword ptr Ji:[0]
& 00401045 5O push eax
®| 00401046 6418925 00000000 mov dword ptr l:[0],esp
® | 00401040 % push ecx
£
eax=68 'h"
ecx=59 'y’

W% Dump 1

PDump2 B Dump3 B Cump4 B4 Dump 5

@ watch1 I*=lLocals 4 Struct

Address

Hex

ASCII

00991B00D
00991E10D
D0991B20

&5

B3 B3 AF
E7 FD B3 BS
BE BB DF 00O

E9 FC FC BO
E9 F4 F4 F3
0D 00 00 OO0

B2 BE Bl FD
F3 FC EF FD
o0 00 00 00

XOR 0x31 (from last operation) with 0x59 (XOR

BO AF EE F5
F4 F4 FD C3
0D 00 00 OO0

h*=* edi *%ey: 10
Cy " ueodoolcyoovA

e=l. .

key) = 0x68 (‘W)

The decryption function compares the current length of the decrypted string with 0x23
(0x401CF9), which is 35 in decimal.
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W[ OUFUICES 3= - 3-H P
@ 00401CFE S5B45 FB mov eax,dword ptr ss:|[febp-5]
> IB45 F4 cmp eax,dword ptr ss:[ebp-C]
r--—-#| 00401CFC « 7D 30 jge sus.401D2E
i @ 00401CFE 8B4D FC mov ecx,dword ptr ss:|lebp-4]
; & 00401001 0340 F8 add ecx,dword ptr ss:|jebp-5§
’ & 00201004 OFBEL1l movsx edx,byte ptr ds:[ecx]
I - OFBE45 FO movsx eax,byte ptr ss:jfebp-10]
! & 00401D0B 2BDO sub edx,eax
i @ 00401000 8B4D FC mov ecx,dword ptr ss:|[flebp-4J
i & 00401010 0340 FB8 add ecx,dword ptr ss:|jebp-5]
. @ 00201013 55811 mov byte ptr ds:[ecx],dl
L @ 00401015 8B5S FC mov edx,dword ptr ss:[febp-4]
! @ 00401018 0355 F8 add edx,dword ptr ss:|flebp-8§
! @ 00401D 1B OFBEDZ2 movsx eax,byte ptr ds:[edx]
i & 004010 1E OFBE4D EC movsx ecx,byte ptr ssi|ffebp-14]]
i & 00401D22 33C1 XOor eax,ecx
. e 00201024 8B5S FC mov edx,dword ptr ss:[febp-4]
0 & 00401D27 0355 F8 add edx,dword ptr ss:|jebp-35§
! @ 00401024 8802 mov byte ptr ds:[edx],al
. ~ EB BF jmp sus.401CED
L---ve | 004010 2E S5B45 FC mov eax,dword ptr ss:[febp-4]
® | 00401031 BBES mov esp,ebp
& 00401033 5D pop ebp
& 00401034 C3 ret
® (| 00401035 LS push ebp
® | 00401036 BBEC mov =bp,esp
& 00401038 &6A FF push FFFFFFFF
£
eax==5
dword ptr ss:[ebp-C]=[0019FEBB8]=23 "#'
LText:00401CF9 sus.exe: $1CF9 #1CF9
Beoumpl  @Ypump2?2 @Y Dump3 @Y Dump4 @ Dumps @ watch 1 [*=ILocals 4 Struct
Address | Hex ASCIT
O0C11ABOD| 77 69 6E 64|69 72 3D 43[3A 5C 57 69(6E 64 6F 77 |windir=C: ' Wwindow
OoOC11ACO| 73 OO0 OO0 OO|0Q0 OO0 OO0 OO(00 OO0 00 0000 00 00 00| 5. s e eessnnnnsns
00C11AD0D| 2C 99 F3 40|EE A6 00 O8|5F S5F 43 4F (4D 50 41 54| ,.0&87!..__COMPAT
OO0CL11IAEQ|S5F 4C 41 59(45 52 3D 49|6E 73 74 61|6C 6C 65 72| _LAYER=Installer
0OC11AFO| OO OO OO0 OO|00 OO0 00 OO(2E 99 F2 42 (EE A6 00 O8|......... . 6$il::
0O0C11B00O (68 74 74 FO|3A FC FC BO(B3 BE Bl FD|BO AF EE FS5|RTLp: (- "%ty 10
OOC11BLl0O|(EF FD B2 B5|E9 F4 F4 F2|F2 FC E7 FD|F4 F4 FD C3 | gy"uedooolcydovh

When the comparison succeeds, the loop ends,

revealing our final C2 URL.

Decrypted C2

i ® [ O0F01I0=2 FICL XOT edx,ecx
: e || 0D401D24 8B55 FC mov edx,dword ptr ss:[ebp-4]
! & 00401027 0355 F5 add edx,dword ptr ss:[febp-5]
: ®| 00401D2A 8802 mov byte ptr ds:[edx],al
EIF > o ~ EB BF jmp sus.401CED
L——oe| 0040102E BB45 FC mov eax,dword ptr ss:|[febp-4]
®| 00401D31 BBES mov esp,ebp
®| 00401033 5D pop ebp
e 00401034 Cc3 ret
®| 00401035 55 push ebp
®| 00401D36 BBEC mov ebp,esp
e 004010358 &8A FF push FFFFFFFF
® | 00401D3A &8 30814000 push sus.408130
®| 00401D3F 64:A1 00000000 mov =ax,dword ptr [l [0]
®| 00401045 50 push eax
®| 00401046 &4: 8925 00000000 mov dword otr El:T01.esp
£
edx=00BE1B22
dword ptr ss:[ebp-4]=[0019FECO &"http://star.spl68.tv:7744,/8.77.d11"]1=00BE1BOD "http://star.sp
LText: 00401024 sus.exe: $1D24 21D24
Eeoump 1 Pypump2 @ oump3 B Dump 4 B Dump s @ watch1  I*=|Locals 2 struct
Address | Hex ASCII
OOBELBOO| 68 74 74 7O(3A 2F ZF F3(74 61 72 2E(73 70 31 36| http://star.splé6
ODBE1B10 (38 2E 74 76(3A 37 37 34|34 2F 38 2E(37 37 2E 64| 8.tv:7744/8.77.d
0OBE1B20 6C 6L 00 00|00 OO0 00 00|00 00 00 00|00 00 OO0 OO .. - v i v ev e ens

URL which appears to download a malicious DLL file
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Oh yeah!

Hash, dynamic analysis, and samples

SHA256:506c946ecc0877b13de8fb977de24a7b9e14054d44ca547e518084c914334a6bDynamic
Analysis:https://www.vmray.com/analyses/_vt/506c946ecc08/report/network.html
Samples:https://bazaar.abuse.ch/browse.php?search=tag%3Aredosdru

Thanks for tuning in

So, that wraps up our dive into this decryption method used by Redosdru. Writing this post has
been really fun, and | hope you learned something new.

Until next time, stay safe out there!

9/9


https://www.vmray.com/analyses/_vt/506c946ecc08/report/network.html
https://bazaar.abuse.ch/browse.php?search=tag%3Aredosdru

